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22 17 INTRODUCTION
c e
2 18 The plaintiff Sasha Antman filed this ctaaction lawsuit against the defendant Uber
19 || Technologies, Inc. (“Uber”)—whicbperates a smart-phone molalgplication connecting drivers
20 || and passengers—after an unknown hacker downloaded drivers’ persormaation (including
21 || drivers’ names and license numbers) in May 2014vamt that Uber disclosed in February 2015.
22 || (SeeFirst Amended Complaint (“FAC”), ECF No. 7, 1 941He raises two California statutory
23 || claims: (1) failure to implement and maintain reasonable security procedures to protect the
24 || drivers’ personal information andgnptly notify affected driversn violation of Cal. Civ. Code
25 || 88 1798.81, 1798.81.5 and 1798.82; and (2) unfair, fraudaedtynlawful business practices, in
26 || violation of California’s Uifair Competition Law, Cal. Bus. & Prof. Code 8§ 1720€. &t 11-14.)
27
28 ! Record citations are to documents in the EleatrGase File (‘ECF”)pinpoint citations are to
the ECF-generated page numbarghe tops of the documents.
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Uber moved to dismiss for lack of constitutional and statutory standing and for failure to state
claim. (Motion, ECF No. 24.) The court dismisses the First Amended Complaint without preju
for lack of standing. Mr. Antman may file 2&nd Amended Complaint within 28 days from the
date of this order.
STATEMENT

Sasha Antman, who now lives in Oregon, poegly worked as an Uber driver in San
Francisco from an unspecified date until September 2013. (FAC 11 1, 18.) To use Uber's mo
application as Uber drivers, lamd the putative class membersg&ber unspecified “personal
information.” (d. 1 49.) The First Amended Complaintsdabes the personal information more
granularly when describing the lawsuit: “Plaintifirmys this class action against Defendant for it
failure to secure and safeguard its drivers’ peadly identifiable information including names,
drivers['] license numbers, and other perdonformation (‘PII’) (collectively, ‘Private
Information’).” (Id. 7 8.)
|. THE DATA BREACH

“Beginning in or around May 2014, an unknown person or persons (the ‘Hacker’) utilized
what [Uber] has described as a ‘security Keydownload files from [its] computer system
containing its drivers’ Private Infmation (the ‘Data Breach’).1d. § 10.) “[T]he ‘security key’
used by the Hacker to perpetrdte Data Breach was publicly available on the internet via one
more GitHub webpages (and/or via the GitHub app, which is an app designed for sharing co
among app developers)Id( 1 15.) “In other words, [Uber] not only permitted all of the
compromised Private Information to be accessiuih single password, but allowed that passwor|
to be publicly accessible via the internetd.)

Uber did not disclose the Data Breach until February 27, 2@1.9] {1.) On that date, Uber

“disseminated a press release,” whiehds in its entirety as follows:

In late 2014, we identified a one-time accekan Uber database by an unauthorized
third party. A small percentage of curramd former Uber driver partner names and
driver’s license numbers were containedhe database. Immediately upon discovery
we changed the access protocols fordaabase, removing the possibility of
unauthorized access. We are notifying impadekrs, but we have not received any
reports of actual misuse of infortran as a result of this incident.
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Uber takes seriously our responsibilitystafeguard personal information, and we are
sorry for any inconvenience this incident may cause. In addition, today we filed a
lawsuit that will enable us to gather infaation to help identify and prosecute this
unauthorized third party.

Here is what we know:

e On September 17, 2014, we discoveread tine of our databases could
potentially have been accessed by a third party.

e Upon discovery we immediately changbe access protocols for the database
and began an in-depth investigation.

e Our investigation revealed that a etmee unauthorized access to an Uber
database by a third party had occurred on May 13, 2014.

e Our investigation determined the urtamtized access impacted approximately
50,000 drivers across multiple states, which is a small percentage of current and
former Uber driver partners.

e The files that were accessed containeq ¢imé name and driver’s license number
of some driver partners.

e To date, we have not received any repoftactual misuse of any information as
a result of this incident, but weeanotifying impacted drivers and recommend
these individuals monitor their credippa@ts for fraudulent transactions or
accounts.

e Uber will provide a free one-year membership of Experian’s® ProtectMyID®
Alert. If impacted driver partners hageestions or need an alternative to
enrolling online, please B4877) 297-7780 and providee Engagement number
listed in the notification letter.

e We have also filed what is referredas a “John Doe” lawsuit so that we are able
to gather information that may lead to confirmation of the identity of the third

party.
(Wong Decl., ECF No. 24-1, Ex. Ape alsd"AC 11 11-14%)

[I. HARM TO MR. ANTMAN

The complaint has a section titled “Plaintiff $/#Bamaged By the Data Breach.” (FAC at 5.)
In it, Mr. Antman alleges that on June 2, 2014, an unknown and unauthorized person used [}
Private Information to apply for a credit cardtwCapital One, which now appears on [his] credi

report.” (d. § 19.) Mr. Antman “received notificatn from [Uber] in or around March 2015,

2 Generally, the court does not consider matéréyond the pleadings in ruling on a motion to
dismiss.SeeUnited States v. Corinthian Collegegb5 F.3d 984, 998-99 (9th Cir. 2011). But the
First Amended Complaint refers to and relesUber’s February 27, 2015 press release and
provides a link to it. $eeFAC 11 11-14.) The court thus cates's the entire press release under
the incorporation-by-reference doctriigeeKnievel v. ESPN393 F.3d 1068, 1076 (9th Cir.
2005).
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notifying him for the first time that his Privatefétmmation was disclosed in the Data Breach, eve
though he no longer was working as an Uberadrat the time of the Data Breachld(Y 20.)
“[Uber’s] notification to [him] didnot include any explanation for theng delay in its issuance or
indicate that the delay was dueatoy law enforcement investigationld({ 21.)
[ll. HARM TO CLASS MEMBERS

The next section of the complaint is titled@ Stolen Private Information Is Valuable to
Hackers and Thieves and Its Disclosure Harms Class Membersat 6.) It describes the value
of personal identifying information toiaminals engaging in identity thefid. 11 22-30.) It notes
the potential lag time between theft of perdadentifying information and the use of itd({ 31.)

It then describes the lfowing harm to Mr. Antman and class members:

32. [Mr. Antman] and Class members now faeang of constant surveillance of their
financial and personal records, monitoringg doss of rights. Th€lass is incurring

and will continue to incur such damagesddition to any fraudulent credit and debit
card charges incurred by them and the tegploss of use of their credit and access to
funds, whether or not such chargesdtienately reimbursed by the credit card
companies.

33. [Uber’s] wrongful actionsrad inaction directly and proximately caused the theft

and dissemination into the public domain of [Mr. Antman’s] and Class members’
Private Information, causing them to suffer, and continue to suffer, economic damages
and other actual harm for which thase entitled to congnsation, including:

a. theft of their Private Information;

b. misuse of their Private Information suaf the unauthorized attempt to open a
credit card account in [Mr. Antmar)’same described above, and additional
such injury threatened in the future;

c. damage to [Mr. Antman’s] and Class migers’ credit reports and/or scores;

d. the untimely and inadequate notification of the Data Breach;

e. loss of privacy;

f. ascertainable losses in the form of oupotket expenses atlde value of their
time reasonably incurred to remedy or mitigate the effects of the Data Breach;

g. deprivation of rights thepossess under California law, including the Consumer
Records Act and Business aRrbfessions Code 8§ 17200, et seq.

34. [Uber’s] offer of one-year of free idégtprotection services, including credit
monitoring, is insufficient compensation fdamages resulting from [Uber’s] actions
and inactions because (a) that offer waslenaonths after [Ubiklearned of the
breach, during which time [Mr. Antmar’and other Class members’ Private
Information was misused; (b) such credamitoring does not prevent or retroactively

ORDER (No. 3:15-cv-01175-LB) 4




United States District Court
Northern District of California

© 00 N oo o b~ w N P

N N N N DN DN DN NN R R R R R R R R R
0o ~N o 00~ W N PP O © 00w ~N o o M W N B O

fix the damage done to Class memberstaed credit reports; and (c) as the GAO
reported, the PII could be held by criminatglaised to commit fraud after the one year
of credit monitoring and ideity theft protedbn expires.

(Id. 17 32-34.)
IV. RELIEF SOUGHT

For the first claim, Mr. Antman seeks actuahdaes, attorney’s fees, and costs; for the

second claim, he seeks equitable relief (includesgitution and disgorgement of fees Uber earn

for rides); for both claims, heeeks the following injunction:

an injunction requiring [Uber] to impleamt and maintain reasonable security
procedures, including, but not limited to: (pering that [Uberjtilize strong industry
standard encryption algorithms for encryptiogkéhat provide access to stored PlII; (2)
or ordering that [Uber] implement the usdtsfencryption keys in accordance with
industry standards; (3) orderitigat [Uber], consistent witindustry standard practices,
engage third party securityiditors/penetration testers\asll as internal security
personnel to conduct testing, including simudadgétacks, penetration tests and audits
on [Uber’s] systems on a periodic basis;d#jering that [Uber] engage third party
security auditors and interngérsonnel, consistent withdustry standard practices, to
run automated security monitneg; (5) ordering that [Ubedudit, test and train its
security personnel regarding any new or medifprocedures; (6) ordering that [Uber],
consistent with industry standard praeicsegment consumer data by, among other
things, creating firewalls and access contsolshat if one area of [Uber’s] computer
system is compromised, hackers cannot gasesgto other portions of its systems; (7)
ordering that [Uber] purge, tige, destroy in a reasonalsiecure manner customer data
not necessary for its ongoing relationshighvdrivers; (8); ordering that [Uber],
consistent with industry standard praeicconduct regular database scanning and
security checks; (9) orderingah[Uber], consistent witindustry standard practices,
evaluate web applicationsrfeulnerabilities to prevemweb application threats to
drivers; (10) ordering that [Uber], cont&at with industry standard practices,
periodically conduct internataining and education to inform internal security
personnel how to identify and contain a breach when it occurs and what to do in
response to a breach; and (11) ordering [Uteenheaningfully ducate its drivers and
former drivers about the threats they fasea result of the loss of their Private
Information to third parties, as well as the steps they must take to protect themselves.

(Id. 11 57, 59-60, 71.) He also asks the court to:

require [Uber] to identify and notifyllanembers of the Class who have not yet

been informed of the Data Breach, and tofp@ffected driversaand/or users of its

app of any future data breaches by email within 24 hours of [Uber’s] discovery of a
breach or possible breach and by mail within 72 hours.

(Id. 1 58.)
GOVERNING LAW
Uber moves to dismiss the complaint under (Add¥al Rule of Civil Pocedure 12(b)(1) for

lack of Article 11l standing and thus lack fi#deral subject-matter j@dliction, (B) Rule 12(b)(6)

ORDER (No. 3:15-cv-01175-LB) 5
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for lack of statutory standing, and (C) Rule 12(bj{8)failure to state a claim. This section sets
forth the Rule 12(b) standards aheé relevant California statutes.
. RULE 12(b)(1)

A complaint must contain a sh@nd plain statement of theagind for the court’s jurisdiction
(unless the court already hasigdiction and the claim needs new jurisdictional support). Fed.
R. Civ. P. 8(a)(1). The plaintiff haBe burden of estéibhing jurisdiction.See Kokkonen v.
Guardian Life Ins. Co. of Am511 U.S. 375, 377 (1994 armers Ins. Exchange v. Portage La
Prairie Mut. Ins. Co,.907 F.2d 911, 912 (9th Cir. 1990). A defendant’s Rule 12(b)(1)
jurisdictional attack can bather facial or factualWhite v. Lee227 F.3d 1214, 1242 (9th Cir.
2000). “A ‘facial’ attack asserts that a comptarallegations are themselves insufficient to
invoke jurisdiction, while a ‘factdaattack asserts that tttomplaint’s allegations, though
adequate on their face tavioke jurisdiction, are untrueCourthouse News Serv. v. Planés0
F.3d 776, 780 n.3 (9th Cir. 2014).

This is a facial attack; the cduhus “accept[s] all algations of fact in the complaint as true
and construe[s] them in the light stdavorable to the plaintiffs\Warren v. Fox Family
Worldwide, Inc, 328 F.3d 1136, 1139 (9th Cir. 2003). (If thisre a factual challenge, the court
would evaluate extrinsic evidence and resolvputiss when necessarygtplaintiff would have
the burden of proving each requirement for sabjmatter jurisdiction bg preponderance of the
evidenceleitev. Crane C.749 F.3d 1117, 1121 (9th Cir. 2014).) A court may dismiss a
complaint without leave to amend only iktkomplaint cannot be saved by amendnteeg.
Eminence Capital, LLC v. Aspeon, In816 F.3d 1048, 1052 (9th Cir. 2003).

II. RULE 12(b)(6)

A complaint must contain a “shahd plain statement of the etashowing that the pleader is
entitled to relief’ to give theefendant “fair notice” of whahe claims are and the grounds upon
which they restSeeFed. R. Civ. P. 8(a)(2Bell Atlantic Cap. v. Twombly550 U.S. 544, 555
(2007).” A complaint does not neéetailed factual &gations, but “a plaintiff's obligation to
provide the ‘grounds’ of his ‘entitlement to relief’ requires moantlabels and conclusions, and

formulaic recitation of the elements of a cause of action will not do. Factual allegations must
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enough to raise a claim for relief above the speculative levdl..(internal citations omitted).

To survive a motion to dismiss, a complaint must contain sufficient factual allegations,
accepted as true, “'to state a claim tlefethat is plausible on its face.Ashcroft v. Igbal556
U.S. 662,678 (2009) (quotingvombly 550 U.S. at 570). “A claim has facial plausibility when
the plaintiff pleads factual content that allows tloert to draw the reasonable inference that the
defendant is liable fahe misconduct allegedld. “The plausibility standard is not akin to a
‘probability requirement,” but iasks for more than a sheer podgipbthat a defendant has acted
unlawfully.” Id. (quotingTwombly 550 U.S. at 557). “Where a complaint pleads facts that are
‘merely consistent with’ a defendantiability, it ‘stops short othe line betweepossibility and
plausibility of “entitlement to relief.””ld. (quotingTwombly 550 U.S. at 557).

If a court dismisses a complaint, it should geave to amend unless the “the pleading could
not possibly be cured by tladlegation of other factsCook, Perkiss and Liehe, Inc. v. Northern
California Collection Serv. In¢911 F.2d 242, 247 (9th Cir. 1990).

[ll. THE CALIFORNIA STATUTES

The complaint has two claims: (1) failure to implement and maintain reasonable security
procedures to protect the drivers’ personal infatrton and promptly notify affected drivers, in
violation of Cal. Civ. Code 88 1798.81, 1798.81rid 4798.82; and (2) unfair, fraudulent, and
unlawful business practices, in violation of California’s Unfair Competition Law, Cal. Bus. &
Prof. Code § 17200. (FAC, at 11-14.)

A. California Civil Code 88 1798.81, 1798.81.5 and 1798.82

California Civil Code § 1798.81.5 @tects “personal informatiombout California residents”
by requiring business that “own, license, or mamgeersonal information about Californians to
provide reasonable security for that infotioa.” Cal. Civ. Code § 1798.81.5(a)(1). “A business
that owns, licenses, or maintaipersonal informatioabout a California resident shall implement
and maintain reasonable security procedunelspaactices appropriate the nature of the
information, to protect the parsal information from unauthaed access, destruction, use,
modification, or disclosurefd. 8 1798.81.5(b). The statute defirfpsrsonal information” as an

individual’s first name (or first itial) and last name ith one or more of the following: (1) social

ORDER (No. 3:15-cv-01175-LB) 7
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security number; (2) driver’s lmse number or California identi&tion-card number; (3) account
number or debit or credit card number in conalion with the security code, access code, or
password that permits access to that financiadwaug and (4) medical information in the form of
medical history, treatment, or diagnoses.8 1798.81.5(d).

Section 1798.81 requires a busines&ake all reasonable stepsdispose, or arrange for the
disposal, or customer records within its custodyomtiol containing personal information when
the records are no longer to t&tained by the business by &redding, (b) erasing, or (c)
otherwise modifying the personal informatiorthose records tmake it unreadable or
undecipherable through any meari€ustomer” is defined as “an individual who provides
personal information to a business for the purmdgrirchasing or leasing a product or obtaining
a service from the business [here, allegedly to use the Uber App to generate income as drive
Id. 8 1798.80(c). (The claim is that Uber faileddispose of Mr. Antman’s personal information
after he stopped working as dber driver, thus aling his information to be compromised.)

Section 1798.82 has proceduresriotifying California resideres when their unencrypted
personal information is disclosed in a data breawhthereby acquired by (or reasonably believg
to have been acquired by) an unauthorizedgperGalifornia Civil Codes 1798.82(a). The statute
provides that the business “shall disclose”lihleach and “shall notify” the affected persdasS§
1798.82(a)-(b). Notice can be delayed if a law-scgment agency determines that notification
will impede a criminal investigation; notifstion must be made promptly after the law-
enforcement agency determines that disclsuill not compromise the investigatidd. 8
1798.82(c).

Section 1798.84(b) provides a mte right of action: “[a]ny custer injured by a violation of
this title may institute a civil action to r@eer damages.” A business also may be enjoilted.
1798.84(e). A prevailing platiff may recover his oher reasonable attorrieyfees and costsd. §
1798.84(q).

B. UCL Claim

California’s Unfair Competitioaw (“UCL”) allows plaintiffsto bring claims for unfair,

unlawful, or fraudulent business praetc Cal. Bus. & Prof. Code § 172@xittierez v. Wells

ORDER (No. 3:15-cv-01175-LB) 8
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Fargo Bank, NA704 F.3d 712, 717 (9th Cir. 2012). Remedies under the statute are limited to
injunctive relief and restitutiorGuttierez 704 F.3d at 717.
1. “Unlawful” claim
The “unlawful prong” of the UCL “incorporategher laws to make them actionablédidan
v. Paul Fin., LLG 745 F. Supp. 2d 1084, 1098 (N.D. Cal. 2010). “Generally, ‘violation of almo
any law may serve as a basis for a UCL claird"(quoting in parPlascencia v. Lending 1st
Mortg., 259 F.R.D. 437, 448 (N.D. Cal. 2009) (citing in t@habner v. United Omaha Life Ins.
Co, 225 F.3d 1042, 1048 (9th Cir. 2000)). Claim ¢aeserting violations of Cal. Civ. Code 88
1798.81, 1798.81.5, and 1798.82) is the predicate for thlewtul” UCL claim, which stands or
falls with claim one.
2. “Fraud” claim
To state a claim under the “fraud” prong of § 1720@laintiff must allege facts showing that
members of the public are likely to be decdiby the alleged fraudulent business practee

Morgan v. AT&T Wireless Servs., Ind&77 Cal. App. 4th 1235, 1255 (2009).

The fraudulent business practm®ng of the UCL has been understood to be distinct from
common law fraud. A [common law] frauduledgception must be actually false, known to
be false by the perpetrator and reasoneddlgd upon by a victim who incurs damages.
None of these elements are required testatlaim for injunctive relief under the UCL.
This distinction reflects the UCL’s focas the defendant’s conduct, rather than the
plaintiff's damages, in service of the sti@'s larger purpose @irotecting the general

public against unscrupulous business practices

Stearns v. Ticketmaster Corp55 F.3d 1013, 1020 (9th Cir. 2011) (quotinge Tobacco I
Cases46 Cal. 4th 298, 312 (2009). Namddss representatives in UCL cases must still show
“additional factors as to [themselves]chuas injury in fact and causationd: at 1020 (citing
Tobacco 1) 46 Cal. 4th at 313-16). Babsent members need nSee id. Tobacco 1] 46 Cal. 4th
at 316 (“[T]he plain language tifie [UCL] lends no support to theakcourt’s conclusion that all
unnamed class members in a UCL class actiost demonstrate section 17204 standing” by
showing injury and causation.).

The “fraud” claim is based on Uber’s securitagtices. “By failing to diclose that it does not
enlist industry standarcesurity practices, which render Defendasstpp and services particularly

vulnerable to data breaches, Defendant engagadraudulent business preet that is likely to

ORDER (No. 3:15-cv-01175-LB) 9
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deceive a reasonable consumer.” (FAC { 68.)é¢@sonable person would not have agreed to ug
the Uber app or to act as an Uber driver hadrhghe known the truth about Defendant’s security
practices. By withholding materiaiformation about Defendant’s setty practices, it was able to
convince drivers and other users of its app tvigie and entrust their Private Information to
Defendant.” [d. 69.)
3. “Unfair” claim

A business practice can be unfair even if ita$ unlawful. California courts have defined
“unfair” business practices ingeral ways in consumer cas&geDrum v. San Fernando Valley
Bar Ass’n 182 Cal. App. 4th 247, 256 (2010). One of them business practi¢eat “is immoral,
unethical, oppressive, unscrupularssubstantially injurious toonsumers and requires the court
to weigh the utility of the defendant’s conductangt the gravity of the harm to the alleged
victim.” Id. (citing Bardin v. Daimlerchrysler Corp136 Cal. App. 4th 1255, 1260-1261 (2006))
Davis v. Ford Motor Credit Cpl179 Cal. App. 4th at 581, 595-596 (200S)egory V.
Albertson’s Inc.104 Cal. App. 4th 845, 854 (2002)). The FAC here relies on that theory:
“Defendant’s failure to disclogbat it does not enlist industryastdard security practices also
constitutes an unfair business practice utioeUCL. Defendant’'sonduct is unethical,
unscrupulous, and substantiallyunous to Class members.d( 1 70.)

ANALYSIS

|. REQUESTS FOR JUDICIAL NOTICE

Uber asks the court to judatly notice Uber’s February 27, 2015 press release, a generic

Capital One credit-card application obtainemhirCapital One’s website on June 3, 2015, and the

California Senate Committee on Privacy’s Bill Aysik of AB 700. (Uber's RIN, ECF No. 25.) It
also argues that the court can consider thesprelease and the credit-card application under the
incorporation-by-reference doctrinéd (at 3-4.) Mr. Antman asks tre®urt to judically notice an
opinion,Remijas v. Neiman Marcus Group, LUSo. 14-3122 (7th Cir. July 20, 2015). (Mr.
Antman’s RIN, ECF No. 30-2.)

First, the court does not needtéie judicial notice of thRemijasopinion or the legislative

history because it can cader them without takingudicial notice of themSee Von Saher v.

ORDER (No. 3:15-cv-01175-LB) 10
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Norton Simon Museum of Art at Pasadeb@2 F.3d 954, 960 (9th Cir. 2010) (“Judicial notice of

Toth v. Grand Trunk R.R306 F.3d 335, 349 (6th Cir. 2002) (“Aggeneral matter, judicial notice
is available only for ‘adjudicativiacts,’ or the ‘facts of the ptcular case,’” as opposed to
‘legislative facts,” which are factahich have relevance to legadasoning . . . , whether in the
formulation of a legal principle or ruling by a juglg. . or in the enactment of a legislative body.’
Thus, judicial notice is generalhot the appropriate meansdstablish the legal principles
governing the case.”) (quoting Fed. R. &\201 advisory committee’s note (1972))).

Second, the court does not taildicial notice of Uber’s Haruary 27, 2015 press release;
instead—for the reasons set forth in noteura—it considers the entingress release under the
incorporation-by-reference doctrine. Finding thatocument is incorporated by reference is
different than judially noticing a factsee Tellabs, Inc. v. Makor Issues & Rights, 1581 U.S.
308, 322 (2007):.ee v. City of Los Angele®50 F.3d 668, 688-89 (9th Cir. 2001), and the
standards are different, tosee Gammel v. Hewlett-Packard C@05 F. Supp. 2d 1052, 1061
(C.D. Cal. 2012). Federal Rule of Evidence 201 alltvescourt to “judiciallynotice a fact that is
not subject to reasonable dispute because)its (denerally known within the trial court’s
territorial jurisdiction; or (2) can be accurlgtand readily determined from sources whose
accuracy cannot reasonably be questioneédd. R. Evid. 201(b). A “high degree of
indisputability is the essential prerequisite’taing judicial notice antthe tradition [of taking
judicial notice] has been one of caution in requiring thatmatter be beyond reasonable
controversy.” Fed. R. Evid. 201(a) & (b) advismymm. nns. The court might be able to take
judicial notice of the existence of the press relelaseit does not take jucial notice of the facts
within it (e.g, that the Hacker accessed only drivex@mnes and license numbers) because those
facts are not generally knowntiin the court’s jurisdiction, # press release is not a source
whose accuracy cannot reasonably be questi, and Mr. Antman objects to it.

Third, the court does not cadsr the credit-cardpplication under #hincorporation-by-
reference doctrine or talpedicial notice of it.

To the extent that Uber suggests thatabwrt can consider the application under the
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incorporation-by-reference doctrineegUber’s RIN, ECF No. 25 at8), the court disagrees with
Uber that the First Amended Complaint necessarilgg®n the application; it refers only to an
unauthorized person’s applicatitor a credit card in Mr. Antman’same, which is not the same
as necessarily relying onishparticular applicatiorSeeKnieve| 393 F.3d at 1076.

The court also does not think that it can jualigi notice the applidgon. Mr. Antman asserts
that it is “inappropriate to take judicial noticey prove Uber’s “contention that the criminal who
attempted to open an account in Plaintiff's namedubke credit card appéton . . . in order to
perpetrate that fraud” and that “the crimida not use Mr. Antman’s Private Information
disclosed in the Data breach to do so.” (ObjectioriRIN, ECF No. 30-3 &) Uber elaborates in
its reply that the point of judicilgl noticing the application is that the data breach here is driver
names and license numbers, and one also regoisal security number (as the application
establishes) to apply for a credard. (Reply, ECF No. 32 at 3.) @imference is that the injury
(the application) had nothing to do with the dateach (only driver namseand license numbers),
which—if true—means that there is no caseanmtroversy and no federal subject-matter
jurisdiction.See Susan B. Anthony List v. Driehb34 S. Ct. 2334, 2341 (2014).

When a court takes judicial nod, often it is of the existencé public records and undisputed
facts in themSeelLee v. County of Los Angel&50 F.3d 668, 689-90 (9th Cir. 2001). In a similar
vein, courts take judicialotice of policy documents available on a government welSste White
v. Social Sec. AdminNo. 14-cv-05604-JST, 2015 WL 39027892 (N.D. Cal. June 24, 2015)
(five Social Security Admmistration policy documents{zustavson v. Mars, IncNo. 13-cv-
04537-LHK, 2014 WL 2604774, at *3 n.1 (N.Dal. June 10, 2014) (Food and Drug
Administration letters and presdeases). Another example ikitag judicial notice of another
court’s opinion to prove that evidence existeg@ub a party on notice of the facts underlying a
claim.See Sands v. McCormjdk02 F.3d 263, 268 (3rd Cir. 200Rey to these decisions is
public availability and the undisputed reliltly of the information in the documents.

These examples do not obviously answer thetopresf whether the cotican take judicial
notice of the publicly available credit-card apption, a June 2015 application that has a tempoyal

distance from the unauthorizedgication here in June 20146€eFAC 1 19.). That said, needing
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a social security number to apply for a ¢redrd—a fact made manifest by the website
application—perhaps cannot beplited reasonably. At oral argument, Mr. Antman’s counsel s
that it was undisputed that a salcsecurity number was used the Capitol One application here.
The court thus considers the need for a seaealirity number in its evaluation of whether Mr.
Antman plausibly alleged jurigetion or his claims. The couneed not (and does not) take
judicial notice of the credit-card application itself.

[I. ARTICLE Ill STANDING

Uber first argues that Mr. Antman lacksticle 11l standing to pursue his claims.

“To establish Article llistanding, a plaintiff must show (1) anjury in fact,’ (2) a sufficient
‘causal connection between the ij@nd the conduct complained’aind (3) a ‘likel[ihood]’ that
the injury ‘will be redressed by a favorable decisioftsan B. Anthony List v. Driehds34 S.

Ct. 2334, 2341 (2014) (quotinguijan v. Defenders of Wildlif&04 U.S. 555, 560-61 (1992)).
“[E]Jach element must be supported in the sarag as any other matter on which the plaintiff
bears the burden of proof, i.e., with the mararet degree of evidence required at the successiy
stages of the litigationLujan, 504 U.S. at 561. The court anadg standing claim by claim.
California ex rel Imperial Cnty. Air Pollution Control Dist. v. U.S. Dep’t of the Interiar F.3d
781, 789 (9th Cir. 2014) (citingewis v. Caseyb18 U.S. 343, 358 n.6 (1996)).

In a class action, the named plaintiffs représgma class “must allege and show that they
personally have been injured, not that injury besn suffered by other, unidentified members of
the class to which they belong andtich they purport to representWarth v. Seldin422 U.S.
490, 502 (1975). “[1]f none of the named plaintifisrporting to represent a class establishes the
requisite of a case or controvemsith the defendants, none may seek relief on behalf of himseli
any other member of the clas®"Shea v. Littleton414 U.S. 488, 494 (1974).

The claims here turn on Uber’s alleged failur@totect personal infornian of its drivers in
violation of Cal. Civ. Code 8§ 1798.81, 1798.81.5 &r#18.82. Uber argues that Mr. Antman did
not plead injury in fact or a causal contiec sufficiently. (Motion, ECF No 24, at 12-18.)

A. Injury in Fact

“[T]he injury-in-fact requirement . . . helps toseme that the plaintiff has a ‘personal stake in
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the outcome of the controversyDriehaus 134 S. Ct. at 2341 (quotiyarth 422 U.S. at 498).
“An injury sufficient to satisfy Article 11l must be ‘concrete and particularized’ and ‘actual or
imminent, not conjectal or hypothetical.”1d. (quotingLujan, 504 U.S.at 560) (internal
guotation marks omitted). “An allegation of futurguiry may suffice if the threatened injury is
‘certainly impending,’ or there is a ‘substal risk that the harm will occur.Td. (quoting
Clapper v. Amnesty Int'l U.S.AL33 S. Ct. at 1138, 1147, 1150 (2015) (internal quotation
marks omitted)).

The allegations about injuryein a section of the complaint called “Plaintiff was damaged |
the Data Breach.” (FAC at 5.) The alleged injoocurred after a “criminal” used Mr. Antman’s
“private Information [in June 2014] to apply farcredit card with Caal One Visa, which now
appears on [his] credit report.” (Opposition, ESo. 30 at 9, citing FAC { 19.) The complaint
describes this later as an “wthorized attempt to open a crechird in [his] name.” (FAC |
33(b).) Mr. Antman does not afie any fraudulent credit chargasloss of use of credit. Mr.
Antman does refer—in the next section of the clamptitled “The Stolen Private Information Is
Valuable to Hackers and Thieves and Its Disere Harms Class Members”—to the class’s
ongoing need to monitor credit and to “damagPlantiff's and Class Members’ credit reports
and/or scores.”ld. 11 32-33.) (At oral argument, lisunsel included monitoring in his
description of the injury.) As tblber’s failure to notify him grmptly of the data breach, Mr.
Antman complains that Uber did not tell him about the breach until March 2015, well after the
data breach, and did nexplain the delayld. 11 20-21.) The private information disclosed was
“names, drivers[’] license numbed other personal informationld( { 8.)

The harm thus is defined as an unauttedtiapplication for aredit card and ongoing
monitoring. The issue is whedr these allegations elligh injury in fact.

The controlling case in the Ninth Circuitksottner v. Starbucks Corporation. Sé28 F.3d
1139 (9th Cir. 2010). The plaintiffs there wexgrent or former Starbucks employees whose
names, addresses, and social security eusnvere on a laptop stolen from StarbuSee idat
1140. The named plaintiffs enrolled in the free credit-watch service that Starbucks offered th

Id. at 1141. Two named plaintiffs spent substanitiaé monitoring their accounts; one said that
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she would pay her out-of-pocket expensefaggoing credit monitoringnce the free service
expired; another placed fraud aleatsd experienced anxiety and stredsAnother named
plaintiff's bank notified him that someone trismlopen a new account using his social security
number; the bank closed the account and thedl did not allege any financial losksl. The
Ninth Circuit affirmed the distct court, finding injury in facsufficient to convey Article Il
standingld. at 1142-43. The anxiety and stress wasrynfbat conferred standing for one
plaintiff. Id. at 1142. The increased risk of future idgntheft was injury tlat conferred standing
for all plaintiffs, even though their datead been stolen and not yet misudddat 1142-43. In the
identity-theft context, the court held, this wa&credible threat of real and immediate harm
stemming from a theft of a laptop containing their unencrypted personal ldatt.1.143. By
contrast, if the plaintiffs’ allegations were tme conjectural or hypotheal—for example, if no
laptop had been stolen, and Pldfstsued based on the risk thaivibuld be stolen at some point
in the future—we would find the threat far less crediblie.”

Uber nonetheless argues that a threat of masumting from a data breach is not sufficient
postClapper (Motion, ECF No. 24 at 12-15Qlapperwas a Foreign Intelligence Surveillance
Act (“FISA”) case involving the U.Slaintiffs’ “highly speculativeear” that (1) the government
would decide to target commications of non-U.S. persons with whom the plaintiffs
communicated, (2) the government would use its authority underatiogesfrather than a different
method of surveillance), (3) the Article Il FISAdges would concludghat the government’s
proposed surveillance sdted the statute’s safeguards amas consistent with the Fourth
Amendment, (4) the government would intetcepmmunications of the plaintiffs’ non-U.S.
contacts, and (5) the plaintiffs would parties to the inteepted communication§eel33 S. Ct.
at 1148. That “speculative chain of possibilitie&i not establish that jury based on potential
future surveillance was “certainignpending” or fairly traceable tine FISA statute that the U.S.
plaintiffs challengedld. at 1148-1150.

The court finds persuasive those cases that concludértitater survivesClapper The court
thinks that a credible threat of immediate identitgft based on stolen data is sufficiently differef

than the speculative harm articulatecClapper See Remijas v. Neiman Marcus Gif24 F.3d
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688, 693-94 (7th Cir. 2015k re Adobe Sys., Inc. Privacy Liti®6 F. Supp.3d 1197, 1212-14
(N.D. Cal. 2014). Moreover, thelapperCourt articulated an und#andable reluctance to
“decide whether an action taken by one of therdtive branches of the Federal Government wa
unconstitutional” or to “endorsgtanding theories that requgeesswork as to how independent
decisionmakers will exercisedin judgment.” 133 S. Ct. dt147, 1150 (citations and quotations
omitted).Clapperalso involved a comprehensive schammlving evaluation by the FISA court,
required disclosures by the governmemtd other avenues of revield. at 1154. Identity theft
does not implicate the kinds of issues that militated in favor o€t@yeperCourt’s “rigorous”
standing inquiryld. at 1147, 1150. Undé&rottner, if the risk of identity theft is credible, real,
and immediate, it is injury ifact that confers standing.

With that standard in mind, the court holdattMr. Antman’s allegations are not sufficient
because his complaint alleges otitg theft of names and drivelisenses. Without a hack of
information such as social security numbarg;ount numbers, or credit card numbers, there is 1]
obvious, credible risk of identity dft that risks real, immediate inyurlt was that risk (in the form
of monies that could be stolen from accowntmisuse of credit) that was at issu&nottner and
cases that follow it postiapper. See Krottner628 F.3d at 1142-43) re Adobe Sys., IndG6 F.
Supp. 3d al214 (hames, usernames, passwordsil @adresses, phone numbers, mailing
addresses, and credit-cardhwhers and expiration date§);re Sony Gaming Networks and
Customer Data Sec. Breach Liti@96 F. Supp. 2d 942, 955-57 (S.D. Cal. 2014). At oral
argument, Mr. Antman’s attorney asserted theaim can come from the misappropriation of a

name and a driver’s license. The court cameath that conclusion based on this complaint’s

allegations. To the extent that Mr. Antman asserts more in his declaration, the court does not

consider the declaration and ca®ss only the pleadings, judicially noticed facts, and documen
incorporated by reference.

Given this holding, mitigation expenses do not qyas injury; the risk of identity theft must

first be real and imminent, and not speculative, before mitigation costs establish injury Seéact.

Krottner, 628 F.3d at 1143ee also In re Zappos.com, Indo. 3:12-cv-00325-RCJ-VPC, 2015
WL 3466943, at *10-11 (D. Nev. June 1, 2015wart v. P.F. Chang’s China Bistro, InéNo.
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14-cv-4787, 2014 WL 7005097, at *3 (N.D. Ill. Dec. 10, 201d)ye Adobe Sys., Inc66 F. Supp.
3d at 1217)n re Barnes & Noble Pin Pad LitigNo. 12-cv-8617, 2013 WL 4759588, at *4 (N.D.
lll. Sept. 3, 2013).

Mr. Antman also did not plead injury réda to the delay; delay alone is not enogge
Remijas 794 F.3d at 695 (“delay in tification,” on its own, “is no& cognizable injury” that
confers Article 11l standing on a plaintiff) (citin@rice v. Starbucks Corpl92 Cal. App. 4th
1136, 1143 (2011))n re Adobe Sys66 F. Supp. 3d at 1217-18 (conchglithat the plaintiffs had
not established Article Il standing for thelaim under California Civil Code 8§ 1798.82 based o
the defendant’s alleged failure to reasonably ndtigm of the data breach because the plaintiffs
did “not allege that they suffered any iagrental harm as a result of the delay”).

B. Causal Connection

Mr. Antman also has not plausibly alleged thiéer's conduct caused his injury. Article 1l
requires “a causal connection betwelee injury and the conduct complained of—the injury has
be ‘fairly . . . trace[able] to #hchallenged action of the defendamtd not . . . th[e] result [of] the
independent action of some third party not before the courtjan, 504 U.S. at 560-61 (quoting
Simon v. E. Ky. Welfare Rights Qrg26 U.S. 26, 41-42 (1976))ll{pses in original). Mr.

Antman specifies disclosure only of his name dnders’ license informi@on. It is not plausible
that a person could apply forceedit card without a social se@y number; indeed, it is not
disputed that one was used to apply for theit6b@ne credit card. Mr. Antman alludes to the
disclosure of unspecified “other personal infotim” this is insufficient, and Mr. Antman has
the burden of establishing the court’s jurisdiction.

[ll. STATUTORY STANDING

Uber moves to dismiss under Federal Rule ofl Grocedure 12(b)(6) for lack of statutory
standing. (Motion, ECF No. 24 at 17-23¢e Maya v. Centex Corp58 F.3d 1060, 1067 (9th
Cir. 2011). California Civil Codg 1798.84(b) provides aipate right of action: “[a]Jny customer
injured by a violation of this title may institugecivil action to recover damages.” Mr. Antman dic
not allege a cognizable injury because he did not allege a causal connection between Uber’s

conduct and the credit-card amgaliion. He thus lacks statutastanding under section 1798.84(b)
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and the UCL.Seeln re Adbe Sys.66F. Supp. 8 at 1218 (goting and @ing Boorsiin v. CBS
Interactive, Irt., 222 CalApp. 4th 4%, 466-67 (D13)) (othe citations anitted).
IV.CALIFO RNIA RESIDENCY

Another isue is thathe Californa statutes thiaform the lasis for clam one protet “personal
information abut Califomnia residents$ Cal. Civ. Code § 178.81.5(a)(1)see also id§
1798.81.5(b)Mr. Antmanwas a Cafornia residet at the tine he drovefor Uber; hedid not
allege that havas one attie time of tle data bredt If he wasot, this nay be an isge for claim
one (which challenges Uler's allegedfailure to naintain the easonable ecurity proedures
required by tte Civil Code); it may ormay not befor claim o (the UCLclaim), partcularly with
regard to the afair or frawdulent UCLclaims. Beause Mr. Aitman has at establiskd his
standing to brng the clams, and beaase the allegtions in anamended amplaint mg affect the
aralysis, the ourt does nbaddress tlsiissue now.

CONCLUSION

The courtdismisses ta First Amended Compdint without prejudice br lack of sanding. Mr.
Antman may ile a SecondhmendedComplaintwithin 28 dgs from thedate of thisorder. This
disposes of EF No. 24.

IT IS SO ORDERED. Z‘/&

Dated: Oabber 19, 2@5

LAUREL BEELER
United States Mgistrate Jude
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