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UNITED STATES DISTRICT COURT

NORTHERN DISTRICT OF CALIFORNIA

San Francisco Division

U.S. WECHAT USERS ALLIANCE, et al.,
Plaintiffs,

V.

DONALD J. TRUMP, et al.,

Defendants.

Case No. 20-cv-05910-LB

ORDER DENYING MOTION TO STAY

Re: ECF No. 68

INTRODUCTION

The government moves to stine court’s preliminary injurton enjoining the government
from (allegedly) effectively baning WeChat, a messaging, sociadia, and mobile-payment app
owned by the Chinese company Tencent Holdings Mide government’s ban — implemented ir]
the Secretary’s “ldentificatioaf Prohibited Transactions tmplement Executive Order 13943" —
prohibited internet-services transactions (suchasting services or dirgbution-and-maintenance
services for downloads or updatésat enable WeChat's functionidd@.he court preliminarily
enjoined the Secretary’s ban because the plaifuffS.-based users of \@hat) met the standards

for a preliminary injunction: theyaised “serious questions ggito the merits” of their First

1 Mot. — ECF No. 68; Order — ECF No. 59 at 16—17. Citations refer to material in the Electronic g
File (“ECF"); pinpoint citations are to the ECF-generated page numbers at the top of documents.

2 Order — ECF No. 59 at 10-11.
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Amendment claims, established tkia@ “balance of hardships tip[gesharply” in their favor, and
satisfied the other elemisnfor injunctive relief Alliance for Wild Rockies v. Cottre32 F.3d
1127, 1131-35 (9th Cir. 2011).

The government moved to stay the preliamninjunction, and it submitted additional
information (that it could not v&@ reasonably submitted earliénat the Secretary of Commerce
considered in identifying the prohibited transactibiifie plaintiffs submitted additional
information too. On this recorthe court denies the motion to stay. The government’s additions
evidence does not alter the court’s previous holthagjthe plaintiffs arentitled to a preliminary
injunction.

STATEMENT

This section summarizes new information thatgheies submitted as paf their briefing on
the motion to stay: (1) additional information aboational-security concerns that the Secretary
considered in identifying the prohibited traosans; (2) Tencent’s mgation proposal; and (3)
other evidence about the prohibiteainsactions, degradation of theer experience, and security

measures.

1. Additional National-Security Information

The Secretary of Commerce considerddiional informatiorabout the Chinese
government’s influence over companies suchiescent, the Chineggovernment’'s espionage
efforts against the U.S., the Chinese governmeatjsirements that prate Chinese companies
assist in its intelligence and surveillance gfpTencent’s history dassisting the Chinese
government, WeChat'’s collection of and access todestar and personal imimation, its security
vulnerabilities, its surveillance afsers, its censorship of critigs about the Chinese government

and its provision of a platfm to the Chinese governmten espouse its propaganta.

31d. at 15-18, 20-21.
4 Mot. — ECF No. 68.

®> Memorandum for the Secretary, Ex. A to Costello Decl. — ECF No. 76-1 atl§1Bx. A to
Costello Supp. Decl. — ECF No. 94-4 at 3-16.
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The Department of Homeland Security’s Cybersecurity and Infrastructure Agency identified
similar concerns about WeChat, including censorship of content related to the Chinese
government and national-security issues (such as the potential for security issues from the
msertion of malicious code through the WeChat app, the risk of exposure, misuse, and theft of
data, and the potential WeChat has for engaging in disinformation campaigns that benefit the
Chinese government).® The agency recommended that the government not permit use of WeChat
“on the devices of State, Local, Tribal, and Territorial (SLTT) partners and critical infrastructure
operators” and identified other steps — but not an outright ban — to address the security risks

from data exposure, such as steps to limit location-data exposure.’

2. Tencent’s Mitigation Proposal
In response to the Executive Order, Tencent proposed solutions to mitigate the security and

privacy concerns about WeChat.

® Cybersecurity and Infrastructure Assessment, Ex. B to Costello Decl. — ECF No. 68-1 at 24-27 (also
addressed issues about TikTok, a video-sharing app that is the subject of Executive Order 13942): see
Tiktok Inc. v. Trump, No. 1:20-cv-02658 (CIN), 2020 WL 5763634, at *1-4 (D.D.C. Sept. 27, 2020).

7 Cybersecurity and Infrastructure Assessment, Ex. B to Costello Decl. — ECF No. 68-1 at 24, 27.
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® Tencent Mitigation Proposal, Ex. A to Swearingen Decl. — ECF No. 85-5 at 6-8.
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—
—

The Department of Commerce summarized the mitigation proposal and its reasons for
rejecting it:

Barring a complete divestiture of Tencent from the WeChat application, WeChat presents
an immitigable risk to the national security, foreign policy, and economy of the United
States. While WeChat has presented the Department of Commerce with a proposal to
mitigate the concerns identified in EO 13943, we do not believe that this or any other
mitigation proposal would be sufficient to address the aforementioned national security
risk presented by WeChat under Tencent ownership. Tencent’s mitigation proposal
specifically sought to create a new U.S. version of the app, deploy specific security
measures to protect the new app’s source code, partner with a U.S. cloud provider for user
data store, and manage the new app through a U.S.-based entity with a USG approved
governance structure. Additionally, the Department considered additional mitigations to
include escrow and review of WeChat’s source code, regular compliance audits and
notifications, and stringent approvals over management and personnel with access to user
data.

However, all of these proposals still allowed TenCent to retain ownership of WeChat and
would therefore not address our concerns regarding Tencent.'

The Department recommended rejecting the mitigation proposal on the ground that it required
a “baseline level of trust” that was lacking because of Tencent’s ties to the Chinese government,
the applicability of Chinese law to Tencent’s operations outside of China, Tencent’s “support [of]
ongoing efforts to support [Chinese] surveillance and censorship,” and China’s ongoing espionage

to collect “U.S. person information.”!?

3. Other Evidence
The parties submitted additional evidence about the effect of the prohibited transactions on the

functionality of the WeChat app for users in the United States: (1) the Department of Commerce’s

" 1d. at 9-10.
12 Memorandum for the Secretary, Ex. A to Costello Decl. — ECF No. 76-1 at 14.
Bd.
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Memorandum on the proposed prated transactions; (2) the plaintiffs’ submissions; and (3) th
Department of Commercesubsequent filings.
For context, the Secretary’s prblied transactions — also settfoin the court’s preliminary-

injunction order — are as follows.

1. Any provision of services to distribube maintain the WeChanobile application,
constituent code, or mobilg@plication updates tbugh an online mobile application store
or any online marketplace wherebile users within the lanal maritime borders of the
United States and its territes may download or updatepdipations for use on their
mobile devices;

2. Any provision of internet hosting servioesabling the funabining or optimization
of the WeChat mobile application, withinettand and maritime borders of the United
States and itgerritories;

3. Any provision of content delivery sere& enabling the functioning or optimization
of the WeChat mobile application, withinettand and maritime borders of the United
States and itgerritories;

4. Any provision of directly contracted oranged internet transir peering services
enabling the functioning or omtization of the WeChat mobikgpplication, within the land
and maritime borders of the Unit&tates and its territories;

5. Any provision of services through the WeCimbile applicatin for the purpose of
transferring funds or processipgyments to or &m parties within the land or maritime
borders of the United St and its territories;

6. Any utilization of the WeChat mobile dmation’s constituent code, functions, or
services in the functioning of software ongees developed and/or accessible within the
land and maritime borders of the WdtStates and its territories; or

7. Any other transaction that related to WeChat by anynsen, or with respect to any
property, subject to the jurisdion of the United States, thi Tencent Holdings Ltd., or
any subsidiary of that entity, as may be tifead at a future di@ under the authority
delegated under Executive Order 13943.

The identified prohibitions herein onlpply to the parties to business-to-business
transactions, and apply except to the exteoviged by statutes, or megulations, orders,
directives, or licenses thatay be issued pursuant to Executive Order 13943, and
notwithstanding any contract erge into or any license or pait granted before the date
of Executive Order 13943. Any other transaictwith Tencent Holdings Ltd. or its
subsidiaries is permittagshder Executive Order 13943, agiemented by the Secretary,
unless identified as prohibited or otherwise contrary to'faw.

14 Secretary’s Identification of Prohibited Transactions, Ex. C to Costello Decl. — ECF No. 68-1 af
35.
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3.1 The Department of Commerce’s Assessment

In the September 17, 2020 menmmadam to the Secretary of @mnerce, John Costello — the
Department of Commerce’s Depuissistant Secretary fortglligence and Security —
characterized the overall effect of f@hibitions, effectie September 20, 2020:

The [] prohibitions on certain business-to-b@sis transactions deny access to and reduge
the functionality of the WeChat mobile apjihin the land or matime borders of the
United States with the objective of prevagticollection, transmissn, and aggregation of
U.S. user data by the WeChat app, Tehcamd PRCISS [Chinese Intelligence and
Security Services]. Note that these transastido not directly prohit the downloading or
use of the WeChat app and are not dirgetigeted at users of the WeChat app. While
these prohibitions may ultimately make the application less effective and may be
challenging for U.S.-based WeChat uses, [] theynecessary for the protection of U.S.
national security. We hope that other commications platformsnay take its placé.

The memorandum states that 8eptember 20 compliance dabéfer[ed] a short timeframe
for compliance,” but the “feasility of compliance” was high because Tencent has a relatively
small infrastructure in the United Sta#és.

Mr. Costello then addressed the effetcthe individual prohibited transactions.

Prohibited transaction 1 would remove the WeGmp from U.S. based mobile app stores,
preventing mobile users from beiagle to download the app toeihdevices or receive updates.
Users could download the app outside ofiimted States. The prdhition does not require
removal of the app from devices,tlihe inability to updie the app “render|#] less effective and
functional.” The prohibition limitshe app’s availabilityout it does not preveithe transmission of
user data from devices in the UnitStates to WeChat data centérs.

Prohibited transaction 2 prohibihosting WeChat data the U.S. Tencent does not host
WeChat data in the U.S. It has U.S. data centersdy#t it does not store WeChat data there. This
prohibition ensures that Tencent nahhost WeChat user data in t65. in its data centers or

through leased hosting servidés.

15> Memorandum for the Secretary, Ex. A to Costello Supp. Decl. — ECF No. 94-4 at 14-15.
181d. at 15.

17 Id

181q.

ORDER-No. 20-cv-05910-LB 7
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Prohibited transaction 3 wouldrteinate Tencent’s contracts witls content-delivery network
providers, which speed delivery and optimize g&rVor users in the U.S. (Content-delivery
services “copy, save, and deliventent, for a fee, from geograghily dispersed servers to end-
users for the purposes of enabling faster delie¢icontent.”) Prohilied transaction 4 would
terminate Tencent’s peering caantts with companies that speediviery and optimize service for
U.S.-based users. (“Peering means a relatiorstipeen Internet Senegroviders (ISP) where
the parties directly interconnect to exchange Irtetraffic, most often oa no-cost basis.”) The
termination of both sets of contracts “will likelydce functionality and usability of the apps for
users” in the U.$°

Prohibited transaction 5 — WeChat's “pay” fuioctality — is not available in the U.S. This
prohibition ensures that financial institutions witit be able to process payments to or from
parties in the U.S. if the functionality beconzesilable or if a user finds a way to access the
functionality ?°

Prohibited transaction 6 prevemtsy circumventiorf prohibited tranactions 1 through 5
because it prevents servicing WeCbade, functions, and servicksough a separate mobile app
It also prevents “interoperabilityith third-party apps that uile WeChat functions and services
thus reducing the incidentallesction of U.S. user data and its provision to Tenéént.

3.2 The Plaintiffs’ Response tahe Department’'s Assessment

In response to Mr. Costello’s memorandum, glaentiffs submitted declarations from Adam
Roach and Joe Hildebrand about the effect optbéibitions on user experience, data issues, aij

best practices for data security.

191d. at 16 & nn. 86-87.

201d. at 16.

21 d.

22 Roach Decl. — ECF No. 84-1; Hildebrand Decl. — ECF No. 78-3.
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Adam Roach, a network engineer with 25 geaxperience, including (for the past eight
years) his work as the principal engineer foralla, addressed how theohibited transactions
degrade WeChat's delivery of services afféctively shuts down the WeChat &3p.

Prohibited transaction 1 barstiéies from allowing the distribiion or updates of the WeChat
app through downloads from ondimpp stores (meaning, Googtelapple, given that Android
and iOS are effectivel100 percent of the global smainbne market). The updates address
security vulnerabilities, and prohibiting updataakes users vulnerable to cyberattacks from
malicious actors (including identity theftassword exfiltration, unauthorized financial
transactions, data theft, and location monitorfig).

Prohibited transactions 2 and 3 — directed e#rivet-hosting and contedelivery services to
the extent that they are “enabling the functiorongptimization” of WeChat in the U.S. — will
likely make WeChat less functionalower, and less responsiplait they “do not limit the
availability of WeChat users’ farmation to Tencent or the &ae’s Republic of China, and
instead only serve to eliminate U.S. visibilityanTencent’s behavior.” Functions such as voice
and video calls “may be severely limited.” The prohibitions “will force all WeChat servers to
operate outside of U.S. juristion, and the U.S. governmentropletely losesll ability to
monitor WeChat's operations totdemine whether collection of private user data is occurring.”
The “net effect” of prohibited transactions 2 éhtill be to exacerbate, rather than address, the
data security concerns expressethim preface of the Executive Ordér.”

Prohibited transaction 4 prohibitse provision of internet-transit peering services, which is
“an unprecedented and overbroad interference apkeation of the global tarnet.” The short of
the prohibition is that it prevents U.S. ‘@&mhet backbone providergesponsible for forming
peering arrangements for the glblauting of internet traffic) from pairing with the Chinese

backbone providers China Unicom and China Tele@factively ending all direct internet traffic

23 Roach Decl. — ECF No. 84-1 at 3-5 (11 4-13) (ban will effectively shut down WeChat)
241d. at 3—-4 (11 4-7).
251d. at 4-5 (1 8).
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between the U.S. and China. Tencent and WeGhad choose peeng with Europe-based
backbone providers, but that could be constra evading or avoiding the prohibition. This
means that “a reasonable interfation is that WeChat will be shut down under this prohibitfén.”

Prohibited transaction 5 “mayntit the financial informationx@osed to WeChat,” but it does
not address the concerns in the Executive Ordeutathe collection of # contents of users’
message$’

Prohibited transaction 6 would cause substantial portions of the U.S. software-developmg
industry to move its developmenperations offshore. Modernfseare generally is created by
existing software components — known as libraries — as part of the application’s constituen
code and functions. The prohibitierould disallow the use of the ldries for software developed
in the U.S%8

In sum, the prohibitions as a whole are “highikely” to seriously degrade WeChat services
and effectively shut down WeChat when theg @mnplemented. They would force companies in
the U.S. to block WeChat on their computers anfl networks. Except foprohibitedtransaction
5 (which may limit exposure of users’ financial information), the prohibitions do not limit
WeChat's ability to collect use@nformation, do not adess any concern about data security, ang
instead are aimed at shatgiidown WeChat for U.S. useis.

Joe Hildebrand, an executive-leweglgineer with 30 years’ experice, including (for the past
four years) as Vice President®Bhgineering at Mozilla and (faight years before that) as a
Distinguished Engineer at Cisco and the oNarahitectural leador WebEx, submitted a
declaration about data securitgd best practices that catigate data-security issugsThose
practices include segmenting atwhtrolling access to a company’s sensitive data, maintaining

and auditing access logs to detect and addi®gations including unauthorized access, and

61d. at 5 (11 9-10).

27|d. at 5-6 (7 11).

281d. at 6 (1 12).

291d. (1 13).

30 Hildebrand Decl. — ECF No. 78-3.

ORDER-No. 20-cv-05910-LB 10
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encrypting data through end-to-endaeption. He identifies four tasged measures to address th
government’s concerns about WeCharst, WeChat could partneith a U.S. cloud provider to
store data, which would allow a relatively secpiligce for user data and easy audits to detect
unauthorized access to data. Second, regular complartits would mitigate data-security risks
Third, it is industry best prace to have stringent corpoeabr external oversight over
management and personnel waitcess to user data. FdyrtVeChat could use end-to-end
encryption. These measures do nohalate all risks of data leaks the Chinese government, but
they meet the industis current standards.

Mr. Hildebrand notes that tlgovernment’s concern about We@kaurveillance capabilities
could be addressed by an independent third Earéyiew and audit of WeChat's source codes.
Banning WeChat downloads is dangerous becauseréases security risks to users: software
needs updates to fix bugs, and if bugs are notlfiX¢eChat users’ deviceaddata are subject to
attack. Security concerns about governmentleyees are addresseddbgh narrower bans of
those employees’ use of the WeChat app. Otherwligta protection generally requires best
practices such as end-to-end gmption, protecting consumer daiad metadata (in the manner of
Europe’s General Data Protection Regulatoi€alifornia’s Consumr Privacy Act), and
supporting research into making frafanalysis more difficult. €h companies such as Facebool
and Google, which collect data and sell it ttedarokers, also pose surveillance concerns. If
China wants U.S. users’ private informatiorgah buy it from those data brokers. Effectively
banning WeChat does not protect WSer data from criminals or Chifa.

3.3 The Department of Commerce’s Subsequent Filings

Mr. Costello, the Deputy Assistant Secrgthor Intelligence and Security, responded on

October 20, 2020 to Adam Roach’s opinions alboeteffect of the mhibited transaction®.

11d. at 3-5 (11 7-10).
%1d. at 5-6 (11 11-13).
33 Costello Supp. Decl. — ECF No. 94-3 at 2 (1 4).
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Prohibited transaction 1 does not immediafgigvent persons from using any already-
installed WeChat app. It preventpdates, which makes the dpps effective and functional over
time, but the prohibition alone is nidtely to have any short-tereffect on the continued use of
the app. Over time, after enough missed updatesicdeatures would be impaired, users might
find the app incompatible with ner versions of operating systerfor their mobile devices, and
the WeChat app might not migrate to any newicke “In this way, the app would gradually
become unusable to the point thiaers in the United State®uld not be able to use it to
communicate or transmit datacawould remove it from their deces.” Even if users did not
remove the app, the impairaghictionality would reduce the cotigon and transmission of user
data and mitigate the damage frarthypothetical malicious attk¢ The decreased functionality
would create incentives for usacsuse other apps. It is impdsk& to predict how long it would
take for the app to become obete, but Mr. Costello’s beststimate, “based on current
circumstances,” is that it woutdke one to two years to degrade to the point that a dedicated
WecChat user would stoping the app and deleteft.

Mr. Costello disagrees with Mr. Roach’s assesdrtiat the inability to update the app poses
“an undue security risk” to 19 million U.S. WeChat users. He considered the risk and determ
that the security benefit oféhprohibition “vastly outweighed” #hrisks of an unpatched security
vulnerability. He deems “the chancokan urgent software vulnerty in the WeChat app” to be
small during the one to two yesathat it will take for WeChat tdegrade to obsolescence. He
disagrees that any vulnerability will affect 19 million users because users likely will transition
other mobile apps such as Facebook, Facebtmssenger, Google, Line, Telegram, Signal,
Snapchat, Zoom, Skype, iChat, and WhatsAp. ¢bhcedes that China through its “Great
Firewall” policy excludes many dhe apps, therelyrecluding communication with persons in
China, but he identifies apps that ChinawaBoSignal, iMessage, Lin&Vickr, Xiaomi Mitalk,
Zoom, and Skype. Users can also use the teleptrosmail.). Also, other apps are safer than

WeChat, which does not use robestryption protocols and hassi— through Tencent — to the

341d. at 3-4 (11 5, 8).
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Chinese government. In sum, the security bésmefiencouraging users to transition to safer
platforms outweigh the temporary risk of vulakilities that result from the prohibition of
updates?®

Prohibited transaction 2 will not make WeClests functional because Tencent said — in
response to an administrativébpoena — that it does not hoststore data in the U.S. The
prohibition thus is “forward-lookig . . . and is not expecteditopact the experiares of current
WecChat users®®

Prohibited transaction 3 will reduce the functionadityd usability of the app for U.S. users,
but the effects “are somewhat limited” becauseceat could use content-delivery services in
areas outside of the U.S. Even if data flowed through Hong Kong, the app “would likely still be
usable for most WeChat users, even if it operateck slowly.” Mr. Cotllo does not expect the

combined effect of prohibition3 and 4 to deter “otherwigskdicated users of WeChat from

continuing that use.” Mr. Roach said that prohibited transaction 3 will cause the U.S. government

to lose the ability to monitowhether WeChat is collecting usgaita. But he did not state “the
premise for the assumption tiilae Government presently ggesses the ability” to monitor
WecChat, and he did not say how monitoring WeQ@atld give the U.S. government “visibility
into what is occurring in China.” Mr. Costellout disagrees with Mr. Rah’s conclusion that the
prohibition acerbates data-secutyncerns, and he does not exgéetprohibition “to have any
meaningful impact on the U.S. Governmigratbility to monitor WeChat operation3’”

Prohibited transaction 4 will terminate Tencemiering contracts, but Tencent can contract
with ISPs for dedicated trangssion of WeChat data outsidetble U.S. Also, the prohibition
would not affect internet traitor peering services generadnd affects only those “directly
contracted or arranged” by Tentenhus, “the overwhelming majority of Internet traffic,

including WeChat data, [would pentouched.” The prohibition @uld not shut down all direct

%1d. at 3-5 (11 6-10).
%d. at 5 (1 11).
¥71d. at 5-6 (11 12-13).

ORDER-No. 20-cv-05910-LB 13




United States District Court
Northern District of Califorra

© 00 N oo o b~ w N P

N N N N DN DN DN NN R R R R R R R R R R
o ~N o U~ W N P O © 0 N O U~ W N B O

Case 3:20-cv-05910-LB Document 134 Filed 11/24/20 Page 14 of 18

internet traffic between the U.S. and Chima anstead would shut dow/directly arranged”
internet traffic between Tencent and the U.Be prohibition will “somewhat reduce the speed
and functionality of the WeChat app withiretbnited States.” The combined effect of
prohibitions 3 and 4 is not “sufient to inhibit or otherwise gtourage WeChat users from using
the app.®®

Prohibited transaction 5 — prohibition of “WeChat Pay” — is prospective because U.S. uj
do not have access to this fulctality. Mr. Costello disagreesitiv Mr. Roach’s view that the
functionality does not serve the security consén the Executive Order. It does because
prohibiting a key functionality diszirages use of WeChat and thusiis its use in the U.S. Also,
if WeChat enabled the functionality for U.S. wset would allow the trasmission of user data
such as bank-account data and purchase hi$tory.

Prohibited transaction 6 prohibitgcumvention of the othgarohibited transactions through
“any reservicing of the WeChat code in anotiep by a different name.” It also prevents
“interoperability” of third-pary apps that utilize WeChat futhens and services. That said,
“WeChat-interoperable third-partpps are not currently a majorraponent of the U.S. software
industry,” and thus Mr. Costello de not expect the prohibition teubstantially impct either the
core functionalities used by most existing WeChat users or the U.S. software industry more
broadly.” He is not aware of arpasis to conclude that the protibn would cause any part of the
U.S. software industry to move operations offst8re.

“[T]he purpose of the prohibitions is to dage, impair, and (as pertains to financial
transactions) prohibit the WeChatwees that permit Tencent surveil and monitor millions of
U.S. persons, with the goal of encouraging evehtually requiring U.S.-based WeChat users to
transition to alternative platformigvir. Costello’s best estimate -again — is that it will take one

to two year “for the WeChatpp to be impaired to the extehat it will no longer functiont

381d. at 6-7 (11 14-15).
31d. at 7-8 (11 16-17).
014, at 8 (T 18).

“11d. at 8-9 (T 19).
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The government also lodged a classified dosninon September 25, 2020 and filed a redact
version of the document on October 21, 26?20 is the Director of National Intelligence’s
Counterintelligence Risk Assessnt of WeChat. It describes We&l's functionalities: sharing
images and videos, making payrseand transferring money, rithailing, finding friends through
geolocation data, playing gamesyd delivering ads, among ottienctionalities. It identifies
China, Russia, and Iran as three of the rnaptible and active cyber actors tied to economic
espionage and the potential theftbf. trade secrets and propeaug information. It describes
China’s and Russia’s use offsware-supply-chain attacks atfte Chinese Intelligence and
Security Services’ willingness tese the supply chain for meilbus cyber operations. As an
example, two Chinese hackers associated witivithestry of State Secity have been indicted
for illegal computer intrusions targeting redhan 45 U.S. technology companies and U.S.

government agencies. The memgssthe following about WeChat:

The legitimate functionality within the WeChatosystem presents inherent vulnerabilitiess.

For example, mobile devices store and sltmvice geolocation data by design and many
apps — including WeChat — request permissariocation and other resources that are
not needed for the function of the app. Addhally, WeChat only useslient-to-server
encryption, vice end-to-end encryption, which akahe service provider, Tencent, to sit
between the sender and the reeeand have full access moessage content and related
data. The broad suite of ddtee app garners, includingdation data, phone usage data,
captured image metadata, and network connigctiata, are accessible to PRCISS if that
data transits China or is stored within its bordérs.

STANDARD OF REVIEW
During “the pendency of an intedutory appeal,” the court “maguspend, modify, restore, or
grant an injunction.” Fed. R. Civ. P. 62(#)ayweathers v. Newlan@58 F.3d 930, 935 (9th Cir.
2001). The preliminary-injunction standeapplies to a motion to stajribal Village of Akutan v.
Hodel 859 F.2d 662, 663 (9th Cir. 1988). The cownsiders the followindour factors: (1)

whether the movant has made @iy showing that it is likelyo succeed on the merits; (2) the

movant will be irreparably harmetbsent a stay; (3) issuance ofayswill not substantially injure

42 Notice of Redacted Version — ECF No. 97 at 1.
43 Counterintelligence Risk Assessni— ECF No. 97-1 at 1-2.
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the other party; and (4) a steyin the public intereshlken v. Holder556 U.S. 418, 434 (2009);
accord Sierra Club v. TrumiNo. 19-cv-00892-HSG, 2019 WL 2305341, at *1 (N.D. Cal. May
30, 2019). The first two factofare the most critical.Nken 556 U.S at 434. The factors for
“assessing the harm to the opposing party andhiag the public interest. . merge when the

Government is the opposing partiNken 556 U.S. at 435.

ANALYSIS

The government contends that tha threat to national sedyrmeans that the balance of
equities strongly supportsstay of the injunctioff It also contends that the government and the
public interest will suffer irreparable harm absarstay, and that it is likely to succeed on the
merits of the claims because its prohibition dérnet services is content neutral and survives
intermediate scrutiny wrer the First Amendmeft.The government’s new evidence does not
meaningfully alter its earlier submissions. Tloeit’'s assessment of the First Amendment analy
and the risks to national securiy on this record — are unchanged.

The government’s additional ewdce illuminates the thretitat Tencent (through WeChat)
poses to national security. But as the cbettl previously, the government’s prohibited
transactions are not narrowly t@iéd to address the governmermsignificant interest in national
security?® The record reflects narrowly tailoredpapaches that advance the government’s
significant national-secity interest, such as barring W& from government devices (as
Australia has done and as the Departmeitaheland Security recommends) or adopting
mitigation procedures like those in Tencentitigiation proposal and Joe Hildebrand’'s best
practices about data securityRequiring industry besgtractices as part of a mitigation plan would
allow the continued use of tipdatform, arguably @dresses the governmentiational-security

interests, and leaves open qdate channels for communicatidiard v. Rock Against RacisdB1

44 Mot. — ECF No. 68 at 8-9.
4 1d. at 9-24.

6 Order — ECF No. 59 at 18.
471d.; see supratatement.
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U.S. 781, 791 (1989%eeOrder — ECF No. 59 at 17 (no viabl¢éeahative platform®r apps for the
Chinese-speaking and Chinese-American communitysum, the read does not support the
conclusion that the government has “narrowly taitirthe prohibited trans#ions to protect its
national-security interests. Instead, the rdcon balance, suppottise conclusion that the
restrictions “burden substantially more spe#wn is necessary to further the government’s
legitimate interests.¥Ward, 491 U.S. at 799. Thus, at the preliminary-injunction stage, the plain
met the standards for a preliminary injunction: theaged “serious questions going to the merits”
their First Amendment claims, established that'tdaance of hardships tipgd] sharply” in their
favor, and satisfied the otheeetents for injunctive reli¢f Alliance for Wild Rockie632 F.3d at
1131-35.

In sum, the court denies the governmenttstion to stay the preliminary injunctidh.

The government also asks for a bond on apfpealgh it did not ask for it when it opposed
the plaintiffs’ motion for a preliminary injunctioRy.The court denies the request.

“The court may issue a preliminary injunction only if the movant gives security in an
amount that the court considersper to pay the costs and dagea sustained by any party found
to have been wrongfully enjoined or restraindeed. R. Civ. P. 65(c). Thdistrict court has “wide
discretion in settinghe amount of the bondConn. Gen. Life Ins. Co. v. New Imagé21 F.3d
878, 882 (9th Cir. 2003). The court has discretiodettermine whether angeurity is required at
all. Jorgensen v. Cassida$20 F.3d 906, 919 (9th Cir. 2003). A court “may dispense with the
filing of a bond when it concludeahere is no realistilikelihood of harm tdhe defendant from
enjoining his or her conductld.

A bond is not appropriate hef€f., e.g., Cal. ex rel. Van D€amp v. Tahoe Reg’l Planning
Agency 766 F.2d 1319, 1325 (9th Cir. 1985) (affimgilower court’s waiving of the bond

requirement for a non-profit envinmental group that was unaliepost a substantial bondge

48 Order — ECF No. 59 at 16-18, 20-21.
49 Mot. — ECF No. 68 at 23.

%0 Opp’n — ECF No. 22 at 12-51; Opp’n — ECF No. 51 at 1-14; 9/19/20 Tr.— ECF No. 65 at 45:10
(raising issue for the first time).
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TikTok Inc. v. TrumpNo. 1:20-cv-02658 (CJIN), 2020 WL 5763634, at *9 n.4 (D.D.C. Sept. 27
2020) (waiving bond).
CONCLUSION
The court denies the governmentigtion to stay the preliminaipjunction. This disposes of
ECF No. 68.
IT IS SO ORDERED.

Dated: October 23, 2020 Z‘/ &

LAUREL BEELER
United States Magistrate Judge
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