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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLORADO
Judge R. Brooke Jackson

LeadCivil Action No. 16cv-02247RBJ
Consolidated with 16v-02497-RBJ and 16v-02632RBJ

SELCO COMMUNITY CREDIT UNION
MIDWEST AMERICA FEDERAL CREDIT UNION
VERIDIAN CREDIT UNION, and
KEMBA FINANCIAL CREDIT UNION, on kehalf ofthemselves and@ass ofsimilarly
situatedfinancialinstitutions
Plaintiffs,
V.

NOODLES & COMPANY,

Defendath

ORDER GRANTING DEFENDANT’S MOTION TO DISMISS

Defendant Noodles & Company moves to dismiss plaintiffs’ amended consolidated
complaint. ECF No. 34. The motion is granted. Accordingly, plaintiffs’ renewea@miwmtr
appointment of interim class counsel, ECF No. 47, is moot.

BACKGROUND

In early 2016 hundreds of Noodles & Compaestaurants suffered a cyberattack
targetingcustomers’ credit and debit card information. Plaintiffs are four credit unibose
cardholders’ informatiomight have been compromised by the data bre&thintiffs allege that
because of the breatteyhavehad tocancel and reissue affected caxdsse and reopen the

corresponding accounts, respond to cardholders’ inquiries about the breach, atwotmtgor
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fraudulent charges, investigate such charged,refund cardholders for any unauthorized
chargeghat went through Plaintiffs also @im to have lost revenwkie totheir cardholders’
decrease igredit and debitard usage after the breach was publicized.

In September 2016 plaintiff SELCO Community Credit Union filed suit against Noodles
& Company for its allegethilure to preventhe data breach. ECF No. 1. Two months later this
case was consolidated with two otlaetiors, ECF No. 23, and on November 30, 2016 plaintiffs
filed anamendedconsolidated lassaction complaint, ECF No. 27. This complaint seeks to
bring an action for egligence, negligence per se, and declaratory rfeli¢he plaintiffs
individually and on behalf of all other similarly situated financial institutidPlaintiffs have
filed a motion for appointment of interim class counsel, ECF No. 28, anddbeytly renewed
this motion, ECF No. 47.

OnJanuary 17, 2017 Noodles & Compdigd a motion to dismiss ECF No. 34. The
motion has been fully briefed. ECF Nos. 36, 43.

STANDARD OF REVIEW

To survive a 12(b)(6) motion to dismiss, the complaint must contain “enough facts to
state a claim to relief that is plausible on its fadg€ll Atl. Corp. v. Twombly550 U.S. 544, 570
(2007). While the Court must accept the well-pleaded allegations of the comgplaunt and
construe them in the light most faable to the plaintiffRobbins v. Wilkie300 F.3d 1208, 1210
(10th Cir. 2002), purely conclusory allegations are not entitled to be presumefistiamft v.
Igbal, 556 U.S. 662, 681 (2009). However, so long as the plaintiff offers sufficient factual
dlegations such that the right to relief is raised above the speculative kevesimet the

threshold pleading standar&eeTwombly 550 U.S. at 556. “The court’s function on a Rule



12(b)(6) motion is not to weigh potential evidence that the partigist present at trial, but to
assess whether the plaintiff's complaint alone is legally sufficient to st&erafor which relief
may be granted.'Miller v. Glanz 948 F.2d 1562, 1565 (10th Cir. 1991).

ANALYSIS

Noodles &Company primarily argues that the economic loss rule bars plaintiffs’ claims.
The economic lossile generallyforbidsrecoveryin tort for pure financial losses caused by a
defendant’s negligence its performance of a contractual duty. Noodles & Campasserts
that plaintiffs’ alleged economic injuries are not cognizable under a neglittesmy because
its duty of care was specified by thetworkof interrelated contracsmongthe company, its
bank,thebankcard associationgnd plaintiffs.

However,before reviewing the merits of this argument, the Court must consider which
state’stort law appliesto this dispute.Noodles & Company contends tl@athoice of law
analysis would selethe laws of plaitiffs’ home states andthat theeconomidoss rulesof these
stategas well agColorado) uniformhybar plaintiffs’ claims. In response, plaintiffs argue tinet
analysis wouldactuallyfavor applying Colorado lawnd in any eventthatthere is no conflict
between the laws of Colorado andipliffs’ home statebecause each state would recognize
their claims

When more than one body of law may apply to a claim, the Court “need not choose
which body of law to apply unless there is an outcome determinative conflictelnetines
potentiallyapplicable bodies of law.Iskowitz v. Cessna Aircraft GdNo. 07CV-00968REB-
CBS, 2010 WL 3075476, at *1 (D. Colo. Aug. 5, 2Q0KBe alsdrestatement (Second) of

Conflict of Laws § 14%mt. i(1971)(*When certain contacts involving a tort are located in two



or more states with identical local law rules on the issue in question, theiltdsetreated for
choiceof-law purposes as if these contacts were grouped in a singl&) stdtdhere is no such
conflict there is no choice of law issue, ahd forum state’s law applies.

Although each state’s economic $asile has its own nuances, the relevant stdtésive
a core standarth common. Kery state at issugere—Colorado, Oregon, Ohio, Indiana, and
lowa—has @opted the economic loss rul8eeTown of Alma v. AZCO Const., In¢0 P.3d
1256, 1264 (Colo. 2000Abraham v. T. Henry Const., In@49 P.3d 534, 54@(. 2011)
Corporex Dev. & Constr. Mgt., Inc. v. Shook, Jr835 N.E.2d 701, 704 (Ohio 2005);
Indianapolis-Marion Cnty. Pub. Library v. Charlier Clark & Linard, P,©29 N.E.2d 722, 736
(Ind. 2010) Annett Holdings, Inc. v. Kum & Go, L,@01 N.W.2d 499, 504 (lowa 2011).

As plaintiffs point out, each of these states also has an exception alfowrego\ery of
economic lossedue tothe breach of a duty arising independently of any contractually created
duties. SeeTown of Almal10 P.3dat 1264 (holding that Colorado&conomic loss rule applies
“absent an independent duty of care under tort)tabraham 249 P.3dt 540 (noting that
Oregon’seconomic loss rule applies unless titfeasotris subject to & standard of care that is
independent of the terms of the contract,” such as when a statute or spea@alstajaprovides
for a heightened duty of caré®avlovich vNat'l City Bank 435 F.3d 560, 569 (6th Cir. 2006)
(“Ohio law prevents the recovery of purely economic losses in a negligence. actidrere
recovery of such damages is not based upon a tort duty independent of contractuadly create
duties?); Indianapolis-Marion Cnty. Pub. Library929 N.E.2chat 736 (anticipating exceptions to
Indiana’s economic loss rule for breach of independent duties of care inclisdinygf

malpractice, breach @ duty of care owed to a plaiih by a fiduciary,[and] breach of a duty to



settle owed by a liability insurer to the insubedAnnett Holdings801 N.W.2dat 504, 506 n.3
(noting that the independent duty inquiry “rephrases the question, but does not ghyeer it
recognizingsuch exceptions from the econigrtoss ruleunder lowdaw for “claims of
professional negligence against attorneys and accouhtaratswhen the duty of care arises out
of a principalagent relationshi.

Since all of the relevant states have comparable indepethatyréxceptions tthe
economic loss rule, there is no outcodeterminative conflict of law hereAccordingly,
Colorado law controls this dispute, though the outcofrthis case would necessarily be the
same if the laws of plaintiffs’ home states applied instead.

On the merits, Noodles & Company argues that the duties of care it allegeaith &d
stemnot from an independent duty, Budm theseriesof contracts governing @intiffs’
payment-card networks/Vhen a customer swipes a credit or debit card at No&d&smpany
the merchantoutes the payment request through a payment-card network gobgraédnk
card association, the largest of which are Visa and MasterCard. The transastion
electronicallyto the customer’s “issuing bankliefinancial institution that issued the payment
card. (SELCO Community Credit Union and the other plaintiffs are issuing bahiftsr)the
issuing bank authorizes the transaction Noodles & Company notifies its “acquiringj thank,

financial institution that processeredit and debit card payments tbemerchant. The

! Colorado law would apply here even if this case did present a conflaavofThe Court must apply the
choice of law rules of Colorado (the forum state), which follows the Restat (Second) of Conflict of
Laws. Kipling v. State Farm Mut. Auto. Ins. C@74 F.3d 1306, 1310 (10th Cir. 2014). Several
Restatement factors support applying Colorado law over the laws diffdallome states. In particular,
plaintiffs allege that Noodles & Company’s tortious conduct occurred at the colmpaaglquarters in
Colorado; more weight is accorded to the location of this conduct than normasédiea resulting
injuries occurred in multiple states; and the location of these igjigri®rtuitous because the Noodles &
Conpany customers whose information was compromised could have belonged to baekis locat
anywhere in the worldSeeRestatement (Second) of Conflicts § 145 & cmt. e (1971).
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acquiring bank forwards funds to Noodles & Company to satisfy the transaction, atiteit i
reimbursed by the customer’s issuing bank. Am. Compl., ECF No. 27 aMpf2p Dismiss,
ECF No. 34 at 2.

Both Visa and MasterCard have sef rulesthatdirectly regulateissuing banks and
acquiring banks. These rules are passed on through issuing dgrdesnentsvith cardholders
and acquiring banksigreementwsith merchants.SeeAm. Compl.,ECF No.27 at 1 25, 32;
Mot. to Dismiss,ECF No. 34 at 2=3ee also, e.gVisa Rules, ECF No. 34-1, §1.10.4.1 (*A
Member must . . . [e]nsure that agreements and contracts with agents ahdritieclearly
establish their responsibility to meet Visa standards”); MasterCard Rules, ECF No. 43-2, §
5.1 (“Each . . . Acquirer must directly enter into a written Merchant Agreenm#neach

Merchant . .. .”f This chain of contractual relationshigsllustrated in the diagram below.

2“[T]he district court may consider documents referred to in the complahe dlocuments are central to
the plaintiff's claim and the parties do not dispute the documents’ autibentiAlvarado v. KOBTV,
L.L.C, 493 F.3d 1210, 1215 (10th Cir. 2007) (quotiagobsen v. Deseret Book C237 F.3d 936, 941
(10th Cir. 2002)).



Bank Card Associations
(Visa & MasterCard)

Issuing Banks

(Plaintiffs) Acquiring Banks

Merchants

Cardholders (Defendant)

Thebankcardassociations’ rules require merchants like Noodles & Company to abide by
certain procedures in handling cardholders’ financial information. Most relbeami/isa’s
and MasterCard’s rules require merchants to comply with the Payment Cardylihatst
Security Standar@’PCI DSS”). Visa Rules, ECF No. 34-1, § 1.10.4.1; MasterCard Beles
& Proc, ECF No. 34-3, § 10.1. That standaohsists othe followinglist of best practicefor
data security in the payment card industry

Build and Maintain a Secure Network

1) Install and maintain a firewall configuration to protect cardholder data

2) Do not use vendesupplied defaults for system passwords and other security
parameters

Protect Cardholder Data

3) Protect stored cardholder data

4) Encrypt transmission of cardholder data across open, public networks
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Maintain a Vulnerability Management Program

5) Protect all systems against malware and regularly updateistisoftware or
programs

6) Develop and maintain secure systems and applications

Implement Strong Access Control Measures

7) Restrict access to cardholder data by business need to know
8) Identify and authenticate access to system components
9) Restrict physical access to cardholder data

Reqularly Monitor and Test Networks

10) Track and monitcall access to network resources and cardholder data
11) Regularly test security systems and processes

Maintain an Information Security Policy

12) Maintain a policy that addresses information security for all personnel.

Am. Compl., ECF No. 27 at § 27 (quoting PCI Security Standards CoR@diDSS Quick
Reference GuiddJnderstanding the Payment Card Industry Data Security Standard version
3.2, at9 (May 2016),
https://www.pcisecuritystandards.org/documents/PCIDSS_QRGvV3_2.pelfPagnt=true&time
=1472840893444 ThePCI DSS alsosets forth detailed and comprehensive requirements that
must be followed to meet each of the 12 mandaties at § 28.

In plaintiffs’ view, these rules and standards are merely “proof that Noodles was aware
that it had adopted a duty of care related to obtaining, processing, and protectirnigsPlaint
customers’ personal and financial information.” Resp., ECF No. 36 Ht&. allege that

“independent” duties applicable to Noodles & Compimrtjude a duty to use reasonable care “in



obtaining and processing” customgralymentcarddata, a duty to “provide adequate security”
to protect customers’ data, and a duty to “prevent the foreseeable risk of harnred*tdeat
10. Plaintiffs cortend that these duties are not “imposed by a contractjhbtgadare “separate
and apart from any contractual dutie$d.

| am not persuaded. Rather, in my view,dnées identified by plaintiffs are not
independent of Noodles & Company’s contuat obligation tacomply withthe PCI DSS.
Three factors aid in determining the source l&fgalduty: “(1) whether the relief sought in
negligence is the same as the contractual relief; (2) whether there is a recognized ¢amm
duty of care in negligence; and (3) whether the negligence duty differs in arfyowathe
contractual duty.”"BRW, Inc. v. Dufficy & Sons, In@9 P.3d 66, 74 (Colo. 2004plaintiffs
here seelboth monetary and injunctive relief; they cite no support for the existerspecoific
common law or statutorguties of careelated to data securjtgnd, most important of all, these
duties are €reated by, and completely contained in, the contractual provisi@rgnberg v.
Agri Tech, Ing.10 P.3d 1267, 1270 (Colo. 2000).

The PCI DS$ twelve requirements incorporate dozens of specific directionsitatam
securepaymenicard processingystems and protect cardholder d&daePCl Security
Standards Counci§upra at 12—-25. For example, the standards reqoérchantso “[p]rotect

all system components and software from known vulnerabilities by installingappl vendor-

® Plainiffs allege that the second duty of care—requiring Noodles & Company to useabisdata
security measuresarises both from the common law and from the Federal Trade Comn({$SI@zi’)
Act’s prohibition on “unfair . . . practices in or affecting commerce.” 15.0. § 45(a)(1). But whatever
the source of a purportedly independent duty, the Court must “focus first aontin@ctual context
among and between the parties to see whether there was a contractual rigldtiansktablished the
duty of cae alleged to have been breacheBRW, Inc. v. Dufficy & Sons, InQ9 P.3d 66, 74 (Colo.
2004). As a result, the analysis below applies equally to plaintiffs’ negligenceeglijence per se
claims.



supplied security patchgsnsure thainternalvulnerability scans do “not contaimgh-risk
vulnerabilities in anycromponent in the cardholdéataenvironment,™[p] rohibit direct public
access between the Internet and any system component in the cardholder datenenyir
“[e]nsure that all antvirus mechanisms are kept current,” &g se network intrusion detection
and/or intrusion prevention techniques to detect and/or prevent intrusions into the netdiork.”
at12, 17, 23.

Plaintiffs focus on Noodles & Company’s alleged failure to implement these exact best
practiceghat it was contractually obligated to folloeeECF No. 36 at 1However,“even if
[a] duty would be imposed in the absence of a contract, it is not independent of a contract that
‘memorialize[s] it.” Haynes Trane Serv. Agency, Inc. v. Am. Standard,3i8.F.3d 947, 962
(20th Cir. 2009) (quotin@RW 99 P.3d at 74xee also, e.gMakoto USA, Inc. v. Russel50
P.3d 625, 627 (Colo. App. 2008)1] ndependence is not shown simply because a duty also
exists outside the contract.”). And even if plaintiffs think Noodles & Company should have
donemore the PCI DSSappears to flesh otiteentirety of the more general duties that plaintiffs
sayNoodles & Companypreached

Moreover, the onlyreach plaintiffs identify thadoes not appear to lsevered by the
PCl DSS—Noodles & Company’s alleged failure to upgrade its poirdadé systems to accept
chip-based smart payment cards similarly a duty Noodles & Company “agree[d]” to take on.
ECF No. 36 at 1; ECF No. 27 at { 32. According to plaintiffs, “the payment card industry als
set rules requiring all businesses to upgrade to new card readers that &¢apiEs’ by
October 1, 2015. ECF No. 27 at {1 30—®1aintiffs claim that “[uhder Card Operating

Regulations, businesses accepting payment cards, but not meeting the October 1,205 dea
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agreeto be liable for damages resulting from any data breachésdt § 32. Plaintiffs have thus
failed to direct the Court’s attention to any duties of care Noodles & Compankawua
breached that “differed from the dut[iesjsing out ofits] contracts.”BRW 99 P.3cat 74.

It makes no difference that Noodles & Company’s contractual duties ammsefweb of
interrelated agreements coordinated by Visa and MasterCard rather #tarabdontrast
between the merchaand plaintiffs. “The policies underlying the application of the economic
loss rule to commercial parties are unaffected by the absence ot@ame contract
relationship. Contractual duties arise just as surely from networks of latedreontrac as
from two-partyagreements."BRW 99 P.3cat 72. Plaintiffs argue that they “do not contract
with Noodles and are not in a position to ‘reliably allocate risks and costs during thei
bargaining,” because they are not parties to those contracts.” ECF No. 36 at 1) @BuY
99 P.3dat 72). But the case plaintiffs cite rejects thiery argument, writing that “[i) such a
contract chain, the parties do have the opportunity to bargain and define their rights and
remedies, or to decline to enter into the contractual relationstmgyifare not satisfied with it.”
BRW 99 P.3cat 72.

What's more, the Visa and MasCard agreemeniscludecontractual remedigbatmay
addresfNoodles & Company'’s alleged wrongdoiniglasterCard’s rules “enable[] an Issuer to
partially recover costs incurred in reissuing Cards and for enhanced monatbcmgpromised
and/or potentlly compromised MasterCard Accounts associated with an [Account Data
Compromise] Event.” MasterCard S&ules& Proc, ECF No. 34-3, § 10.2.5.3. These rules
also enable partial recovery of certain fraud losses attributableekoa data compromise ewe

Id. MasterCard reserves the right to determine if an eyaegtifies for this loss shiftingnd it

11



may choose to limian issuing bank’s operational reimbursement or fraud recolerylhe
parties have submitted only a shexcerpt of Visa’s rds, but this includesprovision making
acquiring banks liablander certain circumstances when their merchants suffer counterfeit
losses Visa Rules, ECF No. 34-1, § 10.11.1.1. Althotlghk provisionis narrower than
MasterCard’s comprehensiveimbursement rule#, suggests that Visa either midiave
developed a similar rule, which the parties have not filed with the Guuttat it intentionally
did not adopt such a policy, in which case plaintiffs were on notice that Visa's termsotas
favorable in theevent of a data breach. MasterCprdsumably included an issuing bank
reimbursement policin its rules because Visa and MasterCard redhiese banks to hold their
customers harmless for most types of fraudulent transactions made wittatds. SeeVisa
Rules, ECF No. 34-1, § 4.1.13.3; MasterCard etes& Proc, ECF No. 342, § 6.3. This
Court has no business sidestepping the agreements that sophisticatedccalnentéres like
plaintiffs and Noodles & Company voluntariénterednto to allocate the risk of paymenéard
fraud.

In sum, “the duties allegedly breached were contained in the network of inextrelat
contracts, and the economic loss rule appli®&RW 99 P.3dcat 74. Plaintiffs’ negligence and
negligence pese claims are thus dismisséince plaintiffs’ substantive claims fail, their

request for declaratory relief must also be dismissed.

* Plaintiffs’ negligence per se claim would fail evié they had put forward an independent duty of care
arising from Section 5 dhe FTC Act. To state a claim for negligence per se, plaintiffs must show that
“the statute was intended to protect against the type of injury sheesuffied that she is a member of the
group of persons the statute was intended to prot&ciott v. Matlack, In¢.39 P.3d 1160, 1166 (Colo.
2002). Here,[t]he paramount aim of thetas the protection of the public from the evils likely to result
from the destruction of copetition or the restriction of it in a substantial degree . FTC v. Raladam
Co, 283 U.S. 643, 647-48 (1931). Section 5 in particsgaks to protect “consumer[s]” and
“competitor[s]” from “unfair trade practice[s].FTC v. Sperry & Hutchinson Co405 U.S. 233, 244

12



ORDER

1. Defendant’sMotion to Dismis§ECF No. 34Jis GRANTED. Plaintiffs’ Amended
Consolidated Class Action Conait is dismissed with prejudicés the prevailing party,
defendant imwardedts reasonable costs pursuant to Fed. R. Civ. P. 54(d)(1) and
D.C.COLO.LCivR 54.1.

2. Plaintiffs’ Renewed Motion for Appointment of Interim Class Counsel [ECF No. 47]
is MOOT.

DATED this21stday ofJuly, 2017.

BY THE COURT:

rabsptomn

R. Brooke Jackson
United States District Judge

(1972). Plaintiffs have alleged no harm from “the destruction of competitind,they are neither
Noodles & Company’s consumers nor its competitors, so they cannot recover thretey af
negligence per seased on alleged violatis of the FTC Act
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