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UNITED STATESDISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

LAWANDA YORK,
Plaintiff,

V. Civil Action No. 09-075 BAH)
Judge Beryl A. Howell
JOHN MCHUGH,
Secretary of the Army

Defendant

MEMORANDUM OPINION

Plaintiff Lawanda Yorka formeremployee of the U.Army Reserveinitiated thiscase
after learning that personal medical information pertaining tevsplaced by her fuervisor
on a shared network drive that could be accessedhey employeesThe plaintiffis suingthe
Office of the Army Resen‘epursuant to the Privacy Act, 5 U.S.C. § 583Paeek redress for the
pain and embarrassment caused by the release pffiviie information. Pending before the
Court is the defendant’s motion for summary judgment, which argues that théfptamiot
establish a violation of the Privacy Act. For the reasons explained below, the §eed and
the defendant’s motion faummary judgment is GRANTED.

I BACKGROUND

A. Factual Background

From May 2005 to March 2007lgntiff Lawanda York was employed in the Office of
the Chief of Army Reserve, Army Reserve Communications (“ARC”) Direep@iitreach
Branch as a G&3 Public Affairs Specialist.Def.’s Statement of Materidtacts(“Def.’s SMF”),

ECFNo. 33-2, 1. On July 26, 20Q6¢ plaintiff metwith her supervisor, Lieutenant Colonel

! Pursuant to Rule 25(d), on March 22, 2010, the Court substituted John McHhighofficial capacity as the
Secretary of the Army, for Francis J. Harvey as a defendant in this abem. (o., ECF No. 18, at 1 n.1.
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LaurelHubred for counseling and teeviewthe plaintiff's job description and basic
respansibilities. 1d. § 4. During the course of the meetitigg gaintiff indicated that she had
thoughts of suicide, was on anti-depressants naadkotherstatements regarding her mental
condition that caused Lt. Col. Hubred concelah.§ 6. Followingthe meetingl.t. Col. Hubred
prepared a memoranduor her filesand also sought guidance from her supervisor, Colonel
Dorothy Perkins, on how to handle the situati¢oh.{ 6.

Sometime thereafte€olonel Perkins and Sheila Bailey, a human resourcesaipgc
met with the plaintifto discuss her mental health and the availabilitgmofy counselors to
assist the plaintiff 1d. § 9. Although thespecificsof what transpired at thateeting arén
dispute, after the meeting Colonel Perkins prepared a memordtiteifiPerkins Memo”)
detailing the subject dhe meetindor her records|d. 110. Colonel Perkins saved the Perkins
Memo on ler private workplace computetd.

On December 2, 2006, Colonel Perkivssdeployed to Iraq for six monthgd. § 11. In
order topreserve the files and makteem available thier supervisors while deployed, Colonel
Perkins’complied with an order to move helectronic files fromhercomputerto the ARC
Directorate shared drive, known as the “J driviel” | 13 Def.’s Second Mot. Summ. J., ECF
No. 33, Ex. B, Dep. Col. Perkins, 20:11-21:18. Along with Colonel Perkins’ other electronic
files, the Perkins Memo and other documents with the plaintiff's name “York” in the filename

werealso placed on the J driveDef.'s SMF,] 14 Compl., Ex. 2. Theefiles were containeth

2 The parties dispute the exact dates of the meeting, the drafting of theummisagmorandum of record, and the
exact date on which files were uploaded onto the shared B&eRl.’s Reply to Def.’s Statement of Materialdta
(“Pl’s SMF"), ECF No. 3#&4, at 11 7, 16. The exact dates of these events are immaterial for the purploses of
present motion. The Court will therefore discuss the facts umagtlyis case without referencing specific dates for
the aforementionedvents.

% The exact number of documents relating to the plaintiff on the sharagJsdunclear. While the exhibits
attached to the Complaint indicate that there were approximately eleven docomémt shared drive, the plaintiff
alleges in her dmosition that fifteen such files existe@eeCompl., Ex. 2; Def.’s Second Mot. Summ. J., ECF No.
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a subfolder called “COL Perkins’ files,” and were not indexed or groupeghy particular
manner.Def.’s SMF,{ 15. The documents concernihg plaintiff were mixed in with all of the
other documents in the “COL Perkirfdes” folder, and were not otherwiseparated or
distinguished.Id. § 15.

The shared drive on which the Perkins Memo was uploadeatcessiblenly to those
Army Reserve employeagho are giverpermission to access theve, which both parties agree
includes at least the other members of the ARC stdffff 16;PIl.’s SMF{ 16 see alsaDecl.
Felicia Davis Batte, ECF No-5, | 4 (indicating that the shared drive is catgessibléo those
who “can authenticate to themy Reserve domain’ The defendarasserts that there‘iso
indication that any individual with access to the J drive accessed this documeynotnex
documents concerning Plaintiff other than Plaintiff herself and Ms. Linda Madaoevas asked
by Plaintiff to access the documentDef.’s SMF{ 17. The paintiff disputeshe defendants
characterization of the facts. Although she cannot identify any individual whod/tbwdiles
containing her private informatiothe plaintiffstates that Master Serge&uadriguez, another
Army Reserve employee, must have known abouP#r&ins Memdecauséaround January
20077 he toldher. “You know, people know your business. You really should check into it.”
Pl’s SMF 1 17; Pl.’s Opp’n Mot. Summ. J., ECF No. 36, at 6-7. Neither party contends or
provides any direct testimony from any individual wdk@msto have accessed the files
containing the plaintiff's personal information, with the exception of Linda Matre accessed
the files after the plaintifliscovered them and uptme gaintiff's request.

On March 14, 2007, the plaintiff conducted a search for the term “standards” on the

shared J drive in order to find documents relating to a work assignibehts Second Mot.

33, Ex. A, Dep. Lawanda York, 17:2@:8, 24:2525:6. The particular number of documents is not relevant to
determining whether the plaintiff has alleged a violation of the Privatybit the Court notes that the number of
documents was not voluminous.



Summ. J., ECF No. 33, Ex. A, Dep. Lawanda York, 22:16-2Bt& search yielded a number of
documents, includindocuments relating to the plaintffcomments to Col. Perkindd. Upon
learning that documentsferencing the plaintiff' personal medical and mental health were on
the shared J drive, the plaintiff instructed Ms. Moore, a wolleagueto “[s]ee if you can find
anything on me on the shared drive” in order to confirm that the documents wessilzleday
other employeesvhich they wereld. at 25:20-25:25.

After learning thaher personal information wagcessibléo other employeeshe
plaintiff states thashe becameisibly upset angbhysically ill. Compl. {{ 13-16. According to
the plaintiff, the trauma resulting from the alleged disclosure of her péiatoranation caused
her tomiss work and contact her therapist, who became concerned for héeingland
prescribed her medicationd.

On March 15, 200the gaintiff sent an email to multiple ARC personnel demanding
that the documents pertainingtterbe removed from the J drive. Pl.’s SMF | D&f.’'s SMF {
18. That same day, tHdes were removed and placed on a compact disk for Colonel Perkins’
use upon her return from Iraq. Pl.’s SMF 1 19, 20.

B. Procedural History

On January 9, 2009, thegnttiff filed a Complaint againghe U.S. Army Reserve,
alleging that the disclosure of her personal medical information violated theyPAua Seeb
U.S.C 88 552a(b), (g)(1)(D)The plaintiff alleges this alleged wrongful disclosure “humiliated
andembarrassed” her and negatively affected her medical healtedresgor herinjuries, the
plaintiff seeks “actual damagéglus attorney’s fees and costs. Compl. at 4.

In response to the Complaint, on April 6, 2009, the defendant moved to dismiss this

action, or, in the alternative, for summary judgment, arguing(ih#te protections of the



Privacy Act do not apply because the shared J drive was“sgstem of records’(2) the

plaintiff failed to allege actual disclosur@nd (3 the plaintiffs alleged injuries were not caused

by any such disclosure. Def.’s Mot. Dismiss, ECF No. 6. On March 22, 2010, the Court denied
the defendant’s motion to dismiss and denied without prejudice the defendant’'s motion for
summary judgmentMem. Op., ECF No. 18 (Kollar-Kotelly, J.Bpecifically, he Court

withheld judgment on whether the J drive was a “system of records” within thengedirthe

Privacy Act, stating that “thissue cannot be resolved without resortmgnatters outside the
pleadings” andhe plaintiff was entitled to a period of discovery to gather evidence to
substantiate her claimd. at 9. The Court also held that plaintiff had sufficiently alleged actual
disclosure of her medical information aadesulting injury 1d. at 9-10.

Following denial of the defendant’s motion to dismiss, on May 25, 2010, the Court
directed the parties, in accordance with the parties’ request in the Jointridégbvafer Report,
to complete discovery by October 25, 2010. ECF Nos. 20-21. The Couddythatparties’
request to extend the discovery deadline three timedhamghrtiesiltimatelycompleted
discovery on March 15, 2011.

On June 8, 2011, the defendant filetaewednotion for summary judgment, arguing
againthat(1) the shared J drive does not constitutsystem of records” under the Privacy Act
(2) the plaintiffcannot prove actual disclosure of the Perkins Memo; (3) there is no causation
between th@laintiff's alleged injuries and actual disclosure; and (4) there is no evidentbhdaha
defendant willfully or intentionally disclosdte plaintiff'srecords.Def.’s Second Mot. Summ.

J, ECF No. 33, at 1. This motion is pending before the Court.



As explained below, the Court agrees that the plaintiff cannot establish auclderthe
Privacy Act. Accordingly, the defendant’s motion for summary judgmenRIBNGTED and
judgment is entered in favor of the defendant.

. LEGAL STANDARD

Pursuant to Rule 56 of the Federal Rules of Civil Procedure, summary judgment shall be
granted “if tre movant shows that there is no genuine dispute as to any material fact and the
movant is entitled to judgment as a matter of.1aleD. R. Civ P.56(a);Anderson v. Liberty
Lobby 477 U.S. 242, 247 (198 state of Parsons v. Palestinian Ayt51 F.3d 118, 123
(D.C. Cir. 2011)Tao v. Freeh27 F.3d 635, 638 (D.C. Cir. 1994jThe mere existence sbme
alleged factual dispute between the parties,” however, will not defeat sujuadgnyent; “the
requirement is that there be genuineissue oimaterid fact.” Holcomb v. Powe|l433 F.3d
889, 895 (D.C. Cir. 2006) (citingnderson477 U.S. at 247-48emphasis in original)

The burden is on the moving party to demonstrate the absence of a “genuine issue of
material fact.” Anderson477 U.S. at 248. Thus, in ruling on a motion for summary judgment,
the Court must draw all justifiable inferences in favor of the nonmoving party, alhdctept
the nonmoving party’s evidence as trué., Estateof Parsons651 F.3d at 123fao, 27 F.3d at
638. Thasaid, the plaintiff still bears the burden of setting forth sufficient evidencase a
triable issue of material fact as to each element of his cl&ge. Matsushita Elec. Indus. Co. v.
Zenith Radio Corp 475 U.S. 574, 587 (1986) (while the moviears the initial responsibility
of identifying those portions of the record that demonstrate the absence of a gesuensf i
material fact, the bueh shifts to the non-movant to “come forward wghécific facts showing
that there is genuine issue for tridl ) (citing FED. R. Civ. P.56(e)) (emphasis in original).

“The nonmoving party cannot defeat summary judgment by simply showing that themeeis s



metaphysical doubt as to material fact8dore v. Hartman571 F.3d 62, 66 (D.C. Cir. 2009)
(quating Matsushita Elec. Indus475 U.Sat586). Instead, the non-moving party must show
that a genuine factual issue existsibter alia, citing to particular parts of materials in the
record, including depositions, documents, and affidavits or declarations; or “shbairtige
materials cited do not establish the absence or presengentime dispute . .”. .FED. R.Clv.
P.56(c)(1). For a factual dispute to be “genuine,” the non-moving party must demomstiege
than “the mere existence of @rdilla of evidence” in support of its position, and it cannot
simply rely on allegations or conclusory statemefdstate of Parson$51 F.3d at 123 (quoting
Anderson477 U.S. at 255Ass’n of Flight Attendants-CWA v. U .S. Dep’t of Transp4 F.3d
462, 465-66 (D.C. Cir. 2009)indeed, onclusory assertions offered without any factual basis in
the record cannot creatganuine disputeSeeAss’n of Flight Attendant$64 F.3d at 465
(“[A]lthough, as a rule, statements made by the party opposimagian for summary judgment
must be accepted as true for the purpose of ruling on that motion, some stateengmts ar
conclusory as to come within an exception to that rule.”).

Additionally, only disputes over “material” facts will preclude the Counrfrentering
summary judgmentHolcomh 433 F.3d at 895 (citingnderson477 U.S. at 248). A fact is
‘material’ if a dispute over it might affect the outcome of a suit under gowglanwn factual
disputes that are ‘irrelevant or unnecessary’ do netathe summary judgment determination.”
Id. “If materialfactsare at issue, or, though undisputed, are susceptible to divergent inferences,
summaryjudgmentis not available.”"Moore 571 F.3dat66. When there are no genuine issues
of material facthowever the moving party is entitled to judgment as a matter of law if the
nonmoving partyafter an adequate time for discovemgils to make a showing sufficient to

establish the existence of an element essential to that party’s case, and ohavpigtiyt will



bear the burden of proof at triaHolcomb 433 F.3cat 895 (quotingCelotex Corp. v. Catrett
477 U.S. 317, 322 (1986)).
[11.  DISCUSSION

The plaintiff alleges that by placing information pertaining to her medical and Imenta
condition on the shared J drive, the defendant violated the PrivacyfAetdefendant argues,
however, that the plaintiff cannot demonstrate that the defendant violated the provisiens of
Privacy Act becausater alia, the shared J drive on which the Perkins Memo aiadect!
documents concerning the plaintiff were placed is not a “system of récandsthat the plaintiff
cannot demonstrate actual disclosure of her confidential informatitvhile there is no dispute
that the defendaninfortunately handled highlyersamal and confidential information relating to
the plaintiffin a manner that madeavailable for otheemployeego view,the Court agrees that
this action did not violate the Privacy Act.

A. ThePrivacy Act

The Privacy Act5 U.S.C. § 552dsafeguards theublic from unwarranted collection,
maintenance, use and dissemination of personal information contained in agency.rednrds
allowing an individual to participate in ensuring that his records areaecamd properly used.”
Cloonan v. HolderNo. 08¢v-700, 2011 WL 782028, at *6 (D.D.C. Mar. 8, 2011) (quoting
Henke v. Dep’t of Commerc@3 F.3d 1453, 1456 (D.Cir. 1996)). “To accomplish this goal,
the Act ‘gives agencies detailed instructions for managing their records and pravigdasdus

sorts of civil relief to individuals aggrieved by failures on the Government’s pastiplg with

* The defendant further argues that the plaintiff's Privacy Act claim fgitause, absent any actual disclosure, the
plaintiff cannot establisbausatiorbetween such disclosure and her alleged injuries. In addition, the dafenda
contends that there is no evidence that the defendant willfully or intefijiaisclosed the plaintiff's records.

Def.’s Second Mot. Summ. J, ECF No. 33, atl#11 The Courbeed not evaluate, however, whether these
requirements for a Privacy Act violation are met since the plaintiffatasthemonstrate that the shared J drive is a
system of records or that actual disclosure of any confidential infarmaticurred. In any ewg the Court notes
that the defendant’s assertion that Col. Perkins uploaded the docuogtshared J drive pursuant tooader

from her superiors wouldot necessarily foreclose inquiry into whether her act was willfirttentional.
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the requirements. Id. (quotingDoe v. Chap540 U.S. 614, 618 (2004))F6r example, the Act
limits the circumstances under which an agency nisgtase reords of individualsmandates
that agencies closely account for all disclosures, and requires agencies teasakalle efforts
to ensure the accuracy and completeness of retoldiginternal citations omitted).

In this casethe paintiff alleges that the defendant violated tReivacy Actby disclosing
her private medical information. Comfilf 18-22. The PrivacyAct provides that “[n]o agency
shall disclose any record which is contained in a system of records nyeamg of
communication to any person, or to another agency, except pursuant to a writtenbggores
with the prior written consent of, the individual to whom the record pertains . ...” 5U.S.C. §
552a(b). While the Privacy Act protects against disclosure of information, §ugoy
nonconsensual disclosure of information contained in Privacyp/técted records constitutes a
violation of the Privacy Act."Feldman v. CIA797 F. Supp. 2d 29, 38 (D.D.C. 201The Act
provides various exceptions for disclosure, such as disclosure to employees who leavoa ne
the record to perform their duties, records that must be disclosed under the Foéedom
Information Act, 5 U.S.C. § 552, and various other exceptions that are not applciale
instantdispute. See5 U.S.C. 8§ 552®)(1)(12). Most importantlyhere “the Privacy Act only
covers disclosures of informatidimat[were] either directly or indirectly retrieved from a system
of records. Thus, the disclosure of information derived solely from independent souraes is
prohibited by the statute even though identical information may be containeglistean of
records.” Feldman 797 F. Supp. 2d at 38i(ing Doe v. U.S. Dep’t of Treasury06 F. Supp. 2d
1, 6 (D.D.C. 2009)). Accordingly, “[t]o prevail on a Privacy Act claim for unlawful disate,

‘a plaintiff must show that (1) the disclosed information is a ‘record’ cordainthin a ‘system

of records’; (2) the agency improperly disclosed the information; (3) thisiise was willful or



intentional; and (4) the disclosure adversely affected the plaintiff.”(quotingDoe, 706 F.
Supp. 2dat 6).

B. The Shared J DriveisNot A System of Records

As discusse@bove, he Privacy Actprotects against disclosure of recotfust are
contained within a “system of records,” whittie Act defines as

a group of any records under the control of any agency from which information is

retrieved by the name of the individual or by some identifying number, symbol, or

other identifying particular assigned to the individuall.]
5 U.S.C. § 552a(a)(5). e D.C. Circuit has stated that “[a] system of records exists only if the
information contained within the body of material is both retrievable by persontéifieteand
actually retrieved by personal identifierPaige v. Drug Enfazement Admin665 F.3d 1355,
1359 (D.C. Cir. 2012) (quotinglaydak v. United State630 F.3d 166, 178 (D.C. Cir. 2010)).
“[R]etrieval capability is not sufficient to create a system of recortfenke v. U.S. Dep't of
Commerce83 F.3d 1453, 1460 (D.C. Cir. 1996)helplaintiff must demonstrate that records are
actually retrieved by personal identifier Maydak 630 F.3d at 172, 178&jenke 83 F.3d at
1460; (“[A] group of records should generally not be considered a system of recordsthetes
is actual retrieval of records keyed to individualsBartel v. Fed. Aviation Admin725 F.2d
1403, 1408 n.10 (D.C. Cir. 198#)To be in a system of records, a record must be under the
agency'’s control, and, in practice, retrieved by an individusmeor other personal
identifier”); Krieger v. U.S. Dep’t of Justic®29 F. Supp. 2d 29, 42 (D.D.C. 2008)te mere
capacity to retrieve imirmation indexed under a person’s name, as opposedactece where
agency employeas fact retrieve records ithis way, is insufficient to establish the existence of
a system of records under the Privacy Adinternal quotations omitted)¥ee alsdOffice of

Management and Budget Privacy Act Implementation Guidelines and Respbesjiib Fed.
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Reg. 28,948, 23,952 (July 9, 1975) (identifying a system of records only if: (1) there is a
“indexing or retrieval capability using identifying particulars . . . built into gfstesn”; and (2)
the agencydoes, in fact, retrieve records about individuals by somsopal identifier”).

The defendamirgueghat the shared J drive is not a system of records because
informationis not actually retrieved from the drive by personal identifisithough it is possible
to retrieve informatioirom the driveby searching fospecific terms, the defendant asserts, that
for documents on the J drive, “it is not the purpose or the practice of the agency te retriev
documents by a personal identifier,” ditiie mere capability of retrieving a document by a
name is not enough toeate a system of recortisDef.’s SecondMot. Summ. J., ECF No. 33,
at 9. Based upon the undisputaddence in theecord, the Court agrees.

The defendant attests that the sharedive consists of “over 13,346 folders and sub-
folders” and that thertre does not have “indexing or retrieval capability using identifying
particulars built into the shared drive to allow personnel to retrsigfiles or documents by
name or personal identifierDecl. Felicia Davis Batte, ECF No-&4 1 5. The defendant
acknowledgeshat it is possible to retrieve documehisusing individual search terms, but
states that ‘the [Army Reservedloes not retrieve records using an individual's personal identifier
and that is not the way the shared drive is sét ig.

The plaintiff does not rebut the defendant’s assertion that the shared J drive iqupot set
for employees to retrieve recordg use of personal identifiers. Shiguesnsteadhat “[a]n
agency'dailure to ackowledge thait maintainsa systenof remrds will not proéct the agency
from statutory consequences if there is evidehaéthe agecy in practice retriges infamation
about individuals by their nags or personal identifiefs Pl.’'s Opp’n Def.’s Second Mot.

Summ. J., ECF No. 36, at 1Zhe plaintiff, however, supplies no evidendet alone assertthat
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the agency does, in practice, retrieve informatiorthe J drive using individuals’ names or
personal identifiers. To the contrary, the plaintiff states"dratonecanuse a personal
identifier and find files by such a seardiso desired Id. at 11 (emphasis added)h& mere
capability of retrieving information by personal identifiesimply not sufficient to establish that
a system of records existSee Henke83 F.3dat 1460.

Indeed, theplaintiff herself acknowledgdbat “incidental oad hocretrieval by personal
identifier does not convert a group of records into a system of récdptis Opp’n Second
Mot. Summ. J., ECF No. 36, at 9. Nonetheless, she coritestdsvhere an agency corrps
information about individuals for investigatory purposes, ‘Privacy Act concerrst Hreir
zenith, and if there is evidence of even a few retrievals of information keyeddorjiper
identifiers], it may well be the case that tlgeacy is maintaining a system of recorddd.
(quotingHenke 83 F.3d at 1461 In support of this proposition, the plaint#fgues that this
case is “very similar” t@3artel v. Federal Aviatiodministration 725 F.2d 1403 (D.C. Cir.
1984). In Bartel, the plaintiffallegeda violation of the Privacy Act after his former supervisor
disclosed the findings of an investigation report concerning the plaintiff's condibetD.C.
Circuit held that although the plaintiff's supervisor may not have “retdévhedisclosed
informationfrom the investigatory fileand may have spokemsteadfrom personal knowledge
about the contents of the investigation, the Privacy Act’s coverage is notctessto
information directly retrieved from a tangible recoglinid. at 1409.

Bartelis inapplicable to this case for two reasoRgst, the facts and circumstances are
different Unlike Bartel, there is no evidence that the Perkins Memo or other documents relating
to the plaitiff were compiled as part of a formahvestigation.” The investigation referenced in

Bartel concerned the plaintiff's own potentially unlawful disclosure of information, kvivias
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then referred to the United States Attorney for potential criminal prosecufiuat situation is a
far ay from the instant case where the plaintiff's supervisoes with the plaintiff for a
counseling session and recorded personal notes of that seéSsmgenerally Armstrong v.
Geithner 608 F.3d, 854, 859 (D.C. Cir. 2010) (stating that the coantrowly tethered the
exception [inBartel], however, to the facts of that case”).

Second, and more importantly, the plaintiff appears to contend thatBadel the
plaintiff need not demonstrate that the Perkins Memo was contained within a sistemds.
This is incorrect.At issue h Bartel wasthe scope of the disclosure requirement utiger
Privacy Actand that is a different issue fromhether thelocumentsn this case wereontained
within a system of recorddndeed Bartel provided minimal discussion @fhether the
investigatory file at issue was placed iaystem of records. To the extent tBattels
discussion of disclosuiie applicable in this cases ¢he defendant notes, thiaiptiff “has no
evidence of any disclosure of specififormation by anyArmy employee, regardless of whether
that information was independent of or derived fragency records.” &f.’s Reply, ECF No.

39, at 16.

Finally, the plaintiff argues at length that the Perkins Memo is a “recordruhd
PrivacyAct. This discussion misses the point. The question is not whether the Perkins Memo
and other documents relating to the plaintiff wesgords,> but whether suctecords wereplaced
in a system of recosd

Although it may appear counterintuitive, the Privacy Act does not protect against

® In a foonote in its reply brief, the defendant states that it “assumes for thesesrpf this Reply that the
memoranda at issue are ‘Privacy Act records,” but contends thais“fgasonable to believe that the memorandum
for record in the present case is aeén a record because it falls within the category of ‘personal notes.’s Def.
Reply, ECF No. 39, at 15 n.10. (citiBgpwyer v. Dep’t of Air Force804 F.2d 428, 431 (7th Cir. 1986)). The Court
need not resolve this issue because, regardless, the Perkins Memo andcotientiorelated to the plaintiff were
not placed in a system of records.
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disclosure of all records containing personal and private information. In teisticas
defendant’placement oflocuments relating to the plaintiff’'s mental gid/sicalhealthon a
network drive accessible to other employees was unfortunate andamtable As the D.C.
Circuitadmonished ifPaige “although not an abuse of a system of records,” the agency’s
conduct “is far from a model of agency treatment of private d&aifje 665 F.3d at 1362.
Nonetheless, Congress limited the scope of the protections of the PrivaoyoAbt those files
thatare“under the control of’ the agencie5.U.S.C. &52a(a)(5)“the term system of records
means a group of any records under the control of any agencyPrRIVACY ACT GUIDELINES,
at13-14(1975),reprinted inLEGIS. HISTORY OF THEPRIVACY ACT OF1974:SOURCEBOOK ON
PrRIVACY 156, 1027-28 (1976) (‘t8URCEBOOK”). This limitation“was intended to accomplish
two separate purposes: (1) to determine possession and establish accouatadbi{Ry;to
separate agency records from records which are maintained personallglbyess of agency
but which are not agency recordsSoURCEBOOK, at 1027. Congress thus intendedagencies
to protect against disclosure of imfgation, but restricted liability only fahose records
maintained and indexed in a “system of records.”

When an agency incorporates records into a “system of records,” other Pritacy Ac
prescriptions applgs well For example, the agency mugtiblish in the Federal Register
detailed information concerning the nature and scope of the sySees.U.S.C. §
552a(e)(4). Second, the agency must “upon request by an individual to gain access to his record
or to any information pertaining to him whichasntained in the system, permit him . . . to
review the record and have a copy made of all or any portion thereof in a formebemgble to
him.” 5 U.S.C. § 552a(d)(1). Third, the agency is obliged not to disclose records without the

consent of the individual to whom the record pertains. 5 U.S.C. 855Za@arly, these
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obligations do not apply to every document created by an agency employee but only to those
records considered sufficiently important to the agency’s operations or missiarotoedgrt of
the agency system of records. Thus, courts that have been confronted with disclosures of
documents stored or maintained by agency employees in their desk drawers file ttegdinets

or on their personal computers have regularly concludedebean if the documents were agency
records, they fall outside the “system of records” requirement and, treerefaside the
protections of the Privacy AcSeeg e.g, Boyd v. Secretary of the Nawi09 F.2d 684, 686-87
(11th Cir. 1983) (because memorandum “was kept within a random-type file and could only be
retrieved by searching through the file,” it was not irsgstem of record$; Gowanv. U.S.

Dep't of the Air Force 148 F.3d 1182, 1191 (10th Cir. 1998) (materials contained in a general
disciplinary file labeled'Ethics” do not constitute aystem of records because the files are not
keyed tathe plaintiff); Hudson v. Rendl30 F.3d 1193, 1206 (6th Cir. I89“notes about
Plaintiff s misconduct which were kept in a locked drawer and labelefFitise Assistaris’

files” are not in a system of records becahgsy werenot retrievable under plaintiff’'s name),
abrogated on other grounds by Pollard v. E.l. du Pont de Nemours &G2.U.S. 843, 848
(2001);Rivera v. Potter400 F. Supp. 2d 404, 409-10 (D.P.R. 2005) (printouts of email
messages, which contained communications of supervisors regarding an ineestigae

plaintiff, that were found in USPS facility bathroom where plffimorked were not part of any
“system of recordsand therefore no violation of tHerivacy Act occurred) Otherwise, agencies
would be forced, for example, to search all the myriad places where an emgiaiekstore
records to comply with the access requirements of the PrivacyA&obne Circuit court
observed, “it is inconceivable that Congress intended to impose such an obliga&oAct

clearly envisions that an agency can satisfy its obligation simply and m&xely by searching
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its structured files under the individushame or other identifyingymbol.” Bechhoefer v.
United State®ep’t of Justice312 F.3d 563, 567 (2d Cir. 2002).

The Court recognizes that in this case the filenames of the documents pertathang t
plaintiff contained the plaintiff's name, which allowkdrto discoverthe files by searching the
shared J drive for “York,” her last name. Def.’s Mot. Summ. J., ECF No. 33, Ex. A, Dep.
Lawanda York, 26:13-26:20The fact that some documents were labeled with her name does
not converthe shared drive into a system of recordsarticularly where there is no evidence
that the agency used the shared drive to retrieve information by persondieideatd the drive
was not created for employees to do SeeDecl. Felicia Davis Batte, ECF No-& | 5 (stating
that “[t]he shaed drive is not organized in a manner to facilitate retrieving documents onfiles b
an individual's name or personal identifier. . . . Although it is possible to retrieve dotime
the manner described by Mrs. York, [the Army Reserve] does not retrieve redoglamus
individual's personal identifier and that is not the way the shared drive is sets@g.’§|/so
Bechhoefer312 F.3d ab66-67 {inding thataletter stored irmnagency employee’s drawer with
theplaintiff's name orthe letterhead wasot in a “system of records” and therefore Brezacy
Act was not violated when the letter was disclosed).

In this case, the plaintiff cannot demonstrate that the shared J drisgsteaof records.
Consequently, the defendant is entitled to judgrasra matter of law.

C. ThePlaintiff Cannot Demonstrate Actual Disclosure

Even assuming that the shared J drive is a system of retmsistain a claim that the
defendant violated the Privacy Act the plaintiff must demonstrate thag#érecy improperly

disclosed the information. The defendant argues that the plaintiff's @d#srbécause she
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cannot show actual disclosure of the Perkins Memo or other documents related to her on the
shared J driveThe Court agrees.

Although the Privacy Act requires the plaintiff to demonstrate improper diseld$n]ot
every nonconsensual disclosure of information contained in Privacgrdtgeted records
constitutes a violation of the Privacy ActFeldman 797 F. Supp. 2dt38. An improper
disclosure under the Privacy Act “generally must result from an individuatiadh&actually
retrieved’ the information from the system of records in which it is contairfeaige 665 F.3d
at 1359;see alscArmstrongv. Geithner608 F.3d 854, 857 (D.C. Cir. 201®artel, 725 F.2d at
1408 (“[Section 552a(b)] prohibits nonconsensual disclosure of any information that has been
retrieved from a protected record.”)Thus, ft]he disclosure of information derived solely from
independent sources is not prohibited by the statute even though identical information may
contained in [a] system of record€Doe v. U.S. Dep't of Treasuryp6 F. Supp. 2d 1, 6 (D.D.C.
2009).

The defendant assettsat“there is no evidence that an actual disclosure occtirred
which the plaintiff must demonstrate in order to maintain her Privacy Act claim. Beicend
Mot. Summ. J., ECF No. 33, at 3. On this pgihé defendans correct. During her deposition,
the plaintiff was asked if there was anyone who would testify that théydlacfound
documents on the shared driver prior to . . . March 14,” to which plaintiff responded “[t]here’s no
proof that it was accessed and there’s no proof that it wadbéf’s SecondMot. Summ. J.,

ECF No. 33, Ex. A, Dep. Lawanda York, 28:11-28:21. Given that the plaintiff bears the burden
at trial of proving by a preponderance of the evidence that actual disclosureedcand her
concession that there is no evidence of such actual disclosure, the plaintifftsy Aatalaim

must fail
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The plaintiff argues that there is “at least a question of materialdadti whether other
employees viewed the documents containing the plaintiff’'s information and thahiignsy*
likely that other employees saw these files.” Pl.’s Ofpéh.’'s Second Mot. Summ. J., ECF No.
36, at 16. Although she can supply no direct evidence, the plaiatiéfithat “[ijn some
instances, circumstantial evidence alone can support a finding that autsdase from a
record.” Id.at 14. In this caséhe paintiff reliessolelyona commethmade by Master Sgt.
Rodriguez in January 2007, three months prior to her discovering the Perkins Memo on the
shared J drive. According to the plaintiff, Master Sgt. Rodriguez informetthdtpeople
know your businessaandthat“everyone knew what was going on witte and that | should
research more on how the information was getting dut.at 6-7. The plaintiff believes that
her narration of this single conversation can sustain her burden of proving that isctoalice
occurred, but it simply cannot.

As the defendant notes, the plaintiff was told only that others knew her “busines#y” whic
is an ‘amorphous assertion [that] could refer to any number of things.” Def.’s Reply, ECF No.
39, at 18. MoreoveiMastker Sgt. Rodriguez did not work in the plaintiff's office and did not
have access to the shared J drikef.’s Secomnl Mot. Summ. J., ECF No. 33, Ex. A, Dep.
Lawanda York, 29:1-29:4ee alsdef.’s Reply, ECF No. 39, at 11-1dhe simple fact that he
knew of the plaintiff's “business” is indeterminate because he could have abiaioenation
through a number of alternate sources. Fin&tlyhe extent that the plaintiff relies on her own
recollection of the conversation she had with Master Sgt. Rariguorderto provethat
disclosure actually occurrethat evidence is most likely inadmissible hearsageGleklen v.
Democratic @ngressional Campaign Comm99 F.3d 1365, 1369 (D.C. Cir. 2008)ating that

“[w] hile a nonmovant is not required to produce evidencdomathat would be admissible at
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trial [at the summary judgment stage], the evidence still must be capable of trenegted into
admissible evidence” arftblding that the plaintiff's évidence about [a] conversation is sheer
heasay” and “therefore counts for nothing”). The record does not include any testiroony
Master Sgt. Rodriguez, or any of the plaintiff's other work colleagues, to astibstahe

plaintiff's claim thatothers knew about her “businéss:; thatif they were aware o$uch
“business,” the information was obtained from viewfithgs relating to the plaintiff on the shared
J drive.

The plaintiff relies orDoe v. U.S. Postal Servicgl7 F.3d 339 (D.C. Cir. 2003) argue
that evidencshowing that the platiff's private information was “common knowledge” to
coworkers is sufficient to withstand summary judgment. In that case, howevegurt denied
summary judgment because the record contained deposition testimony frast &iue of the
plaintiff's co-workers whoall testified that the plaintiff's supervisor disclosed information
regarding the plaintiff's HIV status and that this supervisor had accesstéated records.
Here, the plaintiff can supply no such evidence. The only evidence that the plamsfgply
is purely circumstantial, inconclusive, and likely inadmissit#arsay A reasonable juror
therefore would not be able to conclude that the plaintiff sustained her burden of denmgnstrati
that actual disclosure of confidential infortie& occurred.
V. CONCLUSION

For the reasons stated abotre defendant’s moticior summary judgmerns

GRANTED. An appropriate Order shall accompany this Memorandum Opinion.

DATED: MARCH 27, 2012 Isl Loyt A HsisV
BERYL A. HOWELL
United States District Judge
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