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UNITED STATESDISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

STANLEY JOSEPH THOMPSON, ))

Raintiff, ))

V. ; Civil Action No. 11-0272 (RBW)
UNITED STATES DEPARTMENT OF JUSTICE)

)
Defendant )

MEMORANDUM OPINION

This matter is before the Court on the defendant’s motion to dismiss and for summary
judgment® For the reasons discussed below, the motion will be granted.
. BACKGROUND
The plaintiff brings this action under the Freedom of Information Act (“FQIl#€§5
U.S.C. § 552 (2010), against the United States Department of Justice (“DOJ”) for theemirpos
obtaining records from the Federal Bureau of Investigation (“FBI”) abowdifh Specifically,

the plaintiff's request reads:

! The urt construes the plaintiff’'s “Motion in Opposition/Response to Defendant’s

Motion for Dismiss [sic] and Summary Judgment; and Motion for Nul Tiel Finding gafis to
Requestd Information from Defendant(s)” (“Pl.’s Opp’n”) [Dkt. #12] as his opposition to the
defendant’s motion to dismiss and for summary judgment.

2 A FOIA claim cannot be maintained against an individse¢, e.g., Beard v. U.S. Dep’t

of Justice 917 F. Supp. 62, 63 (D.D.C. 1996), and for this reason, the Court has dismissed the
claims asserted against Janice Galli McLeod, Associate Director of the D®it¢e of

Information Policy [Dkt. #3]. Tie DOJis therefore the sole remaining defenddfdr

(continued . . .)
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| would like to request lift images of Stanley Thompson

(#152044EB1) Case ID No. 91AT-101753, Lab No.

070419013[.] Iwould also like to request processing records

along with chain of command for this case.
Defendant’s Motion to Dismiss and for Summary Judgni@ef.’s Mot.”), Declaration
(“Decl.”) of David M. Hardy (“Hardy Decl.”)Exhibit (“Ex.”) A (Identification ofRequestor) at
2. The FBl initially returned the plaintiff's requasthimbecause “it did not contain sufficient
information to conduct an accurate search of the Central Records Syste®){'&Rhe FBI's
Headquarters office (“FBIHQ”)Id., Hardy Decl { 8. The plaintiff submitted additional
information in February 2009d. 1 9.

Months later, the FBI “released 121 pages to plaintiff from file &TA101753; while
withholding certain information under FOIA Exemptions 6, 7(C), 7(D) and AE)Y 12;see
id., Ex. F (Letter to plaintiff from David M. Hardy, Section Chief, Record/Infdroma
Dissemination Section, Records Management Division, FBI, dated January 20, 2010hat 1. T
plaintiff appealed this determination to the DOJ’s Office of Infation Policy (“OIP”),id.,
Hardy Decl. § 13which waspartialy succestl. Namely, althoughhe OIP affirmed the FBI's
decision to withhold information under FOIA Exemptions 6, 7(C), and i#(EEmanded the
matter “for a further search for responsive records and for further progedsiartain records
withheld in full.” 1d., Ex. I (Letter to plaintiff from Janice Galli McLeod, Associate Director,
OIP, dated June 29, 2010) at 1. Consequently, on June 9, 2011, the FBI released another 12
pages to the plaintiff and withheld certain information under FOIA Exemptions 6 andld@(C).

Hardy Decl. § 16. On July 7, 2011, the FBI released in their enidetj,17, “two photographs

of friction ridge impressions that were located on a demand note [used] during one of the

simplicity, because the plaintiff sought records maintained by thetR®Court will refer to the
defendant as theBI.



robberies.” Id. § 27. However,“[n] one of the documents released to [the] plaintiff is a lift
print.” Id. § 31.
lI. DISCUSSION
A. Summary Judgment Standard of ReviekObA Cases
“FOIA cases typically and appropriately are decided on motions for sumuatigment.”
Defenders of Wildlife v. U.S. Border Patr6R3 F. Supp. 2d 83, 87 (D.D.C. 2009). The Court
will grant summary judgment if the movant shows that there is no genuine dispute s to an
material fact anthe movants entitled to judgment as a matter of laeeFed. R. Civ. P56(a).
More specifically, in &OIA action to compel production of agency records, the agency “is
entitled to summary judgment if no material facts are in dispute and if it demonstratesdha
document that falls within the class requested either has been produced . . . oyigxdmpt
from the [FOIA’s] inspection requirements.3tudents Against Genocide v. Dep't of Sta&y
F. 3d 828, 833 (D.C. Cir. 2001) (quotigland v.CIA, 607 F.2d 339, 352 (D.C. Cir. 1978)).
Summary judgmerit a FOIA casenay be based solely on information provided in an
agency'’s supporting affidavits or declarations if they agtatively detailecandnon-
conclusory, Safecard Servs., Inc. v. SE®26 F.2d 1197, 1200 (D.C. Cir. 1991) (internal
guotations and citations omitted), and when they:
Describethe documents and the justifications for nondisclosure
with reasonably specific detail, demonstrate that the information
withheld logically falls within the claimed exemption, and are not
controverted by either contrary evidence in the redorfl by
evidence of agency bad faith.
Military Audit Project v. Casey656 F.2d 724, 738 (D.C. Cir. 198%ge Beltranena v. Clinton

770 F. Supp. 2d 175, 181-82 (D.D.C. 2011T)o successfully challenge an agency’s showing

that it complied with the FOIA, the plaintiff must come forward with ‘specific facts’



demonstrating that there is a genuine issue with respect to whether the lzggmproperly
withheld extant agency recordsSpan v. U.S. Dep'’t of Justic@96 F. Supp. 2d 113, 119
(D.D.C. 2010) (quoting).S Dep't of Justice v. Tax Analys#&92 U.S. 136, 142 (1989)).
B. The FBI's Search for Responsive Records
1. CRS and CrosReferences

The CRS includes “administrative, applicant, criminal, personnel and other files
compiled for law enforcement purposes,” and “consists of a numerical sequdite .af.
called ‘classifications,” which are broken down [by] subject mattBef.’s Mot., Hardy Decl. |
18. The subjecmatterof a CRS file*'may relate to an individual, organization, company,
publication, activity or foreign intelligence matter (or programyl’ FBIHQ maintains certain
CRS records; FBI field offices maintainose CRSeacords “that are pertinent $pecific field
offices.” Id. In order to search the CRS, “the FBI uses . . . the Automated Case Support System
(‘ACS’).” Id.

The ACS is “an internal computerized subsystem of the CRS” which makesilti@dss
retrieve data from the CRS using alphabeticaliyanged General Indicedd. § 20. “The
General Indices consist of index cards on various subject matters that enededther

manually or though the automated indicekl” There are two categories of General Indices:

(@) A “main’ entry — A “main” entry, or “main” file, carries the
namecorresponding with a subject of a file contained in the CRS.

(b) A “referencé entry — A “reference” entry, sometimes called
“cross references,” are generally only a mere mention or reference
to an individual, organization, or other subject matter, contained in
a document located in another “main” file on a different subject
matter



“The ACS consists of three integrated, yet separately functional, autoapgtkchtions
that support case management functions for all FBI investigative and adativestiases.”ld.
22. The Investigative Case Management (“ICM{plication “provides for the ability to open,
assign, and close investigative and administrative cases [and to] set, asdigack leads.’ld.
1 22(a). Each new case is assigned a Universal Case File Number “which ig ab&BIHQ),
as well as all FBI field fhices . . . that are conducting or assisting in the investigatitth. The
Electronic Case Filapplication‘serves as the. . electronic repository for the FBI's official
text-based documents.Id. I 22(b). The Universal Indexapplication providesa complete
subject/case index to all investigative and administrative cas®sY'22(c). The FBI does not
index every name in its filegdividual FBI Special Agergassgned to an investigation decide
whether “to index names other than subjects, suspects, and victan§.23. Without an index
“to this enormous amount of data, information essential to ongoing investigations could not be
readily retrieved,” and the agency’s files “would thus be merely archivature.” Id. “[T]he
Generalindices to the CR&re the means by which the FBI can determine what retrievable
information, if any, [it] may have in its CRS files on a particular subject mattadmidual,
such as [the plaintiff] Stanley Thompsorid.

2. Searches for Lift Image

The FBI's declarant explains the distinction between “latent fingerprints” lghd “
images.” Id. 1 24. The former “are those left at a crime scene by a culprit as opposed to an
intentionallytaken inked or digital impression,” and the latter arentdiagerprints whichwere
“lifted from a surface using tape and pldoa a white sheet of paperlt. “The lift images in
[the] plaintiff's case were taken and processed byCobb Countj, Georgia]Police

Departmenfpersonnel],” and the FBI's Latent Print Operations Unit (“LPOU”) did not process



the images furthet.|d; see alsdvlemorandum in Support of Defendant’s Motion to Dismiss and
for Summary Judgment at 1 (designating that Cobb County is located in the Stategials

The FBI searchethe CRS “to identify all potentially responsive files indexed to [the
plaintiff,] . . . using a sixwvay plonetic breakdown” of his name. Def.’s Mot., Hardy Decl.  25.
Seven main files were located, but because the “plaintiff specifically requibst@tX-AT -
101753, that was the only file . . . processdd.” “No lift prints were located.”ld.
Notwithstanding its policy “to search for and identify only ‘main’ filesp@ssive to a
FOIA/Privacy Act request at the initial stage,” the FBI took thditaahal step of searching for
crossreferences using the same variations of the plaintiff's name used fegaheh of the CRS.
Id. § 26. This second search identified no responsive rectstd3he FBI also “review[ed] the
other six main files locatl during the initial search for copies of lift images,” but “[t]his search
did not turn up any responsive materiald:, n.4.

Lastly, the FBI “conta¢ed the LPOU within the Biometrics Analysis Section under the
Laboratory Division,” the unit “responsible for examining, processing, presgrand
comparing friction ridge impressions (‘latent fingerprints’) and documegnitie results of
examinations in case notes and official reportd.”| 27. The LPOU did not locate any lift
prints, but it “didfind friction ridge impressions pertaining to plaintiff's caséd” “[T]wo
photographs of friction ridge impressions . . . located on a demand note used during one of the

robberies” were released to the plaintiff in fulldl.

3 “[Nt is the standard operating procedure of the [LPOU] not to conduct any further

processing on images that have already been processed by another police algefcg4.



3. Discretionary Releases

According to the declarant, “investigative file 91A-AT0101753 and the LPOU file
pertaining to the bank robbery investigation are the only places where . . . responsierdsc
are likely to be found,id. 1 28, and “the only latent prints found are the friction ridge
impressions” released to the plaintiff in fud, § 29. Even though “[n]o lift prints were located
in any of [its] . . . searchesid., the FBI exercised its discretion to “provide[] all material within
file 91A-AT-101753 that pertained to [the plaintiff] as well as the friction ridge impressions
Id. § 30. These discretionary releases occurred on January 20icR0OER, L (Thompson-85A-
179), June 9, 2011d., Ex. M (Thompson 182-193), and July 7, 20#1,Ex. N (Thompson-
197)* “IN]one of the documents contain[ed] any informatiequested by [the] plaintiff’ and
the FBI withheldthese documentsnder FOIA Exemptions 6, 7(C), and 7(Hjl., Hardy Decl. §
31. Moreoverthe declarant avetbat“none of the withheld information pertains to any
information” responsive to the plaintiff’'s FOIA request for a “lift printd.

4. The Plaintiff's Challenges to the FBI's Searches
a. Processing and Chain of Command Records

While the plainiff acknowledges the FBI's “thorough job in searching for ‘lift images,”
he sought additional information, namely “processing records and chain of commaaskfor ¢
No. 91A-AT-101753.” Pl.’s Opp'n at 1. By “chain of command,” the plaintiff presumably

means chain of custodysee idat 4. He argues that the agency neither “researched nor

4 “The discretionarily released documents . . . were Bat@sbered in consecutive order

with the prefix ‘Thompson’ at the bottom righ&tnd corner of each pageld., Hardy Decl. § 38.
> The plaintiff did not number the pages of his opposition, so the Court has designated page
numbers for the opposition based on the order in which they were presented to the Court and
designated by the Court’s electronic filing system.



acknowledged” this portion of his requesd. Additionaly, the plaintiff argues that the FBI
“did not specify whom these latent prints belonged to nor [sic] wdtéchand note these latent
prints were detected.Id.

The FBI respondseeReply and Response (“Def.’s Reply”) atly referring to its
Vaughnindex. See generallfpef.’s Mot., Hardy Decl., Ex. L. It appears that, on April 16,
2007,agents at the FB& Atlanta Field Office sentertain evidencéo theFBI's Laboratory
Division, including a “[d]emand note from Suntrust Bank on 03/26/07 Bar Code #E03992512
(1B2), id., Ex. L (Thompson-33) (emphasis removed), collected by Cobb County Police
Department personned]., Ex. L (Thompson-34), with instructions to conduct a latent fingerprint
examination and to compare the known fingerprints to the plaintiff's fingerpidnt&Ex. L
(Thompson-35). The FBI Laboratory issued a Report of Examination on August 7, 2007,
acknowledging receipt of the specimens on April 19, 2087.Ex. L (Thompson-76). The item
designated “Q1” was a “[d]Jemand note beginning ‘This is a robbery . . ." (1B2, E0399&25t2; |
1), bore “[tjlwenty-three latent fingerprints,” four of which were “ideetifias the fingerprints of
STANLEY JOSEPH ROBINSON, FBI #152044EB1d., Ex. L (Thompso#/7) (emphasis in
original). “Inasmuch as latent print exarations were conducted by someone else other than the
FBI, no latent print examinations were conducted on [the remaining itémd],"Ex. L
(Thompson-77). Among the records released to the plaintiff was a memorandunrigurgma

the testimony that anB¥ forensic examiner would have offered with respect to the latent print

6 The Report of Examination indicated that the “specimens and photographs of theddetect

latent prints [were] being returned under separate cover,’Hardy Decl., Ex. L (Thompson-
78). However, “a search of the Atlantai¢f Office] file (91A-AT-101753) revealed no latent
prints.” Id., Hardy Decl. 27 n.5.



examination of item Q1ld., Ex. L (Thompson 87-89). It appears, then, that the content of the
records released at the FBI's discretion address the concerns raisedamtifé g oppositior.
b. “Latent prints” and “Latent Lifts”

The plaintiff notes thahe FBI uses “many termsfriction ridge impressions, latent
prints, lift images, latent lifts and lift printsPl.’s Opp’n at3, and he “is not absolutely certain as
to how the [FBI] construes the meaning” of such terms, leaving him to wonder h&Blthe
applies these terms to his requdst.at 2 The plaintiffthereforeattempts to clarify his FOIA
“request for ‘lift images[as one] for an [sic] copy of the prints said to have matched
Thompson'’s, allegedly found on an [sic] bank demand ndte.at 3. This information is what
the FBI appears to have released. The search for “lift images” leddstoeery offriction
ridge impressions and a copy of a report matching latent fingerprints found oraadleate

was produced to the plaintiff.

! The plaintiff furtherargues that the documents released by the FBI do not establish the

chain of custody “of the demand notes received by the FBI from Cobb County and sefdlo the
and sent back from the lab to the Atlanta Field Office,” Motion in@3fimnto Defendants [£]
Response (“Pl.’s Surreply”) at 1, because the documents have not been authentisated as
required under Rule 901 of the Federal Rules of Evidedcat 2. The plaintiff confuses the

FBI's obligation under the FOIA with the government’s obligation to present abieiss

evidence at trial. On summary judgment in a FOIA case, the FBlastadilisH that it has
conducted a search reasonably calculated to uncover all relevant docuivengbgrg v. U.S.
Dep’t of Justice705 F.2d 1344, 1350-51 (D.C. Cir. 1983), and to pre'sergatively detailed
justification, specifically identifying the reasons why a particular exemjgioglevant and
correlating those claims with the particular part of a withikecument to which they apply,

Mead Data Central, Inc. v. U.S. Dep't of the Air Faréé6 F.2d 242, 251 (D.C. Cir. 1977). The
FBI is under no obligation under the FOIA to respond to questees.g., DiViaio v. Kelley

571 F.2d 538, 542-43 (10th Cir. 1978) (finding that the FOIA does not require “answers to
interrogatories’ but rather only disclosure of documentary matters wiaatnoaexempt”), or to
authenticate documents produced in response to a FOIA respedimenez v. Exec. Office for
U.S. Attys.764 F. Supp. 2d 174, 182 (D.D.C. 2011afisg that an agencys‘not obligated to
respond to questions, requests for research or, as in this case, a request to agitbreveicht

the contents of a particular docum&nt. Any challenge the plaintiff may raise with respect to

the sufficiencyof the evidence used to convict him is therefore not properly before the Court on
the defendant’s summary judgment motion.



The plaintiff's confusion as to the meaning of the terms bgedtie FBIto refer to the
fingerprint images he requested does not undermine the assertions set fortfBlisthe
supporting declaration. The FBI conducted a search of the CRS using variations ahttigspla
name as search terms; it located a main file with the same file number providathbif pi his
FOIA request;its search of this main file, as well asthe other six main files which could have
containedresponsive records, yielded the discovery of no “lift prints.” However, the FBI
released “friction ridge impressions pertaining to plaintiff's case’ralehsed them in their
entirety. Def.’s Mot.,Hardy Decl.  27. The agency in its discretadso releasgto the plaintiff
“all material within file 91AAT-101753 that pertained to him as well as the friction ridge
impressions.”ld. 1 30. The FBI thus has demonstrated that its search for records responsive to
the plaintiff’'s FOIA request was reasonably calculated to locatesplbrsivarecords.

c. Request for Copies of Demand Notes

Plaintiff now requests information to determine “whom thesenlgprints belonged to
[and on] which bank demand note these latent prints were detected.” Pl.’s Opp’n at 4.
Specifically, he “requests copies of all bank demand notes received/in possedseofiBiltin
regards to this case,” as well as “the procegsecords for said friction ridges/prints . . . along
with the chain of command (custody) for this ‘printld. The plaintiffs requesivas for“lift
images,” not demand notes, and the FBI is under no obligation to now conduct a new and
different search.SeeWilliams v. Ashcroft30 F. App’x 5, 6 (D.CCir. 2002) (holding that the
FederaBureau of Prisons was “not required to search for or provide tape recordingscause
[appellant] did not include these materials in his initial FOIA requestd;alsdowalczyk v.
U.S.Dep't of Justice/3 F.3d 386, 389 (D.C. Cir. 1996)#ting that amgency “is not obliged to

look beyond the four corners of the request for leads to the location of responsive doguments”

10



C. Exemptions
1. Exemption 7
a. Law Enforcement Records

FOIA Exemption 7 protects from disclosure “records or information compiled for law
enforcement purposes,” but only to the extent that disclosure of such records wouldhcause a
enumerated harm. 5 U.S.C. 8§ 552(b)68eFBI v. Abramson456 U.S. 615, 622 (1982)T6
show that . . . documents were compiled for law enforcement purposes, the [agency] yneed onl
establish a rational nexus between the stigation and one of the agensyaw enforcement
duties and a connection between an individual or incident and a possible security risk or
violation of federal law.”Blackwell v.FBI, 646 F.3d 37, 4(D.C. Cir.2011) (internal quotation
marks and citationsmitted). It is apparent frm the plaintiff's FOIA request that the
information he seeks was compiled for law enforcement purposes.

The FBI investigated “the activities of plaintiff and others as a result efaldvank
robberies in Georgia.” Def.’s Mot]ardy Decl. § 5see id  42. The plaintiff was indicted,
arrested, tried and convicted by a jury of bank robbery and interference with caerbgehreat
or violencejhe isnow serving a prisosentencef 819 months.See id{{ 56. The Couragrees
with the defendant thalhe investigation that resulted in the plaintiff's convictitall[s]

squarely within the law enforcement duties of the FBd’ | 42. TheFBI has therefore

8 The FBI's declarant explains that the agency’s practice is to assert Exe@tio

conjunction with Exemption 7(C)Def.’s Mot., Hardy Decl. { 43 n.7. Because the same
information is found to have been “compiled for law enforcement purposes, thus implicating
Exemption 7(C), [the Court has] no need to consider Exemption 6 separately belcause al
information that would fall witin the scope of Exemption 6 would also be immune from
disclosure under Exemption 7(C)Roth v. U.S. Dep’t of Justic642 F.3d 1161, 1173 (D.C. Cir.
2011) (internal quotation marks omitted)).

11



satisifed andthe plaintiff does not dispute, the threshold showing that the records atigsue
law enforcement records within the scope of FOIA Exemption 7.
2. Exemption 7(C)

FOIA Exemption 7(C) protects from disclosure information in law enforcemeoitd®
that “could reasonably be expected to constitute an unwarranted invasion of personal’ piivac
U.S.C. 8§ 552 (b)(7)(C). In determining whether this exemption applies to partidolanation
the Court must balance the interest in privacy of individuals mentioned in the regaist she
public interest in disclosureSeeACLU v. U.S. Dep't of Justic&55 F.3d 1, 6 (D.C. Cir. 2011)
(“In deciding whether the release of particular information constitutes aartamwed invasion
of privacy under Exemption 7(C), we must balance the public interest in disclosurst dya
[privacy] interest Congress intended the Exemption to protect.”) (internatoquomarks and
citation omitted)Sussman v. U.S. Marshals SeA24 F.3d 1106, 1115 (D.C. Cir. 200Bgck v.
U.S.Dep't of Justice997 F.2d 1489, 1491 (D.C. Cir. 1993). The privmterest at stake
belongs to the individual, not the government ageseg,U.S. Dep’t of Justice v. Reporters
Comm. for Freedom of the Preg89 U.S. 749, 763-65 (1989), and “individuals have a strong
interest in not being associated unwarrantedti alleged criminal activity,Stern v. BI, 737
F.2d 84, 91-92 (D.C. Cir. 1984). When balancing the private interest against the puldst inter
in disclosure, “the only public interest relevant for purposes of Exemption 7(C) isaine t
focuses on ‘the citizens’ right to be informed about what their government is uiavis v.

U.S. Dep't of Justice968 F.2d 1276, 1282 (D.C. Cir. 1998uotingReporters Comm489 U.S.
at 773);see also Sussma#94 F.3d at 1115. Itis a FOIA requester’s obligatmarticulate a
public interest sufficient to outweigh an individual’s privacy interest, and the potdiest must

be significant. See Nat'| Archives and Records Admin. v. Fawigll U.S. 157, 172 (2004).

12



In this case, the FBias withheldunder Exemption 7(Ghe namesf and identifying
information about “FBI [Special Agents] and support personnel who were responsible for
conducting, supervising, and/or maintaining the investigative activitiestegjpo the documents
responsive to [the] plaiift's request,’Def.’s Mot., Hardy Decl. { 45, third parties “of
investigative interest to the FBId. { 48, third parties “merely mentioned in documents related
to the FBI's criminal investigation of [the] plaintiffitd. T 49, local law enforcement aférs,id.

1 50, and third parties “who were interviewed by the FBI during the course of thegatiea
of [the] plaintiff,” id. § 51.

Exemption 7(C) fecognizes the stigma potentially associated with law enforcement
investigations and affords broader privacy rights to suspects, withessasyestayators.”Bast
v. U.S. Dept of Justice665 F.2d 1251, 1254 (D.Cir. 1981). TheDistrict of ColumbiaCircuit
has held “categorically that, unless access to the names and addresseseahdnxdtals
appearing in files within the ambit of Exemption 7(C) is necessary in ara@nfirm or refute
compelling evidence that the agency is engaged in llbgevity, such information is exempt
from disclosure.”SafeCard Sery926 F.2dat 1206. The plaintiff raises no objection to the
FBI's decision to withhold this information, and he presents no evidence to suggest Fit the
is engaged in illegal awity. See generallf?l.’s Opp’n. The FBI's decision to withhold this
third-party information and also the information concerning law enforcement persammehe
responsive records provided to the plaingffully consistent with the applicable ckse. See,
e.g., Negley v. Bl, No. 03-2126, 2011 WL 3836465, at *6-7 (D.D.C. Aug. 31, 2011)
(withholding names and/or identifying information of: FBI personnel, individuals wmshed
information to the FBI under an implied assurance of confidentiality, statergoesat

employees or non-federal law enforcement officers, third parties meratljomed in the

13



records, individuals interviewed by the FBI, and third parties of investigativesttdcGehee
v. U.S. Dep’t of Justice800 F. Supp. 2d 220, 233-34 (D.D.C. 2011) (upholding non-disclosure
of third parties merely mentioned, third parties who provided information, FBI Agedts a
support personnel, non-FBI federal government personnel, local and/or state government
employees, third parties of investigative interest, and victims and survivibrs dbnestown
Massacre in Guyana). Ti@ourt concludes thahewithholding of the names and identifying
third-party information at issue here is proper under Exemption 7(C).

3. Exemption 7(E)

Exemption 7E) protects from disclosure law enforcement records “to the extent that the
production of such . . . information . . . would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for |aseardnt
investigations or prosecutions if such disclosure could reasonably be expectkd to ris
circumvention of the law.” 5 U.S.C. 8§ 552(b)(7)(E). Courts have held that information
pertaining to law enforcement techniques and procedures properly is withheld xedgatién
7(E) where disclosure reasonably could lead to circumvention of laws or regul&memse.g.,
Morley v.CIA, 453 F. Supp. 2d 137, 157 (D.D.C. 2006) (approving the withholding of
information pertaining to security clearances and backgrawestigations on the ground that
“disclosure of CIA security clearance and investigatory processes wskildncumvention of
those processes in the futuraggy’d on other groundss08 F.3d 1108 (D.C. Cir. 2007).

Among the records responsive be tplaintiff's FOIA request is the FBI Form F&15,
which “is . . . used by FHISpecial Agentsio report investigative accomplishments . . . such as
an arrest[] or the recovery of stolen property.” Hardy Decl.  54. On eachFE515 is a

section caponed “Investigative Assistance and Techniques Usédl.”In that section are listed

14



“27 publicly known investigative techniques and/or assistance . . . used by investigati
personnel during the investigation,” and opposite each item is a column dmtahecord “a
numerical rating from 1 to 4 to rate . . . the effectiveness of each techniquedassistad in
bringing the investigation to a successful conclusidd.” The FBI's declarant explains that
“[t]he entire rating column has been deletbdtause disclosure of the rating column and the
ratings themselves could allow the “plaintiff and others involved in criminadtowis such as
plaintiff's [to] change their activities and modus operandi in order to avoid detentidor a
surveillance in the future.ld.

The plaintiff offers no objection to the redaction described by the FBI'srdat|and
this Court finds the FBI's reasoning persuasive, as have other judges inttiis diee e.qg.,
Sellers v. U.S. Dep’t of Justic&84 F. Supp. 2d 149, 164 (D.D.C. 20XKishore v. U.S. Dep’t
of Justice 575 F. Supp. 2d 243, 258-59 (D.D.C. 2008rrone vFBI, 908 F. Supp. 24, 28
(D.D.C.1995). The Coutthereforeconcludes that the FBI properly has withheld the rating
information on thé-D-515forms.

D. Segregability

If a record containsome information that is exempt from disclosure, any reasonably
segregable information must be released after deleting the exempt pami@ss the non-
exempt portions are inextricably intertwined with exempt portions. 5 U.S.C. § 552¢b)
Trans-Pacific Policing Agreement v. U.S. Customs S&n/. F.3d 1022 (D.CCir. 1999). A
court errs if it “simply approve[s] the withholding of an entire document withoutiegta
finding on segregability, dhe lack thereof.”"Powell v. U.S. Bureau of Prisor@27 F.2d 1239,
1242 n.4 (D.CCir. 1991) (quotingChurch of Scientology of Cal. v. U.S. Degf the Army611

F.2d 738, 744 (9th Cir. 1979)

15



TheFBI's declarant avers th#te agency “has processed and released all reasonably
segregable information from the documents discretionarily released to [timiffpla Def.’s
Mot., Hardy Decl. § 55. The Court has reviewed the FBI's declaration and copieseddbted
records, and finds that these submissions adequately specify “which portions of thermfgjum
are disclosable and which are allegedly exemptiughn v. Rosed84 F.2d 820, 827 (D.C. Cir.
1973).

[lIl. CONCLUSION

The FBI has coducted an adequate search for information responsthe poaintiff's
FOIA request and properly has withheld responsive information under Exempi@resnd
7(E). The agency has established that there is no genuine issue of materialof#ist as t
compliance with the FOIA antthatit is entitled to judgment as a matter of law. Accordingly, the

Court will grantthedefendant’s motion. An Order accompanies this Memorandum Opinion.

DATE: March 30, 2012 REGGIE B. WALTON
United States District Judge
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