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UNITED STATESDISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC PRIVACY
INFORMATION CENTER,

Plaintiff,
V. Civil Action No. 14-1217RBW)

CUSTOMS AND BORDER
PROTECTION,

N N N N N N N N

Defendant

)

MEMORANDUM OPINION

The plaintiff, Electronic Privacy Information Center, submitted a regodbke
defendant, Customs and Border Protection, a component of the Department of Homeland
Security (“DHS”), under the Freedom of Information Act (“FOIA”), 5 U.S.C. § 581 P),
seeking documents relating to the defendant’s Analytical Framework éligence(*AFI1”)
system. ComplaintCompl.”) T 2. The defendant has produced, in whole or in part, some
documents in response to the FOIA request vétitheld certain other recorgsirsuant to
Exemption 7(E) of the FOIA, 5 U.S.C5%2(b)(7)(E). SeeJoint Status Report at 2, ECF No. 13
(Feb. 27, 2015). The Court previously denied the defendant’s mibibn for summary
judgment, but granted in part and denied in part the plaintiff's motion, and in so doing, ordered

the government to provide a more detaN&dighnindex supporting its reliance on Exemption

7(E). SeeElec. Privacy InfoCtr. v. Customs & Border Prot., 160 F. Supp. 3d 354, 360-61
(D.D.C. 2016) (Walton, J)The parties’ renewecdrossmotions for summary judgment are

currently pending before the CoueeDefendant’'SConsolidated Reply and Opposition to
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Plaintiff's CrossMotion for Summary Judgment (“Def.’s Mot¥)Plaintiffs Combined
Opposition to Defendant’s Motion for Summary Judgment and Cross-Motion for Summary
Judgment (“Pl.’s Mot.”). Upon careful consideration of the parties’ submis$itesCairt
concludes that it mustenythe plaintiff’s motion and grant the defendant’s motion.
I. BACKGROUND

The Court previously set forth the relevant background of this see&60 F. Supp. 3d
at 356-57, which is unnecessaryewisit forthe purpose of resolving th@otiors now pending
resolution. Following the Court’s resolution of the parties’ first round of summédgment
motions, the defendant submitted a revised declaratioWamnghnindex, £eSupp. Burroughs
Decl. 14 (“The purpose of this declaration and the attagfemahn[ijndex is to provide
additional information as to why certain information was withheld from publicatigod
pursuant to [Exemption 7(E)] in response to this Court’s order from February 17, 2076 . . .
pursuant to which the defendant continues to withhold 269 pages of documents in whole or in
part. Pl.’'s Mem. at 13The parties’ renewecdrossmotions concern fourategories of
informationrelated to the AFI systenhat have beewithheld by the defendant pursuiao
Exemption 7(E): (1) screen shots of the system, Pl.’s Supp. Fac(&)ftraining materialfor
the systemid. 13; (3) “statements of work and purchase orders related t@ygtemjd. § 5;

and (4) sources of datar the AFI systemid. 7.

L Although the defendant did not style this document as a motion, the Cosiruesnit as renewed motion for
summary judgmernty virtue of its incorporation of the defendant’s original summary juegmmotion. SeeDef.’s
Mot. at 2.

2n addition to the documents already identified, the Court consideredlitheifig submissions in rendering its
decision: (1) theénitial Declarationof Sabrina Burroughs (“InitigBurroughs Decl.”); (2) th&upplemental
Declaration of Sabrina BorrougkiSupp. Borroughs Decl.”); (2) the Notice of Filing Vaughn Index (“Ingex3)
the Memorandum of Law in Support of Plaintiff's Opposition and CMston for Summary Judgment (“Pl.’s
Mem.”); (4) the Defendant’s Reply in Support of Motion for Summary theig and Opposition to Plaintiff's
CrossMotion for Summary Judgment (“Def.’s Reply”); and (5) the PlaintilR&ply in Support of the Crodgotion
for Summary Judgment (“P Reply”).



II.  STANDARD OF REVIEW

The Court must grant a motion for summary judgment “if the movant shows thaisthere
no genuine dispute as to any material fact and the movant is entitled to judgmenates of
law.” Fed. R. Civ. P. 56(a). When ruling on a motion for summary judgment, the Court must

view the evidence in the light most favorable to the non-moving p&eggHolcomb v. Powell,

433 F.3d 889, 895 (D.C. Cir. 2006) (citing Reeves v. Sandé&isonbing Prods.530 U.S. 133,

150 (2000)). Th&€ourt must therefore draw “all justifiabileferences” in the nemoving

party’s favor and accept the non-moving party’s evidence asAmgerson v. Liberty Lobhy

477 U.S. 242, 255 (1986). Then-moving party, however, cannot rely on “mere allegations or

denials.” Burke v. Gould, 286 F.3d 513, 517 (D.C. Cir. 20@f)otingAnderson, 477 U.S. at

248). Thus, “[c]onclusory allegations unsupported by factual data will not creabla tsisue

of fact.” Pub. Citizen Health Research Grp. v. Food & Drug Admin., 185 F.3d 898, 908 (D.C.

Cir. 1999)(alteration in original{quoting_Exxon Corp. v Fed. Trade Comm’n, 663 F.2d 120,
126-27 (D.C. Cir. 1980))If the Court concludes that “the nonmoving party laéed to make a
sufficient showing on an essential element of [its] case with respetii¢b jit] has the burden

of proof,” then the moving party is entitled to summary judgm@slotex Corp. v. Catrett, 477

U.S. 317, 323 (1986)Moreover, “in rulingon crossmotions for summary judgment, the [Clourt
shall grant summary judgment only if one of the moving parties is entitled to judgsnent a

matter of lanupon material facts that are not genuinely disputed.” Shays v. Fed. Election

Comm’n 424 F. Supp. 2d 100, 109 (D.D.C. 2006) (citation omitted).
“FOIA cases are typically resolved on.motior{s] for summary judgmerit. Ortiz v.

U.S. Dep't of Justice, 67 F. Supp. 3d 109, 116 (D.D.C. 2@k als®efs. of Wildlife v. U.S.

Border Patrqgl623 F. Supp. 2d 83, 87 (D.D.C. 2009). “[TR€)IA requires federal agencies to
disclose, upon request, broadsses of agency records unless the records are covered by the
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statute’s exemptions.Students Against Genocide v. Dep't of State, 257 F.3d 828, 833 (D.C.

Cir. 2001) (citation omitted). InRBOIA action, the defendaafgency has “[the] burden of
demonstratinghat the withheld documents [requested byR@®A requester] are exempt from

disclosure.”_Boyd v. U.S. Dep't of Justice, 475 F.3d 381, 385 (D.C. Cir. 2007) (citation

omitted. The Court will grant summary judgment to the governmenH@®IA case only if the
agency can prove “that it has fully discharged its obligations und&Qh, after the
underlying facts and the infemces to be drawn from them are construed in the light most

favorable to thé&OIA requester.”Friends of Blackwater v. U.S. Dep'’t of Interior, 391 F. Supp.

2d 115, 119 (D.D.C. 2005) (quoting Greenberg v. U.S. Dep't of Treasury, 10 F. Supp. 2d 3, 11
(D.D.C. 1998). To satisfy its burden and prove that it has fully dischargdeta obligations,

a defendant agency typically submit8§@ughnindex, which provides “a relatively detailed
justification” for each withheld document, “specifically identifying tlteasons why a particular
exemption is relevant and correlating those claims with the particular pérepijithheld

document to which they applyKing v. Dep’t of Justice, 830 F.2d 210, 219 (D.C. Cir. 1987)

(quoting_Mead Data Cent. v. U.S. Dep’'tAif Force 566 F.2d 242, 251 (D.C. Cir. 19773ge

alsoVaughn v. Rosen, 484 F.2d 820, 826-27 (D.C. Cir. 1973) (setting forth requiremehts for

agency’s description of documents withheld to allow a court to assesstiey'ggclaims).
Thus, in a lawsuit brought to compel the production of documents undedthe “an agency is
entitled to summary judgment if no material facts are in dispute and if it demontratesach
document that falls within the clasmquested either has been producedor is wholly[, or

partially,] exemptfrom disclosure]” Students Against Genocide, 257 F.3d at @@®ting

Goland v. CIA, 607 F.2d 339, 352 (D.C. Cir. 1978)).
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[11.  ANALYSIS
A. The Applicability of Exemption 7(E)
Pursuant to Exemption(E), an agency may withhold:

[R]ecords or information_compiled for law enforcement purposes, but only to the
extent that the production of such law enforcement records or informatigg). . .
would disclose techniques and proceddoeslaw enforcement investigations or
prosecutions, or would disclose guidelines for law enforcement investigations or
prosecutions if such disclosure could reasonably be expected to risk circumventi
ofthelaw. ...

5 U.S.C. 8§ 552(b)(TE) (emphasis added). The plaintiff does not challenge whether the records
withheld by the defendant were “compiled for law enforcement purposes, 'sadlde
requirement forhie applicability of Exemption(E), seePl.’s Mem. a5 (arguingonly that the
defendant’s motion should be denfed reasons pertaining to the specific language of
subparagraph (E) of Exemption 7), and the Court will thus turn to the question of whether the
records would disclose techniques, procedures, or guidelinessaniforcement investigations
or prosecutions.

Explaining the reasons for its reliance on Exemptig), zhe defendant states that the
AFI system’s “capabilities and tools provide. the ability to detect trends, patisr and
emerging threatsyvhich “are critical tools used by [Customs and Border Protection] offioers

efficiently and effectively carry out [theefendant’smission to prevent terrorists, their weapons,

3 The plaintiff argues that the defendant’s supplemental declaratibviaaughnindex merely restateoilerplate
objections and adlittle to the defendant’s original statements and arguments on sumrdgrggut. SeePl.’s

Mem. at 5 (“The record before the Court shows that the agency has oncéadedito establish thahe disputed
records are properly withheld under Exemption 7(E).”). The Couryigies, findingnsteadthat the Supplemental
Burroughs Declaration arMiaughnindex provide aufficiently detailed explanation of each category of documents
withheld from vhich the Court can make a reasoned assessmentagftlieability of theclaimed exemptionSee,
e.g, Clemente v. FBI741 F. Supp. 2d 64, 80 (D.D.C. 2010) (“TWeughnindex and/or accompanying affidavits or
declarations must ‘provide[] a relatively detailed justification [for aogdisclosure], specifically identif[y] the
reasons why a particular exemption is relevant, and correlate[] those alginibe particulapart of a withheld
document to which they apply.” (quotidudicial Watch, Inc. v. FDA449 F.3d 141, 146 (D.C. Cir. 2006)
(alterations in original))).




and other dangeroutems from entering the United StatesSupp. BorroughBecl. 9. In its
opposition, the plaintiff contends that the defendant has failed to show tiAdtltnelated
records at issue in this case atilized for investigations or prosecutions, Pl.'s Mem. at 6-8,
asserting that “[ijnvestigations or prosecutions under 7(E) include onlyldgdésv enforcement
[occurring] afteror duringthe commission of a crime, not crirpeevention techniques,’™ it 6

(quoting_Elec. Privacy Info. Ctr. v. DHS, 999 F. Supp. 2d 24, 31 (D.D.C. 2013), rev’'d on other

grounds, 777 F.3d 518 (D.C. Cir. 201.5But as this Court has observed in another case, nothing
in the FOIA’s language suggests that Exemption 7(E)’s scope is limited tds@oonpiled in

connection witlcriminal investigations.SeeHenderson v. @ice of theDir. of Nat'l

Intelligence 151 F. Supp. 3d 170, 176 (D.D.C. 2016) (Walton(“&.rongress intended to limit
Exemption 7(E)’s application to records compiled for criminal purposes onlytairdgrknew
how to do so.” (citingas an examplé U.S.C. § 552(b)(7)(D), which refers to records
“compiled by a criminal law enforcement authority in the course of a criminasiigation”)).
The Court therefore rejects this argumienthe plaintiffas unsupported by the statutory tekt
the FOIA

The plaintiffnext argues that the defendant has faileshtwnv how disclosure of the
withheld documents “could reasonably be expected to risk circumvention of theR&is.”
Mem. at 8 (quoting 5 U.S.C. 8§ 552(bX[E)).

Exemption 7(E) sets a relatively low bar for thgency to justify withholding:

“Rather than requiring a highly specific burden of showing how the ldvwev

circumvented, exemptiof(E) only requires that the [agency] demonstrate logically

how the releas of the requested information might create a risk of circumvention

of the law.”

Blackwellv. FBI, 646 F.3d 37, 42 (D.C. Cir. 201(Hiteration in original) (quotiniylayer

Brown LLP v. Internal Revenue Serv., 562 F.3d 1190, 1193 (D.C. Cir. 2009)). Exemption 7(E)




looks not just for circumvention of the law, but for a risk of circumvention; not just

for an actual or certain risk of circumvention, but for an expected risk; not just for

an undeniably or universally expected risk, but for a reasonapgceed risk; and

not just for certitude of a reasonably expected risk, but for the chance of a

reasonably expected risk.
Mayer Brown 562 F.3d at 1193.

Here, the Court findBr several reasorthat the Supplemental Burroughs Declaration
andVaughnindex, contrary to the plaintiff's assertions of dubiousness and implausikii¢y,
Pl.’s Mem. a9, provide a lengthy description of each of tyygesof records withheld from
disclosure and the risk of harm should the information withheld from these records bsediscl
First, regarding the screen shots &mathing materials withheld by the defendahg¥Yaughn
index stategnter alig thatrecords containing screen shots of the AFI system are used “to teach
the law enforcement trainee techniques relatg¢the&j AFI, including how to access the AFI
system, how to navigafthe] AFI and its different components, and how to input, change, edit,
and déete information in the AFI system.” Index at 1. $beecords are described aiso
include reference cards that “provilan overview of key elements and techniques which can be
used by law enforcement officers within the AFI application,” and “keyboardcsh®mand other
techniques designed to assist in navigation of the AFI applicatldnat 3. Also included in the
training materials are practical exercises and answers “used to test a law enfotenesis
proficiency with uang the key elments, techniques, and functionalities within the AFI
application.” Id. at 4. Furthermore, the materials contain “detailed instructions” on “how to
request access to the [AFI] system” and “approve access to the AFI applicddicat5. The
defendant states that the “[d]isclosure of this information could enable unauthogestbugain

accesgo [or, hackinto] the system and alter, add, or delete information altogether, thus

destroying the integrity of the systenq’ at 9,“reasonably allow a person to recognize



identifiers that law enforcement uses to query [Customs and Border Protectabdsiss,” idat

4, or “reveal [Customs and Border Protection] targeting and inspection technigdes tee
processing of internatial travelers to identify persons seeking to violate U.S. law or otherwis
of concern to law enforcement,” Supp. Burroughs Decl. § 13. The defendant furthemtsprese
that “[c]riminals could use this information to circumvent the law by developing
countemeasures aimed at defeating the effectiveness of these search techrdju&ése Court
agrees that the disclosure of recadésailing the function, access, navigatiang capabilities of
the AFI systemwhich “enhances [DHS] ability to identify, gprehend, and prosecute
individuals who pose a potential law enforcement or security risk, and aids in theeerdotof
customs and immigration lawsgd. { 8(citation omitted) presents a risthat could facilitate
circumvention othelaw that islogically connected to the content of the withheld documents,
seeBlackwell, 646 F.3d at 42 (“[E]xemption(E) only requires that the [agency] demonstrate
logically how the release of the requested information might creatk afrcircumvention of the

law.” (alteration in original) see alscitizens for Responsibility &thics in Wash. v. U.S.

Dep't of Justice, 160 F. Supp. 3d 226, 243 (D.D.C. 2016) (“[The agency] explained that

releasing information about training and the associated equipment pracgsitaatamount to
releasing information about the actual employment of the procedures and techniques
themselves.” The Court agrees..”).

The plaintiff also challenges the withholding of “statements of work” and gwpgérs
related tahe AFI system.Pl.’s Mem. at 13. The defendant states that each statement of work
“identifies databassepecific information identifying LexisNexis [p]roducts, the releaselnth
would disclose the type of searches conducted, and the law enforceatnemtjies and methods

by which data is searched, organized[,] and reported.” IndexFriher, the defendant



represents that the statement of work “also includes descriptions otywsewvices and critical
infrastructure, the release of which cotd@sonably allow a person to recognize technologies
and infrastructure critical to safeguarding law enforcement informéatiolh The defendardlso
states that the statements of work “include[] descriptions of security egreidtical

infrastructure and encryption standardssed to protect law enforcement informoat Supp.
Burroughs Decl. § 15Similarly, thesupply orders contain information about LexisNexis
products used by the defendant, “which would disclose law enforcement techniques and methods
by which data is searched, organized[,] and tepdibyCustoms and Border Protectiondid
furthermore “when read s a whole with the rest of the supplyler, .. . could reasonably allow

a person to recognize identifiers that law enforcemesd tesquery LexisNexis databages

the AFI].” Indexat 7. The Court agrees that disclosure details regarding products or services
utilized by the defendant to search, organize, or report information in the ARhgystsents a
risk of circumvention of the law when those records coedgonablype used by potential bad

actors to thwart the defendant’s law enforcement eff@ee, e.q9.Soghoian v. U.S. Dep't of

Justice 885 F. Supp. 2d 62, 75 (D.D.C. 2012) (“Knowing what information is collected, how it is
collected, and more importantly, when it is onotlected, is information that law enforcement
might reasonably expect to lead wolne offenders to evade detectign.”

Similarly, thedefendant notes that the data sourcbaswithheld would disclose “the
source of several different types of data that are availalflledphAFI,” “explain[] how to search
[the] AFI for each source,” and includes “a description of data found in each source.” Index at 8.
Thedefendant further notes that the data source documents also include a survey that
summarizes “potential data sources for ingestion[ithie AFI,” as well asa document that

“gives a detailed destion of eachdata sourcandhow it relates tgthe] AFI,” and “describes



where, specifically, in the AFI the user would go to access the data soldcat'8-9. Based

on these descriptionth)e Court is satisfiethat the disclosure of the sources of data utlizg

the AFI system risks circumvention thie law because the data sources “could reasonably allow
a person to recognize identifiers that law enforcement use to query” the defendarmation
databases and thus circumvent detectidnat 9. The Court therefore condes that the
defendant has satisfiétd burden of establishing that the disclosure ofitlwe categories of

records at issue risks circumventiortiod law.

B. Segregability
Under the FOIA, “[a]ny reasonably segregable portion of a record shall belgidai

any person requesting such record after deletion of the pestibich are exemt.5 U.S.C.

8 552(b);see alsdroth v. U.S. Dep't of Justice, 642 F.3d 1161, 1167 (D.C. Cir. 20{H])ven

if [the] agency establishes aremption, it must nonetheless disclose all reasonably segregable,
nonexempt portions of the requested recort(ajteration in original) (citation omitteyl) Thus,
“[i]t has long been the rule in this Circuit that non-exempt portions of a documenbenust

disclosed unlesthey are inextricably intertwined with exempt portiongVilderness Soc'y v.

U.S. Dep't of Interior, 344 F. Supp. 2d 1, 18 (D.D.C. 2004) (Waltorfalleration in original)

(quotingMead Data566 F.2d at 260). The agency must pfeva detailed justification and not
just conclusory statements to demonstrate that all reasonably segregabtatioh has been

released.”Valfells v. CIA, 717 F. Supp. 2d 110, 120 (D.D.C. 2010).

And while “[a]gencies are entitled to a presumptibattthey complied with the
obligation to discloseeasonably segregable matetial,. “a blanket declaration

that all facts are so intertwined to prevent disclosure under the FOIA does not
constitute a sufficient explation of nonsegregability[,] . . rather, for each entry

the defendant is required to specify in detail which portions of the document are
disclosable and which are allegedly exempt.”
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Sciacca v. FBI23 F. Supp. 3d 17, 28 (D.D.C. 201#)st quoting_ Sussman v. U.S. Marshals

Serv, 494 F.3d 1106, 1116 (D.C. Cir. 200henWilderness Soc’y344 F. Supp. 2d at 19).

Indeed, “[b]efore approving the application of a FOIA exemption, the district ooust make

specific findings of segregability regarding the documents to be withh8lassman494 F.3d

at 1116.

The plaintiff asserts that the defendant’s declaration fails to establish thaisalhadly
segregable information from the records at issue has been provided to the glsaef.’s
Mem. at 1312, but the Court degres. Although the Burroughs Declaratiorerely recites the
segregability standardeslnitial Burroughs Decl. § 36All information withheld is exempt
from disclosure pursuant to a FOIA exemption or is not reasonably segregable Ilidsacse
intertwined with protected material that segregation is not possible or its relaagenaoe
revealed the underlying protected materias8e als&upp. Burroughs Decl. f(Bicorporating
the initial Burroughs Declaration by referenctije Vaughnindex provides greater insight into
the contents ani@ngthof each withheldlocumentsee generallyndex, and when read in
conjunction with the declarations, the Court concludes that the defenkdaspiovided*a
detailed justificatiofi as opposed tfust conclusory statementshowing that it has complied
with the segregability requirementhe Court therefore finds that tdefendant has met its
burden of showing that it hasleasd all reasonably segregable, nonexempt records in response
to theplaintiff's FOIA requesiand that summary judgment must be granted in the defendant’s

favor.
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V. CONCLUSION

For thereasonstated above, the Court will grahe defendat's motion for summary
judgmentand denythe plaintiff's motion for summary judgmefit.
SO ORDERED this 24th day of March, 2017.

REGGIE B. WALTON
United States District Judge

4The Court will contemporaneously issue an order consistent witiMthisorandum Opinion.
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