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UNITED STATESDISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

JOHN PASSMORE,
Plaintiff,
V. .: Civil Action No. 14-1742 (EGS)
DEPARTMENT OF JUSTICEgt al,

Defendants.

MEMORANDUM OPINION

This matter is before the Court oeféndant’sSecond Motion for Summary Judgment

[ECF No. 43]. For the reasons discussed below, the matlibbe granted
. BACKGROUND

Plaintiff “is a State Prisoner currently confined at SCI FOREST [in] Marienville,
[Pennsylvania].” Compl. { 3. He brings this action under the Freedom of Information Ac
(“FOIA™), see5 U.S.C. § 552, against the Unitedt8saDepartment of Justice (“DOJIY. 1 1,
to challenge the response of the Federal Bureau of Investigation (“FBI”) teguisst for
information maintained in a particular file (f/AH-93427),id. 1 Q@ Specifically, plaintiff
requests email messages between hinasel Melissa Chamberlain from March 2002 to July

2002. See id 17 2324, 26! It appears that plaintiff once possessed a “vast amount of . . . legal

I The “criminal investigation lodged against [plaintiff]” into the kidnagpand murder of Melissa Chamberlain
involved the FBI and state and county authorities in Pennsylvania. Demao&tiohn Passmore [ECF No-2p
(“Passmore Decl.”) 1 3. Becaudaiptiff “vehemently [denied] that [ddidnapping had occurred,” he refused to
“pleald] to any kidnapping charge or element of kidnappinigl.”Y 1Q see id § 25 Instead, he entered into “an
open plea to murder,” and “a mitrial [was held] to determie [his] degree of gu[lf” Id. § 11. Computers
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work under file # [7APH-93427],” but that work “was lost” wheplaintiff “went to RHU in
prison.” Mem. of P. & A. in Support of Defs.” Mot. for Summ. J. [ECF Nol1}l{Def.’s
Mem.”), Decl. of David M. Hardy [ECF No. 13} (“Hardy Decl.”), Ex. A (Letter to FBI from
plaintiff dated May 1, 2013).

In his firstFOIA requesto the FBIs headquarters office, plaintiff requested “Emails for
P.C. Gateway Computer Serial # 0014990444, model # TBR3450PIll; and Emails from Gateway
P.C. Serial # 0020449123; Also, warrahgad witness statement[s].” Hardy Decl., Ex. Ae
sent a secondnd sibstantially similarequesto the FBIfor “[a]ll material[s] under file # 7A
PH-93427, including emails from P.C. Gateway Computer Serial # 0014990444, model #
TBR3450PIIl; and emails from Gateway P.C. Serial # 00200449123,” as well as copiesi®f ema
sent to and received by three particular email addredslesEx. B (Letter to David M. Hardy,
Record/Information Dissemination Section, Records Management Division, FBI,Matel5,
2013)at 1 Further, plaintiff explained that “the information requested is not to be used for
commercial benefit, so [he did] not expect to be charged fees for . . . review dtdr@ahio see
if it falls within one of FOIA’s exemptions.ld., Ex. B at 2.

FBI staff assigned the matter a tracking numbB&1PA Request dmber 1215884-000,
acknowledged receipt of plaintiff's correspondence, and informed plaintiff thegduests “did
not contain sufficient information to conduct an accurate search fF@his] Central Records

System (‘CRS’).” Hardy Decl § 7. Plaintiff was provided a Certification of Identity fornal.,

belonging to @intiff and to Ms. Chamberlain had besgized see id 1 67, and evidence introduced at trial
includedemails sent bhimto Ms. Chamberlairseeid. {13, 16, 18 67. HEnails sent by MsChamberlain to
plaintiff could not be retrievedSee id i 14, 67-68; seealsoid. 1 15 60. “At the end of Degree of guilt trial held
by a judge and not a jury [plaintiff] was found guilty of 2nd degree murdeand [was] sentenced to life in prison
in the Commonwealth of Pennsylvanidd. § 26. According to plaintiff, both his “missingmails and Ms.
Chamberlain’s missing emails contained evidence of [his] innocenbe tadnapping element of 2nd degree
murder.” Id. § 22.



which he completed and returned, amé separate lettgdaintiff clarified his request as one for
“all information pertaining to . . John Passmoaeand all materialsinder File # 7APH-93427,”
including emails sent from and received by fearail account&entified by plaintiff as
cham1339@yahoo.com, nore1l49@yahoo.com, shawlove6917067@yahoo.com, and
cham4665@kutztown.edud., Ex. D (Letter to David M. Hardy from plaintiff dated May 30,
2013) at 1.Plaintiff repeated his expectation that no fees would be charged because “[t]he
information requested is not to be used for commercial benefit].]’Ex. D at 2.

The FBI advised plaintiff that there were duplication fees of $.10 per page for hard
copies, and that records could be released on CD if plaintiff provided an alternatigesafdar
delivery. See id, Ex. G (Letter to plaintiff from David M. Hardy dated September 12, 2013).
“The first 100 pages, or the cost equivalent ($10.00) for releases on CD, [would] be provided . . .
at no charge.”ld., Ex. G. Based on the results of the FBI's first search, which yielded
“approximately 16,039 pages kdcordspotentiallyrespnsive to [plaintiff's] request,id. T 11,
plaintiff would have incurredpproximately$1,593.90 in duplication fees for paper copies, or
$485.00if the responsive records were released or*G®; see id, Ex. G. “The FBI . . .
offered plaintiff the option to reduce the scope of his request to accelerate tes@od ratce
potential search and duplication feesd: § 11.

Plaintiff explained that he expected the initial 100 pages of responsive ratpegser
form, and that the requested email messages be included in these 1005e&gesEXx. J
(Letter to DavidM. Hardy from plaintiff ) 1 5. On the assumption that “[a]ll email info is in

[the] first 100 pages,” he next sought “any reference by governmental siethorgarding the . .

2 Plaintiff challenged the FBI's response by filing an administrativealpip the DOJ’s Office of Information
Policy. Hardy Decl 1 12 see id, Ex. H (Letter to Office of Information and Privacy from plaintifteth August 20,
2013). Because the FBI hatbt made an adverse determination at that time, “OIP informed plalatifttiere is no
action for [OIP] to consider on appedid. T 15.



. emails and any witness info on Nelson Roscadd.; Ex. J § 6. Lastly, plaintiff sought a fee
waiver for up to 2,000 pages of responsive records and an installment arrangeraent for
remaining feesSee id, Ex. J 11 7-8.

On January 13, 2013, the FBI informed plaintiff that its staff had reviewed 103 pages of
records andt released 10 pages, after having withheld certain information under FOIA
Exemptions 3, 6, 7(C), 7(D), and 7(RY. 7 16 see id, Ex. L (Letter to plaintiff from David M.
Hardy dated January 13, 20E8)1. Plaintiff complained that the FBI sent him a CD when he
requested records in paper forid. § 17;see id, Ex. M (Letter to Daxd M. Hardy from
plaintiff dated January 16, 2014). The format of the FBI's response was the subjecttif pla
administraive appeal to th®0J'’s Office of Information Policy ©IP”). Id. { 18;see id, Ex. N
(Letter to OIP from plaintiff dateBebruary 6, 2014) at 3. The FBI obliged plaintiff by sending
him 103 pages of records in paper form on January 30, 261%.17 n.3.

Plaintiff also raised in his administrative appted FBI's apparent refusal to release “the
actual interactive email conversations between” the email accounts he identified between March
2002 and July 2002d., Ex. N at 2. He “requested the emails only and not the first 100 pages of
[records maintained in] Case No. P[-]93427.” Id., Ex. N at 3-4.Insofar as plaintiff
reiterated his interest in the emails alone, the FBI treated plaintiff& F€guest as having been
“limited [in] scope. . .to the email traffic between specific email addressés$,’Ex. P (Letter
to plaintiff from Anne D. Work, Senior Counsel, Administrative Appeals Staff, Otfeddday

15, 2014) at 1.OIP addressethe “releaseability’bf the email communications adlbws:

After carefully considering your appeal, | am denying in full your
narrowed request for thiparty email messages. The [FOIA]
provides for disclosure of many agency recordsth& same time,
Congress included in the FOIA nine exemptions frostldsure
that provide protection for important interests such as personal
privacy, privileged communications, and certain law enforcement

4



activities. Please be advised that we can neither confirm nor deny
the existence of records responsive to your naFtbwequest.
Without consent, proof of death, official acknowledgment of an
investigation, or an overriding public interest, confirming or
denying the existence of such records, including law enforcement
records, concerning an individual would constituteclaarly
unwarranted invasion of personal privacy, and could reasonably be
expected to constitute an unwarranted invasion of personal privacy.

Id., Ex. P at 1.

Plaintiff filed this civil action on September 29, 2G%.Z.0 the complaint plaintiff
attached exhibits “tending to show that the emails he requested were tranbstiitedn himself
and a deceased individualld.  21. “After further evaluation of plaintiff's request, the FBI
attempted to locate the specific emails requested by plainkiff.§ 22. It located and released
10 pages of records to plaintiff on June 25, 2015, after having withheld certain information under
FOIA Exemptions 6, 7(C), and 7(EM.; see generallyd., Ex. Q (Letter to plaintiff from David
M. Hardy dated June 25, 2015). Furthbe EBlinformed plaintiff that “additional records
(emails)[] which may have been responsive to his FOIPA request[] wereydeistno or about
February 17, 2010 pursuant to evidence destruction procedude§. 22.

In sum,“the FBI pro@ssed 103 pages at the administrative stage and 10 pages at the
litigation stage.”ld. 1 4. Based on plaintiff's representation that the 103 pagesses at the
administrative stag“were not what he is seekinggl’; see id, Ex. N at 3, 7see alscCompl. 11
36, 38, defendant’s motion and this Memorandum Opinion focus on the 10 pages of records

released to plaintiff on June 25, 2045.

3 The Court treats the complaint as if it were filed on September 29, 2014t¢herdwhich the Clerk of Court
received it and plaintiff's application to proceiladorma pauperis

4 Plaintiff has not paid angearch or copy fees, and he cannot now complain that the FBotsearchedll
16,039pages opotentially responsiveecordsor that ithas noteleagd any records beyond the 100 pages he could
receive at no charge.



Il. DISCUSSION

A. Summary Judgment in a FOIA Case

“FOIA cases typically and appropriately are decided on motions for sumutiyment.”
Defenders of Wildlife v. U.S. Border Patr6R3 F. Supp. 2d 83, 87 (D.D.C. 2009). Courts will
grant summary judgment to an agency as the moving pargshows thathere is no genuine
dispute as to any material fact and if the agency is entitled to judgment as a Matterfeed.
R. Civ. P. 56(a). “When, as here, an agency’s search is questioned, the agency iscentitled t
summary judgment upon a showing, throdgielarations that explain in reasonable detail and in
a nonconclusory fashion the scope and method of the search, that it conducted a seatach likel
locate all responsive recordsBrestle v. Lappin950 F. Supp. 2d 174, 179 (D.D.C. 2013) (citing
Perryv. Block 684 F.2d 121, 126 (D.C. Cir. 1982)). “To successfully challenge an agency’s
showing that it complied with the FOIA, the plaintiff must come forward with ‘spef@ctts’
demonstrating that there is a genuine issue with respect to whethernhg lage improperly
withheld extant agency recordsSpan v. U.S. Dep’t of Justic@96 F. Supp. 2d 113, 119
(D.D.C. 2010) (quotindpep’t of Justicev. Tax Analysts492 U.S. 136, 142 (1989)).

B. The FBI Conducted a Reasonable Search for Responsive Records

An agency “fulfills its obligations under FOIA if it can demonstrate beyoaterial
doubt that its search was reasonably calculated to uncover all relevant decuirAanient Coin
Collectors Guild v. U.S. Dep't of State41 F.3d 504, 514 (D.C. Cir. 2011) (citations and
internal quotation marks omitted). “The Coapplies a ‘reasonableness’ test to determine the
‘adequacy’ of search methodology, consistent with the congressional integthiéiscalen
favor of diglosure.” Campbell v. U.S. Dep’t of Justick64 F.3d 20, 27 (D.C. Cir. 1998)

(internal citations omitted). “[T]he issue to be resolved is not whether theré exighany



other documents possibly responsive to the request, but rather whether the sehose for t
documents was adequatefleisberg v. U.S. Dep’t of Justjcé5 F.2d 1476, 1485 (D.C. Cir.
19849 (citing Weisburg v. U.S. Dep't of Justicé05 F.2d 1344, 1351 (D.D.C. 1983)). The
agency may submit affidavits or declarations to explain thbadetnd scope of its searclee
Perry, 684 F.2d at 127, and such affidavits or declarations are “accorded a presumption of good
faith, which cannot be rebutted by purely speculative claims about the exiatehce
discoverability of other documernitsSafecard Servs., Inc. v. SE€26 F.2d 1197, 1200 (D.C.
Cir. 1991) (internal quotation marks and citation omitted).
1. The FBI's Central Records System

The FBI's Central Records System (“CRS”) includapplicant, investigative,
intelligence, personnel, administrative, and general files compiled and madhtai. in the
course of fulfilling [the FBI's] integrated missions and functions as a laaregrhent,
counterterrorism, and intelligence agencyHardy Decl. 123. Within the CRS is “a numerical
sagquence of files, called FBI ‘classifications,’” which are organized accotdidgsignated
subject categories.Id. 1 24. Categories include “types of criminal conduct and investigations
conducted by th&BI [and] categorical subjects pertaining to ceutgrrorism, intelligence,
counterintelligence, personnel, and administrative mattégs."Each new cadde “is assigned
a Universal Case File Number . . . consisting of three sequential compoagat€ERS file
classification number, (b) the abbreviation of the FBI Field Office of Origin .nd (@ the
assigned individual case file number for that particular subject matter.”

“The general indices to the CRS are the index or ‘key’ to locating recattua the . . .
CRS.” Id. § 25. They “are arranged in alphabetical order and comprise an index on a variety of

subject matters,” such as “individuals, organizations, events, or other subjectsbfatixe



interest[.]” Id. There are two categories géneralindices Id. A main entry “pertains to
records indexed to the main subject(s) of a file” and typically “carriesahee of an individual,
organization, or other subject matter that is the designated subject of thédil§.25.a. A
reference entry “pertains to recordsttiveerely mention . . . an individual, organization, or other
subject matter” contained in another main file about a different subject maitt&r25.b. FBI
personnel index only the information deemed “relevant and necessary for futesatétand
“not . . . every individual name or other subject matter” is indejekdf 26.

The Automated Case Support system (“ACS”), effective since 1@5rates CRS
records from automated systems previously utilized by the FBI inttsorge, consolidated
case management system accessible by all FBI offidds{ 27. The Universal Inde“UNI")
is the CRS’s “automateddex” and is the “centralized, electronic means of indexing pertinent
investigative information to FBI files for future retrieval via ind#arching.”ld. 1 28. Here,
“[iIndividual names may be recorded with. identifying information such as date of birth, race,
sex, locality, Social Security Number, address, and/or date of an el@ntA] search
employing the UNI application &ACS encompasses data that was already indexed into the prior
automated systems supatled by ACS,” such that “a UNI index search in ACS is capable of
locating FBI records created before its . . . implementation [in 1995] to the pregemtodah
paper and electronic formatld.

2. Results of the FBI's Search of the Central Records System

FBI staff locate CRS information using “an index search methodology,” tHat issing
“the automatic UNI application of ACS.Id. { 29. Where, as here, a requester is “seeking
information about himself, such information would reasonably be expected to be located in t

CRS,” the system in which the “FBI indexes information about individuals, organizadiomhs



other subjects of investigative interest for futteieval.” Id. { 31. Usinda threeway
phonetic breakdown of the name of John Fitzgerald Passmore and John F. Passmorer Ill,” othe
variations of plaintiff's name, plaintiff's aliggdoel F. Hendersonand identifying information
supplied by plaintiff in his request a@rtificate of Identification Form as search terms, the
FBI's search yielded “the file requested by plaintiff[:] -P&+93427.” I1d. | 30.
3. Plaintiff’'s Challenges to the FBI's Search

Plaintiff challenges the FBI's sedron several grounds, none of which has méiirtst,
he addressdte FBI's selection of search termSeePl.’s Opp’n at 2, 9, 12.Plaintiff claims
that the FBFused a limited amount of search terms, with no synonyms for terms in plaitiff[
request.” 1d. at9. While the declarant explains that variations of plaintiff's name were used as
search terms, plaintiff faults the FBI for having failed to set forth all oééaech terms in the
declaration itself.Seed. at 2,9. Based on the reasot@terpretation of plaintiff's request
that plaintiff sought information about himselit is reasonable for FBI staff to have used
variations of hisitame and alias, along with identifying information as search terms.

Second, plaintiff claims thahe FBI failed to “search[] the other FB&ld offices that
were contacted bjim].” 1d. at 10. It appears that plaintiff attempted to submit FOIA requests
to FBI field offices inPhiladelphia and Fort Washington, PennsylvaaePl.’s Opp’n to
Def.’s Mot. for Summ. J. [ECF No. 22-1], Exhs. DD, EE & FF. However, the 6O
request at issue in this case is the request plaintiff submitted to FBI Headguavtay 2013,

that is,FOIPA Request Number 1215884-08eeCompl. 1 8-9.Furthermoregbecause CRS

5 Plaintiff submitsthreedocuments in opposition to defendants’ motion: Plaintiff's Opposition terkit’s
Second Motion for Summary Judgment and Opposition to Plaintiff's Motion tqp€bmlaintiff’s Opposition to
Defendant’'s Memorandum of Points and Authorities in Supgddeéendant’s Second Motion for Summary
Judgment and Opposition to Motion to Comyzeld Plaintiff’s Opposition to Defendant’s Statement of Material
Facts As To Which There Are No Genuine Issues. These documents appear s dosiket entry, ECF No. 48
The Court will refer to the documents jointly as “Pl.’s Opp’n” gsihe sequential page numbers designated by
ECF.



“spans the entire FBI organization and encompasses the records at FBI Heelquarfdl
Field Offices, and FBI Legal Attaché Offices . . . worldwiddardy Decl. { 23, the search
would have afforded access to the Philadelphia and Fort Washington field oSsed3illon v.
Dep't of Justice 102 F. Supp. 3d 272, 285 (D.D.C. 2015juyfthermore, the CRS searches
afford accesto field office files becausefBI Field Offices lave automated indexing
functions?).

Third, plaintifffaults the FBI for having searched only the CRS when it should have
searched “the Electronic Surveillance indicaso. Pl.’s Opp’'n at 1&ee idat 3 An agency is
notrequired to search every system of records; rather, it need only searchehe@gystems
of records where responsive records likely would be loceBedOglesby v. U.S. Depof the
Army, 920 F.2d 57, 68 (D.Cir. 1990). Plaintiff nowhere mentions that he was, or suggests that
may have beerhe target of electronic surveillancAbsent a specific request that the FBI
search ELSUR, th€ourt finds that the FBI’s reliance on the CRS alone, the system “where the
FBI indexes information about individuals,” Hardy Decl. { 31, was appropriate under the
circumstances of this casblere speculation that additional documemight be found in
another database dorot rendethe FBI's search inadequat&eeMeeropol v. Mees& 90 F.2d
942, 954 (D.CCir. 1986)(“In the absence of more concrete evidence from appellants that such
files ectually exist, their speculative assertions cannot serve as the basis forgréoagrant of
partial summary judgment.”).

Fourth, plaintiff focuses his attention on the FBI's initial response to his F€jéest,
his fee waiver request, and the inigalarch resultsf the search, that i46,039 pages of
potentially responsive record®laintiff contends thathe FBlfailedto respond at all to his

initial FOIA request and to his fee waiver requesgePl.’s Opp’'n at 3. Bfendant demonstrates
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that the FBIdid acknowledge receipt of plaintiff's initial correspondence, only to point out the
insufficiency of the request as drafted becauséétier did notcontain sufficient information to
conduct an accurate search of ilGRS].” Hardy Decl.] 7;see id, Ex. C at 1. An agency incurs
no obligation under the FOIA unless and until the requester files a proper Ffdidstethat is, a
request which “reasonably describes” the records sought and is submitted daaceawith
agencyregulations. 5 U.S.C. § 552(a)(3)(A).

It is apparent that the FBI did not make a determination with respect to plaimsiftiest
for a fee waiver.lt also is apparent that plaintiff is not entitled to aieaver. Generally, an
agency may waive feés disclosure of the information is in the public interest because it is
likely to contribute significantly to public understanding of the operatioastorities of the
government and is not primarily in the commercial interest of the requesterS.G.U.

8§ 552(a)(4)(A)(iiiy see28 C.F.R. 8 16.10(k)(1)()The Court accepts plaintiff's representation
that his purpose is not primarily commercial. However, disclosure of the dreagsjuested
serves no public interest. Rather, the emails servetiffiaipersonal interest proving his
innocence- and plaintiff fails to demonstrate that their disclosure would contribute to the
public’'s understanding of government activiti€3f. Woods v. U.S. Depof Justice 968 F.
Supp. 2d 115, 123 (D.D.C. 2013)homas v. U.S. Depof Justice 531 F. Supp. 2d 102, 108
(D.D.C. 2008).

Plaintiff’ s nextarguments are made as if his initial FOIA request had not edamger
time. For example, h&aults the FBI for its alleged failure to “state[] whether all th@©36
responsive pages were reviewed and/or identified any more responsive pagesgh’'atQ
see id at 15, and its refusal to “provide ‘related’ documents to the emails themséived,14.

In addition, plaintiff faults the FBI for not explaining “the origin of [the] 10 page®ocbrds
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released on June 25, 2015,” and its “decision to narrow plaintiff[’s] request to emaifs lohly
at 4. Absent plaintiff's agreement to pay fees or, alternatively, a waiver oftfe=&BI need not
have searched and released more than 100 pages of records. Similarly, upongplaintiff’
clarification that he wanted email messages first, the FBI need not havesseamgtother
documents in addition to the 103 pages of records it was obliged to protiesst \wlaintiff
incurring fees.

Plaintiff's final challengs pertain to the actual results of the search. He contends that the
email messages released to him were not among those disclosed to him anchéesabefesel
at the time of his criminal trialSeePl.’s Opp’n at 5-7.Further, he complains that email
messages had been destroyed and theretmid not have been disclosed to him in response to
his FOIA requestSee idat10, 16-18. The fact that the FBI destroyed “[o]ther potentially
responsive records . . . on or about February 17, 2010,” Hardy Decl. 1 22 n.4, along with the
release of emails plaintiff had not seen at the time of the criminal trial, leads him te lle&iev
theemailsstill “may be in defendant’s agency files.” Pl.’s Opp’n at 10.

“The issue in a FOIA case is not whether the [agshsearches uncovered responsive
documents, but rather whether the searches were reasondiolere v. Aspin916 F. Supp. 32,
35 (D.D.C. 1996) (citations omitted). And plaintiff’'sgisculation as to the existence of
additional records . . . does nender the searfhinadequate.”Concepcion v. Fed. Bureau of
Investigation 606 F. Supp. 2d 14, 30 (D.D.C. 20083eSafeCard Servs926 F.2d at 1201
(“Mere speculation that as yet uncovered documents may exist does not undermirerige f
that the agncy conducted a reasonable search for thenkl)ythermore, any entitlement
plaintiff may have had as a criminal defendant to potentially exculpatoryrafmn does not

alter or expand the FBI's obligations in a FOIA caSee, e.g., Hale v. U.S. DepftJustice 226
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F.3d 1200, 1204 n.4 (10th Cir. 200®)ingo v. U.S. Dep’t of Justic&lo. 08-2197, 2009 WL
2618129, at *2 (D.D.C. Aug. 24, 2009).

Nor does “the fact that responsive documente@xisted . . mean that they remain in
the [FBI's] custody today or thatje FB] had a duty under [théJOIA to retain
[them].” Wilbur v. CIA 355 F.3d 675, 678 (D.C. Cir. 2004Rather, he FOIA “only obligates
[the FBI to provide access to thopecords] which it in fact has created and retained.”
Kissingerv. Reporters Committee for Freedom of the Pré4S U.S. 136, 153 (1980). In short,
even if the FBI once maintained additional potentially responsive records, its e$pons
plaintiff's FOIA request is not inadequate because the desired records nodrisgefee James
v. U.S. Secret Sen811 F. Supp. 2d 351, 358 (D.D.C. 2011) (“An agency does not control a
record which has been destroyed, . . . and it is under no obligation to obtain a duplicate of or to
re-create a record in order to fulfill a FOIA request.” (citations omittedf)J, No. 11-5299,
2012 WL 1935828 (D.C. Cir. May 11, 2012) (per curias@e also Strunk v. U.S. Dep’t of State
770 F. Supp. 2d 10, 16 (D.D.C. 2011) (rejecting plaintiff's “opinion and speculation as to the

existence or wrongful destruction of responsive records”).

C. Exemption 7

1. Law Enfacement Records

Exemption 7 protects from disclosure “records or information compiled for law
enforcement purposes,” but only to the extent that disclosure would cause an erliharate
seeFBI v. Abramson456 U.S. 615, 622 (1982), including where disclosure “could reasonably
be expected to constitute an unwarranted invasion of personal privacy,” 5 U.S.C. § 552
(b)(7)(C). “To show that the disputed documents were compiled for law enforcemeosgsir
the [agency] need only establish a rational nexus between the investigation afdhene

agency’s law enforcement duties and a connection between an individual or incident and a
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possible security risk or violation of federal lanBlackwell v. FB) 646 F.3d 37, 40 (D.C. Cir.
2011) (internal quotation mies and citations omitted).

The declarant explains that “the FBI is the primary investigative agenbg ééderal
governmentvith authority and responsibility to investigatll violations of federal law not
exclusively assigned to another agency, todcet investigations and activities to protect the
United States and its people from terrorism and threats to national securityrthadthe
foreign intelligence objectives of the United States.” Hardy Decl. | &stédes that “[t]he
records respaive to plaintiff's [FOIA] request were compiled during the course of thésFBI
investigation into plaintiff's conspiracy to commit kidnapping and murder in violation of 18
U.S.C. § 1201(a)(1).1d. 1 40. Thus, the declarant avers, the responsive reéweeds compiled
for a law enforcement purpose” and “squarely fall within the law enforceduiets of the FBI.”
Id. The Court concludes that all the responsive records are law enforcement fi@cpudsoses
of Exemption 7.

2. Exemption 7(C

“In deciding whether the release of particular information constitutes aartanved
invasion of privacy under Exemption 7(C), [the Count]st balance the public interest in
disclosure against the [privacy] interest Congress intended the Exemption tb. pAsEd U v.
U.S. Dep't of Justices55 F.3d 1, 6 (D.C. Cir. 2011) (internal quotation marks and citation
omitted);Sussman v. U.S. Marshals Sea@24 F.3d 1106, 1115 (D.C. Cir. 200Bgck v. U.S.

Dep’t of Justice997 F.2d 1489, 1491 (D.C. Cir. 1993). The privacy interest at stake belongs to

6 “The practice of the FBI is to assert Exemption 6 in conjunction witmiption 7(C).” Hardy Decl. 1 42 n.10.
In this case, because all of the responsive records were compiled for lagesrdot purposes and all of the
information pertaining to third party individugsoperly is withheld under Exemption 7(C), the Court need not
consider whether Exemptidhapplies to the same infortian. SeeSimon v. Dep’t of Justic®80 F.2d 782, 785
(D.C. Cir. 1994).
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the individual, not the government agensge U.S. Dep't of Justice v. Reporters Comm. for
Freedom of the Presd89 U.S. 749, 763-65 (1989), and “individuals have a strdegest in

not being associated unwarrantedly with alleged criminal acti&tgin v. FBI 737 F.2d 84,
91-92 (D.C. Cir. 1984). When balancing the private interest against the public interest i
disclosure, “the only public interest relevant for purposes of Exemption 7(C) ibairfeduses
on ‘the citizens’ right to be informed about what their government is up Ravis v. U.S. Dep’t
of Justice 968 F.2d 1276, 1282 (D.C. Cir. 1998uotingReporters Comm489 U.S. at 773);
see also Sussma#94 F.3d at 1115. Itis a FOIA requester’s obligation to articulate a public
interest sufficient to outweigh an individual’s privacy interest, and the puibdiceist must be
significant. See Nat'l Archives and Records Admin. v. Fa\ugll U.S. 157, 172 (2004).

The FBI withholds the names of and identifying information about “local law
enforcement personnel responsible for conducting, and/or maintaining the inxestgévities
reported in the documents.Hardy Decl. { 44. The declarant explains that release of this
“information in association with this investigation could hinder their effectiemesonducting
investigations|,] could subject[ them] to unofficial, harassing inquiries intoith@lvement in
this investigation, whether or notethare currently employed at their respective agencies[,] and
could subject them to possible reprisdld. The declarant asserts that, “[ijn contrast to these
substantial privacy interests, there is no public interest in the disclosure iofdhmsation
because it would not shed light on the FBI's operations and activiligs.”

In addition, the FBI withholds “the name and/or identifying informatiofthaf] FBI
Special Agent . . . responsible for condudijrand/or maintaining the investigative activities
reflected in the documents responsive to plaistFOIA[] request; by, for example, conducting

interviews and reporting on the status of the investigationy 45. The declarant explains that
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any“[p]ublicity (adverse or otherwise) regandj any particular investigation to whifBpecial
Agents] have been assigned may seriously prejudice their effectiveness inticmnoiiner
investigations' Id. Release of their identities “in connection with a particular investigation
could trigger haslity toward [those] agent[s].ld. Forexamplejndividuals “targeted by . . .
law enforcement actiorjmay] carry a grudg” and later lay seek revenge on the agents . . .
involved in a particular investigationfd. Thus, the declarant asserts, the Special Agent have a
“substantial privacy interest[] in information about [him] in criminal investigdtigs,” and
release of the information serves no public interest because his identitylfidyvisgd not . . .
significantly increase the public’s understanding of the FBI's operationscénities.” Id.

Lastly, the FBIwithholds “the names and identifying information of third parties who
were merely mentioned in the responsive docuniemds 146. According to the declarant,
“[t]hese individuals were not of investigative interest to the FBI,”theg appear in the records
only because thegameinto contact with subjects of FBI investigatiold. “Disclosure of these
third parties’ names . . . in corst®n with an FBI investigation of criminal activities carries an
extremely negative connotation,” and such disclosure “would subject these individuals t
possible harassment or criticism[, or could] focus derogatory inferendesugpicion on them.”
Id. They “maintain legitimate privacy interests in not having informatiokiig them to the
investigation, the declarant assert$d. And “[i]n contrast to thessubstantial privacy interests
there is no public interest in disclosure of this information because it would not shexhlitpet
FBI's operations and activities.Id.

The withholding othe names adind identifying information abodéderal law
enforcement officers, support personnel and other employees under similarstaaces

routinely is upheld. See, e.g., Concepciod06 F. Supp. 2d at 3Miller v. U.S. Dept of Justice
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562 F. Supp. 2d 82, 120 (D.D.C. 2008). The Court concludes that the FBI properly withheld
third party names from the responsive records under Exemption 7(C).

3. Exemption 7(E)

Exemption 7(E) protects from disclosure law enforcement records “to tibwat ¢xat the
production of such . . . information . . . would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would asscguidelines for law enforcement
investigations or prosecutions . . . if such disclosure could reasonably be expected to ris
circumvention of the law.” 5 U.S.C. § 552(b)(7)(E). Under Exemption 7(E), the FBI withholds
CART data, Hardy Decl. { 4&atis, “data resulting fromthe FBI's analysis of computers
seized pursuant to . . . search warrants executed]"49.

The declarant describes CART as the entity which “provides digital fosgrischnical
capabilities, and related services and support to the FBI[pted law enforcement agencies,
particularly for “investigations that are reliant . . . upon digital evidence . . . thagyisition,
preservation, examination processing, and presentation of stored digital imdormatomputers
or in other electronic devices or medidd. Its“examiners are experts at extracting data from
digital media” including desktop and laptop computdds. If “detailed information about
CART software, equipment, techniques, procedures and/or types dkrgeoerated by CART
during . . . forensic testing processes” were disclosed, the declarant xfileerFBl's
effectiveness in investigating crimes where evidence can be found on compdtetlex digital
media” would be impededd. Furthermore, he states, disclosure “would also aid in
circumvention of the law by providincriminals with the information necessary for them to
adjust behavior in order to avoid detection, develop and/or [use] technology less susaeptible t
law enforcement detectiom scrutiny, and/or use or develop technology to counteract techniques

used by CART.”Id.
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The Court concludes that the FBI properly has withheld CART data under Exemption

7(E). SeeJohnson v. FBINo. CV 14-1720, 2016 WL 5162715, at *6 (E.D. Pa. Sept. 21, 2016).
4. Segregability

If a record containsome information that is exempt from disclosure, any reasonably
segregable information must be released after deleting the exempt pami@ss the non-
exempt portions are inextably intertwined with exempt portiong U.S.C. 8§ 552(hkee
Trans-Pacific Policing Agreement v. U.S. Customs S&n/. F.3d 1022 (D.CCir. 1999). A
court errs if it “simply approve[s] the withholding of an entire document withoutiegta
finding on segregability, or the lack thereoPbwell v. U.S. Bureau of Prisor@27 F.2d 1239,
1242 n.4 (D.CCir. 1991) (quotingChurch of Scientology of Cal. v. U.S. Degf the Army611
F.2d 738, 744 (9th Cir. 1970)

The declarant states that “[a]ll documents responsive to plaintiff sAF@tfuest were
processed to achieve maximum disclosure[.]” Hardy Decl. I 35. He avefibaktasonable
segrgable, nonexempt portions [of these records] have been withheld from plailtiffBased
on this representation and the Court’s review of the record of this case, the Coudestitat

the FBI has released all reasonably segregable information.
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lll. CONCLUSION
The FBIdemonstrates that its search for records responsive to plaintiff's FQuase
was adequate and thapioperly has withheld responsive information under Exempti¢@y 7
and 7(E). It further establishesstaliished that there is no genuine issue of material fact as to its
compliance with the FOIA anthatit is entitled to judgment as a matter of law. Accordingly, the

Court will grant defendant’s motion. An Order accompanies this Memorandum Opinion.

DATE: March 28, 2017 s/

EMMET G. SULLIVAN
United States District Judge
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