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UNITED STATESDISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

KAISER GILL, g
Plaintiff, ;
V. g Civil Action No. 15-824 (RMC)
DEPARTMENT OF JUSTICE, et al., g
Defendants. ;
)
OPINION

Plaintiff Kaiser Gill challenges the revocation of his security clearbptbe
Federal Bureau of Investigation (FBihd Department of Justice (DQ4)legingviolations of
his rightsto Equal Protection andu® Process, andf theForeign Intelligence Surveillance Act
Defendants have filed a motion to dismiss which is meritorious. The Complainewill b
dismissed

. FACTS

Mr. Gill was born in Pakistan amtimigratedwith his family to the United States
in 1980. Compl. 7 8 [Dkt. 1]He began working for theBI in 2002 where he wagequired to
qualify for security clearancdn 2003,Mr. Gill accessed thEBI's Automated Case Support
system and searched for information on himself, his family, and friends.

In 2006, Mr. Gill disclosed to his supervisor that a family member was
approached by the FBI and had contacted Mr. Gill about the incident. After this dischdsur
Gill was requred to take a polygraph tedBecause hianswersndicateddecepton, he was re

interviewed by the Security Un#t which timehe disclosed his previous unauthorized use of the
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FBI's Automated Case Systesgstem to run searches on friends and family membédrs.FBI
suspended Gill in 2006 atemporarilyrevoked his security clearance.

The FBI permanently revoked Mr. Gill's security clearamc2008 and
terminated Mr. Gillfor violating FBI policy against unauthorized searches of its computer
systens” and because his answers “lacked cafdut. { 24. Mr. Gill sought review of the
decisionto terminate, made the FBI's Office of Professional Responsibility (OPBy,the
Assistant Director of OPRand on February 19, 2009, Mr. Gill received a imggveforethe
Assistant Director. However, in March 2009, the Assistant Director upinetdvocation oM.
Gill's securityclearance antis removal.

While the review by the Assistant Director of OPR was pending, on October 17,
2008,Mr. Gill appealed his removal artlderevocation of hisecurityclearance to the Access
Review CommitteedccasionallyCommitteg of theDOJ. On April 30, 2009, thAccess
Review Committedeld a hearing to assess Mr. Gill's clain@n April 2, 2014, it deided to
affirm Mr. Gill's removal andherevocation of hisecurity clearance.

The decisiorof the Access Review Committeeas attached as Exhibit 1 to Mr.
Gill's Complaint. Compl.Ex. 1 [Dkt. 1-2]. Int, theCommitteerecounted the background to
revocationof Mr. Gill's security clearance, noting thatwas based upon information indicating
that Mr. Gill had conducted a number of unauthorized searches of the FBI's Automsg¢ed Ca
Support (ACS) System. The Security Division determined that this behavior posadieasity
and unacceptable risk to the national securitg.”at 1. The Committedistedthe “Basis for
Denial of Security Clearanceld include foreign influence, personal conduct, criminal conduct,
handling protected information, and usdt@information technology systend. at 1-2. The

Access Review Committemncludedhat “Mr. Gill's admitted misconduct in accessing



sensitive information for personal reasons involving his family raises staightd concerns
regarding hiability to safeguard classified information and not disclose it for persorsainga
Id. at 4. Although th€ommittee notethat Mr. Gill appeared sincerely remorseful, it affirmed
the FBI's decision to revoke hsgcurity clearance because “all dotlois the question of
whether Mr. Gill “will engage in similar future misconduct’chaot been removedd.

Mr. Gill filed the instant Complaindn June 4, 2015, seeking judicial review of
thedecision on the revocation of rgscurity clearanceSeeCompl. Mr. Gill alleges that (1) the
Committee’sdecision violated the Equal Protection Clause because it was based on his race,
religion, and national origir(2) the Committeeviolated die process by failing to provide notice
of theinformationit reviewed to support the decision to uphold his removal and the revocation
of his security clearancg3) theFBI violated the Foreign Intelligence Surveillance Act (FISA),
50 U.S.C. § 180%t seq, by not disclosing evidence it intended to beéore the Access Review
Committeeto supporthe FBI'sdecisions taevoke Mr. Gill's security clearance and remove
him; (4) the CommitteeaviolatedMr. Gill's rights to die process by misapplying thlguidelines
applicable to its review of tHeBI's decisbns; (5) theCommittee’sdecision violated the Equal
Protection Clause because it was based on his family’s national angiri6é)the Committee
violated dieprocess by improperly delayintg decision to uphold the revocation of Mr. Gill’s
security clearance.

Defendant®OJ andits constituent agency, the FBefendants), move to
dismissthe Gmplaint for lack of subject mattgurisdiction, Fed. R. Civ. P. 12(b)(1), and, in the
alternativefor its failure to state a claim upon which relief mag/dranied Fed. R. Civ. P.

12(b)(6). Mot. to DismisgDkt. 10] (Mot.).



II. LEGAL STANDARD

A. Motion to Dismiss

1. Rule12(b)(2)

Federal Rile of Civil Procedure 12(b)(1) allovesdefendanto move to dismiss a
complaint, or any portion thereof, for lack of subject matter jurisdiction. FedvRPCi
12(b)(1). No action of the parties can confer subject matter jurisdiction on a fealeta
because subject matter jurisdictiorb@h astatutory requiremerand an Article Il requement
Akinseye v. District of Columhi&39 F.3d 970, 971 (D.C. Cir. 2003). The party claiming
subject matter jurisdictiobhears the burden of demonstrating that such jurisdiction exisidr
v. United States629 F.3d 1112, 1115 (D.C. Cir. 2008¢e Kokkonen v. Guardian Life Ins. Co.
of Am, 511 U.S. 375, 377 (1994) (noting that federal courts are courts of limited jurisdiction and
“[i]t is to be presumed that a cause lies outside this limited jurisdictionharsutden of
establishing the contrary rests upon the party asserting jurisdiciotérnal citations omitted).

When reviewing a motion to dismiss for lack of jurisdiction under Rule 12(b)(1),
a court must review the complaint liberally, granting the plaintiff the benefit ioff@rences that
can be derived from the facts allegégarr v. Clinton 370 F.3d 1196, 1199 (D.C. Cir. 2004).
Nevertheless;the Court need not accept factual inferences drawn by plaintiffs if those
inferences are not supported by facts alleged in the complaint, nor must the Caqairt acce
plaintiffs’ legal conclusions.”Speelman v. United Staje1 F. Supp. 2d 71, 73 (D.D.C. 2006).
A court may consider materials outside the pleadingetermine its jurisdictianSettles v. U.S.
Parole Comm’'n429 F.3d 1098, 1107 (D.C. Cir. 2008pal. for Underground Expansion v.
Mineta 333 F.3d 193, 198 (D.C. Cir. 2003). A court has “broad discretion to consider relevant
and competent evidence” to resolve factual issues raised by a Rule 12(b)@h. rRica Santa

Elena, Inc. v. U.S. Army Corps of Ergy’873 F. Supp. 2d 363, 368 (D.D.C. 2012) (citing 5B
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Charles Wright & Arthur Miller, Fed. Prac. & Pro., Civil § 1350 (3d ed. 20G48;also
Macharia v. United State238 F. Supp. 2d 13, 20 (D.D.C. 200&ff,d, 334 F.3d 61 (2003) (in
reviewing a factual challenge to the truthfulness of the allegations in daiotma court may
examine testimony and affidavits). In these circumstances, congddeshtiocuments outside
the pleadings does not convert the motion to dismiss into one for summary judéi@nthali
v. Ashcroft 279 F. Supp. 2d 13, 21 (D.D.C. 2003).

2. Rule12(b)(6)

A motion to dismiss for failure to state a claimderFed.R. Civ. P.12(b)(6)
challenges the adequacy of a complaint on its face. Fed. R. Civ. P. 12BY&)y defense to a
claim for relief in any pleading must be asserted in the responsive pleadimayiff required. But
a party may assert the following defenses by motion: . . . (6) failure to staienauplon which
relief canbe granted[.]”) To survive a motion to dismiss, a complamistcontain sufficient
factual information, accepted as true, to “state a claim to relief that is péaasilis face.”
Ashcroft v. Igbgl556 U.S. 662, 678 (2009) (quotiBgll Atl. Corp. v. Twomb|y550 U.S. 544,
570 (2007)). A court must assume the truth of all wklkded factual allegatismnd construe
reasonable inferences from those allegations in favor of the plaigi#el v. U.S. Dep't of
Health & Human Servs760 F.3d 1, 4 (D.C. Cir. 2014). A court need not accept inferences
drawn by a plaintiff if such inferences are not supported by the facts satthetaéomplaint.
Kowal v. MCI Commc’ns Corpl6 F.3d 1271, 1276 (D.C. Cir. 1994). Further, a court does not
need to acept as true legal conclusions set forth in a complagtal, 556 U.S. at 678. In
deciding a motion under Rule 12(b)(6), a court may consider the facts alleged in glaichom

documents attached to the complaint as exhibits or incorporated by referencettansl about



which the court may take judicial noticAbhe & Svoboda, Inc. v. Chas08 F.3d 1052, 1059
(D.C. Cir. 2007).
B. Standing

Standing is part and parcel of Article IlI's limitation on the judicial power of the
federal courts andxtends only to cases or controversies. U.S. Const. art. I[I;The judicial
Power shall extend to alases, in Law anddtlity, arisirg under this Constitution, the Laws of
the United States, anddaties made, or ich shall be made, under their Authority [and] to
Controversies . . .))Ariz. State Legislature v. Ariz. Indep. Redistricting Comm’n, 1356
S.Ct. 2652, 2663 (2015)The strictures of Article 11l standing are by now “familiatJhited
States v. Windsp@.33 S.Ct. 2675, 2685 (2013). Standing requires (1) the plaintiff to have
suffered an injury in fact that is both (a) concrete and particularized anctig) ar imminent,
as opposed to conjectural or hypothetical; (2) the injury meistaceable to the defendant's
actions; and (3) the injury must be redressable by a favorable decision of theSeeud.at
2685-86 (citing_ujan v. Defenders of Wildlif&04 U.S. 555, 559-6992)).

A federal court must assure itself of both constitutional and statutory subject
matter jurisdiction.The former obtains if the case is one “arising undsrGbnstituion, the
Laws of the United States, and Treaties made, or which shall be made, under thanityAut
U.S. Const. art. lll, 8 2. The relevant statute, 28 U.S.C. § 1331, likewise confers tjmsdic
upon lower courts to hear “all civil actions arising under the Constitution, lawgatiets of the
United States.”Federal courts have constitutional and statutory “arising under” jurtsalict
whenever a plaintiff's claim “will be sustained if the Constitution is given onstaiction and

will be defeagd if it is given another.’Powell v. McCormack395 U.S. 486, 514-16 (1969)



(citing Bell v. Hood 327 U.S. 678, 685 (1946) aKihg Cnty. v. Seattle Sch. Dist. N9.263
U.S. 361, 363-641923)) (internal alterations omitted).

1. ANALYSIS

Mr. Gill brings three types of claimsEqual Protection (Gunts | and V)Due
Process Counts Il, IV, and VI), and improper usefSA information (Count 1ll). This Court
will addresseach type of claim individuallyThe Equal FPotection claims willbe dismissed
under Fed. R. Civ. P. 12(b)(6) because they were brought under the Fifth Amendment, rather
than Title VIl of the Civil Rights Act of 1964, 42 U.S.C. 82@)0ut raise issues cognizable only
under Title VIL Mr. Gill's DueProcessclaims will be dismissed under Fed. R. Civ. P. 12(b)(1)
and (6)because hkacks standindo bring themand failedto plead the necessary elements of
such aclaim. Finally, the FISA claim will bdismissedinder Fed. R. Civ. P. 12(b)(hecause
the Courtlacks subject matter jurisdiction and Mr. Gill lacktanding.

A. Venue

“A civil action in which a defendant is . . . an agency of the United States, . . .
may, except as otherwise provided by law, be brought in any judicial distritich ¢A) a
defendant in the action resides, (B) a substantial part of the events or omissianase to the
claim occurred, or a substantial part of property that is the subject of the adlimaied, or (C)
the plaintiff resides if no real property is involved in the action.” 28 U.S.C. § 1391(&){&).
“residence” of an agency is determined by § 1391(c)(2), which states that ianWehtthe
capacity to sue and be sued in its common name under applicable lahvall be deemed to
reside, if a defendant) any juicial district in which such defendant is subject to the court’s
personal jurisdiction with respect to the civil actiomuestion’” 28 U.S.C. § 1391}¢2).

Plaintiff asserts that venue is proper because both Defendants are withisttioe @



Columbia. Defendants raise no issues with Plaintiff's claim of venue. This Codstthat
venue has been waived and the caseainsan the District of Columbia.
B. Equal Protection Claims (Counts| and V)

Mr. Gill allegesthatDefendantwviolatedthe Equal ProtectionClauseof the
Constitutiort by basing theevocation of hisecurity clearance on his race, religion, and national
origin, and his family’s national origilHowever, as Defendantentend,Title VII providesthe
exclusive causef action for review of these kinds employment allegations of discrimination
by federal employeesSeeBrown v. Gen. Servs. Admid25 U.S. 820, 835 (1976). Defendants
also argue that had Mr. Gill properly plead Title VII violations, those claimgdvmot be
subject to counteview “because they seek to challenge the merits of an Executive Branch
security clearance decision.” Mot. alL®. Mr. Gill fails to respond t@efendants’ argument
concerninghe exclusive nature of Title Vfor his discrmination claimsand instead focuses his
opposition on theeviewability of secuty clearance decisions when constitutional questions are
raised.

“[W]here a party files an opposition that addresses saoigeof the arguments
raised in the underlying motion . it is well-established that courts may deem the unaddressed
arguments as concededrlexas v. United State49 F. Supp. 3d 27, 39-40 (D.D.C. 2014)
(emphasis in original)Because Mr. Gill has faileb address thargument that hisqual
protection claims were improperly brought under the Constitution, rather than jttee/

argument will be deemed conceded.

1 “No person shall . . . be deprived of life, liberty, or property, without due process of la®.” U
CoNsT. amendV.



Indeed it is clearthat Title VIl is the “exclusive and preemptivé means for
federal employees to seek redress for unlaesiployment discrimination.’Howard v.
Pritzker, 775 F.3d 430, 433 (D.C. Cir. 2015) (quotBigpwn v. GSA425 U.Sat 829). Mr. Gill
is clearly a federal employee making claims of employment discrimination ba$es race,
religion, and national origin. Therefore, this Court must, as the Circuit biéfoegect Mr. Gill's
attempt to raise federal employment discrimination under the Fifth Amendi®@eetKizas v.
Webster 707 F.2d 524, 541-43 (D.C. Cir. 1983r. Gill's claims of discriminatiofy an agent
of the federal governmentust be raised under Title VII, but the Complaint does not plead a
Title VIl violation or that Mr. Gill timely filed a Title VIl charge

Further, had Mr. Gill raised his discrimation claims under Title V]ithey would
alsobe subject tadismissl. Title VIl does not authorize review of security clearance decisions
made by the Executiyeven when discrimination is allege8ecurity clearance decisiormaust
be made by those with the necessary expertise in protectingiethgsibrmation’ Dep't of
Navy v. Egan484 U.S. 518, 529 (1988). The agency that is responsible for an individual must
have the discretion to determine if s/he should have access to classified tivioiméne
agency, as is it the agency that “egthe responsibility for the protection of classified
information committed to his custody Id. (citing Cole v. Young351 U.S. 536, 546 (1956)).
“[1]t is not reasonably possible for an outside nonexpert body to review the substasouch a
judgment and to decide whether the agency should have been able to make the necessary
affirmative prediction with confidence. Nor can such a body determine whattatesan
acceptable margin of error in assesshgpotential risk. Egan 484 U.S. at 529. “[T]he
President’s Article Il Commander in Chief authority” is “a source of the ExecBranch’s

authority to control access to classified informatioRdote v. Moniz751 F.3d 656, 658 (D.C.



Cir. 2014). “T hus, unless Congress specifically has provided otherwise, courts traditionally ha
been reluctant to intrude upon the authority of the Executive in military arhabsecurity
affairs” Egan 484 U.Sat529-30 (citing Orloff v. Willoughby 345 U.S. 83, 93-94 (1953);
Burns v. Wilson346 U.S. 137, 142, 144 (1958&jlligan v. Morgan,413 U.S. 1, 10 (1973);
Schlesinger v. Councilmaa20 U.S. 738, 757-58 (1975); aGthappell v. Wallace462 U.S. 296
(1983)).

Mr. Gill's Equal Rotection claims will belismissed

C. DueProcess Claims (Countsll, 1V, and VI)

Mr. Gill alleges thaDefendants violated his rights to Due&esdy (1)
withholding pertinent information gathered through FISA surveilla(@emisapplying
Guideline B of the Adjudicative Guidelines for Determining Eligibility for Ass to Classified
Informationn and (3) delaying the decision appealing FBI's actionglmost five years.
Defendants arguthat theséue Process claimshouldbe dismissed becaub#. Gill has no
property or liberty interest at stake in a security clearabefendants reason that no deprivation
of a right to Due Procesxcurred because Mr. Gill had no “right” to a security clearance in the
first place. In OppositionMr. Gill agrees thia person does not have a propertgrest in a
security clearangéand instead argues that his liberty has been impacted through altered status
and stigmatization, which has precluded him from continuing in his chosen professmn.
liberty interestarguably at stake iglr. Gill's ability to pursue his chosen profession. Defendants

reply thatMr. Gill has failed to allege an infringement afygparticular liberty interest.

2 See Egay484 U.Sat 528(* 1t should be obvious that no one has a ‘righta security
clearance.The grant of a clearance requires an affirmative act of discretion on the freat of
granting oficial.”); Dorfmont v. Brown913 F.2d 1399, 1404 (9th Cir. 1990) (“[A] claim for
denial of due process stemming from the revocation of a security clearateisolorable
constitutional claim.”)

10



Although no one may hold a property interest in a security clearsee®&oe v.
Cheney885 F.2d 898, 909 (D.Cir. 1989), a federal agensyfevocation of a security
clearance may give rise to a Du®€ess claim for injury to a liberty interest in reputati@ee
Kartseva v. Dep of State 37 F.3d 1524 (D.C. Cir. 1994) (recognizing that a government
contractor’'s employee who was discharged after being disqualified by tlagtibept of State
maysue Statdor deprivation of a liberty interest without due process of |&eg v. Casey796
F.2d 1508, 1522 (D.CCir. 1986). Cheneyheld thata plaintiff must show that the government
“both altered his status and stigmatized his reputation” without due process of lal&rimhoor
satisfy a claim for deprivation of a liberty intere®85 F.2d at 910.

There are several ways in which the government may cause a change in status,
including “discharging the employee, foreclosing the empleykegure employment
opportunities, or reducing the employee’s rank or p&asey 796 F.2d at 1523. “The loss of
government employment is therpdigmatic ‘status change’ in liberigterest jurisprudence.”

Id. This Court has addressed potential due praogsts related to loss dd security clearance in
Ranger v. TeneR74 F. Supp. 2d 1, 8-10 (D.D.C. 2003) and fotlnad plaintiffhadadequately
allegedthat the Central Intelligence Agency “did not afford [plaintiff] a megfuhopportunity
to contest the basis for its decision to revoke his security clearaltceat 9

In the instant @mplaint, Mr. Gillallegesthat the “FBI permanently revoked his
security clearance” in August 2008, and on August 18, 2008 he was informed of the FBI's
“decision to terminate [him] for violating FBI policy against unauthorizedcbesrof its
computer systems.” Compl. § 2&4he Complaint, thereforegllegesthat his termination was the
result of the same reasoningthat which causethe revocation of hisecurity clearance, but not

that the termination was a resoftthe revocatiomf his security clearancel'he Access Review
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Committeeaffirmedthe revocation oMr. Gill's security clearance becau®$dr. Gill's admitted
misconduct in accessing sensitive information for personal reasons involviagiiis faises
straightforward concerns regarding his ability to safeguard aldaiformation and not
disclose it for personal reasons.” Compl., Ex. 1 at 4.

The @mplaint and th€ommittee decisionlearly state tha¥ir. Gill's
termination resulted from his admittemblations of FBI policy against unauthorized searches,
but not the revocation of hgecurity clearanceMr. Gill's allegationsconcerninghis Due
Procesgightsare specificallytied to the proceedings garding his security clearance. There are
no plausible allegationthat the loss of hisecurity clearance wasdltause of his termination
Mr. Gill cannot maintain a claim for deprivation of a liberty interest through losttfs. For
this reason, Mr. Gill fails to demonstrate a status change through discharge.

Mr. Gill also fails to allege a status chardyee to an allegefibreclosure from
future employment because “the right ‘to earn a living’ does not extend to gpbeng a
security clearance.Palmieri v. United Stateg2 F. Supp. 3d 191, 206-07 (D.D.C. 2014) (citing
Dorfmont 913 F.2d at 1403 (“If there is no protected interest in a security clearance, tiere is
liberty interest in employment requiring such clearanceA&y.a result, Mr. Gill’s inability to
find a job requiing a security clearance does not meanhbdtasuffered a deprivation of a
cognizable liberty or property interest.

Mr. Gill's DueProcess claims also fail because he hasaheged facts to support
a stigma or reputational harminder the second element of the liberty interest test discussed in
Cheneythe plaintiff must show that the government stigmatized his reputation “by, fopéxa
charging the employee with dishonesty, and that the stigma has hamperednfytioseresnt

prospects.”Doe v.U.S.Dep't of Justice 753 F.2d 1092, 1111 (D.Cir. 1985). InCheneythe

12



D.C. Circuit held that the National Security AgereefNSA) removal of a cryptographic
technician for security reasons did not “appear to be stigmatizing becaAsgidNisot make
public accusations that will damage [his] stisng and associations in the community.” 885 F.2d
at 910. Cheneynoted that NSA had only disclosed the cryptographer’s information to other
federal agencies with whom NSA had tried tacplaaim and with his consengee d.

Mr. Gill argueghat he has been defamed or stigmatizegtatementsnadeby
FBI andor DOJ thathewas deceptive; he alswgueghatheis unaware otheextent of
dissemination of the reasons for his termination. HoweveCdnsplaintcontains no
allegations that Defendants defad Mr. Gill or acted in any way to stigmatize him. The
Complaint merely states that “[d]uring the polygraph, Gill's answers proveddedaptive.”
Compl. 1 20. “[T]o be denied [a ‘top secret’ clearance] on unspecified grounds in no way
implies dislowlty or any other repugnant characteristi€asey 796 F.2d at 152@mphasis
removed. Moreover, “[r]estricted disclosui& such materiaio other federal agencies, with
clear limits on further distribution, is not stigmatizing and does not infringe upontotiostl
liberty interests.”Cheney885 F.2d at 910. Withotéctualallegations that Defendandefamed
or stigmatized him, th€omplaint has alleged no damadgee, e.gOrange v. District of
Columbig 59 F.3d 1267, 1274 (D.C. Cir. 1998heney 885 F.2d at 91(agencys action not
stigmatizing because agency made no “public accusations that will damaggff{ghstanding
and associations in the commuritysee alsde Sousa v. Dep'’t of Stat®40 F. Supp. 2d 92,
110 (D.D.C. 2012 McDonald v. Salazari831 F. Supp. 2d 313, 322 (D.D.C. 20IM)K. v.
Tenet 196 F. Supp. 2d 8, 15 (D.D.C. 2001). No public disclosure has been alleged. For the

above reasondjr. Gill's DueProcess claimsvill be dismissed.
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D. FISA Claim (Count I11)

Finally, Mr. Gill alleges thaDefendants violateBISA § 106(c} by failing to
notify him of evidence gathered through electronic surveillance that was wsedtdgm in the
Access Review Committggroceedings. Defendants respoimat Mr. Gill failed to identifya
waiver of sovereigmmmunity that wouldpermithim to sue the United States under § 106(c) of
the FISA. Defendants assérateven if there wera waiverof sovereign immunityMr. Gill
failed toplead a cognizable injuin-fact, so that he lackstanding to sueMr. Gill retortsthat
sovereign immunityas been waivedHerelies oncases reviewing thegality of surveillance
through a suppression hearing after the surveilled individual has beemadisroharged. Mr.
Gill does notreference a particular statute or provision of FISA that waivesremn immunity.

Theremust be a valid waiver of the United Statsvereign immunity foMr.
Gill to bring claims against an agency of the United Statds dses hereSeeBlock v. North
Dakotg 461 U.S. 273, 287 (1983) (“The basic ruleexddral sovereign immunity is that the
United States cannot be sued at all without the consent of Congress.”). The profciples

sovereign immunity apply equally to federal agencies, officers, and emplagtieg in their

3 Notification by United States. Whenever the Government intends
to enter into evidence or otherwise use or disclose in any trial,
hearing, or other proceeding in or before any court, department,
officer, agency, regulatory body, or other authority of the United
States, against an aggrieved person, any information obtained or
derived from an electronic surveillance of that aggrieved person
pursuant to the authority of this subchapter, the Government shall,
prior tothetrial, hearing, or other proceeding or at a reasonable time
prior to an effort to so disclose or so use that information or submit
it in evidence, notify the aggrieved person and the court or other
authority in which the information is to be disclosed or used that the
Government intends to so disclose or so use such information.

Foreign Intelligace Surveillance Act § 106(c), 50 U.S.C. § 1806(c) (2015).

14



official capacity. SeeFed. Deposit Ins. Corpi. Meyer 510 U.S. 471, 475 (1994 entucky v.
Graham 473 U.S. 159, 165-66 (1985Jhis exemption from suit is expressed in jurisdictional
terms—that is, federal courts lack subject matter jurisdiction over suits against thd States
in the absence of a clear waiver of sovereign immur8geJackson v. Busi48 F. Supp. 2d
198, 200 (D.D.C. 2006) (“[A] plaintiff must overcome the defense of sovereign immunity in
order to establish the jurisdiction necessary to survive a Rule 12(b)(1) motion tesdismi
Statutes that waive sovereign immunity are strictly construed and abyatcambiguity is
resolved in favor of immunityLane v. Pena518 U.S. 187, 192 (1996).

FISA itself does not address a waiver of sovereign immunity, but provides a civil
cause of action against an individual who violates § *808erefore, Mr. Gill'sclaim of

waiver of sovereign immunity cannot be based on the text of FISA itself.

4 Section 1809 is violated if a person intentionally:

(1) engages in electronic surveillance under color of law except as
authorized by this chapter, chapter 119, 121, or 206 of Titlerl8
any eyress statutory authorization that is an additional exclusive
means for conducting electronic surveillance under section 1812 of
this title;

(2) discloses or uses information obtained under color of law by
electronic surveillance, knowing or having reasotknow that the
information was obtained through electronic surveillance not
authorized by this chapter, chapter 119,,X##1206 of Title 18, or

any express statutory authorization that is an additional exclusive
means for conducting electronic surveillance under section 1812 of
this title.

50 U.S.C. § 1809(a). FISA § 1810 provides a cause of action against an individual for “[c]ivil
liability,” but does not address the ability to sue the United States. Section 1i8%0 sta

An aggrieved person, other than a foreign power or antagf a
foreign power, . . . who has been subjected to an electronic
surveillance or about whom information obtained by electronic
surveillance of such person has been disclosed or used in violation

15



ThePatriot Act 18 U.S.C. § 2712, authorizes suit against the United States for
violations of certain provisions of FISA:

Any person who is aggrieved by any willful violation of this chapter
or of chapter 119 of this title or of sections 106(a), 305(a), or 405(a)
of the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C.
1801 et seq.) may commence an action in United States District
Court against the United States toaeer money damages. In any
such action, if a person who is aggrieved successfully establishes
such a violation of this chapter or of chapter 119 of this title or of
the above specific provisions of title 50, the Court may assess as
damages (1) actual dages, but not less than $10,000, whichever
amount is greater; and (2) litigation costs, reasonably incurred.

18 U.S.C. § 2712(a). Section 2712 provides a cause of action for violatiel&o§ 106(a),
but does not extend to possible violations of § 106(lr. Gill is very clearthat he'is not
challenging the surveillance itself, or even the defendants’ right to useidlea® gathered
through the surveillance.Oppn [Dkt. 13] at 22. Because Mr. Gill’s claims are based®n
106(c) and courts read sovereign immunity waivers narraell.ane 518 U.S. at 192, this

Court finds no waiver of sovereign immunfty Count I, whichallegesa FISA violation®

of section 1809 of thistte shall have a cause of action against any
person who committed such violation[.]

50 U.S.C. § 1810.

> The waiver in § 2712(a) of the Patriot Agiplies to claims for monetary damages not to
claims for injunctive or other nonmonetary relief, which Mr. Gill is seeking.

6 Mr. Gill's FISA claim also fails for lack of standingplthough Mr. Gill adequately claims a
concrete injury—the loss of his security cleararede fails to allege facts thabk the loss of

the security clearance to the alleged violation of FISA’s notice requireoresmten to the use of
information obtained through electronic surveillance under FISA. The fadsdiie the
Complaint and the Access Review Committee’dsien state Mr. Gill's security clearance was
revoked because “Mr Gill's admitted misconduct in accessing sensitive infonnfiait personal
reasons involving his family raises straightforward concerns regardiradpihty to safeguard
classified informabn and not disclose it for personal reasons.” Compl., Ex. 1 at4. Mr. Gill's
misconduct was uncovered through a security unit interview, not electronic surveillance
authorized by FISA.
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Count Ill, alleging a violation of FISA, will be dismissed.
V. CONCLUSION
Defendants’ Motion to Dismiss [Dkt. 10] will be granted and the case dismissed.

A memorializing Order accompanies this Opinion.

Date July 22, 2016 /sl

ROSEMARY M.COLLYER
United States District Judge
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