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UNITED STATESDISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

DAVID CODREA, et al,
Plaintiffs,

Civil Action No. 15-0988BAH)

V. Chief Judge Beryl A. Howell

BUREAU OF ALCOHOL, TOBACCO,
FIREARMS AND EXPLOSIVES

Defendant.

MEMORANDUM OPINION

The plaintiffs, David Codrea, Len Savage and FFL Defense Research Cidatethis
action under the Freedom of Information AdEQIA”), 5 U.S.C. § 552, against the Bureau of
Alcohol, Tobacco, Firearms and Explosive (“ATF”) challenging four pages irvémions of
the same documettiat were withheld unddfOIA Exemption 7(E) from a total of 6,8 fages
produced in response to the plaintiffs’ original FOIA request. Pending before the<Gbart
ATF’s Motion for Summary Judgment, ECF No. 13, which, for the reasons discussed below, is
granted.
. BACKGROUND

The plaintiffs submitted a FOIA request, dated March 12, 20X6et&TF for six
categories of records, including, as pertinent here:

1. Any instructions, policies or guidance given to agents senee
as hearing officers, or to their superiors, in connection with

1 The complaint describes Mr. Codrea as “an internet blogger who disseninfiatesation relating to
firearms law issues,” Compl. 1 3, ECF No. 1; Mr. Savage as “a Federal Filsaemsee,’id. § 4; and FL

Defense Research Center asibtfor-profit corporation established with the purpose of obtaining and distributing
information to Federal Firearms Licensees relating to compliance withws and regulations which govern their
business,d. 1 5.
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determining whether an FFL'’s license should be revoked or
suspended, assuance of a license be denied, or a civil fine
imposed.

Compl.,Ex. 1 (FOIA Request, Dated March 12, 2015), ECF No. 1. WiheATF failed to
respond, the plaintiffs initiated this lawsuit on June 23, 2015.

Over the nexhine monthsthe ATF maddour rolling productions of responsive records
to the plaintiffs releasing@43 pages on December 14, 2015; 1,044 pages on December 23, 2015;
476 pages on December 30, 2015; and 4,412 pages on March 1502016 Mem. Supp. Mot.
Summ. J(“Def.’s Mem.”), Decl. of Stephanie M. Boucher, Chief, Disclosure Div., ATF
(“Boucher Decl’), 116-9, ECF No. 13-1seealsoPl.s’ Notice (March 28, 2016), ECF No. 12
(advisingthe Court thathe ATF “completed processimaintiffs’ FOIA request” on March 15,
2016). The plaintiffs initially challenged withholdings &1 pages associated witlat®s
stampechumbers 2197-2227 from the December 30, 2015 produsgeBoucher Decl. | 10,
but have now winnowed the contested withholdings down to only four frageswo
documents with Bates-stamped numbers 2199, 2223-25, Pls.” Opp’n Def.’'Sivah. J.

(“Pls.” Opp’n”) at 2, ECF No. 14.

Document 1containing ontested page 2198,described in the Vaughn Indexas
“Lesson Plan Overview fddearing Officer Training entitled “Basis for RevocatierWillful
Violations” dated“May 2001, and Document 5, containing the other three contested pages,
2223-25hasthe same titldut a later date ofMarch 2010.” Def.’s Mem.Ex. G (ATF Vaughn
Index’), ECF No. 13-1. Both Documents 1 and 5 are different versions of a training guide used
in “a training courselesigned for hearing officers who preside over administrative regulatory
proceedings where the Government and the Federal Firearms Licensee presienrbal
evidence and arguments regarding the denial or atieocof a license or perniit.Boucher
Decl. T 23. Thesmallportions withheld from these two versions of ttening guideare the
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answers to two questiond) “What type of evidence establishes knowledge and intentional
disregard of statutes and regulations?” @)dWhat type of evidence establishes a licensee’s
plain indifference to the requirements of the law?” Pls.” Opp’n, Ex. (Excegts@Documents 1
and 5) at 5, 11-13, ECF No. 14-The answers to these questions weiteheld and redacted
from the production to the plaintiffs under FOIA Exemption 7(E) because “[d]iselad how
[the] ATF determines if a Federal Firearms Licensee has violated the GurolGAct or its
regulations, and whether the violations were willful, would providedsaors with a means to
circumvent the law by avoiding detection of willful violations/actions by, or onlbehdhe
Federal Firearmkicensee.” ATF Vaughn Index at 1, ZThe plaintiffs’ only challenge tthe
ATF's response to their FOIA request is to the agency’s invocation of Exemptipto7(E
withhold these four pages.

TheATF’s application of FOIA Exemption 7(E) to withhold these foontested pageas
analyzed below
1. LEGAL STANDARD

Federal Rule of Civil Procedure 56 provides that summary judgment shall be dianted
the movant shows that there is no genuine dispute as to any material fact and titasnova
entitled to judgment as a matter of laWwEED. R.Civ. P.56(a). ‘In FOIA cases,summary
judgment may be granted on the basis of agency affidavits if they contain tdasspeificity
of detail rather than merely conclusory statements, and if they are ndtiotédi€uestion by
contradictory evidence in the record or by ewicke of agency bad faith. Judicial Watch, Inc.
v. U.S. Secret Serwvi26 F.3d 208, 215 (D.C. Cir. 2013) (quotidgnsumer Fed’'n of Am. v. U.S.

Dept of Agric, 455 F.3d 283, 287 (D.C. Cir. 2006)). Indeed, the D.C. Circuit has observed that



“the vastmajority of FOIA cases can be resolved on summary judgm@&mayton v. Office of
the U.S. Trade Representatiédl F.3d 521, 527 (D.C. Cir. 2011).

In litigation challenging the sufficiency of “the release of inforimatinder the FOIA,
‘the agency hasié burden of showing that requested information comes within a FOIA
exemption.” Public Citizen Health Research Group v. FO&5 F.3d 898, 904 (D.C. Cir.
1999) (quotingNiagra Mohawk Power Corp. v. U.S. Dept. of Enert§d F.3d 16, 18 (D.CCir.
1999).) seealsoDOJv. Landang508 U.S. 165, 171 (1993) (noting that “[t}he Government
bears the burden of establishing that the exemption applies” (citing 5 U.S.C. §5%B{3);
U.S. Dep't of Justice v. Reporters Comm. for Freedom of the ,Pi&84J).S. 749, 755 (1989)
(same) Elec. Frontier Foundyv. DOJ, 739 F.3d 1, 7 (D.C. Cir. 2018ame). “Ultimately, an
agencys justification for invoking &OIA exemption is sufficient if it appearogical or
‘plausible!” Judicial Watch 715 F.3dat 941 (quoing ACLU v.U.S.Dep't of Defensg628 F.3d
612, 619 (D.C. Cir. 2011));arson v. Dept of State 565 F.3d 857, 862 (D.C. Cir. 2009)
(quotingWolf v. CIA 473 F.3d 370, 374-75 (D.C. Cir. 2007)).
[11.  DISCUSSION

As noted, the four disputed pages were withheld under Exemption 7(E), which the
plaintiffs contend “is inapplicable to these documents.” Pls.” Opp’n dh&. plaintifis are
incorrect.

A.TheATF Properly Applied FOIA Exemption 7(E)

Exemption 7 protects from disclosureetords oinformationi . . . ‘compiled for law
enforcement purposes,’™ but only to the extent that disclosure reasonably coufsebtedxo
result inone of the sienumerated haretdescribedn the lettered subsections of Exemption 7.”

Sack vU.S. Dep't oDefense823 F.3d 687, 694 (D.C. Cir. 2016) (quotimg).S.C. 8§



552(b)(7)) seealsoMilner v. Dept of the Navy562 U.S. 562, 581 (2011) (“Exemption 7 . . .
protects ‘information compiled for law enforcement purposes’ that meetd sheaniterig . . .
" (quoting 5 U.S.C. § 552(b)(7)) John Doe Agency v. John Doe Co#B3 U.S. 146, 156
(1989) (“Exemption 7 requires the Government to demonstrate that a record is ‘coplidand f
enforcement purposeahdthat disclosure would effectuate one or more of the six specified
harms.”(internal citation omitted) (emphasis in originaRBublic Emples. for Envtl.
Responsibilty v. United States Section, Int'l Boundary & Water CorffRPEER”), 740 F.3d
195, 202-03 (D.C. Cir. 2014)To fall within Exemption 7, documents must first meet a
threshold requirement: that the records were ‘compiled for law enforcemeotpdf (quoting
5 U.S.C. 8§ 552(b)(7))). Consequently, “judicial review of an asserted Exempgtionl&ge
requires a twepart inquiry that considers: “[first, a requested document must be shown to have
been an investigatory record ‘compiled for law enforcement purposes’; and, sddbsad, the
agency must demonstrate that release of the rabtavuld have one of the six results specified
in the Act” FBI v. Abramson456 U.S. 615, 622 (1982).

1. The Disputed Recordswere Compiled for Law Enfor cement Purposes

With respect to the threshold requirement of shgwhat the disputedecords were
compiled for law enforcement purposesurts “are more deferential to the agésagtaimed
purpose for the particular recotdshen “the agencyg principal function is law enforcemeht
andwill “scrutinize with some skepticism the particular purposentdal when “the agency has
mixed law enforcement and administrative functiorBEER 740 F.3d at 203 (quotinbax
Analysts VIRS 294 F.3d 71, 77 (D.C. Cir. 2002)In this casethe ATF is a“criminal and
regulatory”law enforcement agency locatetthin the U.S. Department of Justieeth

responsibity for enforcing Federal firearms laws, includi@gin Control Act of 1968'GCA”),



18 U.S.C. 88 921-3@he Federal explosives lawi8 U.S.C. Ch. 40, and the National Firearms
Act, 26 U.S.C. Ch. 53Boucher Decl{ 21; see alsdef.’s Reply Supp. Mot. Summ. @Def.’s
Reply’), Decl. of MeganBennett Chief,Field Management StafATF (“Bennett Decl.”), | 4,
ECF No. 16-1.

The GCArequires anyone who wishes to ‘engage in the business of . . . dealing in
firearms to obtain a license frorfthe] ATF,” Nat’| Shooting Sports Found., Inc. v. Joné%6
F.3d 200, 203 (D.C. Cir. 2013) (quoting 18 U.S.C. § 923(a)), witehdeesare known as
FFLs and must comply with various provisions of the GGd.; seeBennett Decl{ 4 (stating
that GCA*“established a licensing system for persons engaged in the business of mangfactu
importing, or dealing in firearnis When anFFL orapplicantfor an FFLis denied a license or
has a license revoked, the aggrieved pawdyrequest a hearin@gennett Decly 5, which is
held before a hearing officer “selected either from a pofithel ATF employees who have
specialized knowledge of the firearm laws, or from individuals contract@itidyATF to serve
as a special hearing offigerd. 8. The contested four pages are contained in two documents
designed for hearing officer trainingrhich is “conducted to providéhe] ATF employees or
contractors who may be tasked with the duty to perform as a hearing officegudance and
instruction on how to fulfill that particular duty.ld. 9. Informed by thevidence gathered at
the hearingnd the report of the hearing officéle Director of Industry Operationd)IO”)
makes a determination whether to reversedtasion denyg anFFL application or revoig
an FFLIlicense Id. 15; Def.’s Reply at 3, ECF No. 16. Aaggrieved party mathenfile a
petition in the United States district court fad@novoreview of the denial or revocation.

Bennett Decl | 5.



Records created in connection with hearings carried otitdTF under the GCA in
order to determine whether an applicant for a firearm license was prdparéd a license or an
FFL'’s license was properly revoked, are plainly compiled to further the lawcenfient
purposes of the GCA by ensuring thiedarm licenses are awarded consistent with statutory and
regulatory requirements. h€ plaintiffsdispute this conclusiomrgung that a hearing officer, for
whom the training guide was design&dhes not serve as a law enforcement or prosecutorial
official,” PIs! Resp.at3, such as “carrying out an investigation, or handling a prosecutibn,”
at 4, but rather in “an adjudicatorole,” id. at 4 The ATF counters that a “hearing officer is not
an adjudicator,” since the DIO makes the final decision on denial or revocBdrs Reply at
3; Bennett Decl. 12 (“It [is] alsoimperative to note that, during a license revocation process,
the hearing officer is neither the final arbitrator famljudicator’asplaintiffs suggest. Rather,
based on the evidence provided at a hearing, the hearing officer prepares a famtual rep
summarizing the proceeding. That report is forwarded to the DIO who is the stle enti
empowered to make a decision on a license denial or revatpation

In any event, the plaintiffs’ propos@uterpretationof the threshold requirement fibre
applicaton of Exemption 7 is overly narrowl'he D.C. Circuit has made clear that “[l]aw
enforcement entails more than just investigating and prosecuting indivadteala violation of
the law,” and encompasses “the act of enforcing the law, both civil and crimPBER 740
F.3d at 203emphasis in original)Indeed “[a]s Justice Alito explained in his important
concurrence iMilner, the ‘ordinary understanding of law enforcement includes . . . proactive
steps designed to prevent criminal activity and to maintain securlty..(quotingMilner, 562

U.S. at 582 (Alito, J., concurring)). Since the dispytades are compiled to assist hearing



officers in the process of enforcing the GCA, & hasdemonstrated that the withheld four
pages meet the threshold requirement for invocation of FOIA Exemption 7.

2. The Disputed Pages Satisfy the Two Subsections of Exemption 7(E)

Next, having met the threshold requirement, to establish that disclosure of the withheld
information would cause the specific harm set out in Exemption 7(E), “the Governmsht
demonstrate (i) that the withheld records or information ‘would disclose techrgdes
procedures for law enforcement investigations’ and (ii) that their disclosure weasonably
‘risk circumvention of the law.”Sack 823 F.3d at 694 (quoting 5 U.S.C. 8 552(b)(7)\(Bhe
“requirement that disclosure risk circumvention of the Is@ts a relatively low bar for the
agency to justify withholding. PEER,740 F.3dat 205 (quotingBlackwell v. FB] 646 F.3d 37,
42). The agencymiust demonstrate only that release of a document might increase thieatisk
a law will be violated or that pasgiolators will escape legal consequentedd. at 205 (quoting
Mayer Brown LLP v. IR®62 F.3d 1190, 1193 (D.C. Cir. 2009)Rdther than requiring a
highly specific burden of showing how the law will be circumvented, exemp{B)yonly
requires that the [agency] demonstrate logically how the release of theteeguésrmation
might create a risk of circumvention of the lavBlackwell 646 F.3d at 42 (quotingayer
Brown 562 F.3d at 1194

To demonstrate thahe tweprongedrequiremerg of Exemption 7(Earemet,the ATF’s
declarants explain that the withheld answers to the two questions in the traiitiagegeals
“the specific criteria for determining willful violatiohsf the GCA. Boucher Decl. § 24This
informationis “not widely known to the publicand ‘any disclosure could limit thejsic] future
effectiveness of regulatory investigations and inspections” by provideu) dbtors . .with a

means to circumvent the law by avoiding detection of the various a¢tiahinvolve willfulness



on behalf of the Federal Firearms Licen%elel. The withheld information includegXamples
of what a hearing officer may consider as evidence to support” a finding fufimés through a
“purposeful disregard” or “plain inflerence tothe recordkeeping requirementgjarranting
revocation of a licenseBennett Declq{ 10-11. In this way, theithheld information relays
information about the types of evidence sough&menforcement investigatioasd thereby
“necessarily would disclose information about the underlying techniques and precedure
themselves.”Sack 823 F. 3d at 694 (finding Department of Defense reports on whether a
particular agency’polygraphprocedures were effectiveqperly withheld under G1A
Exemption 7(E)).

Furthermore,he withheld four pagesd outexamplesof “very specific statements a
licensees may have made during a regulatory inspection,” Bennetfidcland disclosure
“would permit licensees the ability to circumvent theulatpry enforcement process, and
specifically, be able to conceal the facifttee] ATF investigators that they are knowingly and
intentionally disregarding the lawid. § 14. The ATF’s declarant stresses that “[i]f FFLs gain
this knowledge, they could destroy evidence of regulatory violations or changeattern of
behavior in attempting to avoid detection, thus interfering with a regulatorgeaing to revoke
the [FFL] in question for GCA violations.Id. I 15. In short, “[p]roviding the public, to include
FFLs, with information on how to circumvent the regulatory enforcement process ae
disastrous effects.1d.

Notwithstandinghese detailed and specific descops bythe ATF of the risks posed by
disclosure of the withheld four pagdse tplaintiffsargue that the agency hast met its burden
because “Defendant does not suggest how revealing examples of what are edngitfat

violations would have any effe—except to guide people who wantawoid such violations.”



Pls.” Opp’n at 5 (emphasis in original). This argument is short-sighiétdle examples of the
type of evidence probative of willful violations might be helpful as guidepostaeabiding
people, the plaintiffs ignore the obvious risk that descriptions of inculpatory eeidentes
nondaw-abiding people to prioritize making that evidence disappear.

The D.C. Circuit has instructed that thHesk circumvention of the law’ requirement
applies to records containing ‘guidelinesds well as torecords containing techniques and
procedures.”PEER 740 F.3d at 205 n.4 (citiBlackwell 646 F.3cat41-42). The withheld
four pages appear to qualify as both guidantbd@TF hearing officers implementing the
GCA licensing scheme and reveal lamforcementechniques for ferreting out GCA violations.
Consequentlythe ATF has met thiast requiremenof FOIA Exemption 7(E).

B. Segregability

The D.C. Circuit has “long heldhat {t]he focus of the FOIA is information, not
documents, and an agency cannot justify withholding an entire document simply by sti@ating
it contains some exempt materialNat'l Assn of Crimnal Def. Lawyers v. DOJ Exec. Office
for U.S.Attys, 844 F.3d 246, 256 (D.C. Cir. 2016) (quotMgad Data Cent., Inc. v. U.Bept
of the Air Force 566 F.2d 242, 260 (D.C. Cir. 197 QJteration in original) Thus, {e]ven
whenFOIA exemptions apply, ‘[a]ny reasonably segregable portion of a record shall be provided
to any person requesting such record after deletion of the portions which apt.8x&ussman
v. U.S. Marshals Sern494 F.3d 1106, 1116 (D.C. Cir. 2007) (quoting 5 U.S.C. § 552(ltje. T
Court must “make specific findings of segregability regarding the documentsiichbeld,” id.
(internal citations omitted).even if the issue has not been specifically raised biF@ia
plaintiff,” Trans-Pacific Policing Agreement v. U.S. Customs S&A7. F.3d 1022, 1028 (D.C.

Cir. 1999)(internal citations omittedsee als PHE, Inc. v.DOJ, 983 F.2d 248, 252 (D.C. Cir.
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1993) (“[A] district court clearly errs when it approves the governmentishwiting of
information under th&OIA without making an express finding on segregabiliinternal
citation omitted).

The ATF’'s declarant avers that tAd F “staff reviewed each page of the material
identified as responsive to determine whether all non-exempt, reasonabbabégraformation
was released tighe pJaintiffs.” Boucher Decly 26. As a result of this review, all available
non-exempt, reasonably segregable information has been provided tddthefis}” 1d. The
plaintiffs’ opposition is silent on the matter of segregabiée generallyPls.” Opp’n, and,
consequently, has not offered any rebuttal to the “presumption that [the governmenigdompl
with the obligation to disclose reasonably segregable mateBalssmajy494 F.3cat 1117.
Based orthe ATF’s supporting declaration, the Court conclsidleat theagencyadequately
specified“which portions of the document[s] are disclosable and which are allegedly exempt
Vaughn v. Rosed84 F.2d 820, 827 (D.C. Cir. 1973).

V. CONCLUSION

TheATF has properly withheld the four disputed pages uri@tA Exemption7(E). No
material fact is genuinely disputed as to dlgency’scompliance with thé&OIA and
accordinglythe ATF is entitled tsummary judgment.

An Order consistent with this Memorandum Opingyantingthe ATF’s motion for

summaryudgments issued separately.

Digitally signed by Hon. Beryl A.
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