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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF ILLINOIS
EASTERN DIVISION

SONRAI SYSTEMS, LLC, )
)
Plaintiff, )
)
V. ) No. 16 C 3371
)
ANTHONY ROMANO, GEOTAB, ) Judge Thomas M. Durkin
INC., and HEIL CO., d/b/a )
ENVIRONMENTAL SOLUTIONS ) Magistrate Judge Jeffrey .Cummings
GROUP, )
)
Defendants. )

MEMORAN DUM OPINION AND ORDER

Before the Court islefendant AnthonjRomano’s motion for a protective order to
defendant Sonrai Systemd_C to return and destroy attorn&jient privileged documents
(Dckt. #389. The documents in question are a sequence of text messages that were exchanged
betweerRomaro and attorneKate Kanabayetween February 10 and February 11, 200ie
parties dispute(1) whetherthetext messages apeotected by the attorneglient privilege; (2)if
so,whether Romano waiveahy privilege due to his delay in objecting to Sosrase of thdext
messages after ted notice that Sonrai had acquired the texts and intended to rely on them in
this lawsuif and (3)whether the text messages fall outside the coverage of the attbieray
privilege based upon the “crinfeaud” exception. For the reasons set forth below, Romano’s
motion is denied.
l. BACKGROUND

Plaintiff Sonrai Systems, LLC brought this suit against its former emeléy¢hony

Romano, Geotab, Inc. and Heil Co. allegimger alia, breach of fiduciary duty arising out of an
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alleged scheme by Romano to usurp Sonrai’s customers and assist his new drgilayer
developing and launching a product first developed by SoB@irai asserts that its forensic
investigation of Romano’s devices reveals that by at least December 2015, alontih defore
his resignation from Sonrai, Romano was communicating with histloregpersonahttorney
Kate Kanahy,employees and executwatHeil, and others in the waste industry regarding his
departure from Sonrai and his plans with Heil moving forward.

Sonrai has filed &newedmnotion for sanctions in which it assetitist discovery has
shown thaRomanodownloaded anttansferred cofidential and proprietar$onrai data from
his Sonrai-issued laptop to a number of external hard drives (which have never beead)roduc
wiped clean his Sonrai-issued laptop before returning it to Sonrai; and €aretitn his Sonrai-
issued iPad(Dckt. #325) According to Sonrai, all of this happened in the backdrop of
Romano’s ongoing conversations with Heil and others regarding his imminent plaangeto le
Sonrai. The text messagéBkat are the subject of this motion are an integral part of S®nrai
motion for sanctions. The evidenedevant to determining whethtire text messagédetween
Romano and his attornéanalay are privilegeds as follows:

Romang the principal salesperson for Sonrai, resigned from Sonrai on January 11, 2016.
(Dckt. #335 at Ex. 1 at 73.) Shortly thereafter, on January 17, 2016, 'S@esf Operating
Executive Dennis Keizer conducted an exit interview with Romano. (Dckt. #885-Mem. in
Support of Mot. for Sanctions at Ex. lejzer Aff. at{4).) Keizerasked Romano to returfa)
his Sonrai-issued laptop and hard dril®;all software, discs or baakps of any electronic
information obtained through his employment at Sorjcaigustomer lists and vendbsts; (d)
project or development work with any of Sonrai’s contacts or customergedmd Sonrai

issued phone and iPadd.( at 14 and Ex. A.)
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After Romandfailed to return his Sonrassued deviceby February 6, 2016, Sonrai’s
former counsel David Stiepsent a letteto Romano demanding that return all Sonraissued
devicesand propertyn his possessiony February 11 The stated purpose of the letter was to
enforce Sonrai’'$post-employment covenants including Sonrai’s legal right to obtain immediate
return of Sonrai property” in Romano’s possession or control. (D488 # Sonrai’'s Reply in
Support of Mot. for Sanctions at Ex. 1.Ji€permade it cleathatSonrai’s propsy included“a
computer laptop, software, patent information and patent pending information, confidaletsal
customer and pricing information, proprietary mapping information, processes and other
information and intellectual property of Sonraild.j Stieper also made cletirat Sonrai
expected a representation from Romano that he had not “duplicated or othearés sh
Sonrai’s confidential and proprietary information with any third parties, inclusorgai’s
customers or competitorsld()

Finally, Stieper informed Romano that his possession of Sonrai’s confidential
information “is in violation of Illinois Trade Secrets Act and Illinois Common lawd he
expressedonrai’sintent to protect its confidential dabg “pursying] all legal and quitable
remedies against [Romano] and any third-party [with] which [he] shared this coiident
[information]” includingfiling a lawsuit against hirfas a result ofhis] misappropriation and
misuse of Sonrai property.1d;). The letter served &onrai’s “final demand” and Stieper
closed by warning Romano that Sonrai would “have no alternative but to seek refuge infCourt”
he did not return Sonrai’s property Bpnrai’'s deadlineHebruary 11, 2016).Id.)

The next day, Romanoa&torney Kanabay sent an email respoiseto Sonrai’s letter
stating that Romano would “promptly” turn over the laptop to hefaailitatethe exchange of

the parties’ property.”(Dckt. #335 at Ex. 15.Kanabay statetlurther:
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While in my possession, the laptop will not be used, and the information

contained on the laptop will not be accessed by anyone. If there is particular

information that Sonrai needs from the laptop immediately, | will coordinate with

[Romano] and provide such information to the extent feasibl
(Id.) Kanabay made it cleginat Romano “is aware of his legal obligations with regard to any
confidential information of Sonrai he may posses$d’) (

Kanalay then pivoted andsserted &undrylist of rights thaRomano had against
Sonrai. [d.) Among other things, Kanabajaimed thaRomano was dueimbursement for
expenses, payment for three weeks of accrued vacatgimgre of equity in Sonraind damages
for Sonrai’s tortious interference with Romano’s business relationahgpsreatin of a hostile
working environmentKanalay closed her esail with the following:

As you are likely aware, the parties have a long history, and it would be

unfortunate if past business practices have to be rehashed in a public Y@eum.

believe it is in everyone’s best interestsasalve all disputes between [Romano]
and Sonrai and to enter into a full mutual release as soon as possible.

(1d.)
On February 10, 2016 (the day bef@@nrai’s deadline for return of the propérty
Romano and Kanabay exchanged the followingreegsages over the course of a few hours
Romano: Should I scrub the phond&.ake it back to factory defaults.
Kanabay: Not sure it matters. Be sure to leave the app stuff you mentioned.

Romano: Leaving 2 files on Mac desktop. Rep serv contract and Polk county
invoice.

Kanabay: Love it.

Romano: I'm ***ing killing myself to clean this machine and get it to the Philly
airport by 9 o’clock. How much does our position lessen if you have it by
Friday?

Kanabay: Don't kill yourself. Friday is fine.
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Romano: | just feel myself in a panic and scrambling to get this done. Would love
to have it out bound to you today so you can say with certainty that you
have in your office but tomorrow so much better for me.

Kanabay: Hard to believe one day diff will matter much.

Romano: Hate that answer.

Kanabay: Well I'm sorry! | can’t predict the future and what could happen you

know.
Romano: If u tell them u got it and not be available tomorrow. 2 birds dead 1 stone.
Kanabay: I’'m really not worked up about itSend it tomorrow.

Kanabay: Can you drop it off when you drop off S&®hen Tomorrow if they ask, |
could say it's out of your hands.

Romano: Don’t smart sading it with her to them.I’'m gonna try to make ups.
Kanabay: | meant drop it at ups in the morning early
Romano: Gotcha could do that.

The following morning, the conversation continued:

Kanabay: Morning. Where weat?

Romano: Machine isin route to you

Kanabay: Phone too?

A few hours later, Romarsaid:

Romano: I need a consulting agreement. Do you have a template or language
you’re (_:omfortablelwith? Landed a whale. Progressive waste is interested
in seawring my services.

(Dckt. #335 atEx. 16.)
Ultimately, Sonrai received the laptop and phone at issue from Kanabay. Sonrai

promptly had a forensic image of the laptop creatddch revealed the above text messages that

Romano had deleted. A subsequent forensic investigation of the tepegtedurther that
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between February 10 and 11, 2016, 236 gigabytes of data was erased from the laptop and 30
gigabytes of data wasansferred from the laptop to an external driyeckt. #335at Ex 10
(Quellos Aff.).) Romano has maintained throughout this litigation that he only digletsonal
data— including his communications with Kanabay — from his devices. However, Sonrai’
forensic investigation has revealed that Romanoapears to havdeletal a substantial
amount of Sonré& data. SeeDckt. #335 at Ex. 14t 19 & Exs. Ck.) (noting that the forensic
examination used file carving tecove 19 gigdytes of data whit included Sonraielated files
anddata)?
I. ANALYSIS

Not surprisingly, Sonrai relies heavily in its renewed sanctions motion on the akbve t
message exchange between Romano and Kanabay to support its claim of spoliation and request
for default judgment against Romano. In the instant motion for a protective order, Romano
argesthat the text messages are protected by the attatiey privilege and he denies that he
waived his privilege. Romano seeks an order requiring Sonrai to return and destroy any
privileged attorney-client communications between Romano and Kanabay and prohibiting the
use of such communications in this litigation. Sonrai opposes this motion arguinigtfirttet
text messages are not protected by the attecheyt privilege because they are “simply a play
by-play of Romano’s activities and emotior@iddo not include privileged legal advice. (Dckt.
#399 —Sonrai's Response at 4.) Sonrai argues further that even if the text messages are

privileged, Romano hasaived that privilege by failing to act in a timely manner to remedy the

! For perspective,one gigabytef emails is over 100,000 pages of documents, assuming there are not
attachmentswhich is a faulty assumption.3nider v. Danfos\o. 15 CV 4748, 2017 WL 2973464, at

*2 n.5 (N.D.IIl. July 12, 2017)eport and recommendation adoptétb. 15CV 04748,2017 WL

3268891 (N.D.IIl. Aug. 1, 20)7Riley v. California573 U.S. 373, 394 (2014) (“Sixteen gigabytes
translates to millions of pages of text, thousands of pictures, or hundreds of videos.”)

6
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disclosure andfurther,that the crimdraud exception divests the text messages of any privilege
that they might otherwise have enjoyed.
A. The Text Messages Between Romamind Kanabay Fall Within The Definition
Of The Attorney Client Privilege Because They Involved Legal Advice And
Were Made In Confidence
Romang as the party asserting the attorméignt privilege over the text messages, has
the burden of establishing all essentiah@ents of the privilegeSee e.g.,United Statesy.
Lawless,709 F.2d 485, 487 (7th Cir. 1983)he attorneyclient privilege applies:
(1) Where legal advice of any kind is sought; (2) from a professional legal adviser
in his capacity as such; (3) tbemmunications relating to that purpose; (4) made
in confidence; (5) by the client; (6) are at [the clishinstance permanently

protected; (7) from disclosure by himself or by the legal advi8& except the
protectionbe waived.

Id.; United Statesv. White,970 F.2d 328, 334 (7th Cir. 1998ullivanv. AlcatelLucentUSA,
Inc.,No. 12 CV 7528, 2013 WL 2637936, at *2 (N.D.lIl. June 12, 2013) (same, citing lllinois
case law).

“Communications from the attorney to the client also may be protected, byt piflit
is shown that the client had a reasonable expectation in the confidentialitystdtéraent; or
put another way, if the statement reflects a client communication that was netesddain
informed legal advice (and) which mighot have been made absent the privilegg?) if the
communications tend to directly or indirectly reveal a client confidenthedrncreek
Apartments Ill, LLC v. Vill. of Park Foredio. 08 CV 1225, 2011 WL 3489828, at *3 (N.D.lII.
Aug. 9, 2011)internalquotations omittedsee also Rehling v. City of Chicad@®7 F.3d 1009,
1019 (7th Cir. 2000), amended (Apr. 4, 20005{tatements made by the lawyer to the client

will be protected ircircumstances where those communications rest on confideritiehation
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obtained from the client...or where those communications would reveal the sulistance
confidential communication by the client.”) (internal citations omitted).

At issue between the parties is whether the text messages involved legabadweere
made in confidence. Although Sonrai contends that the text thread between Romano and
Kanabay is simply a play-bglay of Romano’sctionsand the logistics of returning the devices
to SonraiRomano asserts- andthe Court finds-that tre thread contains legal advisader the
definition of the attorneylient privilege

As explained above few days before this text thread begarg@@r (Sonrai’s attorney)
sent to Romana letterdemandinghe return of all oSonrai’s property in his possession, which
Sonrai defined as not only the devices themselves, but also patent information, cahfdérg]
customer and pricing information, and other intellectual property and data on the devices. In he
response on Romano’s behalf, Kanabay comidthat Romandwas aware of his legal
obligations with regard to any confidential information of Sonrai he may posdaghis
factual context, Romano’s question to Kanabay whether he should “scrub” the phone, and the
exchange that followed relating to Romantwkean[ing][of] this machiné (i.e., the deletion of
data from the lapto@nd thdegalsignificanceof failing to return Sonrai’s property within the
deadline set by Sonreiearly reflectRomano’srequests for legal advicelhe teximessages also
reflect thatkanabayprovidedlegal advice- the soundness of which need not be addressed at
this junction—regading these matters

The Court further finds thdle text messages betwelRnmano an&anabay were made

in confidence notwithstanding the fact thia¢y were made a/al maintained on Romano’s

2SeeDckt. #383 at 4 (“The recovered communications were between attorney and client andezbncer
legal advice regarding Mr. Romano’s orderly separation from Sonrai and his busidesgas
thereafter.”)
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Sonraiissued devicesSeeRBS Citizens, N.A. v. Husa291 F.R.D. 209, 216 (N.D.lIl. 2013)
(“The attorneyclient privilege only shields communications that were intended to be
confidential”). Although the Seventh Circuit has not decided whether tagrbe a reasonable
expectation of privacgn a companyssueddevice, Romano has provided persuasive authority
supporting his position. For example Gartov. Med. World Commc’ns, IndNo. 03CV 6327,
2006 WL 1318387E.D.N.Y.May 15, 2006)an employment discrimination caslee plaintiff
used her company-issued laptop to communicate with her attorney while employed bgmtefend
Defendant terminated pl#iff and demanded return of the laptop. Before returning the laptop,
plaintiff “deleted all personal files and written communications to counsel.at *1. As here,
defendant’s subsequent forensic examination of the laptop uncovered plaiotiffisusications
with her attorney, which defendant then introduced into the litigation during discovery.

In determining whether plaintiff’s communications on the company laptop were
protectedthe Curto courtreviewed,among other things, l@alancing test set forth in re Asia
Global Crossing, LTD.322 B.R. 247 (S.D.N.Y.Bankr. 20050nder that test, courts are tasked
with considering four factors: “(1) does the corporation maintain a policy bannisgnaéor
other objectionable use, (2) does the company monitor the use of the employee’s icongute
mail, (3) do third parties have a right of access to the computemailg-and (4) did the
corporation notify the employee, or was the employee aware, of the use and monitoring
policies? Id. at 257.

After applying theAsia Globalfactors theCurto court concluded that plaintiff had not
waived her right to assert the attorney-client privilege and work product poot&dth regard to
any of the documents recovered by defendants on any congsareg devicesCurto, 2006 WL

1318387 at *3-8. Other courts have reached the same conclugtenconsidering thésia
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Globalfactors. See, e.g., United States v. Nadle. 09 CR 384, 2010 WL 3896200, at *5
(M.D.Pa. Sept. 30, 201Q)'In light of the foregoing assessment of the factors set foifthsia
Global], the court concludes that Camptmbelief that in storing the chronology on his
[companyissued] computer’s hard drive it would remain private was objectively redetinab
DeGee v. Gillis, No. 09 CV 6974, 2010 WL 3732132, at *9 (N.D.Ill. Sept. 17, 2010)
(“Applying these factors to the limited record, the Court concludes that DeGeer didivethe

privilege”); compareGoldstein v. Colborne Acquisition Co., LL&73 F.Supp.2d 932, 937 (N.D.

lll. 2012) (considering thAsia Globalfactors and determining that the defendants’ “subjective
belief that their [amail] communications were confidential was not a reasonable one in light of
the company policy in place...”).

The Court’sconsideratiorof the Asia Globalfactors tips the scales in Romano’s favor on
this issue.First,as Romano argues, Sonrai’'s CEO Chris Flood testified that he did not believe
Sonrai had an electronic use policy and that he had no objection to Romano usingsSoedai-
devices forappropriatgpersonal use (Ockt. #384 at Ex. 2 Flood Dep. Tr. at 14-20.) Romano
also testified that he was given the computer for “not only work, bilis§gpersonal machine.”
(Dckt. #335 at Ex. 1 at 81.) Turning to the next two factors, the Court has seen no ethdénce
Sonraicould remotelymonitor Romano’s devices dratany third parties had access to the
devices. Indeed, Romantestified that hevas in the office less than once a month, so his
companyissued devices were rargiysically present in Sonraitffices. See Curtp2006 WL
1318387, at *{“Plaintiff’s laptops were not connected to [Defendardtshputer server and
were not located ifDefendant’sloffices; thus[Defendantjwas not able to monitor Plainti#f

activity on her homédsased laptops or intercept hemails at any time.”) Lastly, since Sorai

did not appear to have any use and monitoring policies, it clearly did not notify Romano of such

10
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policies. All of this leaves the Court to conclude that Romano’s text messageKanittbay
were made in confidence because he had a reasonable erpextgtivacy on his Sonrai-
issued devices.
In sum: the Court finds that thext messages were protected by the atteotient
privilege in the first instance because theffect Romano’s request for legal advared
Kanabay'’s provision of such ad¢ and Romano had a reasonable expectation that they would
remain in confidencé.
B. Notwithstanding The Privileged Nature Of Romano’sText MessageExchange
With Kanabay, Romano Waived The Privilege By Failing To ActPromptly
After He Had Notice That The Texts Were Inadvertently Disclosed

Sonrai concedes that Romano’s text message exchange with Kanabay was inadvertently

disclosed. (Dckt. #399 at 5Where, as here, otherwise privileged documents have been

3The Court does, however, reject Romano’s assertion that Sonrai “improperly retdhvereott
messagesdmthe laptop that he returned to Sonrai. (Dckt. #420 at 4.) Although Romano may have had
an expectation of privacy on the Sonissued devices, he does not dispute that the lapt®pnrai’s
property. Indeed, Kanabainformed Stieper that Romano would “promptly” turn the laptop over tacher
“facilitate the exchange of the parties’ propertyDckt. #335 aEx. 15.) Moreover, Romane who
acknowledged during his deposition that it would be appropriate for Sonrai to look at the cavhpate
ex-employee (Dckt. #335 at Ex. 1 at 135¢itesno authority to support the proposition that it was
improper for Sonrai to do a forensic examination of its own laptpally,the cases that Romano does
cite are inappositeSee, e.g., In re Ashley Madison Customer Data Sec. Breach RRitg, U.SDist.
LEXIS 57619, at *2122 (E.D.Mo. Apr. 29, 2016) (party precluded from using attorney client
communications that were “stolen” from the other party).

* In his motion, Romano seeks broad protection of any and all privileged communicationsnbetwe
Romano and Kanabay surrounding his departure from Sonrai. For purposes of this rulingsr hbeve
Court limits its consideration only to those purportedlyifgged communications that are attached to
Sonrai’s renewedanctions motion. In addition to the text messafenrai attacdan email exchange
between Kanabay, Romarand athird-party (Jennifer Testad its motion for sanctiongDckt. #335at
Ex. 3). Romano does natrgue that thesemails are protected by the attoradient privilege and the
Court finds that the privilege does not extend to them for two reasons. Firstntiks evereeither
addressed to or sent fraarthird partyso thatthey were not held in confidence between Romano and
Kanabay. Second, the-enails do not reflect any legal advice or a request for legal advice from Romano.
Thus, Romano’s motion for a protective order with respect to thessle is denied because theyree
never protected by the attornelfent privilege.

11
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inadvertently disclosed, the court must determine whether the client has wes\adtbtney
client privilege. See Judson Atkinson Candies, Inc. v. Latini-Hohberger Dhimabs28c.3d
371, 387-88 (7th Cir. 2008)[E]ven if the document is found to be [privileged] and
inadvertently produced, the court must, nonetheless, determine whether privilegaiveas)
(internal quotations omitted)lo do so, courtsftenconsider the followig factors: “(1) the
reasonableness of the precautions taken to prevent disclosure; (2) the timte taktfy the
error; (3) the scope of the discovery; (4) the extent of the disclosure; and (5) thdiryéssue
of fairness.” Judson 529 F.3d 371, 388-8Fth Cir. 2008)° Primarily atissue here is whether
Romano’sdelay in taking steps to rectify the inadvertent disclosupgports a finding of waiver.
The Court finds that it does.

Sonrai quoted verbatim a portion of the above te$sage exchange between Romano
and Kanabay in the initial complaint filed against Romano and other defebdakten March
16, 2016 only five weeks after the texts were se(@ckt. #1) In particular the complaint
included the following allegations against Romano:

39.  After reacquiring the laptop and cellphone from Romano, Plaintiffs hired

computer forensic experts to recover the information that had been “wiped.”

During that process, Plaintiffs learned that prior to deleting the laptop heaeq dri

from October 16, 2015 through February 11, 2016, Romano had backed-up the
hard drive on his separate backup devices.

®> TheJudsonfactorsare consistent witkederal Rule of Evidence 502(b), which Sonrai relies on in its
response briefSee Carmody v. Bd. of Trustees of Univ. of Illin8&3 F.3d 397, 406, n.2 (7th Cir. 2018)
(“Rule 502 superseded several conflicting approaches to inadvertent disclosuties dalvisory
committee notes endorsed the factordudson Atkinson Candi€s However, as Romanaoints out

Rule 502(b) applies to the disclosure of privileged docuniéms federal proceedingr to a federal

office or agency.” (emphasis added)s such, the Rule is inapplicable here where the disclosure took
placebeforethe litigation beganSee MSP Real Estate, Inc. v. City of New BeNm 11 CV 281, 2011
WL 3047687, at *2 (E.D.Wis. July 22, 2011) (“Federal Rule of Evidence 502(b) doappiptbecause
the disclosure of documents by New Berlin did not occur ‘in a Federal proceeding Betieral office

or agency.’” Therefore, federal common law appliesThus, the federal common law as explicated by
Judsomand related case laapplies hereln any eventthe Court notes that thesult wouldbe the same

if the analysiswere conductednderRule 502(b).See Carmody893 F.3d at 406, n.2 (noting that “cases
decided before adoption of Rule 502 remain ‘pertinent to provide egatf)ptjuoting8 Wright &

Miller, Federal Practice & Procedure §2016.3 (3d ed.).

12
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40. Recovered information from Romano’s laptop included text messages
stating:

* “Should | scrub the phone.”

* “I'm [f***ing ] killin g myself to clean this machine and get it to the Philly

Airport by 9 o’clock. How much does our position lessen if you have it by

Friday.”

* “ just feel myself in a panic and scrambling to get this done.”
(Id. at 1Y 3940.) (emphasis added.Jhus, Romano was placed on notice that Sonrai had
recovered his text messagasnid-March 2016 roughly five weeks after his text message
exchange with Kanalgaoccurred.

The significance of Sonrai’s allegations regarding the text messaga®itherhidden
nor unappreciated. In his memorandum in support of his motion to dismiss the complaint,
Romano specifically referenced Sonrai’s allegation hieatad “wiped” his laptop and cell phone
and thatSonrai had “recovered” the wiped daf@ckt. #231 at 1819 (citing to paragraphs 38
and 39 of the complaint))n its responséo the motion to dismiss, Son@sserted thd@omano
made a concerted effort to destroy Sonrai’s confidential information and it agaéd e text
messagesegarding Romano’s efforts taleari and “scrul his Sonraiissued devices. (Dckt.
#40 at 18-19). Finally, in higlarch 29, 201#uling on the motion, Judge Durkin observed that
Sonrai had “allege[d] that Romano held on to his laptop and phone after he left the company”
and thatSonrai had quote[d] some allegedly suspicious text messages recovered from his laptop
when he returned it. (Dckt. #61 at 27§emphasis added)

Thus, despite beingut onnotice inmid-March 201@hat Sonrabbtainedaccess this
text messages with Kanabtnhrough a forensic review of the laptoe returnedthe record

indicates thaRomano did not object to Sonrapsssession anase of those messagastil 17

13
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monthdater whenRomands counsel sentraAugust 31, 201ktter to Sonraassertinghat any
communications between Romano and Kanabay were privileged and demanding the destruction
of any documents containing such privileged communicafiofidckt. #384at Ex. 1.) Romano
attempts to excuse this delby assertinghat Sonrai initially hid the true nature of the text
messages thereby delaying his discovery of the disclosBeeD¢kt. #420 at 2 — arguing that
Sonrai “sprinkled commentary and asserted allegatidng tise content of the texts without
expressly identifying the source materialThe Court rejects Romano’s asserti@onrai
explained exactly how it obtained Romano’s text mess@@asely, by conducting a forensic
examination orthe laptop after Romano returned it) in the complaint itdalirthermore,
although Sonrai did not explicitly identify Kanabay as the recipient of thoseitettte
complaint, Romano — who sent the provocatesds only five weeks before the complaint was
filed — undoubtedly knew she was on the other end of that exchange. Consequently, the Court
finds that he knew or should have known of the inadvertent disclothie text messages when
he received the complaingee, e.gArch Coal,Inc. v. Fed.Ins. Co.,No. 05CV 00712, 2006
WL 1391317, at *2 (E.D.Mo. May 22, 2006) (“In evaluating promptness at least one court has
considered when the disclosing party realizedhmuldhave realized, the inadvertent
disclosure”)(emphasis added).

On this record, the Court finds that Romano’s 17-mantial delay in objecting to
Sonrai’s use of the privilegadxt messageand his additiongbrotracteddelay in seeking a
protective ordesupports a finding of waiver. As Sonrai observes, courts have fausdater

time periods of inactioaresufficient toaffecta waiver. See e.gWalker v. WhiteNo. 16 CV

6 After Sonrai failed to complyith these requests, Romano waitedil May 29, 2020- almost three
additional years-to file this motion for a protective order.
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7024, 2018 WL 2193255, at *4 (N.D.lll. May 14, 2018) (holding that plaintiff failed to show
“that prompt, reasonable steps were taken to rectify thgeallmadvertent disclosure” when
counsel waited 48lays after the disclosure to request a clawbat&jmony Gold U.S.A. v.
FASA Corp,. 169 F.R.D. 113, 117 (N.D.IIl. 1999) (two-week delay showed that plaintiff
“dragged its feet in taking appropriate cotiee action.”} see alscClarke v. J.P. Morgan Chase
& Co., No. 08 Civ. 02400(CM)(DF), 2009 WL 970940, at *6 (S.D.N.Y. Apr. 10, 2009) (two
month delay in claiming privilege showed that defendant did not promptly try to rectify
disclosure) (citing cases)

C. The Crime-Fraud Exception Applies To The Text MessageBetween Romano
and Kanabay.

Even if Romano did naitherwise waivdnis attorneyclient privilege, Sonrai asseftisat
the crimefraud exception excludele text messages from the coverage of the privibegause
Romano engaged in the text exchange with Kanabay immediately before and during his
spoliation of evidence (hamely, Romanefforts to“cleari and “scruly his Sonraiissued
devices of Sonrai dataseeRambus, Inc. v. Infineon Techs. 220 F.R.D. 264, 281 (E.D.Va.
2004) (“Spoliation ighe willful destruction of evidence or the failure to preserve potential
evidence for another’s use in pending or future litigaf)qimternal quotation marks omitted);
Am. Family Mut. Ins., Co. v. RotNp. 05 C 3839, 2009 WL 982788, at *11 (N.D.Ill. Feb. 20,
2009). The parties dispute whether the cringud exception applies maimsof spoliaton —
whichis neither a crime nor a fray®ambus220 F.R.D. at 281) as well as whether Sonrai has

made the required showing for the application of the doctrine.
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1. The crime fraud exception applies to communicationselated to a client’s
spoliation of evidence

It is well settled that the protection offered by the attoralesnt privilege is “not
absolute.” Nagle 2010 WL 3896200, at *5The crimefraud exception “places communications
made in furtherance of a crime or franatside the attorneglient privilege! United Statesy.

BDO SeidmanLLP, 492 F.3d 806, 818 (7th Cir. 2007) (citingUaited States \Zolin, 491 U.S.

554, 563 (1989)):This exception comes from the recognition that when legal advice relates ‘no
to prior wrongdoing, but to future wrongdoing,’ the privilege goes beyond what is necessary to
achieve its purpose.Monco v. Zoltec CorpNo. 17 CV 6882, 2018 WL 11195522, at *2

(N.D.IIl. Sept. 28, 2018)juoting Zolin 491 U.S. at 565%3; BDO Seidmar492 F.3d at 818
(explaining thathe attorneyclient privilege necessarily will protect the confidences of
wrongdoers with respect to their prior — but not future — wrongdoirghieve the privilege’s
purpose of promoting the broader public interests in the observance of law and the adiomistr
of justice)(internal quotation marks omitted). As courts have explaiwwbde “the

confidentiality of communications and work product facilitates the rendering of sayadd le
advice,”"advice in furtherance of a fraudulentanlawful goalcannot be considerésound.”
Rambus220 F.R.D. at 28INXIVM Corp. v. O'Hara241 F.R.D. 109, 135 (N.D.N.Y. 2007)
(same).

The title of the dme-fraud exception ‘is a bit of a misnomét given that “many courts
have applied the exception to situations falling well outside of the definitfargr@ or fraud;
Rambus220 F.R.D. at 281quoting Blanchard v. Edgemark Fin. Corfi92 F.R.D. 233, 241
(N.D.IIl. 2000), so long as the other “type[s] of misconduct are ‘fundamentally irstentsvith
the basic premises of the adversary systeiRambus220 F.R.D. at 281quoting In re Sealed

Case 676 F.2d 793, 812 (D.C.Cir. 198ftadanes v. Madane%99 F.R.D. 135, 149 (S.D.N.Y.
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2001) éame) Cleveland Hair Clinic, Inc. v. Puid®68 F.Supp. 1227, 1241 (N.D.lIl. 1996)
(holdingthat crimefraud exception applied to communications in furtherance of “bad faith
litigation conduct).

Significantly, ®veral courts have expressly extended the efieng exception to cases
involving spoliation of evidence. For exampleRambus, In¢gsupra the court was tasked with
determining whether the exceptiertends to thaterials ocommunication created for planning,
or in furtherance of, spoliation.” In finding that it did, tRembusourt reasoned as follows:

It is selfevident...that any communication between lawyer and client respecting

spoliation is fundamentally inconsistenithvthe asserted principles behind the

recognition of the attorney-client privilege, namely, observance of law or the
administration of justice. Indeed, by intentionally removing relevant evidence

from litigation, spoliation directly undermines the administration of justice.

Moreover, an attorney who counsels a client to spoliate evidence is not advancing

the observance of the law, but rather counseling misconduct. Thus, there is no

logical reason to extend the protection of the attoxliey privilegeto

communications undertaken in order to further spoliation.

220 F.R.Dat 283 (internal citations and quotations omittesdealsoWilliams v. Big Picture
Loans, LLC No. 3:17€V-461, 2019 WL 1983048, at *15 (E.D.Va. May 3, 2019) (agreeing that
“the crime/fraud exception applies to materials or communications to plan or further the
spoliation of evidenc®, Wachtel v. Guardian Life Ins. C239 F.R.D. 376, 380 (D.N.J. 2006)
(exception encompasses “communicatiand work product used in furtherance of the spoliation
of evidence”);see alsdn re SealedCase,754 F.2d 395, 40(D.C.Cir. 1985)(applying

crime/fraud exception ia case involving “willful, systematic and extensive” destruction of
subpoenaed documents).

The Court finds the reasoninglRambugo be persuasive. Furthermore, although the

Seventh Circuit has yet to consider the question, this Court further finds it imperthetithe

Court of Appeals would conclude that a “client’s interest in confidentrmhaonications
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regarding the destruot of documents in anticipation of litigation would outweigh the societal
need to assure the integrity of the process by which litigation is conducted which,s&f, ¢eur
the purpose of prohibiting spoliation of evidenc®ambus220 F.R.D. at 282Corsequently,

the Courtagrees that the crirfeaud exception can extend to cases of spoliaiven that the
type of misconducat issuds “fundamentally inconsistent with the basic premises of the
adversary system.Madanes199 F.R.Dat 148-49.

2. Sonrai has met its burden of showing that the crimdraud exception should
apply to the text messages

Sonrai, as the party advocating for the application of the driaugt exception, “must
present prima facie evidence that ‘gives colour to the chaggghowing ‘some foundation in
fact.” BDO Seidmam492 F.3d at 81&uoting United States v. Al-Shah#v,4 F.3d 941, 946
(7th Cir. 2001). Thus, in this case, Sonrai must provide a foundation in fact to @)dtat
Romanowasplanning orengaged irspoliation when the attornegfient communications took
place; and (2) that the communications with Kanabay were in furtherance theeeot.g.,
Mattenson v. Baxter Healthcare Corg38 F.3d 763, 769 {fi Cir. 2006);In re Heraeus Kulzer
GmbH No.09CV 530, 2012 WL 1493883, at *1 (N.D.Ind. Apr. 26, 20IRambus220 F.R.D.
at 283.“To satisfy the ‘in furtherance of’ element of the crifneud exception, a logical link
must exist between the privileged communication and the proposed crime orTtaids, the
legal advice must relate to future illicit conduct by the client; it maghb causa pro causa, the
advicethat leads to the degdIn re Heraeus2012 WL 1493883, at *IjuotingIn re Neurontin
Antitrust Litigation 801 F.Supp. 2d 304, 309-310 (D.N.J. 201The “burden is not a
particularly heavy ong In re Grand Jury Investigatiod45 F.3d 266, 274 (3d Cir. 2006), and
the determination of whether the party advocating for the exception has made thepiema f

showing is made in the court’s soutidcretion In re SealedCase,754 F.2dat 399.
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The Court finds based dhe record befor# that Sonrai hasnade a sufficient showing
that the text messagé&sl within the crimefraud exception.First, Sonrai has made a prima facie
showing that Romano wadanning ancengaged irspoliationactivity when he sought thegal
advice of Kanabaguring the text message exchan§eur daydefore the text message
exchange begastieper Sonrai’'s attorney3ent Romano a lettén which he pecifically
informedRomanoof hislegalobligationto return Sonrai’s corporate propentgluding its
confidential sales, customaaricing, and proprietary mapping information and threatened to sue
him for “misappropriation and misuse of Sonrai property.” Kanabay promptly responded to
Stieper by confirming that Romano understoadlegal obligationsNonethelessRomano
proceeded to wipe clean his Sonrai isslagtiop and cell phone and deleted at least 19 GBs of
Sonrai’s data in the procesBvidence that Romano deleted Sonrai’s data in the face of his legal
obligation to presee and return the datand his knowledge that litigation was forthcoming
more than suffices to establish a prima facie showing of spoliaBesRanbus,220 F.R.D. at
281;Am. Family Mut.2009 WL 982788, at *11.

Second, there can be no question B@ainands communications with Kanabay
regarding how to proceed with the devices were made in furtherance of the spolespite
his knowledge that he had a legal obligation to preserve and return Sonrai’'s data, Romano sought
legal advice fronKanabayregarding whethene should “scrubhis Sonrailssuedphone and
“take it back to factory defaults.Kanabay’s response”l’ m not sure it matters.Be Sure to
leave the app stuff you mentioned” — amouritel@gal advicethatcould have reasonably been
undestood byRomano as a green light for his plamipe everythilg but two applications.

(SeeDckt. #335 at Ex. 16 Romano?Leaving 2 fileson MAC desktop. Rep serv contragind

"Romano clarified in his deposition that he was referring to the MAC laptop, and notAC alésktop.
(Dckt. #335 at Ex. 1 at 11B4).

19



Case: 1:16-cv-03371 Document #: 464 Filed: 11/30/20 Page 20 of 21 PagelD #:9072

Polk county invoic€. Kanabay: “Love it.”). Romano theafterproceeded to scrub the devices,

even “killing” himself to “clean” the laptop, and leaving nothimythe laptoput the “2 files.”
Romano sought additional legal advice from Kanabay regardinpteatial

implications of returning the Sonrasued dewdes after the deadline set by Stieper’s let(See

Dckt. #335 at Ex. 16 — Romano: “How much does our position lessen if you have it by Friday?”

Kanabay: “Don’t kill yourself. Friday is fine.. . Hard to believe one day diff will matter

much?). Romano was seemingly uncomfortable with Kanabay’s response and suggested that

she inform Sonrai falsely—thatshe had the devicés her possession but was unavailable to

provide them on the date of the deadliniel. € “If u tell them u got it and not be available

tomorrow. 2 birds dead 1 stone”.) Kanabay did not agree with this plan but she did suggest that

Romano drop the devices off with a third party early in the morning on the deadéreodhat

she could tell Sonrai that the devices were out of his hands if they. agk¢dRomano agreed

with this plan. [d.) For these reasonthere is “a reasonable basisbelieve”’based on this

recordthat Kanabay'services were used by Romano in furtherance afgosation of

evidence.Seeln re Economou362 B.R. 893, 898 (Bankr.N.D.Ill. 2007). Accordingly, Sonrai

has shown thahe crimefraud exceptions applicableand the text messages are not protected by

the attorney client privilegor this reason as wedls waiver.
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CONCLUSION
Forall of the aboveeasonsgdefendant Anthony Romano’s motion for a protective order
to return and destroy attornelient privileged documents (Dckt384) is denied. The text
messages between Romano and Kanabay can be used in this litigation, including in connection

with Sonrai’s pending motions for sanctions against Romano and Heil.

ENTERED:

Jeffrey I. Cummings
United States Magistrate Judge

Dated: November 30, 2020
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