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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF ILLINOIS
EASTERN DIVISION

GCM PARTNERS, LLC,an lllinois limited )

liability company, )
)
Plaintiff, )
) No. 20 C 6401
V. )
) JudgeSara L. Ellis
HIPAALINE LTD., a limited company of )
England and \les and EMILY ARIDA )
FISHER, )
)
Defendants. )

OPINION AND ORDER

Plaintiff GCM Partners, LLC (“GCM”provides telehealth servicés medical cannabis
patientsusingDefendant Hipaaline Ltk (“Hipaalin€’) Leafwell software platform After
Hipaaline indicated its interid sever the partieselationship GCMfiled this lawsuit against
Hipaalineandits CEO,Emily Arida Fisheion October 28, 2020GCM bringsclaims for
violation of the Computer Fraud and Abuset (“CFAA”), 18 U.S.C. 81030, and the Defend
Trade Secrets A¢tDTSA”), 18 U.S.C. § 183@t seq.as well as foHipaalinés anticipatory
and actual breaesof the parties’ agreement, Fish&tortious interference with contra@nd
tortiousinterference with prgpective economic advantagkn conjunction with thdiling of the
complaint,GCM filed a motion for a temporary restraining or@f&RQO"), asking the Courto
(a) enjoinDefendants frondisabling, suspending, and otherwise remoigM’s access to the
Leafwell platform and its relatedonfidential information and trade secrets,ghbjoin
Defendants fromeplacing GCMs third-party payment processor, Bluepay, with Hipaaline’s
own payment processor and collecting patient paymentgcarejuire Defendants to comply

with the tems ofthe parties’ agreemeniThe Court eceivedbriefing from the parties ancehu
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heaings on the motion on October 30 and November 9, 208CM and Hipaaline agreed to a
standstill arrangement pending the Caudécisionand he Courtnow construethe TRO
motion as a motion for preliminary injunctive relief. As set forth below, the Could tfiat
GCM has satisfied the requirements for preliminaryrigfive reliefandso orders the parties to
continte with theirstandstill arrangement

BACKGROUND

Parties Initial Relation ship and the Leafwell Ratform

In 2017, Dr. George Gavrilpa pharmaciseand Dr. Steven Salzmaa doctor of
osteopathy, founded a brick-ambrtar nedicalclinic to treat medidacannabigatientsin
lllinois. By fall 2018, they had expanded to locations in Maryland, Ohio, and Pennsylvania.
Gavrilos formed GCM taccommodate the cwoff-stae expansion.To further GCM’s business,
Gavrilos recruitedmedical providers, hired clical and patient- and provider-suppstaff,
participated in webinars to drive attention and patient volumes;raated statspecific
workflow documentatioffior the medical cannabis process in different states.

In May 2019, Fisher, who holdeftselfoutas a medical cannabis marketing specialist,
approached Gavrilos about expanding GCM'’s practice into telehealth. Fisher prapaise
GCM operde teldealthclinics in states with medical cannabis prograwigh Hipaaline
providing marketing efforts an@échnological infrastructureGCM and Hipaaline began
working togetherwith GCM offeringtelehealth evaluations for medical cannabis certifications

through the Leafwell platforpin October 2019. The parties did not fornzalitheir relationship

1 Only counsel for Hipaaline has entered an appearance in thjsattaseigh Fishepaticipated in the
hearings
2
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at thattime. Qver the next eight months, GCM expandtsdelehealth operains totwenty-one
states

To obtain a medical cannalmsertification through the Leafwell platform patient
registers to virtually meet wita GCM medical providerPatiens submi their medical history,
demographic information, identification, relevant medical records, and paymeid tetaigh
the platform. A GCM medical provider then conducts a virtaghointmentvith the patientto
deternine whether thg@atientqualifiesfor a medical annabis card. If so, the provider approves
the patient, and theatientreceivesstatespecific instructions for completing the certification
process.GCM only charges theatientafter the medical provider ppvesthe pateintfor a
medicalcannabis certificabn, usng its third-party payment processor, Bluepay collect
payment. Althoughhe Leafwell platform does not identify GCNt featuresSalzman an®r.
Lewis Jassews experienced medicablmjuanadoctorsand icentifies Gaviios as the chief
pharmacy officer. Pursuant t@afwell s terms of servigaisersagree thaany information
stbmittedthrough the platform “is provided on a non-proprietary and camfidential basis
and they grant Hipaaline “a non-exclusive, perpetual, irrevocablaltydyee, fully mid-up,
worldwide license . . to use, reproduce, process, adapt, publicly perform, publicly display,
modify, prepare derivative works, publish, transmit, and distribute” any submissions. Doc. 14-1
at12.
Il. The Parties Agreement

In July 2020GCM and Hipaaline memorialized their business relationshipen
Exclusive Marketing ad Corsultant Services Agreement (the “Agreenignwhich rdlectedan

effective date of Octwer 1, 2019. Thparties agreed to anitial five-yeartermrunning fom
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July 6, 2020with the Agreement set Butomatically renevfor oneyear terms thereafteilhe
Agreementllows for termination at any time only for “a material breach by the d®aety”:
Termination This Agreement mayebterminated by a Party prior
to the expiration of the Term only upon the occurrence of a
material breach by the other Party. This Agreement roape

terminated for convenience. Unless otherwise specificatedt
herein, a material breach is definedilipoi s law.

Doc. 11 at ». The Agreemenincludes a navaiver clauseproviding that'a Partys failure or
refusal to enfoce ary right under this Agreement shall not operate asizev” 1d. at 31 It
also includes an integration clause and requinagttal, written conseritfor any amendments to
the Agreementld. at 32 33.

The paries focus on several areas of the Agreement, which the Court briefly sets forth
below.

A. Practice of Medicine

The Agreement’srecitalsstatetha GCM “operates bris-andmortar medical clinis
which treat patients legally via.B. stateésmedicatcannabis programs” and tHaCM seeks to
engage Hipaaline “to perform certain marketing and consulting serviceslraddlGCM]'s
medical practice in order to facilitate its brsehkndmortar presece and expand and leence its
telemedicine presenceld. at 24. GCM also represented thédfa]s of the Effective date and
curently, [GCM] operates itglinics in compliance with &bpgicable state and federal
corporate and health care rules and regulations, including with respect to @ppaciice of

medicine rules, licensure rules, and telemedicine guidelindsdt 32.
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B. Exclusivity and Licenses

In 8 5.6 of the Agreemerttie partiesagreed t@an exclusive arrangement by which
Hipaalinewould be the sol@rovide of marketing and consulting services to GCM and only
GCM providers would conduct evaluations through the Leafwatform:

Exclusivity. [GCM] hereby grantfHipaaline] during the Term of
this Agreement, the exclusive right, at all bricks-amoitar
locations of GCM], including at any new locatiof&CM] may
create or acquire during the Term of this Agreement, to provide the
Marketing and Congtant Services relatl toGCM]’s medical
cannabis practice. To that efi@CM)] (or its empbyees, officers,
or owners) shall not engage any other consultant, contractor,
employee, or other person or entity tafpem any service that
competes, directlyrandirectly, with tre scope of the Marketing
and Consultant Services or invest in a busioesstity that does
same. During the Term of this Agreemdhtipaaline]shall not
employ or engage any physician orathealth care provider or
practitioner tgpromote or utiliz§Hipaaline]s telehealth platform
unless the physiamor other health ¢a provider or practitioner is
an employee or independent contractoiGEM].

Id. at 28. “Marketing and Consaltt Servicesinclude online lead acquisition, advedrent
and brand recognition, technology and systems managdesatdnalytics a telehalth
connectivity platform, andn electronic health recosgstem Id. at 35-36.

To facilitate the partiesarrangementipaaline provided GCMvith a license to use the
Leafwell platform:

License to Us@Hipaalinels Intellectual Poperty.

(a) During he Term of this Agreement and subjecf&CM]’s
prompt payment of atipplicable Marketing Service Fees,
[Hipaaline] hereby grants tfGCM] a nontransferable, non-
assignable (whethédxy contract or operation of law), nonexclusive,
fully paid-up, and royaj-free right and license to use the
[Leafwell plaform] solely for[GCM]’s internal business purposes
and for the purpose of rendering medical care and treatments to
patients througthe medical practice owned and operated by
[GCM].
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Id. at 28, 38 AlthoughHipaaline owns and has full rights theLeafwell plaform’s domain
name(www.leafwell.co)and the “Leafwell MD” and “Leafwell M.D.” trade nameke
Agreemet allows GCM and Gavitbs to use the names “Leafwell MD” and “Leafwell M."Cfor
any legitimaé business purposkiring the Agreement’s termd. at 29.

C. Payments

Section 3.3 of the Agreement provides that “[a]ll patient payments receiwedthr
[Hipaaline’s] telehealth ptéorm shall be solely collected and held by [GCMId. at 25.
Hipaaline and GCMurther agreed that GCM would pay Hipaaline $450 per hour wonkbd;h
“represengd]the fair market valuef the Marketing and Consultant Servitaad was“not
based on the value golume of services generated by [Hipaa] on behalf of [GGA].” Id. at
38. The parties further agreed thifaa regulatory agency determined that this rate exceeded fair
market value or otherwise violated any applicable rules or regulations, the pauties
“reasonably workogether in god faith to adjust tb hourly rate term of this Agreement to be in
complianc€. Doc. 1-1 at 38.

D. Confidential Information

The Agreement also includes provisions concerning the use of confidential information
and rights to data generated through the Leafalform. It defhes “confidential information”
as “information of a confidential or proprietary nature relating to the subjectrrdatteribedn
this Agreement whie is taken from or disclosed by@®arty (the ‘Disclosing Party’) by or to
the otherParty (the ‘Receiving Party’).ld. at 26 The Agreement further specifies that
confidential information includes “trade secretsimoels, compositions, tleaand knowhow;
designs; systems; processesnpater programs; files and documentation; reseangje¢s;

matters ofa business nature such as pricing, marketing, advertising, corporate, and dabels met
6
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and strategies; the terms of this Agreemens ligtactual, prospective, or potential clients,
customers, or patients; any information derived from the foregoing items; and any other
information that either Party may expressly desigaateonfidential during the course of this
Agreement.”ld. Sectio 5.2 provides, in relevant part:

Treatment ofConfidential InformationThe Receiving Party agrees
to hold the Disclasg Party’s Confidential Information in strict
confidence and to take commercially reasonable precautions to
protect such Confideial Information (includng, without

limitation, usingall precautions Receiving Party employs with
respetto its own Confidatial Information). Commercially
reasonable precautions shall include compliance with all applicable
local, state, federal, andt@rnational datgrivacylaws, codes,

rules, and regations. The Receiving Party further agrees not to
disclose any Confideratl Information to any third party; not to

use, analyze, transcribe, transmit, decompile, disassemble, or
reverse engineer any Ciadential Information unless required in

the performance of the Receiving Party’s duties under this
Agreenent; not to use any Confidential Information for its own or
any third party’s benefit unless authorized by this Agreement or by
the Disclosing Partyniwriting; and not to adr or remove any

legend, marking, or notice provided by the Disclosing Partyson i
Confidential Information regarding the confidential and proprietary
nature of such information.

Id. at 26—27. Section 5fdrtherprovides:

Ownership of Data. During the Term of this Agreement,

[Hipadine] will necessarily have access to data, data sets, medical
recordscharts, metadata, and analytics (“Data”) containing
personal information and protected health information (“PHI”) of
patients for collaborative use by the Parties in furtherance of this
Agreement. Ownership and use of the Data shall be governed as
follows: a) any and all Data originally collected [iCM] from
[GCM]’s patients shall permanently be the sole propédrty o

[GCM]; b) any and all Data originally collected fiipaaline]
shallpermanently be the soleqgmerty of[Hipaaline} c) during the
Term ofthis Agreement and at any time after any termination of
this Agreement, any Data owned by one Party but accessible by
and/or shared with the other Party may be sold, transferred, and/or
used by the non-owning Rarfor any legitimate bsiness purpose.
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Id. at 28. Upon termination of the Agreement, the parties agreed to return or destroy all
confidential informationn their possession or contrdd. at 30.
[I. GCM'’s Relationshipwith it s Doctors

A. Independent Contractor Agreements

GCM hasentered into indepelent contracr agreements witthe physiciansvho
conductmedical cannabisvaluations througthe Leafwell platform. These agreensent
typically provide that GCM will pay the physén compensatio for rendering thoseService$
setforth in theindepemlent contractor agreemehtGCM compensatethe plysicians per patient
visit, payingeither a flalamount—the examples before the Court provideitbee$30 or $50
per patient visi#or a percentage efhat GCMchargeghe patient-typically 33% of the
consultation fee. The physiciamgree tduse [their] besprofessional efforts to perform the
Services in aardance with the terms and conditions of this Agreement and@@M]’s
padlicies and procedures, as issued from time to tinbmoc. 14-1 at 8. AlthougicCM
“establisles]the overall paraetersand specifications for the work to be performed,”
physiciangemain“responsible for determining the methods, details, and meansfofrpmg”
the Servicesand GCM represents that ibes not tontrol themamer or means of accomisg
the work.” Id. But the physicianshgve] no authority to offer sales or discounts and ha[ve] no
authority to set pricesxa should [they] attempt to do so,” and theyree that GCM has sole

ownership of confidential information, includipgtients medical information Id. at8, 9-10.

2 Althoughthe independent carettor agreementseatServices as defined term, thedo not
specifically identify theservices physiciag agree t@erform
8
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B. Dr. Lewis Jassey

Jasseyone of GCM’s independent contractor physicians, began pngwedraluations
through thd_eafwell platformin March 2020. In April 20205regRovner, theCEO of Heally,
a Hipaaline competitpcontacted Fisheor help in findingphysicians to cover states in which
Heally did not have providerd-isherarranged a meeting witlasseyGavwvilos, and Rovnethat
month. They alagreedhatJassg would evaluatepaientsthrough bothhe Heallyand
Leafwell platforms and thaHeally, GCM, and Hipaalineiould receiwe a portion of the fees
Jasseygenerated frorthe Heallyevaluations®

Jassey is the top provider in terms of volume and revenue on both Heally andlLeaf
He receives a flat fee pevaluation, although the fee varies depending on the patient’s state and
the platform used. According to Gavrildst Jassey’s work on the Heally platform, Jassey
collects the fee,qys Heally certaimdministrative feesand then deposits the remaining amount
in GCM'’s bank account. From that amount, Hipaaline receives 4@%ey recees 306, and
GCM receives 30%. The parties did not memorializeatrsngement in writinghowever.
Hipaaline haseportedlyreceival $47,073.0®etweerpril 19, 2020 and September 26, 2020
from Jassels work with Heally According to Gavrilos, GCM stopped paying Hipaaline for any
amoursrelatal to Jassey’s worwith Heally after September 26 at Jassey’s request.
V. Friction Between the Parties

On October 11, 2020, Salzman d@alvrilos met with FisherDuring this meeting,
Fisher sought to terminate the Agreement, claiming ti&i¥iGonmmunicated in an unproductive

fashion, that Hipaaline preferréal contract with @vrilos and Salzmaimdividually as opposed

3 GCM points out that Jassey is not the gpitysician providingservices on more than one riezd
cannals telehealth platformBecause Hipaaline only focuses on Jassey, the Court does the same.
9
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to throughGCM, that the Agreement had no real effect, and that Leafwell was solely her
company. Shalso representdthat, going forwardHipaaline would directly colledll revenue
generatedhroughLeafwell. The following dayFisher sent Salzman and Gavrilos a ps&d to
have all operations and hiring moved to Leafwell, with Salzman, Gavrilos, and Jas#sy ce
Leafwell's executive team and receivid$% of any revenue from the partnership. Gavrilos
rejectedrishets proposal on October 13 amdaintainedhat Hipaalire did not have adsisto
terminate the Agreement.

Undeterredpn October 16Fisher notifiedSCM thatHipaaline was terminatg the
Agreement, effective immediatelyShe indicated thadipaalinewould honor theparties’
financial arrangements through the end of October to allow for a smooth trankitpaaline
also servedsCM with aformal notice of breach of contract and terminatibat ame day
indicating thait had terminatethe Agreementor GCM’s alleged material breaeh:

(1) engagina direct competitor dflipaaline to provideubstantially similar servicdSCM
agreedHipaaline would provide oan exclusive basis, and (@plating corporate practice of
medicine rules bynproperly splittingfees with its indpendent contietor physicians.

Gavrilos and Salzmamet with Fishelagainon October 180 discuss the parties
relationship Fishermproposed a settlemeimt which Hipaaline woulcdssune all overread and
engagemedcal providers directly, with Gavrilos,a@&man, and Jassey becoming directors of
Leafwell and collecting 15% of revenue derived from marketing pests they generated as
well as a 6% equity interest in the event of a sale of Hipaaline. Gauvrilotetejbe proposal.
The following day GCM formally responded tblipaalinés notice of terminationdisagreeing
that it had breached the Agreement and declaring that Hipaaline anticipataxiyateg the

Agreement. GCM sent a seconddeto Hipaalineon Octder 22, claiming that Hipaaline had
10
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violatedthe Agreemers exclusivity provisionby directly engaging two providers, Dr. Walter
Nyabere andr. Takayoshi Kakiuchi, to evaluate patients on the Leafwelfqia in Minnesota
and RRmsylvania. GCM providedHipaaline theopportunity to cure the breach by canceliitisg
agreements with those two doctors and having theteadenterindependent contractor
agreements with GCM by October.2dipaaline refised to do sa;laimingthat it only contacted
the doctorsfter it teminated the Agreement on October 16. Additionaiipaalinereaffirmed
its intention todisable GCM'’s access to the Leafwell platfcand replace Bluepayith
Hipaaline’s own payment processor on November 1.

With the parties at ampasseGCM filed the present complaimigainst Defendants on
October 28. After receiving notice of the complaint and TRiPaalinetook several actions,
including disabling GCMs accessotthe Lafwell platform and related accountigactivating
Salzman, the only clini@n in lllinois, in the Leafwell platforprandremoving anyreferencedo
GavrilosandSalzmarfrom the Leafwelplatform On October 9, finding herself locked out of
her Leafwell email account, Leslie ThelenGCM staf member,contated Fishethinking it
was a technical glitchFisher inforned Thelen that Leafwell no longer worked with GCM and
that all of GCM’s clinic staff now worked for and would be paydleafwell Fisher promised
to provide Thelen with a Hipaaline employment contrdgsheralso relayedimilar information
to at least one other GCM staff member, Shannon Michel.

In addition tainitiating litigation, GCM held baclka paymentiueto Hipaalineon October

26.% According to Hipaaline, as of October 30, GCM owed Hipaaline $458@falinehad

* The Agreement provigs as follows with respect to payment

Unless a valid reason exists und@s Agreement fofGCM] to withhold
payment[GCM] shall remit ppyment toConsultant for a given invoice
11
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notyet replaced the thirgarty payment processor on the Leafwell platform, andGMm
continuedo receive all fundpaid by patientshrough the Leafwell platformDuring the
hearing on GCNk request foinjunctiverelief, GCM and Hipaaline agreed émter into a
standstill agreement whitbe Court considere@CM's request for injunctive reliefPursiant to
that agreementjipaalinehas restoreCM's access tthe Leafwell platform and @M has
resumecpayments to Hiaaline
LEGAL STANDARD

TROsand preliminary injunctionsra extrardinary and drastic remedies that “should not
be gramedunless the movaniby a clear showingcarries the burdeof persuasion.’"Mazurek v.
Armstrong 520U.S.968, 9721997) (citaton omtted). The party seeking such relief must
saisfy three tmeshold requirements: must show (1y¥amelikelihood d success on the mits;
(2) an iradequate remedy at laand (3)thatit will likely sufferirreparable harnf the Court
does not grantelief. Winter v. Nat. Res Def. Courzil, Inc., 555 U.S. 7, 20 (2008Mays v.Dart,
974 F.3d 810, 8167th Cir. 2020) If the moving partyfails to satisfyanyone of these
threshold requirements, the Court must démpteliminaryrelief. Girl Scouts of Manitou

Council, Ihc.v. Girl Scouts of the U.S.A., In649 F.3d 1079, 108@th Cir. 2®8). If the

within fourteen (14) calendar days[@&CM]’s receipt ofthat invoice. In
the event tht[GCM] reasonably believes that there is a valid reason to
withhold payment, on or before expiration of thedgy period

following [GCM]'’s receipt of an invoicdGCM] shall (i) provide to
[Hipaaline]written notice reasonabhljescribhg such basis withespect

to any disputed amounts and (ii) remi{ktbpaaling all amounts not in
dispue.

Doc. 11 at 25.

> Although Winter andMaysinvolved prdiminary injunctiors, “[t]he standardfor granting a temporary
restraining order and @liminaryinjunction are theame.” USAHalal Chanmber of Com Inc. v. Bes
Choice Meats, Inc402 F. Spp. 3d 427, 438.5(N.D. Ill. 2019) (citing cases)

12
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moving party nakesthe threshold showing, howevéine Court‘proceed to a balancing
analysiswhere thecoutt must weidp the harm the déad of the preliminay injunction would
cause the plaintiff against the harm to the defenda¢ ifourt wereto grant it! Mays 974
F.3d at 818.“This balancing pocess involves aliding scde’ approachthe more likely the
plaintiff is to win on the meits, the lesshe balancef harms needs taeigh in hs favor, and
vice versd Id. Finally, the Court considers whether thaumgtion is in the public interest,
which includes taking into account any effects on non-par@esirthouse Newse®v. v. Bown,
908 F.3d 1063, 1068 (7th Cir. 2018).
ANALYSIS

Likelihood of Success on the Merits

The Courtbegirs by considering whether GCM likely to succeean its breach of
contract, CFAA, and DSA claims To meetthis requirement, theplaintiff must demostrate
that ‘its claim hassome lilelihood of sucess orthemerits.” Mays 974 F.3cdat 822 (citation
omitted) “What amounts ttsomée depends on théacts d thecase at hand becausifthe
Severh Circuit's] sliding scale approachid., butit at leastrequires dstrong” showing that
“normallyincludes a demonstti@mn of how the pplicant poposes to prove thesik elementsf
its casée’ seelll. Republican Rty v.Pritzker, 973F.3d 760, 762—-63 (7th Cir. 2020). Akre
possibility of suces’ does not meethis standard Id. at 762.

A. Breach of Contract

Under lllinois law, a breach of contract claim consistioaf elements: (1jhe existence

of a contract, (2) performance by the plaintiff, (3) breach by the defendant, and (4)ortjuey t

13
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plaintiff. ¢ Gallagher Corp. v. Rus809 Ill. App. 3d 192, 199 (19990 prevail on an
anticipatory repudiation claim,@aintiff must prove (1)he defendant repudiated the contract;
(2) the conditions of the contract could be fulfilled had the defendant not repudiated thetcont
and (3) damages resulted from the repudiatPope ex rel. Pope v. Econ. Fire & Cas. (385
lIl. App. 3d 41, 46 (2002). The repudiation must “clearly and unequivodaltjtate that the
party “will not render tle promised performance when @édmmes due.’ld. (citing In re
Marriage of Olsen124 Ill. 2d 19, 24 (1988)Praper v. Frontier Ins. C.265 Ill. App. 3d 739,
745 (1994) (“There is no anticipatory repudiation if a party does no more than make daubtful o
indefinite statements that it will not perform or that it will perform only within its itetation
of the contract.”).
GCM claims thaHipaalinehasanticipatorilybreached1) the license provision, § 5.8 of
the Agreement, by praéeng anintenion to disable, suspend, or othesiremove GCM’s
access to the Leafwell platin on November {Count I); and (2)the patient payments
provision, § 3.3 of the Agreement, Imdicating that iintends tachange the thirghatty payment
processofor the Leafwell gatform anddirectly collect payments from GCM'’s patients (Count
[II). GCM also ontends that Hipaaline has bohed(1) the terminatia clause, %.2 of the
Agreementpy sening a termination notice based on false, unsupported, and immaterial grounds
(Count IV);and (2)the exclsivity clause, 8§ 5.6 of the Agreement, by dilgengaging Dr.
Nyabere and Dr. Kakiuchi, to usestheafwell platform (Counv). Hipaaline responds by
arguing that GCM cannot prevaih any ofits breach of contract claims because GCM itsa#

materidly breachedhe Agreemenby engaging the services of a competitor and violating

® The Agreement specifithat lllinois law applies to disputes arising out of the Agreement. Dbatl
3L
14
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corporate practice of medicimeles. The Court first considerHipaaline’s claims of breb¢
which, if proven, would suggest th&CM does not have a reasonable likeliheadduccess on
the meritof its contractual claims
1. Hipaaline’'s Asserted Bases for Terminating the Agreement

The Agreemenprovides that a party may terminate the Agreement only upon the
occurrence of a material breachthe otter party and not for conmeence. Under lllinois law,
whether a breach is material @epls on tvhether it iSso substantial and fundamental as to
defeat the objects ofi¢ parties in making theyeeementpr whether the failure to perform
rendes performance of the rest of thent@act different in substance from the original
agreement. InsureOne Indep. Ins. Agency, LLC v. Hallhe2§12 IL App (1st) 092385, § 43
(citation omitted). “The breat must beso material and important to justify thgured party in
regarding the whe transaction at an endId. (citation omitted).

a. Jasseys Work with Heally

Hipaalinefirst claims that @M hasmateriallybreachedhe Agreements exclusivity
provision. Specifically, it argues thia¢cause Jassey evakmmnedical cannabkipatienton both
the Heally and Lafwell platforms, GCM has violated its undertaking o “engage any other
consultant, contractor, employee,ather persoor entity to perform anyesvice that competes,
directly or indirecty, with the scope of the Marketing and Consultant Services or invest in a
business or entity that does samBoc. 1-1 at 28 Hipaaline reads the excludiyiprovision too
broadly, however.The Agreemendefines “Marketing and Consultant Services” d®"“t
Markeing and Consultant Servisgrovided by Consultant to drive traffic to Company
specifically,online lead acqgsition, advertisement and brand recognition, technology and

systems management, lead analytds)ehealth connectivity platfornand arelectonic health
15
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recordsystem Id. at 24 35-36. These servicedo not include the evaluation of patients, which
the Agreement leavede GCM s medical providersAlthough Heally provides competing
marketing and consultaservices, Jassey paysicianevalatingpatientsfor medicé cannabis
certifications, does notAnd GCM only has a contract with Jassegt Heally. Because¢h
plainlanguage of the exclusivity provision does not supd@raalines broad interpretatiothat
GCM cannot engagany physician to provi services o the Leafwdlplatform who also
provides services through othetehealtiplatforms the Courtcanna find on the record before it
that Hipaaline has made a strong showing lofechof the exlusivity provision.

Further, eva if Jassels work for boh Leafwell and Heallamountgo GCM indirectly
competing with the services Hipaaline provides, Hipaaline would beprasded to demonstrate
that such a breadb materialand supports terminatiorit the ime the parties ented into the
Agreement, Fiser knew of Jasséywork for Heally—she facilitated the arrangemerand
received payments derived from Jassey’s Hemdlgk. Consequently, it would be difficult for
Hipaaline to establisthatJassels continued work vith Heallycould be consideretso
substantial and fundameritalf a breach that it “defeat[s] the objects of thetiparin making the
agreement’ InsureOne2012 IL App (1st) 092385, 1 43.

b. Corporate Practice of Medicineand FeeSplitting

Hipaaline ato argueshatGCM has violated itsepreserdtionthat, ‘{aJs of the Effective

Date and currently, [GCM] operates d#ics in compliancevith all applicable s&te and federal

corporate and health careeshnd regulations, includingith regpect tocorporate pactice of

" Hipaaline argues th&tishets knowledge andpparent acquiescence to the arrangenrentfano
import because of the Agreemenhcewaiver and mtegrationprovisions. But Hipaalinbas not pointg
to anything to suggest thitese clausasegate the ragred materiality inquiry.
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medidne rulesicensure rules, and telemedicine guidelintDoc. 11 at 32 According to
Hipaaline, GCM's violations of the cgporate practice ahedicine rules and fesplitting
prohibitionsamount to a material breabkRcause aatinuingto comply with the Agreement
would put Hipaaline ithe untenable situationf supporting theinlawful practice of radicine.
Although the parties discuss several stdtasgs, the Court focuses on lllinois for purposes of
resolving the present rtion.°
i. Corporate Practice of Medicine

According to the corporatpractice of medicine dtone, with limited exceptions,
corporations cannot provigeofessional medical servicescause only human beings can obtain
thelicensegequired taender medicatare Berlin v. Sarah Bush Lincoln Health Gtd.79 IIl.
2d 1, 10 (1997). The prohibition stems from public policy concerns with “the dangers of lay
control over professional judgment, the division of the physisikyalty béween his patient
and hisprofitmaking employer, and the commercialization of the professidah,’see also
Carter-Shields, M.D. v. Alton Health Ins201 Ill. 2d 441, 458 (2002)[{T] he proscription
against the corporate practice of medicine is, at root, animated by the publcpuppose of
safeguarding the public health and welfare by protecting the physgiateamnt relatbonship from
lay interference with the physiciaprofessional judgmeny.”

Under lllinois law, thepractice of medicine includes, among otherdhkifl) appeang to

the public as being engaged in the diagnosis or tegdtof physical or mental ailments or

8 Although GCM s representation only applied ted specificdates inOctober 2019 and JuP02Q
GCM has not pointed to any fifrences in its operations between these dates and now that would affect
the Courts consideration ahe validity of the epresentation.
° The Court acknowledges that not every statghith GCM opertes prohibitshe corpoate practice of
medicinenor does so in the same waBut because GCM represented that it contpligth all relevant
state lawsthe fact thatts opeation may not be prohildd in one statevould not excuse its flure to
comply with other stas’ laws
17
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conditions, (2) suggesting, recommending, or prescribing any form of treatment for the
palliation, relief, or cure of any physical or mentahaghts a condition with the intentioof
receiving a fee, and (3) diagnosing or attempting to diagnose, prescribing for, or otherwise
treating any ailment or conditior225 Ill. Comp. Stat. 60/49, 60/50. Only licensed individuals
may practice medicine, amrporations may nottdain medicalicenses. 225 Ill. Comp. Stat.
60/3 TLC Laser Ctr., Inc. v. Midwest Eye Inst. Il, Lt806 Ill. App. 3d 411, 422 (1999). The
lllinois Limited Liability Company Actalso require$[e]ach organizer of a limited liabtly
company organized to engage i ftractice of medicingo] be a licensed physician of this
State or an attorney licensed to praclie in this State.” 803l Comp. Stat. 180/5-1.
Similarly, the lllinois Medical Corporation Act provides that “[adll the oficers, directors and
shareholders of a corpion subject to this Act shall at all times be persons licensed pursuant to
the Medical Practice Aaif 1987.” 805 Ill. CompStat. 5/13.

At this stagethere appears to be no question thatphysicians evaluating patients on
the Leafwell platform engage in the practice of medicine. For medical cannalfisatetis,
lllinois requiresthecertifying health care professiortalhave an ogoing bona fidghysician
patient relationship that is not limitedigsuing the writta certification or a consultation solely
for that purpose and to perform a comprehensive examination of the patient and makerar confir
a diagnosis of a debilitating medical conditf8n410 Ill. Comp. Stat. 130/10(y),){z10 .
Comp. Stat. 130/36(a)(4); Ill. Admin. Code tit. 77, 8 946.300.

Althoughthe physiciansvith whom GCM contactsengage in the practice of medicine, it

does not necessly follow that GCM does as wellSeeCorporate practice of medicine doctrine

' The Court does not address whetiephysicians wit whom GCMcontracts to provide medical
cannabis evaluations actuallyroply with the requirements under lllingad other statésaws for
providing medicatannabis certifications
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and fee splitting prohibition21 Ill. Prac.,The Law ofMedical Practice in lllinois 86:9 (3d ed.)
(“[ A] physician mgy be employed as an independent contractor subject to the terms of a contract,
but not the overall control of an employer.Admittedly, GCMhasmade contradictory
statements as to itele in providing medical cannabis certificatianghe partes’ Agreement
and this litigation GCM nowrepresents that the Court should treasé manageentservices
organization*MSQ”) thatprovidesadministrative services tphysiciansengagedri the practice
of medicine. An MSOis typically anentity “that provides management services and
administrative systems to one or more medical practide€Z’O.C. v. Midwest Emergency
Assocs., Ltd.No. 04 C 4353, 2006 WL 495971, at *2 n.3 (N.D. lll. Feb. 27, 205#) also
Gregory D. Anderson & Emily B. Grefthe MSO’sPrognosisafter the ACA: A Viable
Integration Tool?20130211 AHLA Seminar Papers 2 (2013) (providing examples of MSO
services).To avoid vidating the corporate praice of medicine doctrine, physicians typically
bill patients for theimprofessional serviceend therpaythe MSOa managemeriee tied to the
fair market alue of the MSO’s servicedMelesa Freerks etl., Corporate Pratice ofMedicine

“ A Bad Penny Alwgs Turns UP 20 J. HealttCare Caonpliance 17, 18 (2018).1fan MSO is
too involved in the operations of a medical pragtia states corporate practice of medie
prohibitions may be implicatéd.The MSQO’s Prognosisuprg see alsd-reeks, suprag at 19
(“Although the combination of the MSQO'’s authority over the nonprofessional aspects of the
physician practice while allowing the licensed professionals the sole abitieat patients in his
or her professional judgment does not seem to violateditp®rate practice of medicine
doctrine, ri& always exists that such an arrangement may be found to violate a partetelar s

restriction on corporate practice of made?).
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GCM maintainsthat itqualifies asan MSO becausit provides norelinical
administrative services independent cordictor physiciansgncluding customer service and
technical support assistange the Leafwell platform, billing and collection services through
BluePay, management of electrohiealthinformation, and communitian with states’ medical
cannabis programsSee TLC Laser Ctr306 Ill. App. 3d at 424 {Ve see no basis to conclude
that a company which solely provides administrative services to a physician or group of
physicians is therebgngaging inthe corporat@ractice of medicing). But Hipaaline responds
tha theMSO label does not matateality orGCM's prior representations. Hipaaline highlights
that e Agreement is framed as3ICM itself owns anadperates a medit practice See, e.q.
Doc. 141 at 24 28 (providing GCM with a license to use tteafwell platform*“for the purpose
of rendering medical care and ti@&nts topatients through the medical practice owned and
operated by [GCM). GCM argues thawhile this mayindicate“less than perfect caract
drafting” it is not a reason to find GCM does not actually operate 83! Doc. 25 at 2.

GCM's indepeient contractor agreements are also not models dfyotarithe issue
They dodraw some deli@ation letweenthe roles of theghydciansand GCM specifyingthat he
physicians aréresponsible for determining the methods, details, and means of perfortmang”

servicesand that GCMagrees not ttcontrol the manner or means of accomplishing the work.”

" In anaddiional argument developed in its supplemental briefitigaalineargues that, to the extent
GCM is an MSOit has violated %.8(a) of the Agreement because the Agreement provides that GCM
may use the Leafwetilatform “solely for [GCMs] interral business grposes and for the purpose of
rendering medical care and treatments to patients through the medical practice owoyeel atru by
[GCM].” Doc. X1 at 28. Theevidence before the Court suggests that Hipaahdenstod that
physicians witvhom GCM cortracted would use the Leafwegdlatform to provide medical caend that
Hipaaline provided access to the Leafvwp#itformto those physiciansFurther, Hipaaline provided
GCM with a license to use theafwell platform forGCM's “internd business piposes” which
presumably includes the services GCM rendephtsicians and patientdd. The Gurt therefore
guestions whether treating GCM as an MSO would cause a breach of the Agredicerging provision
and whether any such breaglould bemateial.
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Doc. 14-1at 8 At the same time, howeveBCM stateghat it" establish[esthe overall
parameterand specifications for the work to be performeaith the physicians agréey to
performservices'in accordance with . . . the Company’s policies and prassduld.
Additionally, GCM, and not the physicians, determirteg pricing structure ancbllects patient
payments. Instead of the physicians payd@M a management fee, GCM compenstties
physiciandor their services And GCM represents thatonly chages patients if theguaify
for a medical cannabis certificatiomhich may incentivizehe physicians taertify more
paients than are eligibleMost importantly, lhe independent contror agreementdo not
specify what, if any, serviseGCM provides to the physians. In light of this contractual
arrangement an@CM'’s representations, as wellatack of clarity as to how GCM actually
operats in practice, the Court finds that Hipaaline kaficiently set forth how it intends to
demonstrate thabCM is engaged in the cogpate practice of medicine.
il. Fee Splitting

Hipadine also arguethat GCMengages in impropdee splitting withits independent
contractors lllinois law provides that “[alicensee unddihe lllinois Medical Practice Actinay
not directly or indirect} divide, share or split any professional fe@tirer form of corpensation
for professional services with anyone in exxafor a referral or othefse; subjed to certain
exceptions. 225 Ill. Comp. Stat. 60/22.2(ajcebsees also“may not divide, shre or split a
professional service fee withr otherwise dictly or indirectly pay a percentage of the
licenseés professional service fees,wenues or profits to anyone for: (i) the marketing or
management of the licensegractice,. .. [or] (iv) negotiating fees, charges or terms of service

or payment on behalf of the licensee.” 225 Ill. Comp. Stat. 6(qf22Rut licensees may:
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pay[] a fair market value fee to any person or entity whose
purpose is to perform bilig, administrative preparatioor
collection sevices based upon a percage of profesenal service
fees billed or collected, a flat fee, or any otagangement that
directly or indirectly divides professional fees, for the
administrative preparatioof the licensees claims or theollection
of thelicenseés charges for professional giees, provided that
() the licensee or the licensee’s practice under subsection (c) of
this Section at all times controls the amount of fees charged and
collected; ad
(ii) all charges colleted are paid diretyf to the licensee or the
licensee’s pretice or are deposited directly into an account in the
name of and under the sole control of the licensee or the licensee's
practice or deposited into a “Trust Accouby a licensed
collection agacy in accordance with the requirements of Section
8(c) ofthe lllinois Collection Agency Act.

225 1ll. Comp. Stat. 60/22.2(d).

Hipaaine appears to have a good argument @a@m and the independent contractor
physicians aremgaged in an improper feplit. IndeedGCM has nbeven attempted to show
that ts payment strcturefits into an exception to the lllinois fee-splitting prohibitiéh To fall
into the exception allowing pisicians to pay a famarket value for Biin g, administrative
prepaaton, or colection servicesthe physicians must control the amount of fees charged and
collected, and those feasust bepaid directly to thghysicians or deposited directly into an
account in the nameand sole control. 225 Ill. Comp. Stat. 60/22.2@ut the independent
contractor agreements indite that the physician “has no authority to set prices, nor should he or
she attempt to do so,” Doc. 14-1 ab8d GCM collectsll patient feeshrougha third-party

payment proessorand therpays the psicians asetforth in the independent contractor

12 GCM does maintain that Hipaad' s argumentas to improper fee splittirfgare basele$sand that it'i s
not engaging in impier feesplitting.” Doc. 25 at 3.But, despite havingnultiple ogortunitiesto rebut
Hipaain€'s argument, GCM provides no explanatioto support these conclusory statements.
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agreementsNor do theindependent contramtagreements describheservices that GCM
providesfor the physiciansmakingit unclear what the portion of the patide¢ trat GCM
retainscovers and whaer that amount aligns with a fairanket value*® At this stage, Hipaaline
has made a strong showing tEEM and ts independent contractor physicians are engaged in
improperfee-splitting.4
iii. Materiality

AlthoughHipaalinehas made a strong showing thaCM does not complwith the
corporatepractice of medicinand fee-sptting rules in lllinois theevidence at this timdoes
not lend itself to a findinghtat these violationgrovide Hipaalinewith a basis to terminate the
Agreement® The dcetermination of a material breach is faspecific, with the Court to conside
factors sgh as‘(1) the extent to which the injured party will be deprived of the benefit that he o
she reasonably expected; {B¢ extent to which the injed party can be adequately
compensated for the part of that benefit of which he or she will be deprivede @jtent to
which the party failing to @rform or to offer to perform will suffer forfeiture; (#)e likelihood
that the party failing to perfo or to offer to perform will cure his or her failure, taking account

of all the circumstancecludingany reasonable assurances; andh®)extent to which the

13In contrast to the arrangement GCM hath its physicians, the agreeentHipaalinedirectly proposed
to Jasseyrovides that the physician pays Hipaal an hourly flafee representing the fair market value
of Hipaalinés services, with patient payments collected by Hipaaline solely for the physluaefit.
The Court expresses no pinion on the propriety of Hipdalpreposal.

14 Although not addressed by the fies, because Hipaaline accepts 409%G6M's net revenue
Hipaaline may also be implicated in amypgroperfee-splitting.

15 Hipaaline arges that agreements thablate Illinois' fee-splitting prohibition are vod, citing toTLC
Laser Gente, 306 Ill. App. 3dat 428-29. But Hipaalinedoes not explain hothe potential invalidity &
GCM's contracts with its independent contractor physiaiaqaires findingGCM ard Hipaalinés
Agreement voidandTLC Laser Centedoes not speak to this issueurther the patties themselves
specifiedthat any issues Wi respect to their payment arrangements would not void the éwgfiezment
and that theyvould instead work togéer to cure those issyesidermining Hipaaline current argument
for termindion.
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behavior of the party failing to perform or to offer to perform comports with standagid®df
faith and fair dealing."Commonwealth Edison Co. v. Elston Ave. Props.,, 12027 IL App
(1st) 15328, 119. Although Hpaalinenow asserts that would not have entered into the
Agreement if it had known of these violations, the record develop#telyarties suggests that
Hipaaline entered into the Agreement walyes wide open, aware of andéed instrumental in
developingGCM'’s operationaimodel Hipaalineknew that Gavitos was not a licensed
physicianand that he held a stake in GCMndHipaalineproposed and facthtedsome of the
arrangementandfee splitsit now claims are impenissible,evenacceping payments from
GCM thatallegelly arise out otheseémproper fee splitsTo the extenthatHipaaline had
concerns about GCM businesgpreactices it had ample opportunities to raise them when
negotiating the Agreemernhe partieshave not identified any changesGCM’s business
practicesover the past several months tbafeat Hipaalins bargaineefor expectations. On the
other handGCM appears to haveubgantially relied on expectations of a continued business
relationship having bagained for an initial fiveyear term® the Agreemerthatthe parties
could shorteronly in the case of a material breadior does the record suggjthat GCM made
its representi@ons of compliancevith federal and stte lawsin bad faith. Theconcerns
Hipaaline has identifiedppear curable andGCM hasexpressdan opennesso reformation of
its agreements withlipaaline andts indepedentcontractor phyisiansto conform thento
GCM's operations and thcomplexweb of state corporate practice of medicinesaed
medical cannabis gailations.

Hipaalineonly raised these alleged material breaehebich have existed since theng
the partiessigned the Agreementafterfailing to convince Gavrilos, Salzman, alassey to

enter into a new partnarip with Hipaaline Insteadof suggestinga material ieach, thecurrent
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recordreflects thatunhappy with thégreementaird desiring to cut ouhe middlemanso as to
obtaingreate control and profits over a flourishing busingdgaaline hasought in bad faith to
find apretextuabasis for terminating th&greement. In other words, the Court does not find it
likely thatHipaaline will succeed oits defensehat GCM has ntarially breached the
Agreement Ingead the Court concludekat GCM has madesirong showing that Hipaaline
breachedhe termination provision by seekingterminate the Agreemenblgly as a matter of
convenience.
2. GCM’s Claims of Breach

Hipaalinedoes not meaningfully contest thatjtidid not effectivelyterminat the
Agreanent GCM has some likelihood of success on liteeach of contract clais. The Court has
addresed GCMs claimed bredtof the termination clagsdbove and need nog¢peat that
analysis here. As for the othewntractclaims, by representing thatwould disable GCM’s
access to the Leafwell platform on Novembeddnanding that GCM stop using Liell trade
namesand indeed taking steps totrex GCM'’s accesso the Leafwell platformeven after the
filing of the complaintHipaalire appearsothavedemonstrated elearintent tobreach8 5.8(a)
and (c), theitense provisiosiof the Agreement And while exploring other payment processors
may not be enough to show an anticipatbrgachof § 3.3,the patient payments clayse
Hipaalinereiteraed that it definitively planed to change payment processors on Nibes 1in
violation of that clause’allowance ér GCM to solely collect and hold pet payments.
Hipaalire alsoadmits that it directly engagedo physicians to providielehealth services in
Minnesota ad Pennsylvanighrough the Leafwell platformAlthough Hipaaline maintains that
it did so after it terminated the Aggnent, to theextent that taninationwas ineffective, its

direct engagement with these physicians violblipadine’s agreement that all physicians using
25



Case: 1:20-cv-06401 Document #: 26 Filed: 11/23/20 Page 26 of 35 PagelD #:850

the Leafwell platforncontract througlisCM. Therefore, the Coutifinds that GCM has mde a
strong showing that is likely to succeedn its breach of contract claims, mithstanding
Hipadine’'s defense thasCM materially breached the Agreement
B. The CFAA
Although the parties focumainly on tre contract claims, GCM also argues that its
CFAA claim supports injurtive relief. To state alaim unde the CFAA a plaintiff must allege
(1) damageor loss (2)caused by (3) a violation of one of the substantive provisions set forth in
§ 1030(a), and (4) conduct involving one of the factors of harm set forth in § 1@3@X()(I) -
(V), which includes $5,00 losssover a one-gar period 18 U.SC. §103(Qqg); Segerdahl
Corp. v. FerruzzaNo. 17€v-3015, 2019 WL 77426, at *4 (N.D. Ill. Jan. 2, 2019).
Section 1030(a)(7) provides for liability against anyone who:
with intent toextort fromany person any money or other thing of
value, transmits in interstate or foreign commerce any
communication containing anyA) threat to cause damatea
protected omputer; (B)hreat to obtain formation from a
protected compet without authorizatioor in excess of
authorization or to impair the confidentiality of information
obtained from a protected computer withouhauization or by
exceedinqauthorized acas; or (C)Jdemand or request for money
or other thing of value irelation todamage to @rotected
computerwhere such damage was caused to facilitate the
extortion.
18 U.S.C. 8 1030(a)(7)GCM contends that lpaalineengaged in extortion in violation of
8 1030(a)(7) byperding email demand® GCMto renegotiate thparties arrangement

threatening that, if GCM did neigree to terminatthe Agreement and renegotiate an

arrangement for GCM toontinue using the Leafwell platform on unfaable termsGCM
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would loseaccess to the Leafwell platform andtiéehealth busines§. WhenHipaaline did not
receivethedesired responselipaaline took steps to cut off GClEl'access to theeafwell
platform, which could support a violatiemder §1030(a)(7)(C).See Eclipse Gaming Sy$LC
v. AntonuccgiNo. 17 C 1962017 WL3071258, at *3 (N.D. Ill. July 18, 2017) (plaintiff stated
claim under 8 1030§&7) where it deged that “Defendant, with the intent to extort money from
Plaintiff, sent messages in interstate commerce to Pl&ntdfinsel threatening to damage th
gaming maching”); Inplant Enviro-Sys 2000 Atlanta, Inc. v. Le®&o. 1:15€V-0394L MM,
2015 WL 13297963, at *4 (N.D. Ga. June 9, 2015) (plaintiff pleadE@3®(a)(7) violation
where it allegd thatdefendants sent an email demanding payment filamtiff and indcating
thatplaintiff's email flow and website would be unaffted if it made the payment).

As for the remaining elements of a CFAA claim, both G&M Hipaalineappear to use
protected computers, an element Hipaaline does not meaningfullyedi§ael8 U.S.C.
§ 103(@e)(2)(B) (defining protected computer to include a computer “used a&ffecting
interstate or foreign commerce ormmunication, including a conaper locatedutside the
United States that is used in a manner that affects et foreign commera
communication of the United Statg¢sPatrick Patterson Custom Homes, Inc. v. Bag86 F.
Supp. 2d 1026, 1032 (N.D. Ill. 2008) (findisgfficient an allegatiorthatthe “computer was
used for business and the business operated in two different)st#@tsdgor loss, GCM alleges
that any intemption in its access to thesafwell platform will cause tio lose revenuand incur
costs in having toustomizea new platform to provide its servicasd rebuild its lost datan an

amount exceeding the $5,000 loss thresh8leel8 U.S.C. § 1030(e)() (“loss” includes “any

16 Although Fisher sent the emsjIGCM may seek to holHipaalineliable on a theory of vicarious
liability. SeeSvanaco, Incv. Brand 417 F. Supp. 3d 1042060 (N.D. Ill. 2019)
27



Case: 1:20-cv-06401 Document #: 26 Filed: 11/23/20 Page 28 of 35 PagelD #:852

revenue lost, cost incurred, or other consequential damages incurred becauseipfiamtef
servicé€). While Hipaaline maintains that GCMtretches liaitity under the CFAA to the point
of absudity” in an attempt to turn its contractual claims into a federal statutory viol&tam,

14 at 12—-13at this stagethe Caurt finds that GCM hagrovideda plausible roadmap as to how
it can meet the elementsits CFAA claim.

Alternaively, Hipaalinecontendghat GCMis unlikdy to succeed othe CFAA claim
because # allegations trigger immunity under the Good Samaritan provisitheo
Communications Decency Aet7 U.S.C. 8 230(c)(2). The Good Samaritan provistates

No provider or user of an interactive computernsee shall be

held liable on account 6f{A) any action voluntarily taken in good
faith to restrict accesto or availability of material that the
provider or user considers to be obscene, lewd, lascivitibg,

excessively violent, harassing, or othiese objectionable, whether
or not such material is constitutionally protected.

47 U.S.C. § 230(c)(2). A] mistaken choice to block, if made in good faith, cannohbéasis
for liability under federal or statew.” e360Insight, LLC v. Comcast Corp46 F. Supp. 2d

605, 609 (N.D. Ill. 2008) Hipaalinerepresents that ¢oncluded in god faith that GCNk

access to the Leafwell platform constitutes and furthers the unlawful practiedafine. Even
assumig that the Good Samaritan provision woulglgio Hipaalinés actions irrestricting
GCM's access to the Leafwell platforthe evidence before ti@ourt at thigime does not
suggest thatlipaalinetook these actions in good faithtlather acteaut ofa desire to
pretextally terminate the Agrement Therefore, the Court finds that GCM has made a strong

showingthat it islikely to succeed on the CFAA ciai
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C. The DTSA

Finally, the Court considers GCs claim thaHipaaline hashreatened to misapproate
GCM's trade secretm violation of theDTSA. The DTSA, 18 U.S.C. § 1836, creates a private
cause of action for “an owner otrade secret #t is misappropriated. .if the trade secret is
relatal to a product or servicesed in, or intended for use in, interstate or foreign commerce.”
18 U.S.C. § 1836(b)(1)The DTSA defines a trade secret as busknelsged informationtat
the ownelhas taken reasonabieeasures to keep secret draim which the owner derives
economic value fronthe information not being generally known or readily ascertainable by
others who could gain an economic advantage from the information. 18.8.839(3).
Misappropriation under the DTSA includes thedaisition of a trade secref anothe . . . by
improper measi’ and“disclosure or use of a trade seaé&tnother without express or implied
consent” under certain conditions. 18 U.S.C. § 1839(5).

GCM alleges that its tradeesrets include “(ipricing structure of payments by GCM
Partnes to its medical provigs, (ii)contact and licensing information of existing and
prospective medical providers, (ifgvenue figures, (iv) log of patient activity oretheafwell
platform, including peak traffic hours on the platform, gajient datand identifying
information, including, but not limited to, qualifying condition, medical records, medicati
history, procedural/surgical history, demographic information, geographic location, and
cannabis-use histy, (vi) identity of referral partner wource of lead generati, (vii) medical
providers’ charts and natge(viii) medical provider activity on the Leafwell platform, and
(ix) marketing and péamer strategy ahtargets.” Doc. 1 § 196The Agreemens tamsand the
Leafwell platforms termsof use call into questiowhether all of these categoriesmfbrmation

deserve trade secret protectid®ee, e.g.Doc. 1-1 at 28 (providing thétipaaline may use data
29



Case: 1:20-cv-06401 Document #: 26 Filed: 11/23/20 Page 30 of 35 PagelD #:854

owned by GCM but accessible to it “for any legitimate business purpdsa®) 14-1 at 12
(statingthatuses ofthe Leafwell platform provide iformation on a non-confidial basis)

Even assuming that GCM could establishttlis allegedly cofidential information
merits trade secret protectidBCM appears unlikely tostablish miappropriatioror threaéned
misapproprtion SeePackaging Corp. of Am., Inc. v. Crondl9 F. Supp. 3d 1059, 1069 &
n.7 (N.D. Ill. 2020)(a courtmay grant an injunction for threatened misappropriation where a
plaintiff demonstrates th@nevitability of trade secret disclase”). GCM agreed to shaits
alleged trade secretgth Hipaaling andthere isnoindicationthat Hipaaline acquired accdss
improper meansSeed. at 1066 (\.D. Ill. 2020) (no misappropriation where a party acquired
alleged trade secrethrough the normal course of his employment”urtRer, he Agreement
provides that, upon termination, Hipaaline must destroy or r&@¥'’'s confidental
information. The failure to do so alone does not constitute misappropriation, howkver.
(“[T] he failureto return lavfully acquired information does not constituteisappropriatiohof
that information nder the DTSA). And GCM hasnot sufficierily shown howt could prove
that Hipaaline’sdisclosure or use of its trade secrets is inevitable so as tanwarr injution.
Therefore, GCM has not made the strong showing reqtorestablish it has sonti&elihood of
success on its DTSA claim.
Il. Inadequate Remedy and Irrearable Harm

The Court next considers whetl&EM hasdemonstrged irreparable harm amwdhether
it has an inadeqterremedy at lawvith respect to its breach of contractd CFAAclaims
GCM argues thaif Hipaaline cutsGCM aut of the Leafwell platformGCM will lose its
relationship with its patients and medicabyders as well aghe goodwill it has developed

under the Leafwell brand nam&CM alsomaintainghat it will lose itsextensiveefforts to
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grow and expand in the télealth industryand be forced to construmt join another online
platform which will requirea significant amount of time, effort, and money. The loss of
customers and sales ane ttontinuing threat of further losan constitute irreparablarm.

Mintel Int'l Grp., Ltd. v NeergheenNo. 08CV-3939, 2008 WL 2782818, at *5 (N.II. July

16, 2008)see alsd’romatekindus., Ltd. v. Equitrac Corp300 F.3d 808, 813 (7th Cir. 2002
(injury to consumer goodwill constitutes irreparable havm);, Food & Vending Corp. v. United
Parcel Serv. Oasis Supply Carplo. 02 C 9439, 2003 WL 256865, at *2 (N.D. Ill. Jan. 31,
2003)(sameg. The potential foirreparablenarm isespecially clear in this caggventhat GCM
has operated solely under Leafiglbrandiig, meaning that GCM would essentialiave to

start fromscratchto introduceitself to the markeif it loses access to the Leafwgllatform At

the same timetlipaaline coulddke adantage othe work GCM has done to make the Leafwell
platform a profitable business. Hipaaline responds that GCM acceptedcktbEaisinterruption
of busines becauselipaaline couldterminatethe Agreementipon a material breactiBut GCM
did not accept a risk of interruption during the duration of the AgreemeHigaalinés
convenience only.

As for an inadequate remedy at |dwpaalinepoints outhat the taditionalremedy for a
breach of contract is monetary damag@®éile “[i] nadequate rendg at law does not mean
wholly ineffectual . . the remedy mudie seriousi deficientascompared to the harm suffered.”
Foodcomm Int'l v. Barry328 F.3d 300, 304/th Cir. 203), see also Roland Mach. Co. v.

Dresser Indus., In¢749 F.2d 380, 386 (7th Cir. 1984) (damages are inadequate wtithh@)
damage award may commptlate tosawe the plaintif s business (2) “[t] he plaintiff may not be
able to finance Is lawsuitagainst the defendant without the revenues from his business that the

defendat is threatening to destrgy3) “[d]amages may be unobtainaliem the defendant
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beause he may becaninsolvent before a final judgment can be entersd collectd’; or
(4) “[t] he nature of the plaintif§ loss may make damages very difficult to gktg’). GCM
maintains thah monetary remedy at tisenclusion of the case coutduse it tayo out of

businessvhile awaiting thaiwad. Indeed, armsuch a loss of goodwill, competitive position,

and continuity of bugsess relationships “is oftentimes fatal to businesses, and cannot be readily

calculated and cured by an award of manetiamages. Diamond Blade Warehouse, Inc. v.

Paramount Diamond Tools, Ine20 F. Supp. 2d 866, 872 (N.D. Ill. Feb. 24, 2086 a0

Promatek 300 F.3dat 813 (difficulty in assessing damages related to loss of goodwill shows

inadequate remedy atwg Mazak Optonics Gp. v. Marlette, No. 17 C 1023, 2017 WL
3394727, at *2 (N.D. lll. Aug. 8, 2017)It would also be extremely difficult to quantify the
precise maetary losses that might continue to be sufferefh®plaintiff] due to los®f
goodwill.”). Hipaaline maitains thatany damagesatculation can takanto account growth in
the market and increased competitjaneaning it is not “virtually impossible ascertain the
precise economic consequences” of Hipaaline’s condtiterve, Inc. vUnger Meat Cq.779
F. Supp. 2d 840, 845 (N.D. Ill. 2011). Althdug close gestion, theCourt ayrees with GCM
thatbecause the telehealth space for medical cannabis servieas chighly competitive
and GCMs business modalepends significantly otihe continued use af telehealttplatform,
any disruption to itbusiness aald prove deastding and dfficul t to quantify and supports
injunctive relief See Mickey’s Linen v. FischeNo. 17 C 2154, 2017 WL 3970593, at *18
(N.D. 1ll. 2017) (ollecting cases finding that the loss of business can be unquantifiable and

supportsmjunctive reief).
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1. Balance ofHarms and the Public Interest

Having found @M hassulfficiently established a likelihood of success, irreparable harm,
and an inadequatremedyat law, the @urt must“weigh[ ] the irreparable harm that the ning
party would endure whout the protection of the preliminary injunctiagainst any irregrable
harm the nonmoving partyould suffer if the court were to grant the requested reli&irl
Scous, 549 F.3d at 1086. The Court must also take into corgidethe publics interestin the
controversy Courthouse News Sey@08 F.3d at 1068.

GCM argues that Hipaalingill not face any ham becausjunctive relief would
merely reqire Hipaalineto complywith the Agreement’s termsvith GCM agreeing to continue
to payHipaalne for its servicesver the term of the injuncin. And while Hipaaline argues that
continuing to provide GCM with access to the Leafwell platform would resapports the
unlawfu practice of medicinghe parties can talksteps to addreshis newfoundconcern that
stop short ofvholesale terminatioof the Agreement. On the other haiid{lipaalineproceeds
to revoke GCM'’s access to the Leafwell platfomithout causeGCM will suffer irreparable
harm. See Reliable Proservs., LLC v. Capit&rowth PartnersL.LC, 1 F. Supp. 3d 961, 965
(D. Minn. 2014) (“George used information to which he had no right to attenfiprce Reliable
to agree to some kind ooncession or settleant in connection with the parties’ ongoing
copyright dispute Enjoining such conduct would not cause George any harm that can
legitimately outweigh the harm that George is causing Reliabl€he public interest also
supports'enforcing valid contracts,” which would include ensuring that, is ttase, Hipaaline
does ot pretextuallyterminate the AgreemenOptionmonster Holdings, Inc. v. Tavant Techs.,

Inc., No. 10 C 2792, 2010 WL 2639809, at *10 (N.D. Ill. June 29, 2010).
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Theefore, theCourt finds it appropriate to grant GCM ingtive rdief andpreliminarily
enjans Hipaaline fromtaking any steps in contravention of thetigg Agreement, including
disabling,suspenihg, or otherwise remang GCM's access to the Leatll platform as well as
replacing the thirgparty payment processon the Leafwell platform.

V. Security

Rule 65 requires th&CM give security in an amount that the Court concludes is proper
to pay the costs and damages sustainddipgalineif Hipaaline waswrongfully enjoined.“The
purpose of an injunction bond is to compensate the defendant, in the event he prevails on the
merits, for the harm that an injunction entered before the final decision daogdd Ty, Inc. v.
Publ'ns Intl Ltd., 292 F.3d 512, 516 (7th Cir. 2002). The Court may find that a bond is not
required vhere ‘therésno danger that the opposing party will incur any damages from the
injunction” Habitat Educ. Ctr. v. U.S. ForeSkerv, 607 F.3d 453, 458 (7th Cir. 2010). The
Court may also balance theed for an injunction against the movasttslity to pay. Id.
AlthoughGCM hasagreed to make payments due under the Agreemsahtad beforéling the
complaintwhile apreliminary injunctionremains in effect, the Court alfiods it appropriatedr
GCM to post a $10,000 bond tompensate Hipaaline for any hatrmay suffer if ultimately
the Court wrongfully enjoinetipaaline

CONCLUSION

For the foregoing reasons, the Court grants GCM’s motion fanpaeary restrainig
order [4], which the Court construes as a motion for a preliminary injundéoraiant to
Fedeal Rule of Qvil Procedure 65, for the duration of this litigation and pending further order of
this Court, the Coultnmediately enjoiaand restraia Hipadine from (a) disabing, suspending,

or otherwise removinGCM's access to the Lewéll platform;(b) replacing GCN& thirdparty
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payment processor, Bluepay, with its own payment @smreand collecting patient payments
from the Leafwell platform; and (e)olating any other provision of the Agreement. GCM shall

post a bond in the amount of $10,00@hvthe Clerk of the Couds security.

Dated:November 23, 2020 8— (M

SARA L. ELLIS
United States District Judge
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