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SPATT, District Judge.

On July 17, 2009, Plaintiffs DISH NetwqrL.L.C. (“DISH Network”), EchoStar
Technologies L.L.C. (“EchoStar”), and NagraStdr.C. (“NagraStar” and together with DISH
Network and EchoStar, “the Phiffs”) commenced this actioagainst Defendants World Cable
Inc., d/b/a www.worldcable.tv (“World Cablg"Premium Hosting.Net Inc. (“Premium
Hosting”), Statewide Management Holding, I{iStatewide”), Sajid Sohail (“Sohail”), Yasmine
Malik (“Malik”), and Shahid Rasul a/k/a ‘@ Rasul” (“Rasul” and collectively “the
Defendants”), alleging violations of the @ Millennium Copyright Act, 17 U.S.C. § 1201
(“DMCA”), the Communications Act of 1934, 47.S.C. § 605 (“the Communications Act”),
and New York state law. Presently before@mairt is a motion by thBefendants pursuant to
Federal Rule of Civil Procedure (“Fed. R. Civ. P.”) 12(b)(6) to dismiss the DMCA and
Communications Act causes of actifor failure to state a clainand a motion by the Plaintiffs
pursuant to Fed. R. Civ. P. 15(a) to amend tmeptaint. For the reasons set forth below, the
Court grants the Defendants motion to dismiss the complaint. In addition, the Court grants in
part, denies in part, and reserdegision in part witliespect to the Plaintiffs’ motion to amend.

|. BACKGROUND

A. Factual Backqground

The following facts are drawn from the Rififs’ proposed second amended complaint.
For purposes of this motion to dismiss and nmto amend, the Court accepts all well-pleaded,
nonconclusory factual allegationstase and treats them in the béght for the Plaintiffs._See

Ashcroft v. Igbal 556 U.S. 662, 129 S. Ct. 1937, 1949-50, 173 L. Ed. 2d 868 (2009); Selevan v.

N.Y. Thruway Auth, 584 F.3d 82, 88 (2d Cir. 2009).




Plaintiffs DISH Network, EchoStar, and NagtaSoperate variouse&ients of the DISH
Network satellite television disbution system. DISH Network &satellite television company
that delivers hundreds of channels with moveggrts, and general entertainment services to
subscribers who pay a fee to receive suchicesy EchoStar designs and delivers to DISH
Network subscribers the equipment necessargdeive DISH Network satellite programming
services, including a small satellite DISH amta and an integrated receiver/decoder (the
“EchoStar receiver”). NagraStprovides smart cards and othechnology that are included in
a DISH Network customer’s EchoStar receiv&hrough the use of the EchoStar receiver and
the NagraStar smart card, DISH Network is dbleontrol what programming subscribers can
receive based oneir subscriptions.

DISH Network contracts for and purchadles distribution rigtd for the copyrighted
programming it broadcasts from a number ofat#ht outlets, includingontent providers from
outside the United States. Reat to the instant case, 8 Network has entered into
agreements whereby it obtained the rights strifbute the content from the following twelve
South Asian channels through its satellite sigt@lts subscribers in the United States: “ARY
DIGITAL”, “ARY ONE (NEWS)”, “ATN BANGLA", “CHANNEL I", “DAWN NEWS”,
“EKHUSEY”, “EXPRESS NEWS”, “GEO TV”, “GEO NEWS”, “HUM”", “PTV”, and “TV
ONE” (the “subject channels”). With respéatfour of those chanels, “ARY DIGITAL”,

“ARY ONE (NEWS)”, “ATN BANGLA", and “GEO NEWS”, DEH Network has agreements
giving it the exclusive rights to badcast the programming (“the exsive rights channels”).

DISH Network utilizes the following “conditnal access system” to provide security for
the DISH Network satellite signal (“the DISHysial”) and therefore protect the content on the

subject channels from unauthorized viewirkirst, DISH Network digitally compresses and



digitizes its satellite televisn programming and then encrypetectronically scrambles) it
before transmitting it to its customers. Thrgrypted DISH signal is then transmitted to
satellites above the Earth; transmitted back dowsustomer’s satellite dish antenna; and then
relayed by a cable wire to the customer’s Echo&teeiver. Finally, the NagraStar smart card
works with the EchoStar receivier decrypt or descramble tkacrypted DISH signal. Through
the use of the conditional accesstsyn, DISH Network can restriatcess to its signals to its
paying subscribers.

Defendant World Cable is a New York corgton that operates a telecommunications
distribution company through the website wwerldcable.tv. World Cable operates a
television signal distribution busss in the New York City/Lonigland area, which distributes
television signals through antémnet Protocol Television (“IPTV”) system. Through these
signals, World Cable transmits to its subsershapproximately 130 channels, many of which
originate in South Asia. Tobtain access to the World Calbiel'Vv system, subscribers pay a
monthly subscription fee and puede a set top box (“the World e box”). As described by
the Plaintiffs:

The World Cable box is designe®d make a direct-to-server
internet connection with the World Cable server. Once connected
to the World Cable server, the World Cable box streams the video
channels from the server directly onto subscriber’s television set.
The subscriber can then utilizer@mote control tied to the World
Cable box to switch channels awdtch programming in real-time,

almost as if the subscriber were watching the commensurate
satellite television feed fdahe real-time programming.

(PSAC, 1 35))
According to the Plaintiffs, defendant PremitHosting, also a New York corporation, is
one of the web-hosting companies that effectuates the direct-to-server connection between the

World Cable boxes and the World Cable senefendant Shahid Rasul is the chairman or
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chief executive officer and the principal execatofficer of World Cable and the president of

Premium Hosting.

At an unspecified timeé)ISH Network entered into the following subscription

agreements that establish DISH Network accowitts the following individual defendants, who

the Plaintiffs allege were undisclosed agemtemployees of Worl@€able (“the individual

accounts”):

a commercial subscriber agreement with defendant Statewide Management
Holding Inc., which authorized the repgeof DISH Network programming at a
commercial location specified on the aunt, 1983 Marcus Avenue, North New
Hyde Park, Nassau County, NY 11042 (“the Statewide account”). This address is
also the business address for World Cabteaddition, defendant Sajid Sohail is

the chairman or chief executive officer 8fatewide. In asswtion with this
account, Statewide had five separate Echo®tzeivers that we listed as active

on the account, bearing serialumbers: R0080381823; R0081455994;
R0078855235; R0078988218; and R0073393471.

two residential subscriber agreements v@8#jid Sohail. Sohail’s first agreement
with DISH Network authorized the rape of DISH Network programming at the
residential location specified on the accouitO | U Willets, Road, Albertson,
Nassau County, NY 11507 (“Sohail’s tiraccount”) and the second agreement
limited the receipt of DISH Network programming to the allegedly non-existent
residential address located on the acco2n® | U, #U, Willets Road, Albertson,
NY 11507 (“Sohail's second account”). HEerseparate Echostar receivers were
associated with Sohail's first amant, bearing serial humbers R0053416600;
R0038531642; and R0035527026, and two seépaExhoStar receivers were
associated with Sohail's secomadcount, bearing serial numbers R0064424827
and R0066742196.

a residential subscriber agreement with Yasmine Malik, which authorized receipt
of DISH Network programming at theesidential location specified on the
account, 226 Floral Avenue, PlainvieWNY 11803 (“the Malik account”).
According to the Plaintiffs, although her account remained active as of December
1, 2011, Malik no longer resided at the restiddraddress listed ithe agreement.
Three separate EchoStar receivers wese@ated with the Malik account bearing
serial numbers: ROI096584780109608463; and ROI09722637.

a residential subscriber agreement with Shahid Rasul, which authorized the
receipt of DISH programming at thallegedly non-existent address 272 | U
Willets Road, Albertson, New York 11507%l{e Rasul account”). Three separate
EchoStar receivers were associatedhwthe Rasul account, bearing serial
numbers: R0080504930; R0080052849; and R0O083273667.
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According to the Plaintiffs, in entering into these subscription agreements, Statewide,
Sohail, Malik and Rasul agreéal view the programming only #te address associated with
their particular account, and agreed not toneatcast or transmit tH2ISH Network signals.
However, at an unspecified time, the Pléistconducted an undesger investigtion and
allegedly determined that: (&) least as of December 1, 201d¢ dor some time prior to that
date, the EchoStar receivers asated with the indiidual accounts were not located at the
addresses associated with the accounts andg2uthject channels were being routed from the
individual accounts and re-brazakt through the World Cable IPTdstribution system (“the re-
broadcasting scheme”). According to the Piefgtall of the EchoStar receivers were fully
integrated into the World Cable system and actibeling utilized to etctuate the unauthorized
re-broadcasting of the Plaintiffs’ subject channdtsaddition, the Plaintiffs allege that certain
EchoStar receivers were utilizeg World Cable in the unaubrized distribution of DISH
Network’s exclusive rights channels.

B. Procedural History

On October 21, 2011, the Plaintiffs filed amaaint alleging that the Defendants’
alleged re-broadcasting scheme violated the DMCA and the Communicationk addition,
the Plaintiffs asserted claims under New Yoekeiaw against all of the Defendants for unjust
enrichment, conversion, and unfaempetition, as well as claimsaigst Statewide, Sohail, and
Malik for breach of contract. In conjunctionttvithe complaint, the Plaintiffs filed aax parte
motion for a temporary restraining order (“TRO”). On October 29, 2011, the Court granted the
Plaintiffs’ motion for a TRO, which included amder for the Civil Seizure of certain items

including the EchoStar receivers assagatwith the individual accounts.



On December 1, 2011 the United States Marshath the assistanagf the Plaintiffs’
personnel, executed this Court'syCiSeizure order. Pursuant to the Court’s order, defendant
Sohail provided an agent of the Plaintiffs wittl) all five of the EchoStar receivers associated
with the Statewide account; (8)e two EchoStar receivers assted with Sohail’'s second
account; (3) all three of the EchofStaceivers associatedth the Malik acount; and (4) two of
the three EchoStar receivers asated with the Rasul account.céording to the Plaintiffs, the
third EchoStar receiver associated with the Rascount was discoveredthie address listed on
Sohail’s first account and wasund connected to and feedisignals into an internet
connection. In addition, the Plaiifs allege that the three Echia® receivers associated with
Sohail’s first account were notrsendered or recovered.

On December 7, 2011, the Plaintiffs filed thigist amended complaint, which amended
the complaint to correct the address of defendant Malik; to set forth the business address for
World Cable; and to assert that ShaR@kul utilized the alias “Bob Rasul”.

On January 11, 2012, the Defendants ndawedismiss the DMCA and the
Communications Act causes oftiaa in the first amended comjaté pursuant to Fed. R. Civ. P.
12(b)(6) for failure to state a claim. Specdfily, the Defendants moved to dismiss the DMCA
claims on the ground that the Plaintiffs had fatleédequately plead that they, or the World
Cable boxes, “circumvented” anyctenological measure. In additi, because the Plaintiffs had
only argued in conjunction with ¢hTRO that the Defendants wdiable for violating the first
sentence of 8§ 605(a) of the @munications Act, the Defendangimilarly limited their motion
to dismiss the Communications Act claim, arguthat, because they were not “communications
personnel”, they could not be held liable untte first sentence of § 605(a). Finally, the

Defendants did not attack the sufficiency & Hilegations underlying the state law claims



directly, but rather arguedd if the Court dismissed thederal claims, the Court should
decline to exercise supplementaigdiction over the state law claims.

On February 15, 2012, the Plaintiffs submitted opposition to the Defendants’ motion. In
addition to disputing that they had failedal@usibly allege caused action under the DMCA
and the first sentence of 8§ 605@)the Communications Act, éhPlaintiffs, for the first time,
argued that they were also seeking to hotdDlefendants liable under the third sentence of
8 605(a) of the CommunicatioAst. The Plaintiffs furtheargued that, even if the Court
dismissed the federal claims, the state claims should not be dismissed because the Plaintiffs
“may soon file a motion to amend the complauich would include aallegation that this
Court has diversity jurisdiction”. (Pls.” Opp.26.) The Defendants submitted their reply brief
in support of their motion to dismiss on Fediry 29, 2012, disputing ¢hpropriety of the
Plaintiffs’ attempt to insert a new legal thedoy the alleged violation of § 605(a) of the
Communications Act, as well asthequest that the Court not dissithe state claims based on a
potential future motion to amend the complaint.

The potential motion to amend becameality a few weeks later on March 20, 2012,
when the Plaintiffs filed a motion pursuant talFR. Civ. P. 15(a) tamend the first amended
complaint. The following facts from the abovetsthcase-description were new additions in the
proposed second amended complaint: (1) thet®mar diversity jurisittion; (2) specific
allegations with respect to which EchoStar reees were associated with the Defendants’
accounts; (3) further allegatiotisat none of the Defendants meeeceiving DISH Network’s
signals at the only addresses awitted to receive signals atitht the EchoStar receivers had
been removed from the subject addresses thgtiere contractually asciated with; (4) the

Defendants’ EchoStar receivers were fulliegrated into the World Cable system; (5)



allegations pertaining to the m@eery of the EchoStar receivgyarsuant to the Court’s seizure
order, including the allegationdahone receiver from the Rasul aoat was seized at the address
listed on Sohail’s first account, where it wadt authorized; (6) thBefendants are either
communications entities or tlagents and/or employees ohwmunications entities; (7) the
Defendants with individual accounts were undisetbagents or employees of World Cable; and
(8) certain of the channels re-broadcast leyDlefendants were channels which DISH Network
exclusively distributes by IPTV in the Wed States. (Pls.” MTA Br. at 3—-4.)

The proposed second amended complaintadserted the following new causes of
action: (1) allegationthat the Defendants are liable untlee second throudiourth sentences
of 8 605(a) of the Communications Act; (2luather count againdorld Cable, alleging
violations of 47 U.S.C. § 605(a) based upon Worl8l€a re-broadcast of channels as to which
DISH Network has the exclusivaght to distribute through IPTV in the United States; (3)
further counts against defendant Rasul alleglagns based upon fraud and breach of contract
under New York state law; and (4) a furtheunt against defendant Sohalil, alleging a claim
based upon fraud under New York state law.

Because an analysis of the Defendantotion to dismiss the DMCA and
Communications Act claims assatitin the first amended complaint is intertwined with an
analysis of the Plaintiffs’ motion to amend to add factual allegations to these claims, the Court
will frame its analysis around the Plaintiffs’ marito amend. Thus, the Court addresses the
legal arguments asserted in efendants’ motion to dismiss tkemplaint in conjunction with

the motion to amend futility analysis.



II. LEGAL STANDARDS

A. Legal Standard on a Motion to Amend

A motion to amend is governed by Fed. R. CiviRBle 15(a), which stes that leave to
amend “shall be freely given when justice sguiees.” A court should deny leave to amend
only upon “undue delay, bad faith or dilatory metian the part of the [moving party], repeated
failure to cure deficiencies by amendmegmtsviously allowed, undue prejudice to the [non-

moving party,] ... [or] futility.” Foman v. Davj871 U.S. 178, 182, 83 S. Ct. 227, 9 L.Ed.2d 222

(1962); sealsoAetna Cas. & Sur. Co. v. Aniero Concrete Co.,,1404 F.3d 566, 603-04 (2d

Cir. 2005). Amendments are generally favored beedthey tend to facilitate a proper decision

on the merits.”_Blaskiewicz v. Cnty. of SuffolR9 F. Supp. 2d 134, 137 (E.D.N.Y. 1998).

However, it is ultimately “within the sound dretion of the court whether to grant leave to

amend.” _John Hancock Mut. Life Ins. Co. v. Amerford Int'l Cpg®2 F.3d 458, 462 (2d Cir.

1994) (citing Foman371 U.S. at 182, 83 S. Ct. 227).
In determining whether leave to amemasld be granted, among the “most important”

issues to consider is prejedito the opposing party. AEP Energy Services Gas Holding Co. v.

Bank of America, N.A.626 F.3d 699, 725 (2d Cir.2010) (internal quotations omitted). “Mere

delay, however, absent a showing of bad faitbratue prejudice, doesinarovide a basis for a

district court to deny theght to amend.”_State Teachers Ret. Bd. v. Fluor C683l F.2d 843,
856 (2d Cir.1981) (granting leat® amend after discovery was closed, where there was no
undue prejudice to the defendants and “no trité tlad been set by tlkeurt and no motion for

summary judgment had yet been filed by the defendants”); aBtoc# v. First Blood Assocs.

988 F.2d 344, 350 (2d Cir.1993).
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B. Motion to Dismiss and Futility

The Defendants have moved to dismiss the DMCA and Communications Act causes of
action in the first amended complaint pursuarfe¢d. R. Civ. P. 12(b)(6) (“Rule 12(b)(6)") for
failure to state a claim and seek the deniahefPlaintiffs’ motion taamend these claims as
futile. A proposed amendment is futile if th@posed claim could notithstand a Rule 12(b)(6)

motion to dismiss. Lucente v. IBM Cor@310 F.3d 243, 258 (2d Cir. 2002). The Court

therefore applies the Rule 12(b)@andard in deciding the Defemdsl motion to dismiss and in
assessing the futility of the DMCA and Comneations Act causes of action in the proposed
second amended complaint.

Under the now well-established Twomlsitandard, a complaint should be dismissed only
if it does not contain enough allegats of fact to state a claim foglief that is “plausible on its

face.” Bell Atl. Corp. v. Twombly550 U.S. 544, 570, 127 S. Ct. 1955, 1974 (2007). The

Second Circuit has explained that, after Twomtilg Court’s inquiry under Rule 12(b)(6) is

guided by two principles. Harris v. MilI§72 F.3d 66 (2d Cir. 2009) (citing Ashcroft v. Igbal

556 U.S. 662, 129 S. Ct. 1937, 1949 (2009)).

“First, although ‘a court must accept as talieof the allegatins contained in a
complaint,” that ‘tenet’ ‘is inapplicable to lelgeonclusions,’ and ‘[tjheadbare recitals of the
elements of a cause of action, supported by manelusory statements, do not suffice.” Id.
(quoting_gbal 129 S. Ct. at 1949). “‘Second, only a comi#hat states a plausible claim for
relief survives a motion to dismiss’ and ‘[d]etermining whether a complaint states a plausible
claim for relief will ... be a context—specific talat requires the reviewing court to draw on its

judicial experience and common sense.” (fuoting Igbal 129 S. Ct. at 1950). Thus, “[w]hen

11



there are well-pleaded factualegjations, a court should assutheir veracity and ... determine
whether they plausibly give rise &m entitlement of relief.” Igball29 S. Ct. at 1950.

In considering a motion to dismiss, this Cioaccepts as true tHactual allegations set
forth in the complaint and draws all reasonabfergnces in the Plaintiffs’ favor. Zinermon v.

Burch 494 U.S. 113, 118, 110 S. Ct. 975, 979, 108 L. Ed. 2d 100 (1990); In re NYSE Specialists

Secs. Litig, 503 F.3d 89, 91 (2d Cir.2007). Only if th@ourt is satisfied that “the complaint
cannot state any set of facts thvbuld entitle the plaintiff torelief” will it grant dismissal

pursuant to Fed. R. Civ. P. 12(b)(&)lertz Corp. v. City of New Yorkl F.3d 121, 125 (2d Cir.

1993). The issue on a motion to dismiss is “noethibr a plaintiff will utimately prevail but

whether the claimant is entitled to offeri@gance to support the claims.” Todd v. Exxon Cporp.

275 F.3d 191, 198 (2d Cir. 2001) (quoting Scheuer v RhadssU.S. 232, 236, 94 S. Ct. 1683,

40 L. Ed. 2d 90 (1974)).

1. APPLICATION

A. Whether the Plaintiffs Should be Permitted to Amend the Complaint to Add Additional
State L aw Claims Against Defendants Rasul and Sohail

The Plaintiffs seek to amend the complaint to allege that the Court has diversity
jurisdiction over their state laslaims, and to add state law sas of action for breach of
contract against defendant Rasul and fraudnsgdiefendants Rasul and Sohail. The Defendants
do not oppose the Plaintiffs’ motion on this groundj gherefore the Court gnts the Plaintiffs’
motion to file a second amended complaint with respect these claims.

B. Whether the Plaintiffs Should Be Per mitted to Amend the Complaint to Add Additional
Factual Allegationsin Support of their DM CA and Communications Act Claims

With respect to the proposed amendmentheéaccauses of action for violations of the
DMCA, the first sentence of § 605(a); and 8§ 605(e)(4), the Defendauis tirat the proposed

amendments are futile because the proposesdennended complaint does not cure any of the
12



defects that warrant the dismissékhese claims as asserted in the first amended complaint. In
addition, the Defendants contend that the Bfésharguments in support of their motion to
amend these claims are not based on “new aitewsd, and therefore ¢hmotion to amend is
properly characterized as an impessible sur-reply to the Defenala’ motion to dismiss. As a
result, the Defendants contend that the PRshtnotion was filed in bad faith to avoid the
inevitable dismissal of their DMCA and Comnicettions Act claims and that the Court should
deny the motion to amend in the interest of justice.

Under the Supreme Court precedent in Farfaparty’s dilatory motive is a legitimate

basis for a court’s denying that party’s motion to amend a pleading.” Am. Med. Assoc. v. United

Healthcare CorpNo. 00-CV-2800, 2006 WL 3833440, at ¢5.D.N.Y. Dec. 29, 2006) (citing

Foman 371 U.S. at 182, 83 S. Ct. 227). “When it agypehat leave to amend is sought in
anticipation of an adverse mg on the original claims ... tl®urt is free to deny leave to

amend.” _Pl, Inc. v. Quality Prods., In®07 F. Supp. 752 (S.D.N.Y. 1995) (citing Ansam

Assocs., Inc. v. Cola Petroleum, In€60 F.2d 442, 446 (2d Cir. 1985)).

The Plaintiffs readily admit that their motion to amend the complaint was “motivated by
the Defendants’ Motion to Dismiss”. (Pls.” MIBr. at 7.) Of this there can be no doubt,
insofar as most of the additional allegatiamghe proposed second amended complaint were
included in the motion for a TRO and thereforeilade to the Plaintiffs when they filed the
initial complaint and/or were knawto the Plaintiffs at leasis early as December 1, 2011, after
the Marshall’'s executed the seizure order. Therefore, these additional factual allegations could
have, and the Court would argsbould have, been included in the first amended complaint filed

on December 7, 2011. Sgabulake v. UBS Warburg LL(31 F.R.D. 159, 162 (S.D.N.Y.

2005) (noting that “leave to amend maydenied where the moving party knows or should

13



have known of the facts upon which the propca®eéndment is based, but failed to include
them in the original pleading™) (citations omitted). The only facts that the Plaintiffs contend
were unavailable to them at the time they filled first amended complaint were those relating to
World Cable’s alleged distribution of the exalteschannels. However, the fact that DISH
Network had the exclusive right to distributetaer of the subject @nnels has no bearing on
whether the Defendants violatdte DMCA or the Communications Act in gaining access to
those channels.

In addition, the Court agreéisat the Plaintiffs’ argonents for why the proposed
amendment of these claims wouldt be futile are either entirehyew theories unrelated to the
“new allegations”, or a reemphasis of their poegly stated arguments. Nevertheless, because
the Court ultimately finds that, even coresiehg the “new” allegations and arguments, the
Plaintiffs cannot plausibly allegbat the Defendants violated tBCA or the first sentence of
the 8 605(a), the Court will address the Plaintiisw arguments in its discussion on the motion
to dismiss.

1. Whether the Plaintiffs State a Claim for Violations of the DM CA

The DMCA was enacted by Congress in 19@8sttengthen copyright protection in the

digital age.” Universal ® Studios, Inc. v. Corley273 F.3d 429, 435 (2d Cir. 2001). The

DMCA contains three sections. First, 17 U.§§QA.201(a)(1)(A) providethat “[n]o person shall
circumvent a technological measure that dffety controls access to a work protected under
[Title 17]". This subsection is commonly referredas the “anti-circumvention” provision.
The second and third subsections ardas#t in 17 U.S.C. 8201(a)(2) and 1201(b)(1)
respectively, and are commonlhfeged to as the “anti-traffickg provisions”. Subsection

1201(a)(2), which is the anti-traffieig provision at issue in thlgigation, makest unlawful to

14



“manufacture, import, offer to the public,gmide, or otherwise traffic in any technology,
product, service, device, component, or part tHeteat is “primarily designed or produced” or
“marketed” to enable the circumventioropibited by section 1201(@d). 17 U.S.C. §
1201(a)(2).

Both the anti-circumvention provision ancetanti-trafficking subsections of section
1201(a) are aimed at conduct that “circumverda[gdchnological measure” in order to gain
unauthorized access to a protected work. TheClBMefines circumvention as an action that
intends “to descramble a scrambled work, to yletcan encrypted worlqr otherwise to avoid,
bypass, remove, deactivate, or impair a technological measure, without the authority of the
copyright owner”. 17 U.S.C. § 1201(a)(3)(An addition, the state provides that “a
technological measure ‘effectivetpntrols access to a work’tiie measure, in the ordinary
course of its operation, requiregtapplication of information, @ process or a treatment, with
the authority of the copyright owner, to gainessto the work.” 17 U.S.C. § 1201(a)(3)(B).

In this case, the Plaintiffs protect accasthe subject channetsrough the conditional
access system, which involves encrypting thdlgatsignals that contain the copyrighted
programming. The authorized method for detingpthe encrypted sigralvas the use of the
EchoStar receiver containing a NagraStar sraedtcDISH Network provided the EchoStar
receivers to its paying subscribemcluding a total of sixteerceivers that were provided to
defendants Statewide, Sohail, Malik, and Radiilere is no dispute &hthe conditional access
system constituted a technologioaasure that “effectively controls access to a work” under the
statute. Moreover, accepting the facts in theglaint as true, the Plaintiffs have plausibly

alleged that the Defendants used the EchoStaivers associated with the individual accounts
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to gain access to the decrypted DISH Netwsigkals, which they then re-broadcasted to the
World Cable subscribers.

However, merely alleging that a defendécessed” a copyrighted work that is
protected by a technological measure is not entagtate a claim for a violation of the DMCA.
Rather, “[tlhe plain language dfe statute . . . requires a piilf alleging circumvention (or

trafficking) to provethat the defendantaccess was unauthorized.” Séehamberlain Grp. v.

Skylink Techs., In¢.381 F.3d 1178, 1193 (Fed. Cir. 2004) (emphasis added).

Generally, when a satellite provider likéSH Network or DIREETV brings a case
alleging that a defendant violated the DMCA, it typically involves the use of a “pirate access
device”, such as decryption software, a descrambiea modified receiver and/or access card,
which are used “to circumvent this conditioaatess technology and allow users to receive the
satellite transmissions provided filge satellite television providewithout paying [the satellite

television provider] any fees'DIRECTV, Inc. v. Brown371 F.3d 814, 816 (11th Cir. 2004);

see, e.9g.DISH Network LLC v. Dillion No. 12-CV-157, 2012 WL 368214, at *1 (S.D. Cal.

Feb. 3, 2012) (identifying various methods for circumventing the DISH Network conditional
access system including “loading software contarihe proprietary data and keys to DISH’s
security system (‘piracy software’) onto circaltips within unauthorized receivers, mimicking
legitimate NagraStar smart cards” and “controtavsharing” or “internet key sharing” which
involves “a pirate computer sewvsend[ing] descrambling cod@sten extracted from a paid
subscription) to internet end-ars who have downloaded piracyta@re onto their receivers so
that their receivers are prograrad to receive the descrambliogntrol words and utilize the

control words to descrambI@&iSH programming”); DISH Network, L.L.C. v. SatFTANo. 08-

CV-1561, 2011 WL 856268, at *3 (N.[Tal. 2011) (granting samary judgment to DISH
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Network on a DMCA claim against defendant whodiied NagraStar smartcards to allow “him
to bypass DISH Network’s security measured atercept its satéé programming”).

However, in this case, the Plaintiffs do ndégé that the Defendantised or sold a “pirate
access device” to circumvent the conditional accestesy Rather, the Plaintiffs allege that the
Defendants used their EchoStar receivers asopéne World Cable re-broadcasting scheme to
circumvent the conditional access system in violation of 8 1201(a)(1)(Aaddition, the
Plaintiffs allege that the Dafielants sale of the World Cable service and the World Cable boxes
to provide the re-broadcastemnals to their subscribeviolated 8§ 1201(a)(2).

a. Whether the Plaintiffs Plausibly Allege that the Defendants Violated Section
1201(a)(1)(A)

In opposition to the motion to dismiss, tARintiffs argue that the re-broadcasting
scheme did not permit the Defendants to cireeint the technological easure, but rather it
“enable[d] the Defendants’ World Cable subscribers to avoid or bypass the Plaintiffs’ encryption
which should have protected those signals”. .(Blpp. at 8.) In support of their motion to
amend the complaint, the Plaintiffs takeampletely different position, arguing that the
Defendants themselves circumvented thengstion mechanism through fraud and deceit by
misrepresenting that they intended to use th&xH Network accounts solely for residential or
commercial viewing of the subject channels at the specific locations identified in their
subscription agreements. As set forth belomder either theory, th@ourt finds that the
Plaintiffs have failed to state a claim thia¢ Defendants violated the anti-circumvention
provision.

Section 1201(a)(1)(A), the artircumvention provision, “aims against those who engage
in unauthorized circumventiaof technological measures.... [fcuses directly on wrongful

conduct, rather than on those wiagifitate wrongful conduct. . . .Universal City Studios, Inc.
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v. Reimerdes111 F. Supp. 2d 294, 319 (S.D.N.Y. 2000) (quoting 1 Nimmer 8§ 12A.03[A], at

12A-15 (1999 Supp.)); Chamberlain G381 F.3d at 1195 (only defendants “who use

[circumvention devices] may be sebj to liability under § 1201(a)(). Thus, contrary to the
Plaintiffs’ argument in opposition to the motiamdismiss, the Defendants cannot be liable
under § 1201(a)(1)(A) for the afjed circumvention by the WaklCable subscribers. See

Autodesk, Inc. v. FloresNo. 10-CV-1917, 2011 WL 337836, at *4 n.2 (N.D. Cal. Jan. 31, 2011)

(“The FAC is focused on allegations that Dedants sold or trafficked in circumvention
technology and does not allege that they digtuaed the technology themselves. Thus,
Autodesk does not appear to havedph claim under § 1201(a)(1)(A).”).

Similarly without merit is the Plaintiffsargument in support of their motion to amend
that, because the Defendants utilized the Ecno&taivers at unauthorized locations and for
unauthorized purposes, the Defendants themseirasnvented the encryption mechanism by
obtaining access to the decrypted signals through “fraud and deceit”. Under the Plaintiffs logic,
any person who intends to engageinauthorized redistributiomhen he purchases copyrighted
material would violate the anti-cumvention provisiof the DMCA.

However, using deception to gain access to copyrighted material is not the type of
“circumvention” that Congress intended toxdmat in passing the DMCA. In enacting the
DMCA, Congress sought to punigie conduct of those peoplda“will try to profit from the
works of others by decoding the encrypted cqaetecting copyrighted w&s, or engaging in
the business of providing devicesservices to enable othdémsdo so.” H.R. Rep. No. 105-551,
pt. 1, at 10 (1998). As the Second Circuit hgdagred, the DMCA is aned at protecting “the

efforts of copyright owners to pedt their works from piracy behirdigital walls such as
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encryption codes or password protectionghiversal City Studios, Inc. v. Corle273 F.3d 429,

435 (2d Cir. 2001) (emphasis added).

Here, while the Defendants alleged fraud mayeharcumvented contractual barriers to
receiving the signal, there are no facts in the first amended complaint from which the Court can
infer that they circumvented the “digital wallithat protected the copyrighted works. In
addition, while the Plaintiffemphasize that the EchoStar ligees associated with the
Defendants’ individual accountgere removed from their authped location, the Plaintiffs do
not allege in either complaint that there wag technological measure jptace to prevent their
signals from reaching EchoStar receivers thatvuecated at unauthorized addresses. Thus,
there is no basis from which the Court can it simply moving the EchoStar receiver to an
unauthorized location avoided or bypassédigital wall”, as opposedio a contractual
restriction.

The Plaintiffs attempt to rectify thdeficiency in the proposed second amended
complaint by adding an allegation that the Echo&teeivers associated with the Defendants’
individual accounts were “fullintegrated” into th&Vorld Cable system, where they were then
“used in real-time to decrypt signals to theNlcCable subscriberghus circumventing the
Plaintiffs’ encryption by, among other thingdg/passing or removing BH’s Encryption that
should have protected the signal§PSAC, 1 101.) However,dlPlaintiffs do not allege that
being “fully integrated” into the World Cable sgm altered or interfered with the normal
process by which the EchoStar receiver and Nagra®artcard decryptele signal. At most,
the Plaintiffs have alleged that, by integngtthe EchoStar receivers into the World Cable

system, the Defendants were able to effectaat®re seamless re-broadcasting of the decrypted
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signal. However, the Second Circuit has clebdid that “the DMCAdoes not concern itself
with the use of [protected] materialgeafcircumvention hasccurred”. _Corley273 F.3d at 443.
By way of analogy, Congress explained thathe act of circumventing a technological
protection measure put in place by a copyright awmeontrol access to a copyrighted work is
the electronic equivalent of breaking into a locked roowrder to obtain a copy of a book.”
H.R. Rep. No. 105-551, pt. 1, at 17 (1998). In tlaise, the room was already unlocked, and
therefore the Defendants did not have to “briedko gain access tthe copyrighted work.
While lying to convince the Plaintiffs to op#ime door and then steadj, copying, and selling the
content of the books inside the room may violate déwes, they do not violate the DMCA.
Furthermore, even assuming that the usgecgption to obtain éhEchoStar receivers
meant that the Defendantsse of those receivers to decrype signals was without permission,
it does not necessarily follow that the Defendaotess to the decrypted signals was
unauthorized. In the contexttife DMCA, courts have interpied “authorized” access to mean
the use of the normal process or the intendedhanism for obtaining the copyrighted work.

I.M.S. Inquiry Mgmt. Sys., Ltd. v. Berkshire Info. Sys., I®07 F. Supp. 2d 521, 532-33

(S.D.N.Y. 2004) (holding thahe DMCA anticipated circumvéion of a “technological measure
gua technological measure”, atiterefore simply bypassingérmission to engage and move
through the technological measurenfrthe measure’s author” did not fall within the statutory
definition of circumvention and therefore becatlsedefendant “did not surmount or puncture
or evade any technological measure” but insteadd a password intentionally issued by
plaintiff to another entity,there was no “circumventioninder section 121(a)(1));_se&lso

R.C. Olmstead, Inc. v. CU Interface, LL657 F. Supp. 2d 878, 889 (N.D. Ohio 2009) (holding

that a defendant does not “circumvent or bypagst@chnological measure” when he uses “the
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approved methodology . . . to access the [copyeid material]”.); Egilman v. Keller &

Heckman, LLP.401 F. Supp. 2d 105 (D.D.C. 2005) (“[T]he authoriaselof a technological

measure does not constitute circumvention for purposes of the DMCA.”).

The Plaintiffs cite to Actuate Corp. v. International Business Machines, Barp09-

CV-5892, 2010 WL 1340519 (N.D. Cal. April 5, 201fdy;, the proposition that the unauthorized
use of a “low-tech methodology”—namely, a passhar, in this case, “fraud and deceit’—to
avoid or bypass a technological measure cantitotes“circumvention” under the DMCA. The
Court finds the holding in Actuate be unpersuasive insofas that decision defined
“authorized” based on the type of access (witkvithout permission), not the method of access
(the intended or unintended mechanism). Sgeate 2010 WL 1340519, at *9 (holding that
the use of passwords “without hatization” is no different thathe unauthorized use of other
technologies to gain accesscwpyrighted material, and therefore it “avoids and bypasses a
technological measure in vation [of the DMCA]").

This rationale contravenes the plain languafgihe statute, which is focused on the
method of entry. As one cowgxplained, the use of the warthvoid” and “bypass” in the
statute, “as well as the remainder of thedgodescribing circumvent, imply that a person
circumvents a technological measure only wheaffiematively performs an action that disables
or voids the measure that wastailled to prevent them froatcessing the copyrighted

material.” Healthcare Advocates, Inc.Harding, Earley, Follmer & Frailey#l97 F. Supp. 2d

627, 644 (E.D. Pa. 2007) (emphasis added)aksxEqgilman 401 F. Supp. 2d at 113
(“Circumvention, as defined in the DMCA, is lired to actions that ‘descramble,’ ‘decrypt,’
‘avoid, bypass, remove, deactivate or impairchm®logical measure.” 17 U.S.C. § 1201(a)(3).

What is missing from this stabry definition is any referercto ‘use’ of a technological

21



measure without the authority of the copyrighthew and the court declines to manufacture such
language now.”).

Thus, even assuming that the Defendantisegbaccess to the DISH Network signals
through “fraud and deceit”, the Defendants ustefnormal process tecrypt the satellite
signal did not avoid or bypass the conditional access system because they used the intended
mechanism—the EchoStar receiver and Nagrastart card—in precisely the manner in which
they were designed to function. The fact that Defendants may have used the EchoStar
receivers and NagraStar smartcards at an bodaméd location for annauthorized purpose is
irrelevant because “circumventiois’ explicitly limited to the actions listed in 8 1201(a)(3)(A).
Therefore, although stealing &ehoStar receiver or a pass@anay enable unauthorized re-
broadcasting of the copyrighted material, itsloet “circumvent” thétechnological measure”
controlling accesthe works.

Accordingly, the Court finds thahe Plaintiffs have failed tplausibly allege in both the
first amended complaint and the proposecbsd amended complaint that the Defendants
violated the anti-circumvention provision of tbCA. Thus, the Courgrants the Defendants’
motion to dismiss and denies the Plaintiffs’ matio amend the causes of action for violations
of § 1201(a)(1)(A) of the DMCA.

b. Whether the Plaintiffs Plausibly Allege that the Defendants Violated Section
1201(a)(2) of the DM CA

The Defendants seek to diswithe anti-trafficking claims ahe grounds that the Plaintiffs
have failed to allege that they sold or nedtdd a product that enables circumvention. The
Plaintiffs do not dispute thaélhe World Cable service and WadrCable boxes did not actually

decrypt the DISH Network signalfkather, the Plaintiffs come that “[tlhe World Cable boxes

22



were an integral part of the Defendants’ redolmasting scheme”. (Pls.” Opp. at 10.) This
argument reflects a fundamental misundexditag of the antirafficking provision.

In contrast to the anti-circumvention prowasithat prohibits diret circumvention, the
relevant anti-trafficking provision, section 1201 (a)(@}parately bans offering or providing
technology that may be used to circumueighnological means of controlling access to

copyrighted works.”_Univers&ity Studios, Inc. v. Reimerde$11 F. Supp. 2d 294, 319

(S.D.N.Y. 2000) (citing 1 Nimmr 8§ 12A.03[B], at 12A-25 to 12/&6). To state a claim under
the anti-trafficking provision that a service or product was “primarily designed or produced for
the purpose of circumventing echnological measure”, the Plaffg must allege that the
Defendants trafficked ia product or service thahabled the circumvention, not access to what
has already been obtained. As expldibg the House Judiciary Committee:

The Committee believes it is very important to emphasize that

Section 102(a)(2) is mied fundamentally at outlawing so-called

“black boxes” that are expressly intendetb facilitate

circumvention of technological protection measures for purposes
of gaining access to a work. . . .

(emphasis added). Thus, as Congress made tlieadevices targeted under § 1201(a)(2) were
not those that facilitated thestiibution of unlawfully receivedapyrighted material, but rather
those devices or services that atfuperformed the circumvention.

The Plaintiffs rely on CoxCom, Inc. v. Chaffé6 F.3d 101 (1st Cir. 2008) for the

proposition that, even where the conterdasrypted using thepparoved methodology, using a
device or service to gain unauthorized acce$sd@ontent constitutes circumvention. In
CoxCom the technological measureopecting the plaintiff's transission of copyrighted pay-
per-view movies was “CoxCom’s pay-per-view dely and billing system that scrambles pay-

per-view programming unless subscribdiease to purchase and view it". &.110. The
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defendant in CoxCorsold a digital cable filter that th@aintiff's subscribers could place into
their cable boxes to block the transmission ofrétarn signal that indicatl to CoxCom that the
subscriber had viewed a pay-per-view movie. In affirming the diswiatt’'s decision granting
summary judgment to the plaintiff on the DMCAarrh, the First Circuit summarily stated that
“[a] digital cable filter allowssubscribers to ‘avoid’ or ‘bypas#iat technological measure”, and
therefore the sale of such a d=vviolated section 1201(a)(2). Id.

This case is distinguishable from the argton multiple levels. First, in CoxCaifme
technological measure controlling access to thekwu@s the entire delivery and billing process,
which provided conditional access that could be revoked or resulp@malty for the subscriber
if payment was not received. The Defendanthis case, unlike thdefendants in CoxCqrdid
not interfere with the normal process by which the Plaintiffs transmitted their signal and received
payment for its service. Albugh the Plaintiffs may have beentitled to payment for their
copyrighted content that wasgwided to the World Cable subgmrs, the Plaintiffs do not
allege that there wastechnological measure in place that the Defilants circumvented in order
to prevent the Plaintiffs from receiving thisanrmation. In most cases, when a defendant
distributes a copyrighted work without authation, he is by definition denying the copyright
holder or licensee their due compensation. Wiileh a defendant may be liable for other
violations of copyright or common law, henset liable for circumventing a technological
measure under the DMCA.

Furthermore, in CoxConthe devices actually gave the purchasers, not the defendant
sellers, the ability to directly circumventthechnological measure. Although they may have
done so in part for the benefit of the World @aslibscribers, the Plaintiffs allege that the

Defendants, not the World Cable subscribeirgumvented the conditional access system
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through fraud and deceit. Nevertheless, essuming that the Defendants circumvented the
conditional access system to obtain the copyrigivexdks, the World Cable subscribers cannot
be held liable for circumvention merely becatis® subject channels “would have been subject
to a technological measure that would havetr@dled [their] access to [the copyrighted

content]”. MGE UPS Sys., Ing. GE Consumer and Indus., In622 F.3d 361, 366 (5th Cir.

2010). As the Sixth Circuit has persuasivelyedipt[s]o broad a construction would extend the
DMCA beyond its intended purposes to reach extensive condeatglwell-regulated by
existing copyright laws.”_1d.

Accepting the facts in the first amendmamplaint and the proposed second amended
complaint as true, the Plaintiffeve plausibly allegethat the Defendants’ products and services
allowed the World Cable subscribers to bérfedm the Defendants’ alleged misconduct.
However, the Plaintiffs have failed to allegeydacts from which the Court can infer that the
World Cable service or the World Cable boxes altjtenabled the World Cable subscribers to
circumvent the conditional access system. Thus, the Court grants the Defendants’ motion to
dismiss and denies the Plaintiffs’ motion to aeh¢he causes of action for violations of section
1201(a)(2) of the DMCA.

2. Whether the Plaintiffs State a Claim in the First Amended Complaint for
Violations of Sections 605(a) of the Communications Act

In the first amended complaint, the Pldiistassert that the Dendants’ alleged re-
broadcasting scheme violated the first sent@f&@605(a) of the Commirations Act and that
selling the World Cable boxes to effectutitis scheme violated § 605(e)(4) of the
Communications Act. The Defendants moveitmiss these causes of action and seek the

denial of the Plaintiffs’ motion to amend tieeslaims on the ground that, because the Defendants
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are not “communications personngfiey cannot be held liablender either provision of the
statute.
The first sentence of Segon 605(a) provides:

Except as authorized ... no pamsreceiving, assisting in
receiving, transmitting, or assisgj in transmittingany interstate
or foreign communicatioby wire or radio shaldivulge or publish
the existence, contents, subswngurport, effect, or meaning
thereof, except through authaed channels of transmission or
reception, (1) to any person otheanhthe addressee, his agent or
attorney, (2) to a person employed authorized to forward such
communication to its destinatior(3) to proper accounting or
distributing officers or variousommunication centers over which
the communication may be passéd) to the master of a ship
under whom he is serving, (5) irsponse to a subpena [sic] issued
by a court of competent jurisdion, or (6) on demand of other
lawful authority.

47 U.S.C. § 605(a) (1991).

Although not explicitly stated ithe statute, courts haveenpreted the fst sentence of
§ 605(a) as being “intended to regulate tionduct of communications personnel— tleose
legitimately involved in transmitting or receivimgdio or wire communications—rather than to
address the problem of unauthorized interceptioreception of communications.” Int’l

Cablevision, Inc. v. NoeB59 F. Supp. 69, 75 (W.D.N.Y. 199%terpreting the legislative

history of the Communications Act) (emphasi®riginal), vacated on other grounds, 75 F.3d
123, 131 n. 4 (2d Cir. 1996) (“The first serterof 8 605(a) is @bably directed at

communications personnel, as thstdct court indicated in Nog); Gen. Steel Contractors, Inc.

v. Ortez No. 05-CV-87, 2007 WL 214454, at *4 (W.Ry. Jan. 24, 2007) (“[T]he legislative
history of this section demonsteatthat the first sentence @icsion 605(a) appl&to legitimate
communications personnel, as opposethose engaged in the unawtized intercefion of wire

or radio communications.juoting _Gen. Instrument Qurv. NuTek Elecs. & Mfg., IngNo.
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93-CV-3854, 1996 WL 402511, at *4 (E.D. Pa. Ape, 1996)). Thus, courts have held that
“although any person may violate the prohibitionshaf second, third, arfdurth sentences of
Section 605(a), only legitimatmmmunication personnel may violdke prohibitions of the first

sentence.”_Joe Hand Promotions, Inc. v. Rennard Street EnterO5Hhé:. Supp. 1046, 1052

(E.D. Pa. 1997).

Despite the above-stated precedents, thatifaicontend that the “communications
personnel”’ requirement is not applicable ins@a “numerous courtsave found that when
owners/managers of bars, nightclubsrestaurants utilize signafscommercial facilities that
are only authorized for resideritiaewing, those activities violateoth the first sentence and the
third sentence of § 605(a).” (Pls.” Opp. at 1AQwever, the parties in the cases cited by the
Plaintiffs did not appear tois® the issue of whether a non-gamications personnel defendant
could be liable under the first sentence of § BDnd therefore thesue was not directly

addressed by the court. See, ddRECTV, Inc. v. FerriNo. 08-CV-122, 2009 WL 4406052

(W.D.N.C. Nov. 25, 2009) (holding that a bar owaathorized to receiveatellite transmissions
for residential use was liable under the first #ml sentences of 8 605(a) for broadcasting the
satellite transmissions at his bar for commercial benefit without any reference to

“communications personnel”); That&ntertainment, Inc., v. J.P, 843 F. Supp. 995 (D. Md.

1993) (same). In fact, in one of the casésdcby the Plaintiffs, DIRECTV, Inc. v. WaJIBo.

08-CV-605, 2009 WL 2255289 (S.D. Ohio July 27, 20089¢ court held that the defendant bar
owner who falsely registered for a residentigtead of a commercial subscription was liable
under the third sentence, not thetfgentence of section 605(a).

In contrast to the cases cited by the Plaintifie Defendants cite Bocase that directly

addressed the liability of a bar owner underfirst sentence of 5(a), Kingvision Pay Per

27



View, Ltd. v. Duermeier24 F. Supp. 2d 1179 (D. Kan. 1998), which held that the defendant bar

owner who was authorized to receive onlydestial cable service was not “communications
personnel” and therefore “[could not] be liakhinder the first sentence of § 605”. dt11183.
The Plaintiffs argue that, even assumingjitifirst amended complaint is subject to
dismissal for failing to allegthat the Defendants are “commaaiions personnel”, they should
be permitted to amend their complaint to incltigke allegation that the Defendants, who are
engaged in the distribution of teleasi programming through the IPTV system, are

“‘communications personnel”. Togoort this argument, the Plaifié cite to_National Satellite

Sports, Inc. v. Time Warner Entertainment Co. | 2R7 F. Supp. 2d 466 (S.D.N.Y. 2002),

where Time Warner, a televisialistribution company that was grhuthorized to broadcast a
pay-per-view event to residential subscribetselbge signal, was held liable under the first
sentence of section 605(a) for unknowingansmitting the event to a commercial
establishment. Even accepting that Time Waamer World Cable are comparable entities, there

is a critical difference betweenetifacts in National Satellite Spodad the instant case, namely

that Time Warner was authorized to receitlegl satellite signal iits capacity as a
communications entity.

The fact that an authorizedcipient also happenswork in the communications
industry does not necessarily create liability emithe first sentence of 8 605(a). Rather, the
relevant inquiry is whether the person authorizetbteive the signal wasithorized to do so in

their capacity as an “intermediary”. Sdat’| Satellite Sportsinc. v. Eliadis, In¢.253 F.3d 900,

913 (6th Cir. 2001) (“In particular, the prohibitian the first sentence of § 605(a) does not
involve the interception of a acomunication at all. It prahits intermediaries who are

authorized to receive a communication by wareadio from divulging the contents of the
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transmission to any person other tham @lddressee intended by the sender.”)idGgEAN
authorized intermediary of a communication (sasffime Warner) violates the first sentence of
8 605(a) when it divulges thatmonunication through an electrorabannel to one “other than

the addressee” intended by the sender (subfeas Events).”); Joe Hands Promotions v.

D.M.B. Ventures, InG.Nos. 93-CV-2656, 93-CV-3141, 1998L 328399 (E.D. La. May 31,

1995) (holding that Cox Cabla,communications company hatized to distribute a boxing
match to its residential customers by an eveotnater, violated the first sentence of 8 605(a)
when it broadcasted the event to several comiaegstablishments that had falsely obtained
residential service from Cox Cable).

Although it was not resolved on the meritelaherefore has no precedential value, the
Court notes that one of the cases cited byPlamtiffs in their motion for a TRO to support
liability under the first sentence of 8 605&unilarly involved déendant communications

companies with a contraciualationship to the satellite signal provider. $&sdison Square

Garden, L.P. v. Telestar Systems, Jido. 02-CV-2080 (E.D.N.Y. 2002) (plaintiffs,

telecommunications entities who operated spdrgnnels alleged thdefendant, a Satellite
Master Antenna Television system operatdhwhom it had a cordictual agreement that
permitted the defendant to distribute certain o€itannels, violated the first sentence of § 605(a)
because it re-broadcast the plaintiffs’ signaladditional subscribers without the plaintiffs’
authorization).

Thus, even assuming that the Defendardpaoperly classified as “communications
personnel”, the Plaintiffs have nalleged that the Defendants wargthorized as intermediaries
to receive or transmit the DISH signal. Acdogly, the Court grantthe Defendants motion to

dismiss the Plaintiffs’ cause oftamn alleging that the Defendants violated the first sentence of
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section 605(a). In addition, because permittingPlantiffs to amend the complaint to assert
additional allegations regardinige Defendants’ liabity under the first sentence of § 605(a)
would be futile, the Court denies the Rl&fs’ motion to amend this claim.

3. Whether the Plaintiffs Should be Per mitted to Amend their Communications Act
Claim

The Defendants contend, and the Court agtbasthe causes of action for violations of
the second through fourth sentences of the 8&§@5€ newly asserted in the proposed second
amended complaint. Thus, the Court addresseRldintiffs’ claims under these provisions for
futility.

The second sentence of § 605(a) provides:

No person not being authorized bHye sender shall intercept any
radio communication and divulg®r publish the existence,
contents, substance, purport, effextmeaning of such intercepted
communication to any person.

The third sentence of § 605(a) provides:

No person not being entitled theveshall receive or assist in
receiving any interstate or fagm communication by radio and use
such communication (or any infortian therein cordined) for his
own benefit or for the benefit of another not tedi thereto.

Finally, the fourth sente® of 8§ 605(a) provides:

No person having received anyarcepted radio communication or
having become acquainted with thentents, substance, purport,
effect, or meaning of such commcation (or any part thereof)
knowing that such communicatiomas intercepted, shall divulge
or publish the existence, contenwibstance, purport, effect, or
meaning of such communication (@ny part thereof) or use such
communication (or any informatiaherein containg) for his own
benefit or for the benefit @nother not entitled thereto.

47 U.S.C. § 605(a).
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In addition, the Plaintiffs also allege ththe Defendants violain Section 605(e)(4) of
the Communication Act which prosces the sale and/or distriboiti of satellite piracy devices,
which provides:

Any person who manufacturesssembles, modifies, imports,
exports, sells, or distributes amjectronic, mechanical, or other
device or equipment, knowing or having reason to know that the
device or equipment is primarilyf assistance in the unauthorized
decryption of satellite cablgprogramming, or direct-to-home
satellite services, or is intendém any other activity prohibited by
subsection (a) of this section, shall be fined not more than
$500,000 for each violation, or imprisoned for not more than 5
years for each violation, or botRor purposes of all penalties and
remedies established for vidlats of this paragraph, the

prohibited activity established herein as it applies to each such
device shall be deemed a separate violation

47 U.S.C. § 605(e)(4).

Although this claim was asserted in thetfmasended complaint, because the Court found
that the first amended complaihid not state a claim for aalation of § 605(a), the Court
addresses it in the context of the Plaintiffs motion to amend.

First, the Court finds that permitting the Plaintiffs to amend their complaint to assert
violations of the second and fourth sentences @d5(a) would be futileThe second and fourth
sentences of § 605(a) indisputatequire an “interception”Contrary to the Plaintiffs’
arguments, the Court finds that they have faitedllege that the Defendants “intercepted” the
DISH signal.

“[T]he term ‘intercept’ or ‘inerception’ means to stop, seipe,interrupt prior to arrival;

or taking or seizing beforeraval at the destined placePremium Sports Inc. v. Connegl012

WL 691891, at *2 (S.D.N.Y. March 2012) (citing_Katz v. United State389 U.S. 347, 88 S.

Ct. 507, 19 L. Ed. 2d 576 (1967); Goldman v. United St&#6 U.S. 129, 134, 62 S. Ct. 993, 86

L. Ed. 1322 (1942)). Although some courts hbekdl that the removal of a receiver from a
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residential to a commercial location constitutmterception”, those a@s are distinguishable
because the relocation was actually necessagif@otuate the unauthorized distribution of the
signal.

In this case, the Court faite see how it matters whetheethoxes were located at their
intended addresses or some other location whenategedly re-transmitted the signal to the
World Cable server. The Plaintiffs have nii¢@ed that the physical location of the Echostar
Receiver had any bearing on what was done aftesigimal was received. Thus, the fact that the
Defendants may have removed the EchoStar rereassociated withehndividual accounts
from the locations associated with those accodoés not constitute an “interception” under the
Communications Act. Accordingly, the Court finth&it permitting the Plaintiffs to amend their
complaint to add claims for violations of teecond and fourth sentences of § 605(a) of the
Communications Act would be fugi] and therefore denies theiption to amend on this ground.

With respect to the third sentence @d@b(a), the Defendants argue that permitting the
Plaintiffs to amend the complaint to assectaam under this provision would be futile because
the Plaintiffs have not plausiphlleged that the Defendants ‘&ntepted” the satellite signal.

The Court is aware that some cases havethatdsimilar to the second sentence, the third

sentence of 8 605(a) also requires an interception. SeeRremium Sports, Inc2012 WL

691891, at *2 (“The critical and dispositive legal pagthat in order for tbre to be a violation
of 47 U.S.C. 8§ 605(a), there must be an “icéption” of a signal otransmission.”); Nat'l

Basketball Ass’n v. Sports Teafmalysis & Tracking Sys., Inc939 F. Supp. 1071, 1114

(S.D.N.Y.1996), (“The third seance, contrary to the unsupported assertion from JIRCI.
upon which NBA relies, similarly requires an irdeption and is inapplicahlg, rev'd in part on

other grounds sub nom. Nat'l| Bathkall Ass’'n v. Motorola, In¢.105 F.3d 841 (2d Cir. 1997).
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However, the vast majority of cases h@ezsuasively held that “[s]ection 605(a)

prohibits much more than just the unauthorirgdrception of signals.”That's Entertainment v.

Centel VideopathNo. 93-CV-1471, 1993 WL 13011588, at(¥.D. Ill. Dec. 9, 1993) sealso

Joe Hand Promotions, Inc. v. That Place, | N©. 11-CV-931, 2012 WL 2525653, at *3 (E.D.

Wis. June 29, 2012) (“While the second and fourth sentences of 8§ 605(a) require both an
unauthorized ‘interception’ anddiavulgence of the transmissionander to establish liability
under the Act, the first and third sentences of § 605(a) do not similgtlireean ‘interception’

and simply proscribe the unauthorized divulggeenr use of communications which have been

‘received’ legally for certain purposes.”)&JJ Sports Productions, Inc. v. 4326 Kurz, |.tdo.
07-CV-3850, 2009 WL 1886124, at *7 (E.D. Pa. JBBe2009) (holding that section 605(a)
prohibits “divulging transmissioaf a satellite communication tmauthorized persons, even

after lawfully receiving the communication”); Kingvision Pay Per View, Ltd. v. WilliainB.

Supp. 2d 1481, 1484 (S.D. Ga.1998) (“Although Williams admits that she displayed the boxing
match to her establishment’s patrons, her Ansiams as a defense that she paid for the boxing
match on a pay-per-view basis. This does not, keweelieve her from liability. While she may
not have illegally intercepted the satellite sigshe was not authorized display it to her

establishment’s patrons.”); ThaBntertainment v. Old Bridge TaverNo. 94-CV-2612, 1996

WL 148045, at *2 (N.D. lll. March 28, 1996) (“Evéinthere was no circumstantial evidence that
Old Bridge intercepted the signal, thergliiect evidence that tendant broadcast the

transmission which is enough to violate the statute.”) Hrels Promotions v. D.M.B.

Ventures, InG.No. 93-CV-2656, 1995 WL 328399, at *2—3[ELa. May 31, 1995) (“The first

sentence of Section 605(a) was intended tolaggithe conduct of those persons legitimately

involved in transmitting or receing radio and wire communications.” . . . “The third sentence of
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Section 605(a) also applies tarpens who assist in the transsion of radio communications.”);

That’s Entertainment, Inc. v. J.P. T., In843 F. Supp. 995, 999 (D. Md. 1993) (“While

defendants are correct in pomgiout that the second sentené&ection 705(a) of the Act
requires both an unauthorized &nteption’ and a divulgence of a cable television transmission
in order to establish liability under the Act .hetfirst and third sentences of Section 705(a) do
not similarly require an ‘interception’ ofaable transmission and clearly proscribe the
unauthorized divulgence or usecommunications which hav®een ‘received’ legally for
certain purposes.”).
This is consistent with the purpose of gtatute. As the %ih Circuit has noted:

In view of [promoting the growttof satellite programming and

facilitating individual reception of unencrypted satellite signals],

Congress amended the Commutiaras Act to authorize the

receipt of unscrambled satellpeogramming for private viewing|,

w]hile leaving intact the prohibitions against unauthorized use of
radio or wire communications contained in 47 U.S.C. § 605(3.

Nat’l| Satellite Sports, Inc. v. Eliadis, In@53 F.3d 900, 913 (6th Cir. 2001) (quoting Loschiavo

v. City of Dearborn33 F.3d 548, 551 (6th Cir. 19948mphasis added in Eliajtiseealso

Sioux Falls Cable Television v. State of $.888 F.2d 249, 259 (8th Cir. 1988) (McMillian, J.,

dissenting (“Congress in 8 605(a) hagpressly prohibited the un&atrized reception of cable
television programming. An indigtual or entity, nanatter how laudable the motives, may not
receive or retransmit cab$ervices without authimation unless the receipf the services comes

within the private viewingexception of 605(b).”); Califaria Satellite Sys. v. Seimpi67 F.2d

1364, 1366 (9th Cir. 1985) (“Enacted in 198dction 605 was aimed at preventing the
unauthorized use of radio signals by #hasithorized to transmit these sigredsvell as those

not involved in authorized transmission.”) (emphasis added).

34



The Plaintiffs have allegetttat the Defendants with inddual accounts received the
DISH signal containing the subjedtannels and divulged the satellsignal to World Cable and
the World Cable subscribers, which were ndhatized to receive thsubject channels, for
financial gain. These facts plausibly allegatttine Defendants violated the third sentence of
8 605(a). Accordingly, the Court grants the Riffsi motion to amend the complaint to assert a
cause of action for the Defendants’ viatettiof the third sentence of § 605(a) of the
Communications Act.

Finally, the Plaintiffs allegéhat the sale of the Worldable boxes violated § 605(e)(4)
because they were used for the receipt of unaattbsatellite signals in violation of § 605(a).
At this stage of the litigation, the Court masicept the Plaintiffs’ assertions about the
underlying technology as true. Thus, drawing allnafees in favor of the Plaintiffs, the Court
cannot say that, as a matter of law, the sateeiorld Cable boxes were not “intended” for an
activity prohibited by 8§ 605(a)Accordingly, the Plaintiffsmotion to amend to assert a
violation of § 605(e)(4) is granted.

As a final matter, the Court notes that thikng is premised on thilaintiffs allegations
that the Defendants actually engaged in a relmastohg of their signal. To the extent discovery
reveals that the technology utilized by the Delients did not involve the transmission of the
original signal, or was more akin to copgicontent, the Communitans Act may not be

applicable._Seguffa, LLC v. Justin.tv, In¢.838 F. Supp. 2d 1102, 1107 n.5 (D. Nev. 2012)

(“This is technologically a very different actth that committed in the cases cited by Zuffa [for
violations of § 605(a)] where business proprietmtially extended the point of distribution of
the actual broadcast signal distributed over dec@y satellite) sysim beyond its authorized

limits. . ... Here, the allegations are thabay of the signal was made after the signal
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terminated at some device. This both changest Wte signal is, how it iseing distributed, and
removes it from the point of disuition relevant to the statute.”).
V. CONCLUSION
For the foregoing reasons, it is hereby:

ORDERED, that the Defendants’ motion tismiss the DMCA causes of action
pursuant to Rule 12(b)(6) is GRANTED and thaiftiffs’ cross-motion to amend these claims
is DENIED, and it is further

ORDERED, that the Defendants’ motion tosdiiss the cause of action alleging
violations of the first sentence of § 605¢ifhe Communications Aés GRANTED, and the
Plaintiffs’ cross-motion to amend thitaim is DENIED, and it is further

ORDERED, that the Plaintiffs’ motion to amendetltomplaint to allege that the Court
has diversity jurisdiction over ¢ir state law claims, and to add state law causes of action for
breach of contract against defendant Rasdlfeaud against defendants Rasul and Sohail is
GRANTED, and it is further

ORDERED, that the Plaintiffs’ motion to amend the complaint to assert a cause of action
for the Defendants’ violation of the secaauad fourth sentences of § 605(a) of the
Communications Act is DEIED, and it is further

ORDERED, that the Plaintiffs’ motion to amend the complaint to assert causes of action
for the Defendants’ violations of the thirdnéence of § 605(a) of the Communications Act and
8 605(e)(4) of the Commueations Act is GRANTED.

SO ORDERED.
Dated: Central Islip, New York
September 28, 2012
/s/ Arthur D. Spait

ARTHUR D. SPATT
United States District Judge
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