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A, Inc. v. Terry et al

The Honorable Ronald B. Leighton

UNITED STATES DISTRICT COURT
WESTERN DISTRICT OF WASHINGTON, AT TACOMA

T-MOBILE USA, INC., a Delaware
Corporation,

No. 3:11-cv-5655-RBL

Plaintiff, ORDER GRANTING PARTIAL SUMMARY
JUDGMENT AND ENTERING PERMANENT
INJUNCTION AGAINST DEFENDANT

GEORGE COLLETT

V.

SHERMAN TERRY, et al.,

Defendants.
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THIS MATTER is before the Court on Plaintifif-Mobile USA, Inc's (“T-Mobile”)
Motion for Partial Summary Judgmehgainst Defendant George Cdtlé¢‘Motion”). [Dkt. #134].

T-Mobile contends that there are no matefiaals in dispute and summary judgment shoulg

Doc. 182

be

granted in T-Mobile’s favor on its Federdrademark Infringement and False Advertising

(Count One), Trafficking in Computer Passd®r(Count Three), Unauthorized Access W
Intent to Defraud (Count Four), Theft of Comer Data (Count Five)lJJnauthorized Acces
(Count Six), Unfair CompetitionQ.C.G.A. 823-2-55 (Count EightCivil Conspiracy (Count
Nine), Georgia Computer Systems Protecthmt, O.C.G.A. 816-9-93 (Count Thirteen), af
Deceptive Trade Practices, O.C.G.A. 810-1-372 (Count Fourteen) claims (collective

Mobile’s “Claims”). The Court has reviewdtie case file, considered testimony, and hg

argument for and againte motion, and being otiveise duly and fully adwed in the premises,|.

For the following reasons, tl@@urt GRANTS the Motion for Paal Summary Judgment Again

Defendant George Collett and enters a permanent injunction.
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The Court makes the following findings:
This Court has jurisdictiorover the parties and the clainsgt forth in T-Mobile’s
Amended Complaint.

A. T-Mobile’'s Business Model

T-Mobile has the right to use and enforcal sgghts in the standard character mark

Mobile and a stylized T-Mobil&ark (collectively, the “T-Mobile Marks”), as depicted below

T

T-

T-Mobile uses the T-Mobile Marks on and ionmection with telecommunications services and

products, which are provided nationwide.

T-Mobile’s prepaid programs provide T-Mobiteistomers with wireks service without &

term contract, deposit or activation fee. Tdaobservice, customers fahase a T-Mobile phon
from T-Mobile or from an authorized T-Mobile desbr retailer, pay for thfirst month of service
and then pay a monthlgé in advance for their service orVibbile’s wirelessnetwork for that
month. T-Mobile subsidizes eattandset, or, in other wordsasyes its customers less for t
prepaid phone than it cost T-M&bto purchase.it T-Mobile recoups the &3 over time through th

sale of T-Mobile servicesAlong with the pbne, customers receive a Stlslrd, which is inserted i

the handset. The SIM card alloti® phone to aces the T-Mobile wirelessetwork, and to track

and regulate airtime usage. Both T-Mobile QidMds and handsets cating T-Mobile Mark.

The SIM card provides accessltMobile’s wireless network owlif it is properly activated,
which can only be accomplishédrough a confidentiahnd proprietary welis or through a TH
Mobile customer service represdivia. To activate d-Mobile SIM card, arauthorized T-Mobile

dealer must enter a confidentiatiaation code into T-Mobile's saire activation website or orall

D

D

y

give the code and customer-related informatioer adie phone to the T-Mobile customer senvice

representative. Upon receiving all of the required information, T-Mobile then activates th

card, and the customeray use the SIM card to accessTHelobile wireless network.
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T-Mobile’s post-paid business accountdowl businesses to purchase and acti\
numerous phone lines from T-Mobile on a post-gaadis, usually with unlimited airtime and
variety of services. These activations can dmylegitimately made in T-Mobile’'s computy
systems by a T-Mobile representatoreauthorized T-Mobile dealer.

B. Defendant’s lllegal Conduct

Defendant and his co-conspirators engagedniawful business practices involving ti
unauthorized use of T-Mobile'sademarks, the unlawful acqiisn, purchase and sale of ]
Mobile SIM cards and airtime, the fraudulent aation of those SIM cards for use on T-Mobilg
prepaid services, the illegal proeuarent, use, and sale of prigpary codes, identifiers, an
methods for defrauding T-Mobile out of airtiraed services, the bulk purchase and resale g
Mobile Phones, computer unlocking of T-Mieb Prepaid Phones, alteration of propriets
software computer code installed in the Phdoed-Mobile, and trafficking of the Phones ar
SIM cards for profit. Defendargonspired with others to acgeiand resell T-Mobile prepai
handsets in bulk to their financial benefit. Bplkrchase and resale of T-Mobile handsets in o
to profit from the subsidy thavas intended to benefit T-Mobileustomers violates T-Mobile’
rights. T-Mobile’s rights are siilarly violated by the purchase and resale of large quantitig
new T-Mobile phones ba entity that is not an authorizddaler of T-Maile products.

Defendants also acquired large quantitie$-ddobile SIM cards and, through fraudule
means activated those SIM cards on T-Mobilegtwork. There is no legitimate reason |
anyone to buy or sell bulk quargs of T-Mobile SIM cards. Cendant and his co-conspirato
utilize improperly-acquired confidéal codes to hack into T-Mobile’s proprietary database
the intent of defrauding T-Mobile and stealingiee and other services for their own use 4§
for sale. Defendant then affirmatively advertisedhe public that the SIM cards for sale, wh
were loaded with illegally-acquired airtime miest are authentic T-Mobile SIM cards prope|
activated for use on T-Mobile’s wireless service. Mr. Collett admits to this activity. He tes
that he sold T-Mobile Phones and SIM cardse8ay and Craigslishpurchased T-Mobile SIM

cards, pin numbers and activationdes, posted a sign in his gt@aying “unlimited T-Mobile
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service $50 a month” and falselyvadtised that he was a T-Mdbidealer. Defendant, who
not an authorized T-Mobile des| has also improperly advertisétht his store is a T-Mobilg
store and that his srhas an unlimited T-Mobile serviggan for $45 per month without
credit check. These representations were falsé;eorge Collett's store and the service pl
he offered were not sanctioned by T-Mobile.

C. Harm Caused by Defendant’s Schemes

Defendant’sactionshave substantially harmed T-Mobils/, among other thgs: defrauding
T-Mobile into providing airtime whout receiving compensation; causing T-Mobile to incur the
of paying a third-party cder for roaming charges and oversealis made usinthe fraudulently-
activated SIM cards; depriving Mobile of the opportunyt to earn profits byroviding sevice to
legitimate T-Mobile congmers; stealing handsailbsidies provided for légmate customers; an
tarnishing T-Mobile’s reputation.

The fraudulent activation of wirelesservice accounts by Defendant and his
conspirators irreparably harms T-Mobile becatiskeprives T-Mobile of the means to conti
the quality of its product. Fther, purchasers of Defendant’s “unlimited” service blamed
Mobile when their service was deactivated as a fraudulent account. As a result, T-M
reputation is further harmdgy Defendant’s conduct.

Similarly, Defendant’s unauthorized resaleT-Mobile SIM cards and handsets—whi

still bear the T-Mobile Marksrad under the false indication tHa was an authorized T-Mobile

A\1”4

ans

cost

obile’s

Ch

dealer—resulted in calls by carsed and angry consumers to T-Mobile’s customer relations

department, for which T-Mobile incurs cost$-Mobile’s reputation is further damaged wh

en

T-Mobile is unable to assishase consumers because Defendant made false representations to

consumers that they paid for a particular level or amount of T-Mobile service or tha
received a genuine T-Mobile product. Theseblems do not exist faustomers who receiv
legitimate T-Mobile products and services.

The conduct of Defendant and his co-conspigt@as resulted ithe dilution of the T-

Mobile Marks, substantial harm to T-Mob#ebusiness reputation and goodwill and a gre
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likelihood of confusion, mistake, and deceptiort@ashe source of origin of T-Mobile products

unlawfully sold by the Defendant and his co-coraprs and as to the relationship between

Mobile and Defendant.

Moreover, the use and trafficking of stal activation codes and SIM cards over the

internet and throughout the United Statesd &mudulent activatiorof the SIM cards and

business accounts, substantiallyeats interstate commerce. Tebile provided emence that it

expended over $18,125.88 in investigating Defehdad taking corrective measures to prevent

further fraudulent conduct.

In sum, the Court finds that T-Mobile wasbstantially harmed by Defendant’s actions.

SUMMARY JUDGMENT STANDARD

The United States Swgme Court has held that thes}timmary judgment procedure |is

properly regarded not as a disfavored proceduralcitipbut rather as an iggeal part of the Federa
Rules as a whole, which are dpgsd ‘to secure the gti speedy and inexpevs determination of
every action.” Celotex Corp. v. Catretd77 U.S. 317, 327 (1986)To prevail on summary
judgment, T-Mobile, as thmovant, need only sk that there is no genwrnissue of material fact.
FeED.R.Qv.P. 56(c);Celotex 477 U.S. at 322. A material igswof fact is only‘genuine” “if the

evidence is such that a reasonable jugicteeturn a verdict fothe nonmowg party.” Anderson v.

Liberty Lobby, Inc.477 U.S. 242, 248 (1986). “Where theawl taken as a whole could not lead a

rational trier of fact to findfor the non-moving party, there 10 ‘genuine issudor trial’.”
Matsushita Eleclndus. Co. v. Zenith Radio Corpd75 U.S. 574, 587 (1986). ConsequerJ\
Defendant must come forward with significant evide and “must do more than simply show

there is some metaphysiciiubt as to the” meritsf T-Mobile’s claims.Id. at 586.

Furthermore, to overcome summary judgment Defendant must submit evidence

Y,
hat

demonstrating that a genuine issue of matéaiel does exist. Defendant cannot merely rely

upon allegations, assumptions gpeculations, which are legally insufficient to overcome

Motion for Summary JudgmentSee Matsushitad75 U.S. at 585-8% elotex 477 U.S. at 325
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An issue cannot be genuine ifig unsupported by evidence oradseated by evidence that
“merely colorable” but “nosignificantly probative.”Anderson477 U.S. at 249-50.
For a transferred case, suchtas one,“[a]fter a transfer pursuant to 28 U.S.C. § 1404(a

transferee district court generally shapply the state law that the svor districtcourt would have)

applied had the case not been transferr&thdnnon-Vail Five Inc. v. Bun&v0 F.3d 1207, 1210 (9th

Cir. 2001) (citingVan Dusen v. Barrack376 U.S. 612, 639 (1964) (“A change of venue unds
1404(a) generally should be, with respect tdestaw, but a change of courtrooms.3ge also
Eckstein v. Balcor Film Investor8,F.3d 1121 (7th Cir. 1993) (same).
ANALYSIS
A. Defendant has Violated the LanhamAct and Related State Law Claims
To prevail on its trademark infringement ofe, T-Mobile must mve: (1) it has rights

senior to Defendant in the T-Mde Marks; and (2) there islkelihood of confusion betwee

is

, the

Br 8

N

the T-Mobile Marks and Defendant’s marks as usedhtended to be used in the marketplace.

Goto.com, Inc. v. Walt Disney Co0202 F.3d 1199, 1205 (9th Cir. 2000Brookfield
Communications, Inc. v. West Coast Entertainment Clat$.F.3d 1036, 1046 (9th Cir. 1999)

With regard to the first element, the Court finds that T-Mobile has been assign

right to use and enforce theMebile Marks by its parent corapy, Deutsche Telekom AG;

T-Mobile uses the T-Mobile Marks on and @onnection with telecommunications servic

including on SIM cards and PregaPhones; and Defendant does not have rights to use t

Mobile Marks and his unauthorized use of th®dbile Marks began after T-Mobile’s use.
With regard to the second element, the NDitzuit assesses a likebod of confision with

reference to the eight (8) factors set forttAMF, Inc. v. Sleekcraft BoatS99 F.2d 341, 348 (9t

Cir. 1979), often called th8leekcraffactors. These factors includé) the similarity of the marks;

(2) the relatedness of the twongpanies’ goods/servisg (3) the marketinghannel used; (4) th
strength of the Plaintiff's mark®) the Defendant’s inte in selecting his mik; (6) evidence of
actual confusion; (7) th&elihood of expansio into other markets; and (8)e degree atare likely

to be exercised by purchaseSleekcraft 599 F.2d at 348-49. “This lisf factors, while perhap
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exhausting, is neither exhdive nor exclusive. Rather, the fag@re intended to guide the court
assessing the basquestion of likelihoodf confusion. The presence absence of a particul
factor does nohecessarily drive the tigmination of a likehood of confusion.”E. & J. Gallow
Winery v. Galbw Cattle Cq.967 F.2d 1280, 1290-91t(0Cir. 1992). Courtbave noted that th
first threeSleekcraffactors are often contiimg of the likdihood of confugon analysis.Goto.com,
Inc. v. Walt Disney Cp202 F.3d 1199, 1207 (9thrCR000) (“This trinity constitutes the mog
crucial body of theSleekcraftanalysis.”). By addresg these factors, the totality of the evider

compels the Court to hold as a mattelaaf that likelhood of confusion exists.

The undisputed evidence demonstrates that T-Mobile Rei@ndant sell identicalt

looking, directly-competing produstand services to the samerchasers—individuals lookin
for affordable, high quality T-Mobile wire¢s telephones and service—through the s
channels of trade, utilizing the same advergsiehicles. Thereforahe trinity factors favor

confusion. Goto.com,202 F.3d at 1207 (“This trinity consttes the most crucial body of th

Sleekcraftanalysis.”). Furthermore, there have already been several instances of documented

actual confusion, which “is the bestidence of likelihood of confusion.Nautilus Group, Inc.
v. Icon Health & Fitness, Inc308 F. Supp. 2d 1208, 1213 (W.D. Wash. 2003). Indeed, at
three customers contacted T-Mobile to complabout the “T-Mobile swice” they received
from Mr. Collett. George Collett’'s store ancetBervice plans he offered to these custon
were not sanctioned by T-Mobile in any way.

There can be no dispute that the T-MolWkarks are strong marks. They are w
known and established to customers and thesteadsymbols identifying and distinguishing
Mobile’s products and services, and signifyingtidictive products and seces of exceptiona
guality. Moreover, Defendant’s bad faith intéotmisappropriate the T-Mobile Marks and
trade on Plaintiff's established goodwill is foet evidence of the likelihood that additior]
consumers have been and will be confused.

The undisputed facts demomge that Defendant used the T-Mobile Marks with

permission. The Court findhat Defendant is not, and has relveen, an authorized sales agen
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T-Mobile products and services with permissitm use the T-Mobile Marks. Accordingly
Defendant is committing trademark infringememtl summary judgment granted to T-Mobile on
this claim.

Defendant is also violating the Lanham Aletough his false advertising. Section 43
of the Lanham Act (15 U.S.C. 8§ 1125(aj)akes it unlawful for “[a]jny person who...i
commercial advertising or promotion, misreprasethe nature, characteristics, qualities,
geographic origin of his or her another person’s goods, services commercial activities.’

15 U.S.C. § 1125(a)(1)(B). To succeed on itssfaldvertising claim, T-Mobile must show:

(1) a false statement of fact by the deferidn a commercial advertisement about its
own or another’s product; \2he statement actually decedvor has the tendency to
deceive a substantial segmenit®fudience; (3) the deceptismmaterial, irnthat it is
likely to influence the pwehasing decisionf4) the defendant caused its false
statement to enter interstate commerce; anthéplaintiff has been or is likely to be
injured as a result of the false statemettiher by direct diversn of sales from itself

to defendant or by a lessieg of the goodwill associedl with its products.

Nat’l Products, Inc. v. Gamber-Johnson LLE29 F. Supp. 2d 1232237 (W.D. Wash. 2010

(citing Southland Sod Farms v. Stover Seed €08 F.3d 1134, 1139 (9th Cir. 1997)). “T

demonstrate falsity within the meaning ofthanham Act, a plaintiff may show that tl
statement was literally falseitlger on its face or by necessarypiimation, or that the stateme
was literally true but likely tanislead or confuse consumersd.

Defendant falsely advertised and promotewulh interstate commerce that he was
authorized T-Mobile dealeselling genuine T-Mobile prodtse and services. Mr. Colle
testified that he sold T-Mobile Phones aBtM cards on eBay and Craigslist, purchased
Mobile SIM cards, pin numbers and activationdes, posted a sign ihis store saying
“unlimited T-Mobile service $50 a month” andheertised that he was a T-Mobile deal
Defendant also improperly advertised his stora dsMobile store with an unlimited T-Mobil
service plan for $45 per month without a crediédh These representations were false, as
Court finds that George Collett’s store and TAdobile products and service plans he offe
were not sanctioned by T-Mobile in any way.
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Defendant’s false advertising deceivednsumers, as evidenced by them calling
Mobile regarding the service th@urchased from Defendant. istundeniable that Defendant
advertisements misrepresent the nature, adheristics, and/or quaks of Defendant’s
infringing products. Defendant’'s false and deisepadvertising on the internet and otherw
has a material effect on purchasing decisi@ifects interstate commerce, and continueg
cause irreparable harm to T-Mabincluding, but not limited to, dect diversion of sales fron
T-Mobile to Defendant and by lessening the gotidagsociated with T-Mobile’s products arj
services. Id.; see alsd\at'| Products,699 F. Supp. 2d at 1237. Therefore, summary judgr
is granted in T-Mobile’s favoon its false advertising claim.

Because T-Mobile has successfully establisits trademark infringement claim, i
deceptive trade practices and unfair competittaims under Georgia state law must a
succeed. SeelJellibeans, Inc. v. Skating Clubs of Georgia, Id6 F.2d 833, 839 n.14 (111
Cir. 1983) (test for deceptive trade practice anéhir competition under Georgia law same
test for false designation ofigin under Lanham Act).

In sum, T-Mobile has established that thare no disputed facts regarding its tradem|
infringement, false advertising, unfair compgetit and deceptive trade gmtices claims and
that it is entitled to summajgydgment on these claims.

B. Defendant Violated the Compuér Fraud and Abuse Act (“CFAA")

To prevail on a claim under 18 U.S.C. 8§ 1@30() of the CFAA, T-Mbile must establish

that Defendant: (1) knowingly and with intent to defrau@) accessed a protected compufer

without authorization; (3) obtained anything of value; and (4) caused a loss and d4g
aggregating at least $5,008e€e18 U.S.C. 88 1030(a)(4), 30(c)(4)(A)(i)(1), 1030(qg).
T-Mobile’s wireless telecommmications network as well as its proprietary compt

system for activations are each a “protectechmater” as defined in 18 U.S.C. 88 1030(e)

! “Intent to defraud” under Section 1030(a)(4) “simply neeamongdoing...” whereby “the defendant participated
dishonest methods to obtain the plaintiff's secret informati@hlrguard Storage Citrs., Ine. Safeguard Self Storag
Inc., 119 F.Supp.2d 1121, 1126 (W.D. Wash. 208€%; alsdJ.S. v. Willis 476 F.3d 1121 (10th Cir. 2008Bay Inc. v.
Digital Point Solutions, In¢.608 F.Supp.2d 1156 (N.D. Cal. 2009) (fraud under the CFAA only requires a show
unlawful access; there is no need to plead the elements of common law fraud to state a claim under the Act).
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Defendant with the assistance of his co-conspsatgstematically accessed T-Mobile’s protected

computers, without authorization, @t least two separate ways. First, Defendant used improperly

obtained confidential T-Mobile activation codes to access T-Mobile’s proprietary computer

system to activate bulk quantities®iM cards. Second, after a@fting the SIM cards, Defendant
again improperly accessed a T-Mobile computstesy by using the (now counterfeit) SIM cards
to access T-Mobile’s computer-based wireléslecommunications network to obtain stolen
mobile airtime and services from T-MobfleDefendant then sold thiolen airtime (which he
obtained for free) to unwitting consumers who ha&léhe was an authorized T-Mobile dealer.

T-Mobile has suffered the requisite “lodsihd “damagé”as defined undehe CFAA. As

the Shurguardcourt noted, the “word ‘integrity’ in theontext of data nessarily contemplate

\"Z

maintaining the data in a protetgtstate,” and when a defendant iliréited the plaintiff's computer
network...and collecttand disseminated condidtial information [evelif] no data was physically
changed or erase..., an impairmehits integrity occurred.”Shurguard 119 F.Supp.2d126-27.

Defendant’s actions have substantiabprmed T-Mobile by, among other things:
defrauding T-Mobile out of d@ime and related servicessdipting T-Mobile’s profitable

relationships with its dealers and customers, ogu$itMobile to incur the cost of investigatirg

and remedying the breaches and paying thirdype=atriers for roaming and overseas calls made

on the SIM card, diluting the T-Mobile Marks, depniy it of the means to control the quality p
its product, harming T-Mobile’s businessputation and goodwill and leading to a greater
likelihood of confusion, mistake, and deceptiortathe source of originf T-Mobile products,
and depriving T-Mobile of the opportunity #arn profits by providingvireless service tg

legitimate T-Mobile consumers.

2 T-Mobile’s proprietary activation computer system and its wireless telecommunications network kstithtean
“protected computer” for purposes of the CFAA, as defined at 18 U.S.C. § 1030(e)&€B)nited States v. Trotter
478 F.3d 918, 920-22 (8th Cir. 2007) (company’s computer network is a “protected computer” under the statute).

% According to the statute, “loss” inmles “any reasonable cost to any victim, including the cost of responding|to an
offense, conducting a damage assessment, and restoring the data, program, systems, or information to it condition
prior to the offense, and any revenue lost, cost incuoedther consequential damages incurred because qf the

interruption of service."Seel8 U.S.C. § 1030(e)(11).

* The term “damage” is defined in the statute to mean “any impairment to the integrity or availability of pata, a

program, a system, or informationSeel8 U.S.C. § 1030(e)(8).
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The Court further finds that T-Mobile siapent in excess &5,000 investigating an
assessing the possible impairment to the imieg@f its proprietarycomputer system an
wireless network, conducting a damage assessment regarding Defendant’s collecti
dissemination of dealer codes, SIM cardad avireless airtime, and tracking down a
deactivating improperly-activated SIM cards.

Defendant is also violating 18 U.S.C. 8830(a)(2)(C) and 1030(a)(5)(C). Under

)|
ol
on and

nd

18

U.S.C. 8 1030(a)(2)(C) it is unlawful to intentionally access a protected computer without

authorization and thereby obtairfarmation from the protected oguter. Section 1030(a)(5)(Q)

makes it unlawful to intentionally access a protected computer without authorization and cause

damage and loss. For the reasons discugbede, Defendant has intentionally accessed T-

Mobile’s protected computers without authotiaa. By accessing the T-Mobile proprietary

database, Defendant obtained information tllatvad him to activate the SIM cards, and gz
access to T-Mobile’s wireless network to obtain “freetime and stolen services from T-Mobll
T-Mobile suffered loss and was damagethe process, as set forth above.

Defendant is also violating Section 1030(a)(6) of the CFAA. A claim under 18 U.§
1030(a)(6) requires the following elements: (1) Bredendant knowingly; (2) trafficked in; (3)
computer password; (4) in a manner that affects interstate comm&eel8 U.S.C. 88
1030(a)(6); 1030(c)(4)(A)(@); 1030(g). Defendant and his-conspirators are doing exact
that—they trafficked in T-Mobile’s confidentiglass-codes that access its proprietary comg

systems. Defendant also has bought and sold counterfeit and illegally-activated SIM g

consumers. These illegally-acited SIM cards operate as a gatg (or computer password) fo

T-Mobile’s nationwide wirelestelecommunications network.
Defendant has violated the 8 and summary judgment isanted in T-Mobile’s favor

on its CFAA claims.
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C. Defendant Violated the Georgh Computer Systems Protection Act

Georgia Statute § 16-9-93 provides civil renesdior those engagirig computer theft,
computer trespass, and computer password discldsure.

Defendant repeatedly committed computer theft, computer trespass and computer p
disclosure by illegally accessingMebile’s computers and advertisingsing, and selling codes th
allow the user to access T-Mobile’s computers to acquire airtichsexvices withduemuneration
to T-Mobile. Accordingly, Defendant violated the Georgia Computer Systems Protection A
summary judgment is gnted in Plaintiff's favor with respect to this claim.

D. Defendant’'sUnlawful Activities are Part of an lllegal Conspiracy

To prove conspiracy, T-Mobile “must show thato or more persons combined either|
do some act which is a tort, or else to do sdemdul act by methods whicconstitute a tort.’
Tyler v. Thompsqr808 Ga.App. 221, 224-22507 S.E.2d 137, 141 (Ga..Gpp. 2011) (interna
guotations omitted). Mr. Collett admits that &iirmatively worked with Defendants Custo
Access, Inc. and Sherman Terry to engage vwargety of tortious conduct, including, but n
limited to, trademark infringement, false adventys computer fraud, conuper theft, compute
trespass, and computer password disclosure. Participation by unauthorized persons

Collett in buying and selling large quantitiesTeMobile SIM cards omew T-Mobile handset;

®0.C.G.A. § 16-9-93 states in pertinent part:
(a) Computer TheftAny person who uses a computer or computer network with knowledge that such use is
authority and with the intention of:

(1) Taking or appropriating any property of another, whether or not with theiameoft depriving the
owner of possession;

(2) Obtaining property by any deceitful means or artful practice; or

(3) Converting property to such person’s use inatioh of an agreement or other known legal obligat
to make a specified application or disposition of sudperty...shall be guilty of the crime of computer theft.
(b) Computer Trespas®ny person who uses a computer or computer network with knowledge that such
without authority and with the intention of:

(1) Deleting or in any way removing, either temporarily or permanently, any computer program (
from a computer or computer network;

(2) Obstructing, interrupting, or in any way interferingh the use of a computer program or data; or

(3) Altering, damaging, or in any way causing the malfunction of a computer, computer netwq
computer program, regardless of how long the alteratiamage, or malfunction persists... shall be guilty of
crime of computer trespass....
(e) Computer Password Disclosur&ny person who discloses a number, code, password, or other means of
to a computer or computer network knowing that such disclosure is without authority and whitshimesamagesg
(including the fair market value of any services used and victim expenditure) to the ownercofmihater or
computer network in excess of $500.00 shall be guilty of the crime of computer password disclosure.
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constitutes a requisite act in furtherance of ihrespiracy. Indeed, Mr. dett admits to being a

dealer for Custom Access andnkiog with Sherman Terry to activate T-Mobile SIM cards on

Mobile’s wireless network. Furthermore, Mr. Terry admitted that he was using stolen

T-

dealer

codes to fraudulently access T-Mobile’s compter improperly activate customer accounts.

Based on the foregoing undisputedidence, summary judgment in T-Mobile’s favor on t

claim is appropriateTyler, 308 Ga.App. at 224-22307 S.E.2d at 141.

RELIEF

A. Permanentinjunction
On August 3, 2011, a preliminary injunction waagered against Defendant. (Dkt #82
T-Mobile now seeks to make this injunctigpermanent based on Defendant’s numer
violations of the Lanham Act and CFAA. Td¥ile is entitled to a permanent injunctig
because: (1) it has suffered an irreparable injufyrgthedies available at law are inadequats
compensate T-Mobile’s injuries; (3) considering the balance of hardships between T-N
and Defendant, a remedy in equity is warranted; andh@)public interest would not b
disserved by a perament injunction.SeeeBay Inc. v. MercExchange LL647 U.S. 388, 390
(2006); Reno Air Racing Ass'n v. McCordi52 F.3d 1126, 1137 n.11 (9th Cir. 2004

Moreover, once infringement is shown, irreparahjary is generally presumed in a tradema

case. See Abercrombie & Fitch Co. v. Moose Creek, 1486 F.3d 629, 633 (9th Cir. 2007);

(“Once the plaintiff has demonsteat a likelihood of confusion, is ordinarily presumed tha
the plaintiff will suffer irreparable harm if injunctive relief is not grantedVvigion Sports, Inc.

v. Melville Corp, 888 F.2d 609, 612 n.3 (9th Cir. 1989).

Even without the legal presumtqmns afforded it by the law of this Circuit, T-Mobile will

be irreparably harmed because Defendant’s actions, if allowed to persist, will continue to c3

Mobile to suffer harm to its business reputa@ma dilution of the T-Mobile Marks as Defenda

his

).

DUS

n
to

Vlobile

1%

).

t

ause T-

nt

introduces more and more infringing products aarrices into the marketplace. Moreover, the

actual irreparable harm that T-Mobile has satexill worsen over timef Defendant is not
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permanently enjoined byehCourt. Defendant could sell T-Mobile’s confidential and propriet
codes, SIM cards and Phones tlglout the world, making it vinally impossible for T-Mobile
to retrieve the infringing products, thereby aagsT-Mobile further irreparable harm.

When these infringing products Ifweh are advertised using the T-Mobile trademarks)
to meet the expectations of consumers, such as whenstbgyworking, the consumers wi
devalue T-Mobile’s brand and productSee eBay, Inc. v. Bidder’'s Edge, |00 F. Supp. 2d
1058, 1066 (N.D. Cal. 2000) (“lH& resulting from lost profitend lost customer goodwill i
irreparable because it is neither easily calcelahbr easily compensable and therefore is
appropriate basis for injunctive relief.”). Absent permanent injunctive relief, T-Mobile wou
forced to repeatedly file suit any time Defendiafringes its trademark rights in the futur8ee
Continental Airlines, Inc. v. Intra Brokers, In24 F.3d 1099, 1104-05t(® Cir. 1994) (“the
multiplicity of suits necessary to be engendefeckdress was sought at law, all establish {
inadequacy of a legal remedy and the necedsitythe intervention of equity”). This ig
particularly salient here, wherDefendant has already demoatd an unwillingness to sto
advertising and selling T-Mobile products eveteathis suit was filed, a preliminary injunctio
was issued, and an order of contempt for vilmdpthe injunction entered. Permanent injuncti
relief is the only adequate remedy to prevent the continued threat of infringement.

Furthermore, the balance of hardships weigfingngly in T-Mobile’s favor. Defendar]
has no legitimate interest in holding himself out as an authorized T-Mobile dealer, whe
not, or in selling hacked SIM cards and Phonéhk W-Mobile Marks when, in fact, those SI|
cards and Phones are not genuine T-Mobile produbefendant has no legitimate interest
using and selling T-Mobile’s proptery codes. Defendant’s business is not maintained s
through the use and sale of TeMle proprietary codes and coarfeit T-Mobile SIM cards anq
Phones. He can continue to conduct busineske telecommunicains industry, buying ang

selling other products and services.

T-Mobile, on the other hand, is threatened witbparable injury if an injunction is not

issued. The continued use asale of proprietary codes andunterfeit SIM cards and Phong
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that contain the T-Mobile Marks, but no longer conform to T-Mobile’s specifications and d
operate as advertised tre T-Mobile wireless network, posasubstantial threat to T-Mobile’
business reputation. Additionally, by Defendantimay himself out as an authorized T-Mobi
dealer, who is providing illicitrad defective products twustomers, he is irreparably harming
Mobile’s reputation.  Defendant’s continuedolations of the Preliminary Injunctiorn
demonstrate that he is unableatbvertise and lawfully sell T-Mobile products and services.
actions threaten to irreparably damage T-Mdbitard-earned business reputation as a prov
of quality wireless service dedicated to customer service.

Furthermore, the monetary benefits thatfddelant receives from his actions are 1

benefits to be protectedTy, Inc. v. GMA Accessories, In@59 F.Supp. 936, 945 (N.D. Il

1997) (“Loss of profits from infnging products warrant little comteration in the balancing o
harms analysis.”). Defendant shwuot consider it a burden follow the law by not infringing
T-Mobile’s trademark rights, fradulently holding himself out as legitimate T-Mobile dealer
and hacking into its computer systenfSee S&R Corp. v. Jiffy Lube Int’l, In@68 F.2d 371,
375 (3d Cir. 1992) (infringer’'s “self-inflicted harm is far outweighed by the immeasur
damage done Jiffy Lube by the infringement of its trademaBiyger King Corp. v. Majeef
805 F.Supp. 994, 1006 (S.D. Fla. 1992) (same).

Finally, the public inters will not be disseted by the issuance of a permanent injuncti
On the contrary, the permanent injunction via#nefit the public by pwenting likéhood of
confusion to consumersHokto Kinoko Co. vConcord Farms, In¢.No. 10-1384, 2011 WL
3625382, *30 (C.D. Cal. ¥g. 16, 2011) (granting pmanent injunction fodefendant’s infringing
conduct);see alsaCompetition Specialties, Inc. €ompetition Specialties, IndB7 Fed.Appx. 38,
42 (9th Cir. 2004) (upholding distt court's entry ofa permanent injuncin under the Lanhani
Act); Creative Computing vGetloaded.com LLC386 F.3d 930, 933, 9388 (9th Cir. 2004)
(upholding district court’s entry of a permangmiinction for defendant’siolations of the CFAA).

For these reasons, the Court enters a permanenction as further detailed below.
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B. Monetary Damages

Damages under the Lanham Act include “@Bfendant’s profits; (2) any damages

sustained by the plaintiff,na (3) the costs of the action.’l5 USC 81117(a). Further th
Lanham Act provides for enhanced damages of uprae times the amount of actual damag
Id. Under the CFAA, T-Mobile is entitleid recover its compensatory damag8gel8 U.S.C.

8 1030(g). Damages under the Georgia Computste8)s Protection Act “shHanclude loss of

profits and victim expenditure.” Ga. Code An$.16-9-93(g)(1). When eonspiracy exists, as

it does here, “members of the conspiracy metly and severally liable for acts of caq
conspirators done in furtheree of the conspiracy. Tyler v. Thompsqn308 Ga. App. 221,
225; 707 S.E.2d 137, 141 (Ga. Ct. App. 2011).

T-Mobile has established that Defendant and his co-conspirators, including Sh
Terry and Custom Access, Inc., collectively actasat least 824 fraudulent prepaid accounts

104 fraudulent business accounBee Tyler308 Ga. App. a225; 707 S.E.2d &t41 (“After the

conspiracy is formed, members thie conspiracy are jointly argkverally liable for acts of cot

conspirators done in furtherance of the conspiracZdpk v. Robinsqr216 Ga. 328, 329; 116

S.E.2d 742, 745 (G4960) (“where a cause of action is alldgthe fact of conspiracy, if proveg
makes any actionable deed by one of the conspirators chargeable to all....The liability is jd
several.”). T-Mobile submitted evidence tHat each line that is fraudulently activated, ]
Mobile suffers at least $106 in lost revenue erBfore, the Court awards T-Mobile lost revenu
in the amount of $98,8600 for Defendant’s unlawful activations.

In addition, T-Mobile established ah it expended over $18,125.88 in investigati
Defendant and taking corrective measuregievent further fraudulent conduct, excludir
litigation costs orattorneys’ fees. T-Mol® is entitled to actuatlamages in the amount g

$116,493.88. As a result of Defendant’s willfaincluct as described above, the Court find

proper to treble T-Mobile’s awdrof actual damages. Theredothe Court awards T-Mobilg

$349,481.64n damages Seel5 USC §1117(a).
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C. Attorneys’ Fees

The Lanham Act also gives the Court discretio award reasonable attorneys’ fees
“exceptional cases.” 15 U.S.C. § 1117(a). “Ademark case is exceptional where the dist
court finds that the defendant acted malicipudraudulently, deliberately, or willfully.”
Earthquake Sound Corp. v. Bumper Industri@s2 F.3d 1210, 1216 (9th Cir. 2003). He

Defendant’s entire business model is predicatethe unauthorized and willful exploitation g

the T-Mobile Marks. His nsiappropriation of the T-MobildMarks gives him a special

advantage in competition against T-Mobile, l#s sells infringing T-Mobile products an
services for significantly less than T-Mobiladcaoffers rates and plans that do not exist
genuine T-Mobile products and services. This constitutes “deliberate and willful” beh
sufficient to merit an award of atteeys’ fees under the Lanham Act.

In addition, a case may be deemed “exceptioantl merit an award of attorneys’ feq
under the Lanham Act when the Defendant disregards legal proceedifgs. Lien v.
Compusoft of Kalamazoo, I1nd991 WL 641575, *5 (W.D. Mich. Pa) (defendant’s lack of

cooperation and disrespect for the judicmbcess constituted exceptional circumstan

warranting an award of attorneys’ feeBhilip Morris USA Inc. v. Castworld Products, Inc.

219 F.R.D. 494, 498 (C.D. Cal. 2003) (same). e Tourt finds that Defendant refused
cooperate in discovery, repeatedly violat€dburt Orders and cénued to violate the
Preliminary Injunction. The Court finds that undeth definitions this is an exceptional ca
and T-Mobile is entitled to aaward of attorneys’ fees.

CONCLUSION

For the foregoing reasons, the Court GRANPIaintiff's Motion for Partial Summary
Judgment Against George Collett.

1. Final judgment is hereby tared against Defendant George Collett and in fg

n

rict

€,

f

d

for

avior

2S

Ces

to

\vVor

of the Plaintiff T-Mobile USA, Inc., on T-Mole’s Federal Trademark Infringement and False

Advertising (Count One), Traffking in Computer Password€ount Three), Unauthorize

Access With Intent to Defraud (Count Fourjheft of Computer Data (Count Five
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Unauthorized Access (Count Six), Unfair Caetipon, O.C.G.A. 823-2-55 (Count Eight), Civil

Conspiracy (Count Nine), Gegia Computer Systems Pection Act, O.C.G.A. 816-9-9]

(Count Thirteen), and Deceptifeade Practices, O.C.G.A. 816372 (Count Fourteen) claims,.

2. Plaintiff, T-Mobile USA, Inc. is awated damages in the principal amount

Three Hundred and Forty-Nine Thousand, Four Hundred and Eighty-One Dollars and

B

of

Sixty-

Four Cents ($349,481.64) for monetary and edamy damages against Defendant George

Collett, which shall bear interest at the llegae, for which let execution issue forthwith.

3. Defendant George Collett, and each of hipeetive partners, agents, representat
employees, servants, heirs, persaoegalesentatives, beneficiaries, relatives, contractors, comp
corporations, includg, but not limited to, ke Phone George Inc., angach and all of the

respective past and present officers, directoxgessors, assigns, parergsbsidiaries, affiliates

related companies, predecessors-in-interest, agemesentatives, and ployees, and all othe

persons acting on behalf of orrfthe benefit of Defedant or who are in active concert
participation with Defendant, including but not lied to any corporation, partnership, associaf
proprietorship or entity of any pe that is in any waggffiliated or associated with Defendant

Defendant’s represertizes, agents, assignemployees, servis affiliated entities, and any and

persons and entities in active certcand participationvith Defendant who ive notice of thig

Order, shall be and herebyed?ERMANENTLY ENJOINED from:

a. purchasing, selling, providing, altering, advertising, soliciting, using, ar
shipping, directly or indirectly, an T-Mobile “Activation Materials,”
which consist of SIM cards, PIN numbeactivation and proprietary codg
and/or other mechanism, process ottemals used to activate service
acquire airtime in connection with activation on the T-Mobile network;

b. purchasing, selling, unlocking, reflashing, altering, advertising, soliciting, \
and/or shipping, directly or indirecflgny T-Mobile products or services;

C. purchasing, selling, unl&ng, reflashing, alteringadvertising, soliciting

and/or shipping, directly or indicdly, any Activation Materials or T
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4.,
SIM card, accessory, or Activatiddaterial without T-Mobile’sprior written @nsent within
and/or outside of the continental United Statemnid shall be deemed a presumptive violatiof

this permanent injunction.
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The purchase, sale, trafficking, use, opstent of any T-Mobile mobile devics

Mobile mobile device that Defendis know or should know bears any
Mobile marks or any marks likely tcause confusion with the T-Mobil
marks, or any other trademark, seevmark, trade name and/or tra
dress owned or used by T-Mé&bnow or in the future;

accessing, directly or indirectly, ®nally or through an agent ¢

associate, any of T-Mobile’s internal computers or computer systems;

accessing, altering, erasing, tampgriwith, deleting or otherwisg
disabling the software containedany T-Mobile mobile device;

supplying T-Mobile Activation Materials anobile device(sho or facilitating
or assisting in anway other personsr entities who Diendants know o
should know are engaged in selling/Stards, Activation Materials, and/
methods or processesdefraud T-Mobile or are locking T-Mobile mobilg
device and/or hacking, altag, erasing, tampeg with, deletingor otherwise
disabling the software installed TaMobile mobile device(s);
supplying T-Mobile Activation Materials or devices to or facilitating of
any way assisting other persons or entities who Defendants kng

should know are engaged in any of the acts prohibited under

Permanent Injunction, including, \ubut limitation, the buying and/gr

selling of T-Mobile Activation Mé&erials or mobile device; and

de

DI

D

=

n
W Oor

this

using the T-Mobile Marks or any le#r trademark, service mark, trade

name and/or trade dress owned or usgd-Mobile now orin the future
or that is likely to cause confusion with T-Mobile’s marks, without

Mobile’s prior writen authorization.
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5. Pursuant to the Lanham Act, Defendamlsdeliver and turn over all T-Mobile

SIM cards, handsets, and produatis possession, or subjecthis custody or control, bearir

or infringing on any T-Mobile trademark oranfusingly similar copy thereof, to T-Mobile

within 10 days of the date of this Final Judgment.

6. T-Mobile is awarded its attorneys’ feasdacosts incurred as a result of this acti
in the amount of $182,2213in accordance with the amounts set forth in the declarations
Mobile’s counsel James Baldinger and JamesGivhich this Court finds reasonable.

7. The address of George Collett is 510 SoutH™3eet, Tacoma, WA 98444,

8. The address of Plaintiff,.-Mobile USA, Inc., is 1292®&.E. 38th Street, Bellevue

Washington 98006.

9. The Court retains jurisdiction over this tte and the parties to this action
enforce any violation of the terms of this Pamant Injunction by a finding of contempt and
order for payment of compensatory damage3-Mobile in an amount of $5,000 for each
Mobile prepaid handset, accessory, or item ofivation Material thatDefendant is found tg
have purchased, sold, advertised, activatedd,ugeovided or unlocked in violation of th
Injunction. The Court finds thahese amounts are compensatang will serve to compensal
T-Mobile for its losses in the event any Defemidaolates the terms of this Order.

10. The Court hereby finds, pursuant to Fed.(®. P. 54(b), that there is no ju
reason for delay and orders that Judgment shahtered against Defendaad set forth herein.

11. This case will remain open with respaatthe other Defendants and the ot
claims T-Mobile has brought agait Defendant George Collett.

DONE AND ORDERED, this 28 day of April, 2012.

OB

RONALD B. LEIGHTON
UNITED STATES DISTRICT JUDGE

Copies furnished to:

All Counsel of Record and pro se parties
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