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) THE EASTERN DISTRICT OF
UNITED STATES OF AMERICA, ) MICHIGAN
)
Respondent-Appellee. )

Before: BOGGS, SILER, and CLAY, Circuit Judges.
SILER, Circuit Judge. A jury convicted Defend#itk Lanam of three counts of computer

intrusion in violation of 18 L5.C. 8§ 1030(a)(5)(A)(i) and the dist court sentenced him to 21

months of incarceration and ordered restitution in the amount of $22,794. Lanam did not take a

direct appeal but moved for collateral religider 28 U.S.C. § 2255, arguing ineffective assistance
of counsel and that restitution was improperly sebe district court denied Lanam’s motion for
relief. WeAFFIRM .
l.
In 2005, Lanam was an information technology @dnsultant working in suburban Detroit.

In the previous year, one of Lanam'’s clientstal¥ortgage, Inc. (“Total”), ended its employment
relationship with him. Subsequently, the compstatem of another client of Lanam, Air Source
One, Inc. (“Air Source”), was used to remotalyack Total’'s computer network, disrupting that

company’s telephone system and disabling its filewiaanam was indicted and convicted after a
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trial, during which his defense counsel conceitiedl a computer attack had occurred, but argued
that a third party was responsible. As a secondigignse, Lanam’s attorney reminded the jury that
each charged count required a finding of damages exceeding $5,000 from that count.

At sentencing, the district court adopted pnesentence report’s calculation and sentenced
Lanam to 21 months of incarceration on each ¢dorte served concurrently. Lanam chose not
to directly appeal his conviction but insteaved for collateral relief under 28 U.S.C. § 2255,
alleging ineffective assistance of counsel. The district court held an evidentiary hearing on the §
2255 motion, but refused to permit Lanam to testify beedue had not testified at trial. On appeal,
this court found that decision to be in error, vacated the § 2255 judgment, and remanded with
instructions for the district court to permit ham to testify in a limited manner regarding his
ineffective-assistance-of-counsel claiftunam v. United States, 341 F. App’x 105, 107 (6th Cir.

2009).

On remand, the district court held a hearingretiLanam testified that his trial counsel was
ineffective for not following through on several potential defense opportunities and for
misunderstanding the government’s burden wigipeet to the required $5,000-loss element of the
charges. The district court ultimately denigsham’s motion for relief but granted a certificate of
appealability (COA) on the issue of ineffective assistance of counsel.

.

Claims of ineffective assistaa of counsel present mixed questions of law and fact and are

reviewedde novoon appeal. Mallett v. United States334 F.3d 491, 497 (6th Cir. 2003). To

establish ineffective assistance of counsel, a defendant must show: (1) his trial counsel's
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performance was deficient, and (2) that teficient performance prejudiced the defendant.
Strickland v. Washingto@66 U.S. 668, 687 (1984).
.

A. Utilization of Potential Witnesses

Philip DeGrand, Lanam’s employee, kept his own copies of time sheets he submitted to
Lanam for payment. Lanam contends those rescesthblish a partial alibi for him during the time
that some of the computer intrusions occurrediaathis attorney was ineffective for not obtaining
them. The availability of those time sheets for use at trial, however, is called into question by
Lanam’s own testimony. He concedes that wBexsrand was initially asked after the trial to
produce the records, he was unable to doladeed, the time sheets were only discovered by
DeGrand four or five weeks later when he caomss them while searching for something else.
Thus, itis far from clear that the records wouldénbeen available for trial even if Lanam’s counsel
had requested them from DeGrand. Furthermore, the alibi value of the time sheets is limited: they
related to only two of the five attacks, and aibi defense would require an assumption that
DeGrand was with Lanaat all timesduring the documented work periods, as the computer attacks
took only minutes to conduct.

Next, Lanam contends that his attorney was ineffective for failing to obtain the testimony
of James Harb, a former business associatenodfhiy Goslin, the owner of Total. Lanam submits
that Harb’s testimony would have undercut thedge amounts offered by Goslin. Harb, however,

had no personal knowledge of Total’s revenueseatithe of the computexttacks. Additionally,
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his objectivity as a witness regarding Goslin'ssles was limited by the pair’s business disputes and
subsequent legal problems.

Lanam'’s final claim relating to trial preparation and execution concerns his attorney’s use
of Doug Dean, a computer forensic analyst. loacantends that his counsel should have directed
Dean to conduct a more thorough analysis of Air Source’s cloned computer server in order to see
if the intruder’s identity could be determinefldditionally, Lanam believes that Dean could have
been used at trial to rebut the amount of danttaggovernment claimed as related to the intrusions.

On a § 2255 motion, however, the standard isuhether trial counsel for the defense could
have done more, but whether he acted reasonBefpre trial, Lanam’s attorney hired a computer
expert and had him examine the government’s evidence, including the computer records and the
amounts claimed in damages by the victim companies. Unfortunately for Lanam, the defense
expert’s pre-trial report confirmed the government’s theory of how the intrusions took place.
Furthermore, Lanam’s attorney testified that when he asked the defense expert about the damage
amounts put forward by the government, the expertatdd that they were “reasonable.” Even so,
Lanam’s defense counsel followed through by conducting a significant cross-examination of the
victim companies’ representaéis about their repair invoices well as other damage amounts
advanced by the government.

Having been convicted at trial, Lanam nowrgsito several ways his attorney could have
been more effective. The Sixth Amendment, however, guarantees “reasonable competence, not
perfect litigation.”Baze v. Parker371 F.3d 310, 320 (6th Cir. 2004). While in retrospect it appears

that certain additional steps could have beemthlgd anam’s attorney both before and during trial,
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the failure to take those steps in this instance does not take his counsel’s performance outside the
“wide range of reasonable professionsdiatance” that the Constitution requir&rickland 466
U.S. at 689.

Moreover, even if we found that defense counsel’s utilization of witnesses at trial was
deficient, the requirement of prejudice to Larmamst still be established. The case against Lanam,
although circumstantial, was a strong one. lda@lvas the common connection between the victim
company, Total, and the Air Source computer sysised to conduct the attack. Additionally, the
FBI computer expert testified at length about how the digital forensic evidence pointed only to
Lanam. Given the strength of the government’s case, the alleged deficiencies Lanam raises fall short
of creating a “reasonable probability” of a different outcome at his trial.

B. Trial Counsel’s Strategy

At trial, Lanam’s attorney primarily pursuadiefense based on third-party culpability. He
also pursued an alternative theory — thatidse amount suffered on each count was less than the
$5,000 amount required by the statute. Lanam naimel his trial attorney was ineffective in
presenting this alternative defense. While lrarscknowledges that his trial attorney pursued the
alternative theory “in a limited fashion” througloss-examination and in his closing argument, this
was insufficient in Lanam’s view to be considered effective.

In analyzing the strategic decision made by Lanam’s trial counsel not to pursue more
vigorously the “limited loss” defense, we assess whether the attorney’s performance “was reasonable
considering all the circumstancesStrickland 466 U.S. at 688. Here, Lanam’s attorney testified

during the initial 8 2255 hearing that he faced a strategic dilemma. First and foremost, he was

-5-



Case: 12-1683 Document: 006111958506 Filed: 02/07/2014 Page: 6

No. 12-1683
Lanam v. USA

arguing that his client was not responsible for tlveseputer attacks. However, if the jury believed
his client had committed the attacks, he hadtmkaneously argue that the damages were less than
the government asserted. Lanam’s attorney knew that the more time he spent on the “limited loss”
defense, the more chance he would confuse thepdyeopardize his efforts to keep them focused
on his primary third-party culpability defense. [egwith that strategic dilemma in the way that
he did was a rational choice for Lanam’s trial at&y. Indeed, it was all the more understandable
given Lanam’s persistent statements of innocenbestwial attorney, and the fact that the defense
computer expert had undermined the “limited la$sfense by describing the victim’s estimate of
damages as “reasonable.”

V.

The final area where Lanam asserts an @utife-assistance claim involves his trial
attorney’s misinterpretation of the computetrusion statute’s loss calculation. Lanam contends
that his trial attorney advised him that the/grnment would be required to prove that $5,000 in
damages resulted froemchcomputer invasion that was chargétbwever, the relevant portion of
18 U.S.C. 8§ 1030(a) requires only that the offending conduct cause

[a] loss to 1 or more persons during any 1-year period (and, for purposes of an

investigation, prosecution, or other peading brought by the United States only,

loss resulting from a related course of conduct affecting 1 or more other protected
computerspaggregatingat least $5,000 in value . . . .
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18 U.S.C. § 1030(a)(5)(B)(i) (2006) (emphasis addéapther words, the statute requires only a
total loss amount of $5,000, which can be aggregated based on the conduct charged along with any
relevant course of conduct during a 1-year petiod.

Lanam now argues that had he known abousthieite’s aggregating provision (which had
the effect of reducing the government’s prooflaiages requirement), he would have accepted an
alleged offer by the government to plead guittya misdemeanor. “During plea negotiations
defendants are entitled to the effeetassistance of competent courisse Lafler v. Cooperl32
S. Ct. 1376, 1384 (2012)(internal quotation marks omittat) that assistance is evaluated using
the two-partStricklandtest. Id. Under the secon8tricklandtest, when a plea offer was rejected,
“a defendant must show that but for the ineffective advice of counsel there is a reasonable
probability that the plea offer would have been presented to the court (i.e., that the defendant would
have accepted the plea and the prosecution woultiawa withdrawn it ifight of intervening
circumstances).'ld. at 1385.

In this case, since Lananasincorrectly advised by his attorney regarding the provision for
aggregation in the loss element of the statuteaoalysis turns on the question of prejudice. Lanam
must show there is a reasonable probability belvhave accepted the misdemeanor offer if he had
been advised the losses could be aggregated. Several factors weigh against such a finding. First,

there is only limited evidence in the record thateamffer was ever formally made to Lanam. The

The correct loss interpretation of the statute appears to have eluded government counsel
at trial as well as Lanam’s attorney. However, to the extent that the government attempted to
prove and the jury had to find a $5,000 losanhcount, that redounded to Lanam’s benefit at
trial not his detriment. On appeal, Lanam conceded that damages may be aggregated to satisfy
the $5,000 loss amount in the statute.
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government contends that it was “merely inquiring whether Lanam would be willing to discuss
terms of a plea.” This position is bolstered bg tick of a written plea offer and the diverging
claims as to whether the government had mentioned a plea to one misdemeanor count or two.
Second, Lanam presents little evidence he wadyreaplead guilty if only he had been properly
advised on the loss requirement. His trial attomestified that Lanam seemed uninterested when
the misdemeanor plea was mentioned:

His response was essentially words to the effectidhhe committed this

offense that would be a pretty good deal. So he declined the misdemeanor

offer . . . on the basis that he was not guilty. (emphasis added)
Furthermore, there is no evidence that Lanaattsrney advised him tforgo a guilty plea and
proceed to trial. Finally, even when Landmmself testified on this point, his answer was

noncommittal:

Q. Would you have accepted a misdemeanor plea had you known that the
losses could be aggregated that way?

A. Quite possibly, yes.

Lanam’s “possibly” response, in the contextigfattorney’s testimony, falls below the “reasonable
probability” threshold necessary for establishing prejudice.
V.

The district court did not include the caldida of restitution under its COA. Furthermore,
since Lanam filed no direct appeal in this caseliti@ot raise the restitution amount with this court
outside of his present 8 2255 collateral attaggk.a result, under the procedural-default doctrine,
Lanam is not entitled to review by this court on that is&ee, e.g.Smullen v. United State34
F.3d 20, 25-26 (1st Cir. 1998)nited States v. Watrob&6 F.3d 28, 29 (6th Cir. 1995).
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VI.
The professional assistance Lanam’s attopreyided at trial was within the wide range
considered “reasonable.” Furthermore, to the extexithis counsel was deficient, the record fails
to demonstrate that Lanam was prejudiced as a result.

AFFIRMED .



