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EXECUTIVE DIGEST 

Threats and inappropriate communications to federal judges, 
U.S. Attorneys, and Assistant U.S. Attorneys (AUSA) have increased 
dramatically during the past several years, growing from 592 in fiscal year 
(FY) 2003 to 1,278 in FY 2008. Overall, during this 6-year period, there 
were 5,744 threats directed at these federal officials. 

United States Marshals Service (USMS) district offices have primary 
responsibility for ensuring the safety and security of federal judicial 
proceedings and protecting the more than 2,000 federal judges and 
approximately 5,250 other federal court officials, including U.S. Attorneys 
and AUSAs. 

Three other Department of Justice components - the Executive Office 
for United States Attorneys (EOUSA), United States Attorneys' Offices 
(USAO), and the Federal Bureau of Investigation (FBI) - are also involved in 
responding to these threats. EOUSA provides oversight, guidance, and 
support to USAOs on threats and related matters, and coordinates 
interactions between USAOs and other Department components. The 
USAOs are responsible for reporting threats against U.S. Attorneys, AUSAs, 
and their families to the USMS and EOUSA, and the USAOs also provide 
some protective measures in response to threats.2 In addition, the FBI is 
responsible for conducting criminal investigations of threats against federal 
judges, U.S. Attorneys, and AUSAs. 

The Office of the Inspector General (OIG) conducted this review to 
examine the USMS's response to threats made against federal judges and 
the USMS's, EOUSA's, and USAOs' handling of threats against 
U.S. Attorneys and AUSAs. This is the third OIG review to examine the 

1 According to USMS Directive 10.3.G. 12, Protective Investigations, 2007, a threat is 
any action or communication, explicit or implied, of intent to assault, resist, oppose, 
impede, intimidate, or interfere with any member of the federal judiciary, or other USMS 
protectee, including members of their staffs or family. According to USMS Directive 
10.3.G.5, Protective Investigations, 2007, an inappropriate communication is any 
communication directed to a USMS protectee or employee that warrants further 
investigation. In this report, we use the term "threat" to encompass both threats and 
inappropriate communications. 

2 The USAOs report threats against USAO personnel to EOUSA via Urgent Reports. 
The Urgent Report contains a brief synopsis of the facts and a concise summary of the 
event. 
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protection of federal court officials.3 In this review, we examined the role 
and responsibilities of USMS district offices, procedures that USMS district 
offices employ to assess and respond to threats, and the roles of EOUSA and 
the USAOs in the protection of the U.S. Attorneys and AUSAs. Our review 
examined the 1,587 threats reported during FY 2007 and FY 2008. In 
addition, we conducted a detailed examination of 26 threats in four judicial 
districts that we visited. 

RESULTS IN BRIEF 

Our review found deficiencies in the response to threats by the USMS 
and EOUSA. As a threshold matter, we found that threats against judges, 
U.S. Attorneys, and AUSAs are not consistently and promptly reported. 

Moreover, when threats are reported the USMS does not consistently 
provide an appropriate response for the risk level posed by the threat. In 
addition, the USMS does not fully or effectively coordinate with other law 
enforcement agencies to respond to threats against federal judicial officials. 

We also found that threatened USAO personnel may not receive 
sufficient protection because EOUSA and USAO staff providing protective 
measures lack threat response expertise and training similar to that of the 
USMS's judicial security staff, who are specifically trained in threat 
response procedures. EOUSA and USAO staff are also responsible for 
numerous security-related duties, which limits the time they have to devote 
to threat response. In addition, coordination on threat responses among 
EOUSA, the USAOs, and the USMS is inconsistent. Moreover, EOUSA is 
not consistently notified of threats against U.S. Attorneys and AUSAs and 
often lacks important information about threats and protective responses 
taken in response. These deficiencies prevent EOUSA from providing 
emergency support or tracking trends in threats against USAO personnel. 

The following sections of this Executive Digest describe these findings 
in more detail. 

Federal Judges, U.S. Attorneys, and AUSAs do not consistently and 
promptly report threats. 

For the USMS to most effectively protect federal judges, 
U.S. Attorneys, AUSAs, and their families from harm, protectees must 
promptly notlfy the USMS when they receive threats. In our interviews and 

3 The OIG's prior reports are described in Appendix I. 

U.S. Department of Justice 
Office of the Inspector General 
Evaluation and Inspections Division 

REDACTED - FOR PUBLIC RELEASE 



REDACTED - FOR PUBLIC RELEASE 

surveys most federal judges, U.S. Attorneys, and AUSAs told the OIG that 
they reported every threat made to them, but some said they did not. 
Although we could not determine the number of unreported threats, our 
interviews and surveys indicate that as many as 25 percent of all threats 
were not reported to the USMS. We also found that even when the judges 
and AUSAs reported threats, they often did not do so promptly. In about 
one-quarter of the reported threats made in FY 2007 and FY 2008, 2 or 
more days elapsed between receipt of the threat by the judge or AUSA and 
when they reported the threat to the USMS. 

USMS district managers are required to ensure that protectees are 
aware of the importance of reporting threats. However, according to USMS 
directives, federal judges receive the USMS security handbook containing 
the guidance on reporting threats only after they receive a threat. Moreover, 
the handbook does not emphasize the consequences of delays or failures to 
report all threats immediately. The USMS told us  that it instructs all 
Judicial Security Inspectors to provide the security handbook to all 
members of the judiciary as  part of the USMS ongoing efforts to protect the 
judges. 

U.S. Attorneys and AUSAs have other potential sources of guidance 
on threat reporting, such as the U.S. Attorneys' Manual. However, we found 
these sources do not require that all threats be reported to the USMS and 
do not include guidance that all threats should be reported promptly. 

The USMS does not consistently provide an appropriate response for 
the risk level posed by the threat. 

USMS district offices are required to conduct a risk assessment 
of each threat to iden* whether the risk level qualifies as low, 
potential, or high. The USMS is then required to implement protective 
measures corresponding to the identified risk level. 

In conducting our review of 26 threat cases involving 
25 protectees at the 4 districts we visited, we found that the USMS 
did not record the risk level ratings for any of these threats in its 
threat database. Because the USMS had not recorded the ratings, we 
were unable to determine whether the protective measures 
implemented by the USMS were commensurate with the risk level 
rating. 

Therefore, we sought to determine whether the 25 threatened 
judges and AUSAs we interviewed had received at least 4 of the 
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protective measures prescribed by the USMS for threats assessed as 
low risk. Under the USMS protocol, these protective measures should 
be provided in response to every threat. Through our interviews and a 
database review, however, we found that only one protectee received 
all four protective measures. In addition, five protectees were not 
provided any of the low risk level protective measures they should 
have received. 

The USMS does not fully or effectively coordinate with other law 
enforcement agencies to respond to threats against federal judicial 
officials. 

The USMS does not consistentlv track threat referrals to the FBI. 

According to USMS policy, the USMS must not]@ the appropriate FBI 
field office when it learns of a threat against a protectee. We examined the 
threats against judges, U.S. Attorneys, and AUSAs in the USMS threat 
database that were reported during FY 2007 and FY 2008, and we found 
that 639 (40 percent) of the 1,587 threats in the database contained no 
information regarding FBI n0~ca t ion .4  We also examined the 26 threats 
we selected for review in the 4 districts to determine whether USMS records 
indicated that the FBI was notified of the threat. We found that 5 of the 26 
threats (19 percent) contained no information regarding FBI notilkation. 

Coordination between the USMS and the FBI is inconsistent among 
districts, and there are no formal protocols for coordination. 

USMS and FBI policies state that the two agencies should work 
together closely to respond to threats against judicial officials. USMS and 
FBI personnel we interviewed at two of the four sites we visited said they 
coordinate with each other on the protective and criminal investigations in 
response to threats. However, at the other two sites we visited USMS 
personnel stated that the FBI does not communicate or share information 
concerning its criminal investigations, although FBI personnel said the 
components were coordinating. 

No formal or informal agreement between the USMS and FBI defines 
their respective roles and responsibilities for threat response. As a result, 
personnel from both components told u s  that their working relationship 
and, more speciilcally, their communication on investigations depend on 

4 Because the USMS threat database does not distinguish between threats and 
inappropriate communications, our analysis may include both. 
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personalities in each of the offices. They stated that a formal memorandum 
of understanding between the FBI and the USMS is needed. 

The USMS districts fail to effectivelv coordinate with local law enforcement 
agencies - for notification of emergencv responses to judges' - residences. 

USMS policy requires district offices to send letters to the local law 
enforcement agencies in the jurisdictions where federal judges reside 
requesting that the USMS be notified whenever a police agency responds to 
any emergency call at a judge's residence. Three of the four sites we visited 
had sent such letters that included 24-hour/7-day-a-week USMS contact 
numbers. USMS officials at the fourth site told us  they had not sent the 
letters because the judges in the district refused to allow the USMS to 
provide their home addresses to local law enforcement agencies. 

We tested the USMS contact numbers provided in the three letters to 
the local law enforcement agencies. In two districts, when we called the 
contact numbers we received a recording that they were not working 
numbers. In the third district, our test call connected first to the 
courthouse communications office and then was re-directed to a USMS duty 
officer. 

USAO staff who provide protective measures for threatened 
U.S. Attorneys and AUSAs lack sufficient expertise and training in 
threat response, and coordination among these entities is inconsistent. 

USAO personnel lack expertise in threat response. 

While EOUSA and the USAOs have implemented measures to protect 
USAO personnel against threats, we determined that EOUSA and USAOs 
lack threat response expertise and training similar to that of the USMS's 
judicial security staff. Deputy Marshals involved in ensuring the safety of 
protectees generally have extensive law enforcement training, along with 
specific training in determining and implementing threat response 
procedures. Although some USAO staff may have prior law enforcement 
experience, many do not, and the training available to EOUSA and USAO 
personnel in security and personal protection is limited. In particular, they 
do not receive formal training in determining the protective measures that 
are appropriate for each threat that is equivalent to the training that USMS 
staff receive. 

The Assistant Director and the Threat Management Specialist of 
EOUSA's Security Programs Staff are responsible for providing guidance to 
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help the USAOs respond to a threat and for providing funding for the 
protective measures that are implemented. However, the two individuals in 
those positions during FY 2007 and FY 2008 did not have backgrounds 
comparable to that of USMS judicial security staff in responding to threats 
against individuals. The Assistant Director had prior physical security 
experience in other agencies, but is responsible for numerous 
security-related duties and therefore has limited time to devote to threat 
response or to develop more specialized expertise in the area. 

EOUSA relies primarily on the USAOs' District Office Security 
Managers to provide a protective response in the field. However, at the four 
locations we visited none of the District Office Security Managers had law 
enforcement or other experience in threat response. Moreover, the District 
Office Security Managers told us  that they were responsible for numerous 
other security-related functions in addition to responding to threats. 
Additionally, training opportunities for District Office Security Managers are 
limited, and this is problematic for staff with little or no experience in threat 
response. 

Coordination between the USMS and USAOs is inconsistent and is not 
guided bv formal protocols for coordination. 

We found that USMS and USAO staff responsible for threat response 
did not share important information about threats and were not clear on 
each other's roles and responsibilities regarding protective response. For 
example, in one district we visited we found that USAO staff did not believe 
the USMS was required to provide USAO personnel with any protective 
measures other than in response to the highest 
level threats. In that district - even though the courthouse and the USAO's 
building are adjacent and joined by a common hallway - the USMS district 
office did not provide USAO building security staff with threat information 
that had been distributed to courthouse security staff. 

Similarly, we found that USMS staff did not regularly advise USAOs 
about or monitor protective measures implemented by EOUSA and the 
USAOs. During our site visits we found instances in which EOUSA and the 
USAOs implemented protective measures without the USMS's knowledge. 
There is no agreement or memorandum of understanding between the 
USMS and EOUSA, or between the USMS and any USAOs we visited, which 
addresses the sharing of information about threats against U.S. Attorneys 
and AUSAs and coordination of protective measures. 
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EOUSA is not consistently notified of threats against U.S. Attorneys 
and AUSAs and often lacks important information about threats and 
protective responses. 

Some USAOs failed to submit required Urgent Reports to EOUSA on threats, 
and the submitted Urgent Reports fi-equentlv lack important information. 

We found that threats against USAO personnel are generally not 
reported to EOUSA. When we compared the threats reported by the USAOs 
and the USMS districts in FY 2007 and FY 2008, we found that USAOs had 
reported fewer than half the number of threats reported by the USMS. In 
each of the four districts we visited, we found that the USAOs sent fewer 
Urgent Reports to EOUSA than the number of threats recorded in the USMS 
threat database.5 Additionally, when we reviewed the 165 Urgent Reports 
that District Office Security Managers submitted to EOUSA in FY 2007 and 
FY 2008 for threats against USAO personnel, we found that 75 percent of 
the reports were missing key information such as the date the threat 
occurred and whether the USMS and FBI were notified. 

EOUSA is not kept informed of actions taken to protect threatened 
U.S. Attornevs and AUSAs. 

At the time of our fieldwork, the USAOs did not routinely inform 
EOUSA of the USMS's protective responses to mitigate threats and protect 
threatened AUSAs. We analyzed the Security Programs Staff threat 
management database and Urgent Reports submitted by District Office 
Security Managers about threats and found the USAOs had submitted only 
16 updates to the 165 initial Urgent Reports submitted to EOUSA. EOUSA 
personnel told us that they may receive updates via telephone, e-mails, or 
updated Urgent Reports. However, EOUSA was unaware of the protective 
measures provided by the USAO or the USMS, the initiation of an FBI 
investigation, or the progress of the FBI investigation. 

EOUSA told us  that it planned to improve the collection of information 
from USAOs by providing a web-based Urgent Report program in December 
2009 or January 20 10 so that District Office Security Managers can submit 
their reports directly to the threat management database, and these web- 
based forms will include the key information EOUSA needs. 

5 The USAOs report threats against USAO personnel to EOUSA via Urgent Reports. 
The Urgent Report contains a brief synopsis of the facts and a concise summary of the 
event. 
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RECOMMENDATIONS 

As a result of our review, we made 1 4  recommendations to: 

improve the understanding of federal judges, U.S. Attorneys, 
and AUSAs of the need for prompt reporting of threats and the 
consequences of delays or failure to report; 

ensure that the USMS provides protectees with protective 
measures that are commensurate with the risk level of the 
threat; 

ensure that the USMS collects information that will enable it to 
monitor the performance of its response to threats against 
protectees; 

ensure the USMS coordinates effectively with the FBI and local 
law enforcement agencies to keep the protectees safe; 

better prepare EOUSA and USA0 personnel for responding to 
threats and to ensure better cooperation between the USMS and 
the USAOs; and 

ensure that EOUSA receives more complete and timely 
information to manage its threat response program and ensure 
the safety of the U.S. Attorneys and AUSAs. 
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INTRODUCTION 

Introduction 

Threats against federal judges, U.S. Attorneys, Assistant 
U.S. Attorneys (AUSA), and other court officials investigated by the 
U.S. Marshals Senrice (USMS) have more than doubled during the past 
several years, increasing fi-om 592 in fiscal year (FY) 2003 to 1,278 in 
FY 2008.6 Overall, during this 6-year period, there were 5,744 threats 
directed at these federal court officials. Figure 1 presents the number of 
threats investigated each fiscal year. 

Figure 1: Number of Threats Against Federal Court Officials 
Investigated by the USMS, FY 2003 Through FY 2008 
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Sources: USMS FY 2008 Budget and www.ExpectMore.gov. 

6 According to USMS Directive 10.3.G. 12, Protective Investigations, 2007, a threat is 
any action or communication, explicit or implied, of intent to assault, resist, oppose, 
impede, intimidate, or interfere with any member of the federal judiciary, or other USMS 
protectee, including members of their staffs or family. According to USMS Directive 
10.3.G. 5, Protective Investigations, 2007, an inappropriate communication is any 
communication directed to a USMS protectee or employee that warrants further 
investigation. In this report, we use the term "threat" to encompass both threatening and 
inappropriate communications. 
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Job-related threats to federal judges, U. 
include physical assaults, verbal assaults, an( 
the Internet. In a 2008 Department of 
Justice (Department) Office of Inspector 
General (OIG) survey, 7 percent of threatened 
U.S. Attorneys and AUSAs reported incidents 
that went beyond written and verbal threats. 
In those incidents, the threats included 
attempts to physically intimidate the 
U.S. Attorneys and AUSAs. For example, two 
AUSAs reported being physically attacked, 
one reported that an alleged "contract hit" 
was put out on him, and another AUSA 
reported being followed by a family member 
of a defendant. 

Media reports also highlight the nature 
of threats faced by federal judges and AUSAs. 
For example, in one incident, a speaker at a 
rally in Washington, D.C., urged the crowd to 
find the home of an AUSA who was 
prosecuting a domestic terrorist and locate 
where his children attended school. In 
another incident, a white supremacist wrote 
on an online blog that three narned federal juc 
post included the judges' narnes, work addres 
as well as photos of the judges and a map sho 

Attorneys, and AUSAs 
threateAg letters posted on 
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Purpose 

This is the third OIG review to examine the protection of federal court 
officials. The f rs t  review examined the USMS's protection of federal judges, 
focusing on measures applied during high-threat trials. The second review 
examined the USMS headquarters threat assessment process and the 
USMS's progress in establishing a protective intelligence function.7 

7 The previous OIG reviews were both titled Review of the United States Marshals 
Seruice Judicial Security Process and were issued in March 2004 (Evaluation and 
Inspections Report 1-2004-004) and September 2007 (Evaluation and Inspections Report 
1-2007-0 10). The prior reports are described in Appendix I. 
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We conducted this review to examine the USMS's and the Executive 
Office for United States Attorneys' (EOUSA) response to threats made 
against federal judges, U.S. Attorneys, and AUSAs. Specifically, we 
examined the: 

1. role and responsibilities of the USMS district offices in the 
protection of federal judges, U.S. Attorneys, and AUSAs; 

2. procedures that USMS district offices employ to assess and 
respond to threats and incidents against federal judges, 
U.S. Attorneys, and AUSAs; and 

3. role of EOUSA in the protection of the U.S. Attorneys and AUSAs. 

Scope 

The USMS's district offices are primarily responsible for protecting 
federal judges, U.S. Attorneys, and AUSAs. Accordingly, we examined how 
those offices hIffled the USMS's mission to provide protection when federal 
judges, U.S. Attorneys, and AUSAs were threatened. Because EOUSA 
coordinates the relationships between United States Attorneys' Offices 
(USAO) and other Department components, we also examined its role in the 
protection of U.S. Attorneys and AUSAs.8 Our review encompassed threats 
that occurred during FY 2007 and FY 2008. 

Additionally, although the USMS threat response consists of two 
functions that occur simultaneously - the protective response and the 
protective investigation - in this review we focused on the protective 
response portion of the process. 

A detailed description of the methodology of the review is contained in 
Appendix 11. 

8 We did not review the USMS district offices' actions related to protecting other 
members of the judicial community, such as probation officers, court reporters, court 
clerks, or jurors. 
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BACKGROUND 

In this section, we identlfir the primary organizations that have a role 
in responding to threats against federal court officials. These organizations 
include the USMS district offices, the Federal Bureau of Investigation (FBI), 
EOUSA, USAOs, and the Administrative Office of the U.S. Courts. We also 
describe the USMS and EOUSA threat response processes. 

USMS 

The USMS is responsible for ensuring the safe and secure conduct of 
federal judicial proceedings and for protecting more than 2,000 federal 
judges and approximately 5,250 U.S. Attorneys and AUSAs and other court 
officials at more than 400 court facilities in all 94 federal judicial districts. 
Protecting the judiciary is one of the primary missions of the USMS and a 
strategic objective of the Department.9 The USMS budget for judicial 
security was $343 million in FY 2007 and $344 million in FY 2008. lo 

USMS district offices identlfir potential threats or have threats 
reported to them and are responsible for determining the protective 
measures needed to ensure the safety of the protectee. The USMS refers to 
this as the "protective response." USMS district office staff is also 
responsible for conducting a "protective investigation" into a threat. The 
judicial security hnctions performed by USMS personnel are detailed below. 

Judicial Securitv Ins~ectors 

Judicial Security Inspectors are senior-level Deputy Marshals in the 
districts who oversee protective investigations conducted by District Threat 
Investigators. They also implement protective measures, such as 
conducting residential security surveys and security briefings for threatened 

9 28 U.S.C. 566(e)(I)(A). 

10 Additionally, the Court Security Improvement Act of2007 authorized $20 million 
for each fiscal year from 2007 through 20 11 for the USMS to supplement its judicial 
security operations. However, according to USMS headquarters officials, none of the 
authorized funding has been appropriated to the USMS. 

11 According to USMS Directive 10.3. G.9, Protective Investigations, 2007, a 
protective investigation is the collection and assessment of information to determine a 
suspect's true intent, motive, and ability to harm a USMS protectee. The objective of this 
type of investigation is to eliminate or mitigate any potential risk of harm to the protectee. 

U.S. Department of Justice 
Office of the Inspector General 
Evaluation and Inspections Division 

REDACTED - FOR PUBLIC RELEASE 



REDACTED - FOR PUBLIC RELEASE 

federal judges, U.S. Attorneys, and AUSAs. 12 As of February 2009, 
113 Judicial Security Inspectors were assigned to the USMS's 94 districts. 

District Threat Investigators 

In consultation with the Judicial 
Security Inspectors, the District Threat 
Investigators conduct protective 
investigations into threats against 
USMS protectees. Their primary goal is 
to implement a threat management 
strategy to mitigate potential risks to 
threatened protectees. The District 
Threat Investigator duty is designated 
as a collateral duty for Deputy 
U.S. Marshals, although some District 
Threat Investigators performed those 
duties on a full-time basis, while others 
performed the duties on a part-time or 
as-needed basis. 

Protective Intelligence Investigators 
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The Protective Intelligence Investigator is a recently created full-time 
position responsible for conducting complex protective investigations. 
Protective Intelligence Investigators report directly to the Chief Deputy U.S. 
Marshal or Assistant Chief Deputy U.S. Marshal. They are also responsible 
for proactively i d e n w g ,  mitigating, and managing potential threats to 
USMS protectees. Protective Intelligence Investigators provide expertise to 
the District Threat Investigators during protective investigations and ensure 
they are adequately trained. As of August 3, 2009, there were 34 Protective 
Intelligence Investigators in USMS district offices. 

12 Residential security surveys identify areas of vulnerability and provide on-site 
safety and security recommendations. The residential security survey also provides 
information and guidance about emergency preparedness and general off-site safety and 
security. Security briefings provide the protectees with personal security awareness 
information such as keeping doors to their residences locked and being aware of their 
surroundings. Judges are given booklets containing this information. 
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Federal Bureau of Investigation 

The FBI is responsible for conducting criminal investigations of 
threats against federal judges, U.S. Attorneys, and AUSAs. According to 
USMS policy, USMS District Threat Investigators must not@ the 
appropriate FBI field office when they learn of a threat against a USMS 
protectee.13 Likewise, when the FBI learns of a threat against a USMS 
protectee the FBI has responsibility for informing the USMS of the threat. 
When a criminal investigation into a threat is initiated, the FBI case agent 
should work jointly with the District Threat Investigator. 

Executive OMce for U.S. Attorneys 

EOUSA's primary mission is to provide general executive assistance 
and supervision to the 94 USAOs, including coordinating and directing the 
relationships of the USAOs with other components of the Department and 
providing overall management oversight and technical and direct support to 
the USAOs in the area of security programs. When U.S. Attorneys or AUSAs 
are threatened, EOUSA provides financial assistance and guidance to help 
the USAOs respond to the threat. 

Within EOUSA, the Security Programs Staff of the Operations Branch 
is responsible for providing assistance and advice to the USAOs. According 
to EOUSA, the Security Programs Staff provides policy and procedural 
assistance to USAOs for the implementation and conduct of all aspects of 
security programs and ensures compliance with all national and 
Department security policies and regulations. The Security Programs Staff 
also provides general and specialized security training for personnel 
responsible for security and emergency management or preparedness 
related duties. The Security Programs Staff supports USAO security 
education and awareness efforts, including conferences, briefings, videos, 
brochures, and other materials. It provides budgetary and facilities 
management support to facilitate the design, procurement, and installation 
of all security-related equipment, services, and systems. Additionally, the 
Security Programs Staff oversees the Threat Management program to assist 
USAOs during threat situations, providing emergency and contingency 
planning and emergency security support in response to reported threats 
and natural disasters, as well as a structured methodology for analyzing the 
overall security practices of each USAO. 

13 USMS Directive 10.3.E. 1 .c, Protective Investigations, 2007. 
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The Security Programs Staff is headed by an Assistant Director and 
includes a Chief of the Regional Security Program, who oversees 22 Regional 
Security Specialists located in some USAOs, and a Threat Management 
Specialist, who collects threat-related information to provide emergency 
support and security to the USAOs. 

U.S. Attorneys' Offices 

The USAOs are responsible for reporting threats against 
U.S. Attorneys, AUSAs, and their families to the USMS. According to the 
District Offie Security Manager's Handbook, the District Office Security 
Manager is the principal security officer in each USAO and is responsible for 
relaying to EOUSA and the USMS all threats against AUSAs that are 
reported in the District. There are 93 District Office Security Managers in 
the 94 USAOs. 14 

According to the District Offie Security Manager's Handbook, the 
District Office Security Manager advises the U.S. Attorney on all security 
matters and is assisted by other individuals as  required. In addition to 
relaying threats reported by the attorneys to the USMS district office, the 
District Office Security Manager's duties include: 

coordinating the actions of personnel who are assigned security 
functions; 
analyzing the overall security needs of the USAO and recommending 
necessary security systems, equipment, and services to reduce 
vulnerabilities and risks; 
implementing and overseeing the Physical, Information, Personnel, 
Computer, and Communications Security programs, as well as the 
Security Education and Awareness, Loss Prevention, and Safety and 
Health programs; 
developing the District Office Security Plan and all contingency and 
emergency plans; 
preparing budget estimates for implementing office security programs 
and coordinating with the Security Programs Staff; and 
preparing and submitting Urgent Reports and Security Incident 
Reports. 15 

14 One District Office Security Manager oversees both the Guam and Northern 
Mariana Islands USAOs. 

15 Urgent Reports are submitted on significant events of interest or concern to the 
Attorney General and Deputy Attorney General. Such events include threats against USAO 
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Figure 2 presents the number of threats made against USAO 
personnel. l6 

Figure 2: Number of Threats Against USAO Personnel, 
FY 2005 Through FY 2008 

Sources: Data from D W  Report on the Security of Federal 
Prosecutors for FY 2005 and FY 2006, and data from USMS threat 
database for FY 2007 and FY 2008. 
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Additionally, the Administrative Office of the U.S. Courts has worked with 
the USMS to obtain supplemental hnding for the USMS to install intrusion 
detection systems in the residences of federal judges. To date, 
approximately 1,600 judges have had the systems installed in their 
residences. 

ti 
E 
Z 

0 I 

2005 2006 2007 2008 

Fiscal Year 

personnel, bomb threats that directly involve a USAO, and any emergency that affects the 
continued operation of an  office. 

16 The USMS threat database does not distinguish between attorneys and other 
USAO personnel. For this analysis, we used Urgent Reports and USMS threat records for 
all USAO personnel during FY 2007 and FY 2008. 
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The Threat Response Process 

The USMS district offices receive reports of threats from a variety of 
sources. Typical sources include judges and their staffs; defense attorneys 
reporting threats made by their clients; the Federal Bureau of Prisons 
reporting threats made by inmates; and confidential informants. Threats 
against U.S. Attorneys and AUSAs may be reported to the USMS by the 
USA0 District Office Security Manager or the attorney being threatened. 
Figure 3 shows the threat reporting and response process according to 
policy. 

Initial USMS District Res~onse 

When a threat is reported to the USMS, the District Threat 
Investigator or the Protective Intelligence Investigator initially determines 
whether the communication meets the standard of an "inappropriate 
communication," that is, if it is a legitimate threat. If it does, the District 
Threat Investigator or the Protective Intelligence Investigator notifies the FBI 
to determine whether a criminal investigation is warranted. 

The District Threat Investigator then completes a form, USM-550 
Preliminary Threat Report, in the USMS's threat database. The report 
contains information about the target of the threat, the type of threat, the 
delivery method, the suspect, other agencies that have been notified, and a 
brief synopsis of the threat. District Threat Investigators update the case 
using a form USM- 11  Report of Investigation a s  more information becomes 
available. 

Determining - the Threat Risk Level 

The District Threat Investigator and the Protective Intelligence 
Investigator, in consultation with the Judicial Security Inspector, assess the 
risk to the protectee. The risk assessment is an initial examination of the 
suspect's intent, motive, and ability to carry out the threat. To determine 
the risk to the protectee, the District Threat Investigator and Protective 
Intelligence Investigator consider how, where, and to whom the threat was 
delivered, whether identities of the victim of the threat and any suspects are 
known, whether any suspect is incarcerated, whether additional victims 
were named, and how the suspect intends to carry out the threat. Based on 
this information, the District Threat Investigator and the Protective 
Intelligence Investigator categorize the threat as  a low, potential, or high risk 
threat. 
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Figure 3: Threat Response Process 
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Figure 3: Threat Response Process (Continued) 
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Recommending - the Appropriate Response 

Based on the risk assessment, the District Threat Investigator and the 
Protective Intelligence Investigator recommend an appropriate protective 
response to the Judicial Security Inspector and the management of the 
USMS district office. USMS directives establish a progressive protective 
response based on each of the three risk levels. The protective measures 
corresponding to these risk levels are considered to be the minimum 
protective measures that should be implemented for the threat level rating. 
Risk levels and the associated protective measures are detailed on pages 
18 and 19 of this report. Additional protective measures may be 
implemented if deemed necessary by the District Threat Investigator or 
Protective Intelligence Investigator. 

Conducting - the Protective Investigation 

The District Threat Investigator or the Protective Intelligence 
Investigator also conducts a protective investigation to develop further 
information about the suspect's intent, motive, and likelihood of carrying 
out the threat, and to mitigate the risk of harm to the protectee.17 If the 
protective investigation indicates that a threat is likely to be carried out, the 
District Threat Investigator or the Protective Intelligence Investigator, in 
consultation with the Judicial Security Inspector, determines an appropriate 
investigative response to mitigate the threat. 

USMS Headquarters Role 

Entering the Preliminary Threat Report into the threat database 
notifies the Threat Management Center within the Office of Protective 
Intelligence at USMS headquarters of the threat. '8 Using information from 
the report, the Office of Protective Intelligence conducts background checks 
of law enforcement databases, including the threat database, to determine 
whether any data exists on any suspect or previous threats. The Office of 
Protective Intelligence then makes investigative recommendations and 
provides its report to the USMS district office within 1 business day after 
the threat is reported. The Office of Protective Intelligence also conducts a 

17 The protective measures and the protective investigation are initiated 
simultaneously. 

18 The USMS opened the Threat Management Center (TMC) at USMS headquarters 
in September 2007. Duty inspectors are available to respond to the districts' questions and 
receive reports of threats 24 hours a day. 
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computer-based analysis, referred to as a comparative analysis, using the 

Threats Against U.S. Attornevs and AUSAs 

The District Office Security Managers in the USAOs are responsible 
for reporting threats received by U.S. Attorneys and AUSAs. A District 
Office Security Manager may learn of a threat directly fi-om the threatened 
attorney, a supervisor, or from any other source. When the District Office 
Security Manager learns of a threat, the Security Manager is required to 
not@ the USMS, the local FBI office, and EOUSA. The District Office 
Security Manager notifies EOUSA of a threat by e-mailing an Urgent Report 
to the EOUSA Security Programs Staff. The Urgent Report contains a one- 
paragraph synopsis of the facts and a concise summary of the situation 
surrounding the event. 

EOUSA Emergencv Support 

The Threat Management Specialist at EOUSA receives and reviews 
Urgent Reports to determine if details about the threat, the protective 
measures implemented by the USMS, or any other pertinent facts were 
omitted from the report. If information was omitted, the Threat 
Management Specialist contacts the USAO's District Office Security 
Manager to request additional information. 

After reviewing an  Urgent Report, EOUSA may provide emergency 
security support to the USAO, including a review of the district's security 
measures and advice and assistance to threatened individuals on dealing 
with the threat. EOUSA also compiles and coordinates threat-related 
information with the USMS, the FBI, and other sources to determine the 
nature of the emergency security support required by the USAO or 
individual to adequately address the risk posed by the threat. During the 
threat response process, the Threat Management Specialist maintains 
contact with the District Office Security Manager to monitor changes in the 
status of the threat. In addition, the Threat Management Specialist acts as 
a liaison with the USMS to obtain any further information that it may have 
about the threat against a U.S. Attorney or AUSA. 

19 A comparative analysis compares the case's known characteristics with the 
characteristics of previous threat cases maintained in the USMS's threat database. The 
result of the comparative analysis is expressed as a score that indicates how closely the 
characteristics of the case being assessed match those of prior cases. 
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RESULTS OF THE REVIEW 

We found deficiencies in several critical areas of the USMS 
threat response program. Federal judges, U.S. Attorneys, and 
AUSAs do not consistently and promptly report threats they 
receive. Moreover, we found that when threats are reported, 
the USMS protective response is not fully or effectively 
coordinating with other law enforcement agencies to respond 
to threats against federal court officials. In addition, we found 
that USA0 personnel without sufficient expertise and training 
are providing some protective measures for threats against 
U.S. Attorneys and AUSAs. Moreover, when U.S. Attorneys and 
AUSAs are threatened, USAOs do not typically provide EOUSA 
with the information it needs to provide emergency security 
support to the USAOs and the threatened U.S. Attorneys and 
AUSAS. 

Judges, U.S. Attorneys, and AUSAs do not consistently and promptly 
report threats. 

Judges, - U.S. Attornevs, and AUSAs do not report all threats. 

Although we could not determine the number of unreported threats, our 
i n t e ~ e w s  and surveys indicate that as many as a quarter of all threats were 
not reported to the USMS. Most federal judges, U.S. Attorneys, and AUSAs told 
us  that they reported every threat made to them, but others said they did not 
report all threats they received. Table 1 summarizes the reporting and non- 
reporting of threats by judges, U.S. Attorneys, and AUSAs i n t e ~ e w e d  or 
surveyed by the OIG. 
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Table 1: Threat Reporting by Protectees 

Note: The OIG surveyed the federal judges in 2006 and the U.S. Attorneys and AUSAs in 2008. 

Sources: OIG i n t e ~ e w s  and surveys. 

Protectee 

Judges 

U.S. Attorneys 
and AUSAs 

The federal judges, U.S. Attorneys, and AUSAs who did not report all 
threats to the USMS said they did not do so because they believed the threats 
were not serious. For example, one judge stated that he reported physical or 
anonymous threats to the USMS, but did not report threats he viewed as vague 
or indirect. Additionally, one AUSA stated that he did not immediately report a 
threat he received because he did not take it seriously. A day or two later, he 
casually mentioned it to a supervisor who then reported it. 

Survey Respondents 

Federal iudges, - U.S. Attornevs, and AUSAs delayed reporting threats to the 
USMS. 

Reported AU 
Threats 

174 (78%) 

47 (77%) 

Interviewees 

We found that even when judges, U.S. Attorneys, and AUSAs reported 
threats they did not always promptly not@ the USMS of the threats. According 
to the USMS threat database, during FY 2007 and FY 2008 judges, 
U.S. Attorneys, and AUSAs reported 1,368 threats.20 Of 766 threats reported 
by the protectees in FY 2007, 196 (26 percent) were reported to the USMS 2 or 
more days after the threats were received (Figure 4). Of 602 threats reported in 
FY 2008, 138 (23 percent) were similarly delayed. In fact, one threat was not 
reported until 363 days after it was received. Although the number of delayed 
threat reports decreased from FY 2007 to FY 2008, untimely reporting of 
threats remains a problem as  it prevents the USMS from immediately ensuring 
the safety of the protectees. 

Did Not Report 
AU Threats 

48 (22%) 

14 (23%) 

Reported All 
Threats 

8 (73%) 

11 (79%) 

20 We excluded from this analysis threats that were brought to the attention of the 
protectee or the USMS by an informant because there may have been a delay between the date 
the threat was made and the date the informant reported the threat. We also counted threats 
that were made to multiple protectees by one threatener on a single date and were reported to 
the USMS on a single date as one threat. 

Did Not Report 
AU Threats 

3 (27%) 

3 (21%) 
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Figure 4: Number of  Threats Reported After 2 or More Days 
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Federal iudges, - U.S. Attorneys. and AUSAs receive insufficient guidance on 
reporting threats. 

We believe that the USMS must ensure that judges, U.S. Attorneys, 
AUSAs, and court personnel are aware of the importance of reporting threats to 
the USMS. For federal judges, guidance is contained in a security handbook 
that instructs judges to contact the USMS district office if they receive a threat. 
However, the USMS is only required to provide the handbook containing the 
guidance on reporting threats after the judge is threatened. Moreover, our 
review of the handbook found that it does not emphasize the consequences of 
delays or failures to report all threats immediately for the judicial security 
program to operate most effectively. The USMS told us  that it instructs all 
Judicial Security Inspectors to provide the off-site security handbook to all 
members of the judiciary as part of its ongoing efforts to protect the judges. 

U.S. Attorneys and AUSAs do not receive the USMS's security handbook. 
Instead, they refer to the U.S. Attorneys' Manual, which establishes 
requirements for what must be done only after a threat has been reported to 
the District Office Security Manager. The manual does not provide USA0 staff 
with guidance on what to do when they receive a threat, and it does not require 
that all threats must be reported to the District Office Security Manager. The 
District Office Security Managers we interviewed stated that they only briefly 
discuss the need to report with the U.S. Attorneys and AUSAs in their offices. 
The importance of reporting threats is not being effectively communicated, as 
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demonstrated by our 2008 survey results showing that 6 of the 36 
U.S. Attorneys and AUSAs who received training and were threatened did not 
report the threats. 

When judges, U.S. Attorneys, and AUSAs do not promptly report to the 
USMS all threats they receive, the USMS cannot provide timely protection or 
take other actions to prevent suspects from harming the protectees. 
Additionally, failure to report all threats makes it more difficult for the USMS to 
detect patterns of behavior that might indicate a suspect may escalate a threat 
to a violent attack. Consequently, the ability of the USMS to protect federal 
judges, U.S. Attorneys, and AUSAs can be compromised. 

Conclusion and Recommendations 

To improve the understanding of federal judges, U.S. Attorneys, and 
AUSAs of the need for prompt reporting of threats and the consequences of 
delays or failure to report, we recommend that: 

1. the USMS clearly explain to protectees the detrimental effect that 
delays or the failure to report has on the security provided. 

2. the USMS update its security handbook to emphasize both the 
importance of immediately reporting threats to the USMS and the 
consequences of delays or failures to report. 

3. EOUSA amend the U.S. Attorneys' Manual to clearly instruct the 
AUSAs that all threats must be reported promptly to the District 
Office Security Manager. Such instruction should include an 
explanation of the detrimental effect that delays or the failure to 
report has on the security provided. 

4. the USMS review trends in reporting timeliness annually and provide 
the results of that analysis to the Administrative Office of the 
U.S. Courts and EOUSA for their use in judicial conferences and 
attorney training seminars. 
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The USMS does not consistently provide an appropriate response for the 
risk level posed by the threat. 

The USMS did not consistentlv use its risk levels in assessing - threats. 

Determining whether the USMS implemented a protective response 
that was commensurate with the risk to the protectee requires a 
comparison of the implemented protective measures to the identified risk 
level of a threat.21 The minimum protective response is the response 
required by USMS directives, but the districts may implement other 
protective measures to ensure the safety of the protectee. The minimum 
protective response is dependent on the risk level determined by the 
District Threat Investigator. The following is a description of the risk 
levels and minimum protective measures for each level: 

Low risk - Risk of injury or death is assessed as unlikely and it is 
determined that the suspect does not appear to currently pose a 
credible, imminent risk to the protectee. Minimum protective 
measures to be taken are: 

21 In this section, we use the term "threat" to encompass both threatening and 
inappropriate communications. 
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Potential risk - Risk of injury or death to the protectee is assessed 
as  possible, but not imminent. These measures are implemented in 
addition to the protection provided for low level risks. 

High risk - Risk of injury or death to the protectee is assessed as  
likely. These measures are implemented in addition to the protection 
provided for low and potential level risks. 

We examined the USMS threat database and interviewed USMS 
personnel to assess whether they determined the risk levels. However, we 
found no risk level ratings recorded in the threat database for any of the 
26 threats we reviewed during our site visits.25 Moreover, District Threat 
Investigators at the four sites we visited did not consistently use the risk levels 
as the minimum standard for determining the protective measures they 
provided to threatened judges, U.S. Attorneys, or AUSAs. Only one of four 
District Threat Investigators we interviewed said that he performed the risk 
assessments, although he said he did not document the levels in the threat 
database.26 He said he did document "potential" and "high" risk level ratings in 
written threat assessments.27 Although it was his responsibility to do so, a 
second District Threat Investigator said he does not perform risk assessments. 

25 One of the 25 protectees we interviewed during our site visits had 2 threats, which 
made the total number of threats we reviewed 26. 

26 According to USMS Directive 10.14.E. 1, Protection Details, 2006, a risk assessment 
determines the appropriate level of protective response. 

27 According to USMS Directive 10.3.G. 11, Protective Investigations, 2007, a threat 
assessment is a determination that a suspect either poses a threat or does not pose a threat to 
a USMS protectee. 
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Instead, he said that the Judicial Security Inspector performed them. The only 
time the third District Threat Investigator said that he performed a risk 
assessment was to determine whether a protectee needed a protective detail. 
The fourth District Threat Investigator said he depended upon his experience 
and knowledge and that he relied on the risk levels only for guidance. None of 
these three District Threat Investigators documented the risk levels in the 
threat database. 

The USMS does not ensure that districts consistentlv provide the minimum 
protective measures that are reauired for each threat. 

Although risk levels were not recorded for any of the threats we reviewed, 
for every threat received by its protectees, the USMS is required to provide at 
least the protective measures for the low risk level.28 However, we found that 
the USMS threat database did not contain documentation to show that the 
minimum required protective measures had been provided to the protectees. 

Therefore, we sought to determine through i n t e ~ e w s  whether the USMS 
had provided 25 judges and AUSAs at the sites we visited with at least four of 
the low risk level protective measures in response to the threats they 
received.29 Only 1 of the 25 protectees we i n t e ~ e w e d  recalled receiving all 
four protective measures required for a low risk level threat. In addition, 5 of 
the 25 protectees (4 judges and 1 AUSA) did not recall receiving any of the 
required protective measures, and the USMS database did not indicate that 
they had received any. Figure 5 below presents the results of our analysis. 

28 According to USMS Directive 10.3.E. 1 .b, Protective Investigations, 2007, "when 
district management receives a report of a threat/inappropriate communication, involving a 
protectee, steps will be taken immediately to ensure the protectee's safety." 

29 As noted previously, we did not include in our analysis the office facility security 
survey protective measure. 
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Figure 5: Number of Protective Measures Provided 
to 25 Protectees Who Received Threats 
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Conclusion and Recommendation 

The USMS does not ensure that the protective measures provided to 
protectees are commensurate with the threat because the risk assessments are 
not consistently performed or documented. In addition, the evidence did not 
show that the USMS was consistently implementing even the minimum 
protective measures required for the lowest risk threats. We recommend that: 

5. the USMS implement controls to ensure that required risk 
assessments are completed and documented in the USMS threat 
database, including the assignment of risk levels, and that the 
protective measures provided in response to each threat also be 
documented in the USMS threat database. 
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The USMS does not fully or effectively coordinate with other law 
enforcement agencies to respond to threats against federal judicial 
officials. 

The USMS does not consistentlv track threat referrals to the FBI. 

We examined the threats against judges, U.S. Attorneys, and AUSAs in 
the USMS threat database reported during FY 2007 and FY 2008 to determine 
whether the USMS reported them to the FBI.30 Because the USMS threat 
management database does not distinguish between threats and inappropriate 
communications, our analysis may include both. We found that 639 
(40 percent) of the 1,587 threats in the database contained no information 
regarding FBI notifications. Figure 6 displays the notification information for 
the threats by fiscal year. 

Figure 6: FBI Threat Notifications in the USMS Threat Database 
for FY 2007 and F Y  2008 
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We also examined whether USMS records indicated that the FBI had 
been notified of the 26 threats we selected for review at the four sites we 
visited. We found that only 2 1 of the 26 threat entries in the database 

30 In this section, we use the term "threat" to encompass both threats and 
inappropriate communications. 
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(81 percent) showed that the FBI had been notified. The remaining 5 entries 
(19 percent) contained no information in the "Date Notified" field regarding FBI 
notification. 

The USMS threat database is the only written record that informs USMS 
headquarters of whether or not the FBI has been informed of threats, and only 
the district offices can enter this information based on their actions. If the data 
fields are blank, the only way that USMS headquarters can venfl that the FBI 
has been notified of threats is to call the districts and rely on the memory of 
district personnel. 

Coordination between the USMS 
and the FBI is inconsistent among 
districts, and there are no formal 
protocols for coordination. 

USMS and FBI policies state 
that the two agencies should work 
closely together to respond to 
threats against judicial officials.31 
We i n t e ~ e w e d  District Threat 
Investigators and FBI Special 
Agents at each of the four sites we 
visited to determine the extent of 
coordination between the USMS 
and FBI. At two sites, we found 
that the USMS and FBI coordinate 
the protective and criminal 
investigations. 
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However, we received 
inconsistent statements from the 
USMS and the FBI about the level 
of coordination at the other two sites we visited. At both of those sites, the 
USMS District Threat Investigators stated that the FBI does not communicate 

31 When the FBI opens a criminal investigation regarding a threat, the District Threat 
Investigator should work jointly with the FBI case agent. According to the USMS Guide to 
Protective Investigations and Contemporary Threat Management, joint investigations with the 
FBI must be full partnerships, with complete sharing of information and sources, but the 
district should not delay conducting a protective investigation in deference to the FBI's criminal 
investigation. The FBI Manual of Investigative Operations and Guidelines states that when the 
FBI institutes a criminal threat investigation, close liaison should be established with the 
USMS office responsible for the protectee. 
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or share information concerning its criminal investigations. In contrast, the 
FBI Special Agents said the components were coordinating. The FBI agent at 
one site stated that he considers himself and the District Threat Investigator to 
be partners in the investigation. The FBI agent at the other site told us that 
once the FBI is notified of a threat, the FBI provides all the information it has 
to the USMS. 

We also found there is no formal or informal agreement between the 
USMS and FBI that defines the roles and responsibilities of USMS District 
Threat Investigators and FBI agents. District Threat Investigators and FBI 
agents we i n t e ~ e w e d  told us  that communication between the USMS and the 
FBI regarding their respective investigations and their working relationships 
depend on personalities. They stated that a formal memorandum of 
understanding between the FBI and the USMS is needed. 

The USMS districts fail to effectivelv coordinate with local law enforcement 
agencies - for notification of emergencv resDonses to iudges' residences. 

USMS policy requires district offices to send letters to local law 
enforcement agencies that provide coverage to an area in which a federal judge 
resides, requesting that the USMS be notified whenever an agency responds to 
any emergency call from a judge's residence.32 The letter must also provide the 
local law enforcement agency with a local USMS district office 24-hour number 
for the notification. Upon being notified of a local law enforcement agency 
response to a potential emergency at a judge's residence, the USMS district 
office can assess the incident in the context of any current threats and 
determine whether the incident may be related. 

At the four sites we visited, we asked Judicial Security Inspectors 
whether the district offices had sent the letters to local law enforcement 
agencies and whether the Judicial Security Inspectors tracked their districts' 
responses to notifications of emergencies at federal judges' residences. Three 
of the four sites we visited had sent letters, but USMS officials at the fourth site 
told us  they had not done so because the judges refused to allow information 
regarding where they resided to be provided to the local law enforcement 
agencies. 

When we examined the letters, we found that those sent by two of the 
three sites provided the telephone number of a USMS duty officer to contact in 
the event of a response to an emergency. The letters sent by the third site 

32 For ease of reference in this report, any call from a federal judge's residence that 
results in a local law enforcement agency response is considered an emergency call. 
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included no telephone number for the duty officer, but did provide a contact 
number for the letters' recipients to call if they had questions about the 
USMS's request to be notified. 

We tested the 24-hour USMS contact numbers provided to the local law 
enforcement agencies.33 In one district, the USMS contact number had been 
disconnected. In another district, our call was never answered and did not 
connect to voicemail or a message; a second number provided in this district's 
letter to local law enforcement agencies was "temporarily out of service." In a 
third district, our test call during business hours connected to the 
communications office at the federal courthouse, which was staffed not by 
Deputy U.S. Marshals but by Court Security Officers. We called again after 
normal business hours and our call connected to the Federal Protective Service 
instead of the USMS duty officer. In both instances (during business hours 
and after), we were re-directed to a USMS duty officer. In sum, none of the 
four districts we visited provided local law enforcement agencies with telephone 
numbers that would let the agencies not@ the USMS directly in the event of a 
response to an emergency at a federal judge's residence. 

Also, none of the districts we visited had a system for tracking the 
number of times local law enforcement agencies had notified them of 
emergency responses at judges' residences. At three of the districts, the 
Judicial Security Inspectors we interviewed were able to provide only anecdotal 
estimates, such as "less than a handful of times" and "at least six times." The 
fourth district we visited has one of the largest number of federal judges of any 
of the 94 districts. At the judges' request, this district did not ask local law 
enforcement agencies to not@ the USMS of emergency responses at judges' 
residences. Not surprisingly, the Judicial Security Inspector in this district 
stated he had never been notified by a local law enforcement agency of a n  
emergency response to a judge's residence. 

The failure to ensure timely coordination with local law enforcement 
agencies can hinder the USMS in obtaining information that could enable it to 
swiftly determine whether USMS personnel should initiate a threat 
investigation and implement protective measures. Further, failing to gather 
this information prevents the USMS from iden-g patterns of activity that 
could warn of would-be attackers' attempts to test or probe defenses. 

33 The OIG made these calls on July 20, 2009. 
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Conclusion and Recommendations 

The USMS lacks the full range of information it needs to most effectively 
manage its threat response program. For approximately 40 percent of the 
threats reported in FY 2007 and FY 2008, the USMS's database does not show 
that the FBI was notified of the threats. Further, based on our site visits to 
four districts, the coordination and communication between the USMS and the 
FBI about threats to protectees are inconsistent and dependent upon 
personalities instead of a formal process or memorandum of understanding. 

We also found that the USMS is not coordinating effectively with local 
law enforcement agencies. None of the four districts we visited had sent 
notification letters that would enable local law enforcement agencies to directly 
not@ the USMS when they respond to an emergency at a federal judge's 
residence. 

To ensure that the USMS collects information that will enable it to 
monitor the performance of its response to threats against protectees, and to 
ensure the USMS coordinates effectively with the FBI and local law 
enforcement agencies to keep the protectees safe, we recommend that the 
USMS: 

6. establish internal controls at USMS headquarters to ensure that the 
USMS threat database contains full and accurate information, 
including ensuring that district offices regularly enter data in the "FBI 
Notified" and notification date fields. 

7. coordinate with the FBI to establish a memorandum of understanding 
to formalize the coordination of protective and criminal investigations. 

8. develop a mechanism to track the USMS district office responses to 
emergency notifications from local law enforcement agencies regarding 
emergency responses to federal judges' residences. 

9. ensure that all districts send the required notification letters to local 
law enforcement agencies and that the letters contain a working 
contact number that connects directly to the local USMS duty officer. 
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USAO staff who provide protective measures for threatened U.S. Attorneys 
and AUSAs lack sufficient expertise and training in threat response, and 
coordination among these entities is inconsistent. 

USAO personnel lack expertise in threat response. 

EOUSA and the USAOs have implemented measures to protect USAO 
personnel against threats, but we determined that EOUSA and the USAOs lack 
training and expertise in the threat response process similar to that of the 
USMS's judicial security staff. Deputy Marshals involved in ensuring the safety 
of protectees generally have extensive law enforcement training, along with 
specific training in determining and implementing threat response procedures. 
In contrast, while some USAO staff may have prior law enforcement experience, 
many do not, and the training available to EOUSA and USAO personnel to 
develop their expertise in security and personal protection is limited. 

During our site visits, we interviewed 14 AUSAs who had been 
threatened. We determined that EOUSA or the USAOs provided many 
protective measures to the 14 threatened AUSAs.34 In total, nine types of 
protective measures were provided to the AUSAs - three solely provided by 
EOUSA and the USAOs, and three provided by the USMS as well as EOUSA 
and the USAOs.35 Figure 7 below presents the comparison of the protective 
measures provided by the USMS and EOUSA and the USAOs to the AUSAs. 

34 We asked the AUSAs and reviewed documentation from the USMS and EOUSA 
threat databases to determine the source of protective measures. In our interviews, we asked 
the attorneys about the protective measures associated with each of the risk levels (see pages 
18 and 19 for a description) and whether EOUSA and the USAO, or the USMS had provided 
those measures. We also included other protective measures such as - when we were able to identify which component provided it. 

35 Two other protective measures were only 
implemented by the USMS. The remaining protective measure, , requires the 
involvement of both the USMS and EOUSA. The USMS does , but on1 after 
EOUSA submits a request and verifies that 7- 
U.S. Department of Justice 
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Figure 7: Protective Measures Provided by EOUSA/USAOs 
and USMS Districts 

Sources: EOUSA Security Programs Staff database, USMS threat database, and AUSA 
i n t e ~ e w s .  

We next examined the expertise and duties of the staff providing these 
measures. 

EOUSA. Two persons within EOUSA's Security Programs Staff are 
involved in threat response: the Assistant Director of the Security Programs 
Staff and the Threat Management Specialist. The Assistant Director is 
responsible for numerous security-related duties, including overseeing security 
training for USA0 personnel responsible for security-related duties and 
budgetary and facilities management support for security-related equipment, 
services, and systems. The Assistant Director's background includes prior 
physical security experience in other agencies, but no direct training or 
experience equivalent to that of USMS judicial security personnel. Moreover, 
because of his other duties, we believe the Assistant Director has limited time 
to devote to threat response and to develop more specialized expertise in the 
area. 

The Threat Management Specialist at the time of our review was more 
focused on the threat response. She was responsible for collecting, recording, 
and distributing threat information for 94 USAOs; developing contacts with the 
USAOs to update information regarding the threats; and maintaining contacts 
with the USMS to ensure that EOUSA is aware of every threat to the 
U.S. Attorneys and AUSAs. Finally, both the Assistant Director and the Threat 
Management Specialist had been on board at EOUSA only since 2007 and 
lacked institutional knowledge for dealing with the varying circumstances that 
each threat presents. 
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USAOs. EOUSA relies on the USAOs' District Office Security Managers 
in the field to provide protective responses. However, at the four locations we 
visited, none of the District Office Security Managers had law enforcement 
experience involving threat response. Moreover, the District Office Security 
Managers told us  that they were responsible for numerous other 
security-related functions in addition to responding to threats.36 The 
U.S. Attorneys' Manual recommends that District Office Security Manager 
responsibilities be assigned to Supervisory Assistant U.S. Attorneys as a 
collateral duty to their primary function as  
attorneys. As of September 2008 a large 
number of District Office Security 
Managers, 40 of 94 (43 percent), were 
AUSAs. At two of the USAOs we visited, 
the position was held by AUSAs, but in 
one of those districts a full-time security 
specialist performed the District Office 
Security Manager duties. The other two 
USAOs had full-time, non-AUSA District 
Office Security Managers. 

Moreover, training opportunities are 
limited for District Office Security 
Managers, which is particularly 
problematic for those with little or no 
experience in threat response. EOUSA 
offers a training conference for District 
Office Security Managers at the 
Department's training center, the National 
Advocacy Center, every 18 months.37 

Example of a Delay in Protective 
Measures Provided by a USAO 

In one district in which EOUSA funded 
two residential security systems for 
threatened attorneys, the installations 
were delayed. In both instances, the 
delays occurred when the USAO 
District Omce Security Manager did 
not follow up with EOUSA to ensure 
that the paperwork was completed and 
that the security systems were 
installed in a timely fashion. As a 
result, there was a Zmonth delay in 
the installation of each home security 
system. USAO staff told us that the 
lapse occurred because the District 
Omce Security Manager was 
res~onsible for a large number of 
, I addition to responding to 

Source: Interviews with USAO staff. 

threats. 

36 The District Office Security Managers we spoke with told us they were responsible 
for physical security, personnel security (e.g., background investigations), Sensitive 
Compartmented Information Facility control, communications security, office safety (e.g., 
employee accidents and fire drills), managing the Special Security Officers contract, and 
building parking, along with the Critical Incident Response Plans and Teams, Continuity of 
Operations Plans, and Continuity of Government plans. 

3' According to the former Director of EOUSA, if a District Office Security Manager is 
appointed when a conference is not to be held for another 18 months, the departing District 
Office Security Manager might train the new recruit. Additionally, if the District Office Security 
Manager requests it, EOUSA will send someone from another USAO to train the individual. 
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However, in the past that training has included only a 1-hour session on threat 
response.38 In addition, the guidance available to the District Office Security 
Managers is not sufficiently comprehensive to give them the tools to provide an 
effective threat response. Neither the U.S. Attorneys' Manual nor the District 
Offtce Security Manager's Handbook explains the role and duties of a District 
Office Security Manager. The U.S. Attorneys' Manual simply states that the 
District Office Security Manager notifies the USMS and the FBI of the threat, 
and serves as a coordinator for protective measures. It does not explain how 
the District Office Security Manager is to cany out these duties to provide an 
effective response. The District Offtce Security Manager's Handbook 
concentrates on the roles of the USMS and EOUSA, and only directs the 
District Office Security Manager to contact the Security Programs Staff when 
requesting a home alarm installation. 

Coordination between the USMS and USAOs is inconsistent and is not guided - 

bv formal protocols for coordination. 

In our i n t e ~ e w s ,  we found that the USMS and USAO staff did not share 
key information regarding protective responses and were not clear on each 
other's roles and responsibilities regarding the response to a threat against a 
U.S. Attorney or AUSA. Regarding information sharing, we found that USMS 
staff did not regularly advise or monitor - and in some cases did not even know 
about - protective measures implemented by EOUSA and the USAOs. During 
our site visits we found instances in which EOUSA and the USAOs 
implemented protective measures without the USMS knowing about them. For 
example, in one district we found that two USAO employees performed 
residential security surveys without the assistance of the USMS, and one of 
these employees initiated the installation of residential security systems 
without giving the USMS the opportunity to advise on the need for, or the 
configuration of, the system. 

We also found instances in which USMS and USAO staff expressed 
confusion over each other's roles and responsibilities in threat protection for 
USAO staff. For example, in one of the districts, we found that the USAO staff 
did not believe the USMS was required to provide any protective measures 
other than - in response to the highest level threats. A 
USAO official in that district told u s  the USMS's threat response program was 
focused exclusively on judges. In that same district, when the lives of an AUSA 
and her child were threatened, the AUSA reported the threats to the USAO, and 

38 At the March 2009 District Office Security Manager Conference, the 1-hour training 
in threat response was provided by an Assistant Chief and a Senior Inspector from the USMS 
Office of Protective Intelligence. 
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she said she was never contacted by the USMS. In fact, when a protective 
response was provided, it was provided by the Bureau of Alcohol, Tobacco, 
Firearms and Explosives (ATF), where the AUSA's husband was employed as a 
Special Agent. Managers in the USMS district office said the USAO did not 
not@ the USMS of the threat until 6 days after learning of it. A USMS 
manager said he felt "pretty okay" with ATF having provided a threat 
assessment and a residential security survey. 

We also found in the same district that the USMS district office did not 
provide USAO building security staff with threat information that had been 
distributed to courthouse security staff, even though the courthouse and the 
USAO's building were adjacent and joined by a common hallway. At the time 
of our visit, the USMS district office was putting together points of contact for 
both the courthouse and the USAO building. USMS officials said they had no 
set policy for disseminating information to USAO building security staff about 
individuals who made threats. USAO staff told us the security personnel 
guarding that building had expressed fmstration over not receiving notices 
about individuals who made threats. 

There is no agreement or memorandum of understanding between the 
USMS and EOUSA, or between the USMS and any USAOs we visited, which 
addresses the sharing of information about threats against U.S. Attorneys and 
AUSAs or about protective responses. Figure 8 shows the lack of coordinated 
policy among the USMS, EOUSA, and the USAOs. While a USMS directive 
instructs district offices to provide information about protective investigations 
to the protectees involved, no policy directs USMS staff to provide information 
to the USAOs or EOUSA or to collect information about protective measures 
the USAOs or EOUSA implement. 
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Figure 8: USMS and EOUSA Policy Regarding 
the Protection of Threatened U.S. Attorneys and AUSAs 

Conclusion and Recommendations 

EOUSA and USAOs have relatively few personnel performing personal 
security functions and, for the most part, they lack sufficient expertise in 
threat response and have limited training opportunities to prepare them to 
provide for the safety of U.S. Attorneys and AUSAs who have been threatened. 
In addition, USMS and USAO staff do not share key information and are not 
clear about their respective roles and responsibilities. Their efforts are not 
guided by formal protocols to help ensure there are no lapses in coverage and 
to avoid duplicative protective responses. To better prepare EOUSA and USAO 
personnel for responding to threats and to ensure better cooperation between 
the USMS and the USAOs, we recommend that: 
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10. EOUSA provide, in consultation with the USMS, sufficient training to 
EOUSA and USA0 staff assigned threat response duties. 

1 1. the USMS and EOUSA sign a memorandum of understanding that 
defines their roles and responsibilities in protecting U.S. Attorneys and 
AUSAs who receive threats. 
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EOUSA is not consistently notified of threats against U.S. Attorneys 
and AUSAs and often lacks important information about threats and 
protective responses. 

Some USAOs failed to submit required Urgent Re~orts  on threats to EOUSA. 

We found that threats against USAO personnel are generally not 
reported to EOUSA. The USAOs' District Office Security Managers are 
required by the U.S. Attorneys' Manual to n o w  EOUSA by submitting an 
Urgent Report via e-mail of any threats made to USAO personnel.39 
However, we found that threats against USAO personnel are generally not 
reported to EOUSA. When we compared the threats reported by the USAOs 
and the USMS districts in FY 2007 and FY 2008, we found that USAOs had 
reported fewer than half the number of threats reported by the USMS (see 
Table 2). 

Table 2: USMS District and USAO Reporting 
of Threats, FY 2007 and FY 2008 

Sources: USMS and EOUSA documents. 

We also found that the USAOs in each of the four districts we visited 
sent fewer Urgent Reports to EOUSA than the number of threats recorded in 
the USMS threat database (Figure 9). 

In 67 districts, 
USMS reported 
more threats 
than USAOs 

39 U.S. Attorneys' Manual, Chapter 3- 1 5.1 60. 

In 14 districts. 
USMS and 

UsAOs 
reported an 

equal number 
of threats 

In 13 districts, 
USAOs reported 

more threats 
than USMS 
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Component 

USMS 

USA0 

Number of threats reported 

424 

165 

8 

8 

402 

129 

14 

28 
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Figure 9: Number of Threats Reported by  USAO and the 
USMS in Visited Districts 

1 2 3 4 

District Visited 

UThreats reported by USAO ElThreats reported by USMS district 

Sources: USMS and EOUSA documents. 

When we asked USAO employees in the four districts why they were 
not no-g EOUSA of threats, employees in three USAOs told us  that they 
thought they had submitted all the required Urgent Reports. The District 
Office Security Manager for the fourth USAO (District 1 in Figure 9), which 
is one of the largest USAOs in the country, stated that EOUSA's role in 
threat management was not clearly defined and that he did not rely on 
EOUSA for assistance in protecting threatened USAO employees. As a 
result, that USAO had not sent any Urgent Reports to EOUSA for the 25 
threats against its personnel that we identified in the USMS threat 
database. 

In addition, we found that EOUSA Security Programs Staff did not use 
the information in the threat management database to determine whether it 
was notified of all threats against USAO employees. In fact, the Security 
Programs Staff was unaware that some USAOs were not submitting Urgent 
Reports on all threats until we informed them of our findings. 

EOUSA employees told us  that they have taken steps to ensure that 
they are notified of threats reported to the USMS. In July 2008, EOUSA 
established a liaison with the USMS headquarters to share threat 
notifications. The EOUSA Threat Management Specialist told us  she 
requests Urgent Reports from the USAOs when she learns from the USMS 
liaison of previously unreported threats. However, she stated that the 
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USAOs do not always respond to her requests. For example, we found that 
the USAOs had submitted only 5 Urgent Reports corresponding to the 
50 threat notifications that the Threat Management Specialist had received 
from the USMS from July through September 2008. 

Because the USAOs do not consistently not@ EOUSA of threats made 
against USAO personnel, EOUSA does not have accurate information about 
the actual number or severity of all threats despite the notifications shared 
by the USMS liaison.40 Unless EOUSA is aware of threats, it cannot fund 
protective measures, efficiently allocate resources, or assess the overall cost 
and performance of its security program. 

Urgent Reports frequentlv lack relevant information needed for an effective 
response. 

When we reviewed the 165 Urgent Reports that District Office Security 
Managers submitted to EOUSA in FY 2007 and FY 2008 for threats against 
USAO personnel, we found that 123 (75 percent) reports did not include key 
information, such as: 

the name and position of the targeted employee, 
the date the threat occurred, 
the date the Urgent Report was prepared, and41 
whether the USMS and FBI were notified. 

All but 1 of the 165 reports included the targeted employee's name, 
but 73 (44 percent) failed to inform EOUSA whether the FBI had been 
notified of the threat, and 10 reports (6 percent) failed to indicate whether 
the USMS had been notified. Also, 46 reports (28 percent) failed to include 
the date the threat occurred, and 65 (39 percent) omitted the date the 
Urgent Report was prepared. 

Because the Urgent Report template does not include these elements 
and the USAOs do not always include this information, EOUSA generally 
lacks initial threat information necessary to ensure the USMS and FBI have 

40 The USMS notification does not always include detailed information about the 
threat. Some notifications merely note that a threat has occurred against a specific 
attorney and provide no details. 

41 The Urgent Report template does include a field for the date of the Urgent Report. 
That field is automatically updated with the current date each time the document is 
accessed rather than retaining the date the report was created. 
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been notified, to begin monitoring the response to the threat, and to 
determine the funding needed to provide protective measures to the 
threatened attorney. 

EOUSA is not kept informed of actions taken to protect threatened 
U.S. Attornevs and AUSAs. 

We also found that USAOs are not routinely informing EOUSA of the 
USMS's protective responses to mitigate threats and protect threatened 
AUSAs. We analyzed the Security Programs Staff threat management 
database and Urgent Reports submitted by District Office Security 
Managers and found few entries beyond the initial Urgent Reports about the 
threats. EOUSA personnel told us  that they may receive updates via 
telephone, e-mails, or updated Urgent Reports. However, as of January 
2009, the USAOs had submitted only 16 updates via Urgent Reports to the 
165 initial Urgent Reports submitted to EOUSA during FY 2007 and 
FY 2008. We also found that EOUSA's Security Programs Staff did not 
always receive updated information from the USAOs on the progress of the 
protective measures provided by the USAO or the USMS, the initiation of an  
FBI investigation, or the progress of the FBI investigation. For example, in 
January 2008 an attorney who had been threatened by an  inmate who was 

EOUSAs Security programs Staff did not have a record of these protective 

Having complete information would enable EOUSA to better manage 
its security program by: 

coordinating the components' threat response actions, 

tracking trends in the types of threats against U.S. Attorneys and 
AUSAs, 

expanding USAO and District Office Security Manager training 
based on actual recent threats, 

better informing threatened U.S. Attorneys and AUSAs about the 
protective measures the USMS can provide to them, 

42 EOUSA staff sometimes receives information on the response to threats through 
means other than Urgent Reports, such as e-mails, but in our review of the EOUSA 
database we saw only limited instances of this information being entered into the threat 
records of the database. 
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guiding USAOs in improving proactive security and reacting more 
efficiently to threats, and 

basing procedures, such as residential security systems, 
deputations, and district security plans, on broad threat 
knowledge. 

EOUSA's Security Programs Staff told us that they planned to improve 
the collection of information from USAOs. In June 2009, EOUSA informed 
us that it was designing a web-based Urgent Report program that would 
enable District Office Security Managers to submit their reports directly to 
the Security Programs Staff threat management database. The new 
web-based reporting system will be designed to provide a consistent method 
of communicating events to EOUSA. According to EOUSA, it will have the 
capability to track threats made against the AUSAs, iden* the activities 
and protective measures provided, calculate the budget required for those 
protective measures, set automatic reminders that protective measures be 
reviewed to ensure they are still necessary, and develop aggregate reports 
about the number and type of events that have occurred. Also, according to 
the Assistant Director of the Security Programs Staff, the web-based forms 
will include names, dates, and protective measures provided and the 
automated database will track data fi-om the reports of threats and other 
incidents. EOUSA expected to begin using the web-based Urgent Report 
program in December 2009 or January 2010. The OIG believes that 
speclfylng these data elements in the template will help EOUSA ensure 
receipt of consistent information fi-om the USAOs. 

Conclusion and Recommendations 

The USAOs do not consistently no* EOUSA of threats made against 
USAO personnel or provide fundamental information EOUSA needs to 
monitor the District Office Security Managers' actions. Without knowing 
what protective measures the USMS and the USAOs intend to implement, 
EOUSA cannot assist in i d e n w g  additional security support. EOUSA 
also needs to be aware of USAO contact with the USMS and the FBI to fulfill 
its coordinating role. Without complete and current information on the 
response to threats, EOUSA is limited in its ability to track trends in threats 
against USAO personnel and the efforts to mitigate the threats. 

We recommend that: 

12. EOUSA provide guidance and periodic reminders to USAOs of the 
requirement to submit Urgent Reports immediately when a U.S. 
Attorney or AUSA is threatened. 
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13. EOUSA revise the Urgent Report template so that it includes a 
requirement to provide at least the following information: 

name and position of targeted employee; 
name and location of the person making the threat, if 
known; 
date the threat was made, or date the target was made aware 
of the threat; 
date the District Office Security Manager was informed of the 
threat; 
date the USMS and FBI were notified; and 
date the USAO submitted the Urgent Report to EOUSA. 

14. EOUSA establish guidance to require the District Office Security 
Managers to send updated information via Urgent Reports at 
regular intervals to inform EOUSA of the status of USAO, USMS, 
and FBI actions to protect the threatened AUSA. 
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CONCLUSION AND RECOMMENDATIONS 

The USMS threat response program has deficiencies in several critical 
areas that affect the USMS's ability to protect federal judges, U.S. Attorneys, 
and AUSAs from harm. Our review found that federal judges, 
U.S. Attorneys, and AUSAs are not consistently reporting threats on a timely 
basis, and in some instances are not reporting threats at all. When 
protectees do not report all threats, the USMS is unable to provide a 
comprehensive protective response. 

However, once a threat has been reported, the USMS does not 
consistently use risk levels in assessing threats or provide at least the 
minimum required protective measures. Moreover, the USMS cannot venfy 
that it has notified the FBI of all known threats against federal judicial 
officers. 

The lack of coordination between the USMS and other law 
enforcement agencies also limits the USMS's ability to ensure the safety of 
its protectees. We found that coordination and communication between the 
USMS and the FBI regarding their respective investigations are inconsistent 
from district to district, and there are no formal or informal protocols for 
coordination. The USMS also is not coordinating effectively with local law 
enforcement agencies concerning notification of emergency responses to 
judges' residences, which prevents the USMS from obtaining information 
that might enable it to initiate a threat investigation and implement 
protective measures. 

We also found that USAO personnel performing personal security 
functions did not have sufficient expertise and training to prepare them to 
provide for the safety of U.S. Attorneys and AUSAs who have been 
threatened. Moreover, USAO and USMS staff do not share key information 
and do not have clearly defined roles and responsibilities, which may result 
in lapses in, or duplicative, protective responses. Further, USAOs do not 
typically supply EOUSA with fundamental threat information, which 
prevents EOUSA from providing emergency security support or tracking 
trends in threats against USAO personnel. 

As a result of our review, we make the following 14 recommendations. 

To improve the understanding of federal judges, U.S. Attorneys, and 
AUSAs of the need for prompt reporting of threats and the consequences of 
delays or failure to report, we recommend that: 
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1. the USMS clearly explain to protectees the detrimental effect that 
delays or the failure to report has on the security provided. 

2. the USMS update its security handbook to emphasize both the 
importance of immediately reporting threats to the USMS and the 
consequences of delays or failures to report. 

3. EOUSA amend the U.S. Attorneys' Mmuaf to clearly instruct the 
AUSAs that all threats must be reported promptly to the District 
Office Security Manager. Such instruction should include a n  
explanation of the detrimental effect that delays or the failure to 
report has on the security provided. 

4. the USMS review trends in reporting timeliness annually and 
provide the results of that analysis to the Administrative Office of 
the U.S. Courts and EOUSA for their use in judicial conferences 
and attorney training seminars. 

To ensure that the USMS provides protectees with protective 
measures that are commensurate with the risk level of the threat, we 
recommend that: 

5. the USMS implement controls to ensure that required risk 
assessments are completed and documented in the USMS threat 
database, including the assignment of risk levels, and that the 
protective measures provided in response to each threat also be 
documented in the USMS threat database. 

To ensure that the USMS collects information that will enable it to 
monitor the performance of its judicial security program, and to ensure the 
USMS coordinates effectively with the FBI and local law enforcement 
agencies to keep the protectees safe, we recommend that the USMS: 

6. establish internal controls at USMS headquarters to ensure that 
the USMS threat database contains h l l  and accurate information, 
including ensuring that district offices regularly enter data in the 
"FBI Notified" and notification date fields. 

7. coordinate with the FBI to establish a memorandum of 
understanding to formalize the coordination of protective and 
criminal investigations. 

8. develop a mechanism to track the USMS district office responses to 
emergency notifications from local law enforcement agencies 
regarding emergency responses to federal judges' residences. 

9. ensure that all districts send the required notification letters to 
local law enforcement agencies and that the letters contain a 
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working contact number that connects directly to the local USMS 
duty officer. 

To better prepare EOUSA and USAO personnel for responding to 
threats and to ensure better cooperation between the USMS and the USAOs, 
we recommend that: 

10. EOUSA provide, in consultation with the USMS, sufficient 
training to EOUSA and USAO staff assigned threat response 
duties. 

11. the USMS and EOUSA sign a memorandum of understanding 
that defines their roles and responsibilities in protecting U.S. 
Attorneys and AUSAs who receive threats. 

To ensure that EOUSA receives more complete and timely information 
to manage its threat response program and ensure the safety of the U.S. 
Attorneys and AUSAs, we recommend that: 

12. EOUSA provide guidance and periodic reminders to USAOs of the 
requirement to submit Urgent Reports immediately when a U.S. 
Attorney or AUSA is threatened. 

13. EOUSA revise the Urgent Report template so that it includes a 
requirement to provide at least the following information: 

name and position of targeted employee; 
name and location of the person making the threat, if 
known; 
date the threat was made, or date the target was made aware 
of the threat; 
date the District Office Security Manager was informed of the 
threat; 
date the USMS and FBI were notified; and 
date the USAO submitted the Urgent Report to EOUSA. 

14. EOUSA establish guidance to require the District Office Security 
Managers to send updated information via Urgent Reports at 
regular intervals to inform EOUSA of the status of USAO, USMS, 
and FBI actions to protect the threatened AUSA. 
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APPENDIX I: PREVIOUS OIG REPORTS ON THE JUDICIAL SECURITY 
PROCESS 

In March 2004, the Office of the Inspector General (OIG) reported on 
the USMS's efforts since September 11, 2001, to improve its protection of 
the federal judiciary.43 We focused specifically on the USMS's ability to 
assess threats and determine appropriate measures to protect members of 
the federal judiciary during high-threat trials and while they are away fiom 
the courthouse. 

We found that since September 1 1, 200 1, the USMS had placed 
greater emphasis on judicial security by hiring 106 Court Security 
Inspectors and increasing courthouse security. However, the USMS's 
assessments of threats against members of the federal judiciary were often 
untimely and of questionable validity. Further, the USMS had limited 
capability to collect and share intelligence fiom USMS districts, the FBI's 
Joint Terrorism Task Forces (Jl'TF), and other sources on potential threats 
to the judiciary. In addition, the USMS lacked adequate standards for 
determining the appropriate protective measures that should be applied to 
protect the judiciary against identified potential risks (risk-based standards) 
during high-threat trials and when they are away from the courthouse. 

The USMS concurred with all six of the recommendations in that 
report and during the next 2 years reported to the OIG the steps it had 
taken to implement them. The USMS stated that it had revised its 
established time frames for assessing threats; updated the historical threat 
database; increased the number of liaisons with other law enforcement and 
intelligence agencies and requested additional resources to increase 
representation on the J'ITFs; established an Office of Protective Intelligence; 
increased the number of Top Secret security clearances and the amount of 
secure communications equipment in the districts; and issued revised 
judicial security directives that included risk-based standards and after 
action reports. The OIG has closed all of the recommendations. 

In September 2007, the OIG released a follow-up to its March 2004 
report examining the USMS's assessment of reported threats made against 
federal judges or other USMS protectees; the development of a protective 
intelligence capability to identlfy potential threats; and recent measures the 

43 Department of Justice, Office of the Inspector General, Review of the United 
States Marshals Seruice Judicial Security Process, Evaluation and Inspections Report 
1-2004-004. March 2004. 
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