P.F. Chang&#039;8 China Bistro Incorporated v. Federal Insurance Company Doc.|45
1| WO
2
3
4
5
6 IN THE UNITED STAT ES DISTRICT COURT
7 FOR THE DISTRICT OF ARIZONA
8
9|| P.F. Chang's China Bistro, Inc., No. CV-15-01322-PHX-SMM
10 Plaintiff, ORDER
11} v.
12| Federal Insurance Company,
13 Defendan
14
15 Pending before the Cous Defendant Federal Insurance Company’s (“Federal”)
16| Motion for Summary JudgmeniDoc. 22.) P.F. Chang’s ChanBistro, Inc. (“Chang’s”)
17|l has responded and the matterfully briefed. (Docs. 3638.) The Court heard Ora
18|l Arguments on the motion on April 19, 2016. (Dd4&.) In essence, éhmain issue before
19|| the Court is whether coverage exists untfe insurance policy between Chang’'s and
20|l Federal for the credit card association asseents that arose from the data bregch
21| Chang'’s suffered in 2013. The @onow issues following ruling.
22| 1. FACTUAL BACKGROUND *
23 A. The CyberSecurity Insurance Policy
24 Federal sold a CyberSecurity by ChuBblicy (“Policy”) to Chang’s corporate
o5l parent, Wok Holdco LLC, with effective datérom January 1, 2014 January 1, 2015.
26! (Doc. 8-1 at 2.) On its website, Federalrketied the Policy a%a flexible insurance
271 solution designed by cyber risk experts to addrthe full breadth of risks associated with
28
! The facts are undisputed unless indicated otherwise
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doing business in today’s technology-dependeotid” that “[c]lovers direct loss, legal
liability, and consequential losgsulting from cyber securitreaches.” (Doc. 37-7.)
Specific provisions of the Polioyill be defined and discuss@ugreater detail below.

During the underwriting prosses, Federal classified Clggs as a high risk, “PCI
Level 17, client because Chang’s conductsrenthan 6 million transactions per yea
(Docs. 37-1 at 121-22, 37-6.) Further,chese of the large number of Chang
transactions conductedth customer credit cards, Fedenated there was high exposur
to potential customer identity theft. (Do87-6.) In 2014, Chang’s paid an annu
premium of $134,052.00 for the Policy. (Doc. 37-1 at 126.)

B. The Master Service Agreemet Between Chang's and BAMS

Chang’s and other similarly situated ntlgants are unable to process credit ca
transactions themselves. Merchants maestter into agreements with third-part
“Servicers” or “Acquirers” who facilitate the geessing of credit card transactions wif
the banks who issue the creddrds (“Issuers”), such as Chase or Wells Fargo. Hjs
Chang’s entered into a Master Servicerdgment (“MSA”) with Bank of America
Merchant Services (“BAMS”) to proess credit card payments made by Chang
customers. (Doc. 23-2.) Und¢he MSA, Chang’'s delivergs customers’ credit card
payment information to BAMSvho then settles the traadion through an automates
clearinghouse; BAMS then credits Chang’s account for the amount of the payment.

Servicers like BAMS perform their proggng obligations pursuant to agreemer

with the credit card associations (“Assomas”), like MasterCardnd Visa. (Doc. 24-1.)

BAMS’ agreement with MasterCard is gomed by the MasterCard Rules, and are

incorporated in its MSA witiChang’s. (See Id; Doc. 23-2)nder the MasterCard Rules
BAMS is obligated to pay ceitafees and assessments (“Assaents”) to MasterCard in
the event of a data breach or “Accolbdta Compromise” (“ADC”). (Doc. 24-1 at §

10.2) These Assessments include “Operaml Reimbursement” fees and “Fraud

Recovery” fees, and they are calculated by formulae set forth in the MasterCard

(1d.)
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Under the MSA, Chang’s aged to compensate orimburse BAMS for “fees,”

7

“fines,” “penalties,” or “assessments” impdsen BAMS by the Asociations. (See Doc
23-2 at 9, 18.) Section 13.5 of the AddendurnthioMSA reads: “[Chang’s] agrees to pg
[BAMS] any fines, fees, openalties imposed dBAMS] by any Assaiations, resulting
from Chargebacks and any other fines, fees or penalties imposed by an Associatig
respect to acts or omissions of [Chang’g]d. at 9.) Section 5 of Schedule A to th
Addendum to the MSA providedn addition to the intercharmgrates, [BAMS] may pass
through to [Chang’s] any fees assessed #®&MB] by the [Associations], including but
not limited to, new fees, fines, penalties and assessments imposed by the [Associa
(Id. at 18.)

C. The Security Compromise

On June 10, 2014, Chang’s learned tmhputer hackers had obtained and pos
on the Internet approximate§0,000 credit card numbers be¢png to its customers (the
“security compromise” or “d@ta breach”). (Doc. 25-1.) Ch@'s notified Federal of the
data breach that very same day. (Id.)

To date, Federal has reimbursed Changore than $1,700,000 pursuant to t
Policy for costs incurreds a result of the security rmpromise. (Doc. 22 at 9.) Thost
costs include conducting a forensic invedima into the data breach and the costs
defending litigation filed by customers whasedit card informatiomvas stolen, as well
as litigation filed by one bank that issueatd information thatvas stolen._(Id.)

Following the data breach, on March 2015, MasterCardssued an “ADC
Operational Reimbursement/Fraud Recovery Final Acquirer HalamResponsibility
Report” to BAMS. (Doc. 26-2 This MasterCard Report posed three Assessments ¢
BAMS, a Fraud Recovery Assessment of7/48,798.85, an Operational Reimburseme
Assessment of $163,122.72 for Chang’s dat@ach, and a Case Management Fee
$50,000. (Id.; Doc. 26-3.) The Fraud RecovAsgsessment reflects costs, as calculaf
by MasterCard, associated witlaudulent charges that mayvaaarisen from, or may be

related to, the security comgmise. (Doc. 1-1 at 120.) The Operational Reimbursem
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Assessment reflects costs to notify cardholders affected by the security compromis
to reissue and deliver payment cards, newpant numbers, and sedy codes to those
cardholders. (Id. at 119) The Case Mamaget Fee is a flat fee and relates
considerations regarding Chang’'s compliandd Wayment Card Industry Data Securit
Standards._(Id. at §18.)

D. The BAMS Letter

On March 11, 2015, BAMS sent Chang'$etter (the “BAMS Letter”) stating:

MasterCard’s investigation concerning the account damapromise event
involving [Chang’s] is now compte. [BAMS] has been notified by
MasterCard that a case management fee and Account Data Compromise
(ADC) Operational Reimbursement akRthud Recovery (ORFR) are being
assessed against [BAMS] as a resulihef data comproree. In accordance
with your [MSA] you are obligated teeimburse [BAMS] for the following
assessments:

e $50,000.00 — Case Management Fee

e $163,122.72 — ADC Operanal Reimbursement

e $1,716,798.85 — ADEraud Recovery

$1,929,921.57

(Doc. 26-3.) Chang's notified Federal of tBRAMS Letter on March 19, 2015 and sougt

coverage for the Assessments. (Doc. 26-4.)dRumisto the MSA, and in order to continu
operations and not lose itsilly to process credit cardansactions, Chang'’s reimburse
BAMS for the Assessmés on April 15, 2015. (Doc. 1-1 at 924.) Federal deni
coverage for the Assessments and Cheaegbsequently filed this lawsuit.

Il. STANDARD OF REVIEW
“The court shall grant summajudgment if the movant shows that there is |

genuine dispute as to any madéfact and the movant entitled to judgment as a matte
of law.” Fed.R.Civ.P. 56(a).The substantive law deternga which facts are material
only disputes over facts that might affeat thutcome of the suit uerdthe governing law

properly preclude the entry of summarydgment.” Nat'| Ass'n of Optometrists &
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% This total is separate from and does not include the $1.7 million Federal ha

already paid Chang’s under the Policy.
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Opticians v. Harris682 F.3d 1144, 114{®th Cir. 2012) (citingAnderson v. Liberty
Lobby, Inc, 477 U.S. 242, 248 (1986)). To provesthbsence of a genuine dispute, t

moving party must demonstrate that “the evieis such that [no] reasonable jury cou

return a verdict fo the nonmoving party.”_Liberty Lobbhy477 U.S. at 248. In

determining whether a party has met its burdeopurt views the asdence in the light

id

most favorable to the non-moving party afrdws all reasonable inferences in the ngn-

moving party's faor. Liberty Lobby 477 U.S. at 255. Whila court may consider only

admissible evidence in ruling @amotion for summary judgment, the focus is not “on the

admissibility of the evidnce’s form,” but “on the admissiity of its contents.” Fraser v.
Goodale 342 F.3d 1032, 103637 (9th Cir.2003).

Federal courts sitting in diversity applye forum state's choice of law rules to

determine controlling substantive law. Ktax Co. v. Stentor Elec. Mfg. Co. In@&13
U.S. 487, 496 (1941). Arizenadheres to Restatement (@&t) of Conflict of Laws §

193 (1971), which states that insurance contracts are generally governed “by the logal |

of the state which the parties understood walsetdhe principal location of the insure
risk during the term ofhe policy.” Beckler v. Stat Farm Mut. Auto. Ins. Cp195 Ariz.
282, 286, 987 P.2d 768, 7TRpp. 1999). Since the principcation of the insured wag

in Arizona and the insuraacagreement was entered into Arizona, Arizona law

governs the enforcement of the Policy.

“The traditional view of the law of coracts is that a written agreement adopt
by the parties will be viewed as an integrateatract which bindshose parties to the
terms expressed within the fooorners of the agreement.” ar Motor Sales, Inc. v.
Universal Underwriters Ins. Cal40 Ariz. 383, 390, 682 P.A88, 395 (1984). However

9%
o

“the usual insurance policy & special kind of contract,” id., in part because it is not

“arrived at by negotiation betwedhe parties,” Zuckerman ¥ransamerica Ins. Co., 133

Ariz. 139, 144, 650 Rd 441, 446 (1982). Instead, “[ig largely adhesive; some term

are bargained for, but mostites consist of boilerplate, ntsargained for, neither read

nor understood by the buyer, and often exxn fully understood by the selling agent.

Darner, 140 Ariz. at 391, 682.2d at 396. Moreover, “[tlhe adhesive terms generally
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self-protective; their major ppose and effect often is &nsure that the drafting party

will prevail if a dispute goes to court.” Gtinier v. Aetna Cas. & Sur. Co., 154 Ariz.
266, 271, 742 P.2d 277, 28P987). Accordingly, “special contract rules should apply.

Id.

Interpretation of insurance policies isjaestion of law. Sparks v. Republic Na
Life Ins. Co, 132 Ariz. 529, 534, 64 P.2d 1127, 1132 (1982Provisions of insurance

policies are to be construed in a manner @ling to their plain and ordinary meaning,

id., but if a clause is reasonably susceptibldifterent interpretations given the facts ¢
the case, the clause is to tenstrued “by examining therlguage of the clause, publi
policy considerations, and thmirpose of the transaction as a whole,” State Farm N
Auto. Ins. Co. v. Wilson162 Ariz. 251, 257, 782 P.2d 72733 (1989). “[T]he general

rule is that while coveragelauses are interpreted broadio as to afford maximum

coverage to the insured, exclusionanaudes are interpreted narrowly against f{
insurer.” Scottsdale Ins. Co. v. Van Nquy#88 Ariz. 476, 479, 76B.2d 540, 543 (App.
1988).

Furthermore, “the policy may not be irgeeted so as to defeat the reasona
expectations of the insured.” Samsel v. Allstai® Co., 204 Ariz. 14, 59 P.3d 281, 284

(2002). “Under this doctrine, a contract tersnnot enforced if on@arty has reason tg

believe that the other would not have assemtethe contract ifit had known of that
term.” First Am. Title InsCo. v. Action Acquisitions, LLC218 Ariz. 394400, 187 P.3d
1107, 1113 (2008); accord Averett v. Farmess [Do., 177 Ariz. 531533, 869 P.2d 505,
507 (1994) (quoting Gordinier, 4%Ariz. at 272, 742 P.2d @83); Darner, 140 Ariz. at

<
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392, 682 P.2d at 397. “One of the basic principles which underlies [the doctrine] i

simply that the language in the portion of the instrument that the customer i$

ordinarily expected to readr understand ought not to lalowed to contradict the
bargain made by the parties.” Averett, 1A17z. at 533, 869 P.2dt 507 (quoting State
Farm Mut. Auto. Ins.Co. v. Bogart, 149 Ariz. 145151, 717 P.2d 449, 455 (1986

superseded by statute on other grounds as recognized ioliGatesd Enters., Inc. v.
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Schwindt, 172 Ariz. 35, 3833 P.2d 706, 709 (1992)).

The insured bears the lb@n of proving the appmability of the reasonable
expectations doctrine at trial. State FarmeR& Cas. In. Co. vGrabowski, 214 Ariz.
188, 190, 150 P.3d73, 277 (App. 2007). The doctrirepplies only if two predicate
conditions are present. Firshe insured’'s “expectation @bverage must be objectively
reasonable.” Millar v. State Farkire and Cas. Co., 167 Ariz. 93, 97, 804 P.2d 822, ¢

(App. 1990). Second, ¢hinsurer “must have had a reason to believe that the [insy

would not have purchased the . . . poli€ythey had known that it included” the
complained of provision. Grabowski, 214iArat 193-94, 150 P.3d at 280-81. Providg
both of these conditions are satisfied, “Ariza@arts will not enface even unambiguous
boilerplate terms in standareéid insurance contracts in a ited variety of situations.”
Gordinier, 154 Ariz. at 272, 742 P.2d at 283.

Finally, insurers expressly obligate themselves to defend their insureds again
claim of liability potentially coveed by the policy. Ariz. Prog® Cas. Ins. Guar. Fund v.
Helme 153 Ariz. 129, 137, 735 P.2d 451, 4688987); United Servs. Auto. Ass'n v
Morris, 154 Ariz. 113, 118, 74P.2d 246, 250 (1987). The duty defend is triggered if

the complaint “alleges facts wiiccome within the coverag# the liability policy. . .,

but if the alleged facts fail to bring the cagi¢hin the policy coverge, the insurer is free
of such obligation.” Kepner v. Western Fire Ins...dd9 Ariz. 329,331, 509 P.2d 222,
224 (1973) (quoting C.T. Drasler, Annotation, Allegationg1 Third Person’s Action
Aqgainst Insured as Determiningdhility Insurer's Duty to Defend0 A.L.R.2d 458 § 3,

at 464 (1956)). Indeed, an imsu rightfully refuses to defenohly if the facts, including
those outside the complaint, indisputalftyeclose the possibility of coverage. Sed
Kepner, 109 Ariz. at31, 509 P.2d at 224lf the insurer refuses tdefend and awaits the
determination of its obligation in a subsequpriiceeding, it acts at its peril, and if
guesses wrong it must bear thensequences of its breach amntract.”_Id. at 332, 509
P.2d at 225

I
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[ll. ANALYSIS

In its Complaint, Chang's alleges thi#ie Policy’s Insuring Clauses cover eagh
assessment from the BAMS Lett Specifically, Chang’s clainthat Insuring Clause A
covers ADC Fraud Recovery Assessment, finguClause B coverthe ADC Operational
Reimbursement Assessment, and Insuring €&ld.2 covers the Case Management Fge.
(Doc. 1-1.) Federal summarily argues thia¢ BAMS Letter and the Assessments get
forth therein do not fall witim the coverage provided by any of the Policy’s Insuring
Clauses. (Doc. 22 at 7.) Additially, Federal contends thegrtain exclusions contained
in the Policy bar coveragéld. at 11-16) The Court will ailyze each Policy provision
and exclusion in turnChen the Court will turio Chang’s final argument that coverage|is
proper under the reasonable expectation doctrine.

A. Insuring Clause A.

Insuring Clause A providethat, “[Federal] shall pay foross’ on behalf of an
Insured on account of anglaim first made against sudhsured . . . forlnjury .” (Doc.
8-1.) In relevant parClaim means “a written request forametary damages . . . against
an Insured for amnjury .” (I1d.) Under the Policylnjury is a broad term encompassing

many types of injuries, includinBrivacy Injury . (Id.) Privacy Injury “means injury

9%
o

sustained or allegedly sustained blexsonbecause of actual or potential unauthoriz
access to sucRerson’s Record or exceeding access to suearson’s Record’ (Id.)
Personis a natural person or arganization. (Id.) Relevant to this discussiB®cord
includes “any information concerning a nauperson that is defined as: (i) private
personal information; (ii) peomally identifiable information . . pursuant to any federal
state . . . statute or regulation, . where such information is held by dnsured
Organization or on thelnsured Organization’s behalf by aThird Party Service
Provider” or “an organization’s non-publimformation thatis. . . in aninsured’s or
Third Party Service Provider’s care, custody, or control.” (Id.)Third Party Service

Provider means an entity thagerforms the followingservices for, or on behalf of, an

® Terms in bold are defined in the Policy.
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Insured Organization pursuant to a written agreemt: (A) processing, holding of
storing information; (B) providing data backugata storage or data processing servicg
(1d.)

Federal argues that Insuring ClausesAnapplicable because BAMS, itself, di
not sustain &rivacy Injury because it was not iRecords that were compromised
during the data breach. (Doc. 22 at 8.) Fddéexefore contends that BAMS is not eve
in a position to assert a valrtivacy Injury Claim .

Conversely, Chang’s argues tlitatvas the Issuers who sufferedPevacy Injury
because it was theRecords constituting private accountnd financial information,
which were compromised ithe data breach. (Doc. 36 at 6.) Chang’'s argumen

premised upon the idea thais immaterial that thisnjury first passed through BAMS

before BAMS in turn charged Chang’s,chese this was done pursuant to indust

standards and Chang’s payment to BAMS viianctionally equivalent to compensating

the Issuers' (See 1d.) Basically, Chang’s argues that becalévacy Injury exists and
was levied against it, regardless of who suffered it, Ity is covered under the
Policy. (1d.)

Although the Court is expected to broadterpret coverage clauses so as

provide maximum coverage fan insured, a plain reading of the policy leads the Ca

n

[ IS

to

urt

to the conclusion that Insmg Clause A does not provide coverage for the ADC Fraud

Recovery Assessment. Scottiedms. Co., 158 Ariz. at 47 763 P.2d at 543. The Cour

agrees with Federal; BAMS did not sustaiRravacy Injury itself, and therefore canno

maintain a validClaim for Injury against Chang’s. The definition &fivacy Injury
requires an “actual or potentianauthorized access tsuch Person’s Record or
exceeding access soch Person’s Record” (Doc. 8-1) (emphasis added). The usage
the word “such” means that only th®erson whoseRecord is actually or potentially

accessed without authorization suffer®ravacy Injury . Here, because the customer

_ * Chang’s bolsters this argument by amting it to subrogation in othel
insurance contexts, which Federal misintetpras the crux o€hang’s argument. In
reaching its decision, the Court gave appropma®ht to Chang’s alogy, but does not
believe this matter is governég any subrogation legal rules.
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information that was the subject oktldata breach was not part of BAMSécord, but
rather theRecord of the issuing bank8AMS did not sustain ®rivacy Injury .> Thus,
BAMS did not make a vali€laim of the type covered undénsuring Clause A againsit
Chang's.

Contrary to Chang’s assertion, this mpietation is not a “pixel-level view” that

“reducels] coverage to a mere sliver of wthegt plain language prowd.” (Doc. 36 at 9.)

Rather, this is the only result that can be\detifrom the Policy. It is also worth noting

that Federal is not outright denying cowgrain its entirety. Federal has reimbursé

Chang’s nearly $1.7 itfion for valid claims brought bynjured customers and Issuers

As will be addressed more fullyelow, if Chang’s, who ia sophisticated party, wante
coverage for this Assessment, it could hbaegained for that covage. However, as is,
coverage does not exist under the Poliaytlie ADC Fraud Recovery Assessment und
Insuring Clause A.

B. Insuring Clause B.

Insuring Clause B provideshat “[Federal] shall payPrivacy Notification
Expensesincurred by aninsured resulting from Privacy] Injury .” (Doc. 8-1.) The
Policy definesPrivacy Notification Expensesas “the reasonablend necessary cost[s]

of notifying thosePersonswho may be directly affectetly the potential or actual

unauthorized access ofRecord, and changing sucRerson’s account numbers, othef

identification numbers and security codes. . .” (I@hang’s alleges that the ADC

Operational Reimbursement fesea Privacy Notification Epense because it compensat
Issuers for the cost of s&uing bankcards and new acdonambers and security code
to Chang’s customers. (Docs. 1-1, 36 at 8.)

In its motion, Federal uses similar argemtation it employed folnsuring Clause
A. Federal contends that @ ADC Operational Recovergé was not personally incurre
by Chang’s, but rather was incurred by BAMBoc. 22 at 10.) Also, Federal argues th

the ADC Operational Recoveffge does not qualify a8rivacy Notification Expenses

®> BAMS also did not sustain any other typdmjfiry as defined under the Policy.

-10 -
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because there is no eeiice that the fee wasagsto “notify[] thosePersonswho may be
directly affected by the potential actual unauthorized access dRecord, and changing
suchPerson’saccount numbers, other identificationmbers and security codes.” (Id.)

Chang’s counters, stating that Federalterpretation of “incuris too narrow, as
the Arizona Supreme Court held that an megu“incurs” an expense when the insure¢d
becomes liable for the expense, “even if tkpemses in question wepaid by or even
required by law to be paid yther sources.” (Doc. 36 &t(citing Samsel, 204 Ariz. at
4-11, 59 P.3d at 284-91)).

The Court agrees with Chang’s. Adtigh the ADC Operational Reimbursement
fee was originally incurred bBAMS, Chang’s is liable foit pursuant to its MSA with
BAMS.

In response to Federal's argument thiaere is no evidere that the ADC
Operational Reimbursement fee was used topemsate Issuers fordltosts of notifying

about the security compmise and reissuing credit catdsChang’s customers, Chang’s

argues that MasterCard’'s Security Rulelearly state that the ADC Operationa
Reimbursement fee is used for that purpfBecs. 36 at 8, 24-1 at 84-88.) Federal does
not direct the Court’s attention to and t@eurt is unable to find any evidence in the
record where the ADC Operational Reimburseainfee was used for any other purpose.
The evidence shows that MasterCard perfatrae investigation into the Chang’s data

breach and determined Assesstagiursuant to the MasterCaRrililes. MasterCard ther

~—+

furnished a Report to BAM&vying the ADC Operationd&Reimbursement fee agains
BAMS, which it paid and then imposed tAssessment upon Chang’s. (Doc. 26-3.) The
Court does not find this to ke question of fact more suiile for a jury,but rather can
find as a matter of law that coverage &i®r the ADC Operational Reimbursement
under Insuring Clause B. However, this findisgsubject to the Court’s analysis of the
Policy’s exclusions discussed below.

C. Insuring Clause D.2.

Under Insuring Clause D.2.,Fgderal] shall pay: . .Extra Expensesanlinsured

incurs during thePeriod of Recovery of Servicesdue to the actual or potential

-11 -
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impairment or denial ofOperations resulting directly fromFraudulent Access or
Transmission” (Doc. 8-1.) Extra Expensesinclude “reasonable expenses lasured

incurs in an att@pt to continueDperations that are over and above the expenses s

Insured would have normally incurredExtra Expensesdo not include any costs of

updating, upgrading oremediation of annsured’s System that are not otherwise
covered under [the] Policy.” (Id.) In the contextioftra Expenses Period of Recovery
of Services “begins: . . . immediately after the aatwr potential impament or denial of
Operations occurs; and will continue untthe earlier of . . . the dat®perations are
restored, . . . to the conditigdhat would have exied had there beam impairment or
denial; or sixty (60) days after the datelasured’s Servicesare fully restored. . . to the
level that would have existed had theeen no impairment or denial.” (Id)perations
are aninsured’s business activities, whilBervicesare “computer time, data processin
or storage functions asther uses of amsured’s System” (Id.) Fraudulent Access or
Transmission occurs when “a person $tafraudulently accessed émsured’s System
without authorizationExceeded Authorized Accessor launched &yber-attack into
aninsured’s System” (Id.)

Federal claims that Insuring Claus€Ddoes not cover the Case Management R
because Chang’s has not submitted any evid#ratethe data breach caused “actual
potential impairment or denial” of businesstivities. (Doc. 22 at1l.) Chang’s response
states that the evidea clearly shows thats ability to operatavas impaired becaused
BAMS would have terminated the MSA anichenated Chang’s abilityo process credit
card transactions if it did not pay BAMS puasit to the BAMS Letter. (Docs. 36 at 1(
23-2.) The MSA provides thahang’s is not permitted tose another servicer whilg
contracting with BAMS for itservices. (Doc. 23-2 &) Furthermore, in her deposition
the approving underwriter for Federal, Ladiontgomery, states that she knew Chang

transacted much of its buss®ethrough credit card paymeimisd that Chang’s would be

adversely affected if it was unable to collpayment from credit card transactions. (Dgc.

37-1 at 29.)

After reviewing the record, the Courtrags with Chang’'s. The evidence shov

-12 -
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that Chang’s experiencedraaudulent Accessduring the data breach and that its abili
to perform its regular business activities ulb be potentially impaired if it did not
immediately pay the Cas®lanagement Fee imposed by BAMS. And, this Cs
Management Fee qualifies asExtra Expenseas contemplated by the Policy.

However, Federal argues tt@@ang’s did not incur thisossduring thePeriod of
Recovery of Servicedecause it did not pay the Cagdanagement Fee until April 15
2015, nearly one year afterdiscovered the data breach. (D@2 at 11.) Federal argue
that because Chang’'s paicetiCase Management Fee whermlid, it falls outside the
Period of Recovery of Serviceswhich “begins: . . . imnulately after the actual or
potential impairment or denial @perations occurs; and will continue until the earlie
of . . . the dat®perations are restored, . . . to the condition that would have existed
there been no impairment or denial; sixty (60) days after the date ansured’s
Servicesare fully restored. . . to the level thabuld have existed had there been |
impairment or denial.” (Doc. 8-1.) In sponse, Chang's contends that its busing
activities are still not fully restorednd that it continues toka steps to remedy the dat
breach; thus, th€eriod of Recovery of Servicess ongoing. (Doc. 36 at 11.) Becaus
this is an issue of fact, the Court imable to resolve ibn Summary Judgment
Accordingly, the Court cannot determineamatter of law whether the Policy provide
coverage for the Case Management Fee under Insuring Clause D.2.

D. Exclusions D.3.b. ad B.2. and Loss Definition

Federal also argues that Exclusions R.&nd B.2, as well as the definition g
Loss, bar coverage for all of the AssessmeBtsclusion D.3.b. provides, “With respec

to all Insuring Clauses, [Fedd} shall not be liable for anfoss on account of any

Claim, or for anyExpense. . . based upon, arising from ior consequence of any . .|

liability assumed by anynsured under any contract or agreement.” (Doc. 8-1.) Unc
Exclusion B.2., “With respedb Insuring Clauses B throudgH, [Federal] shall not be
liable for. . . any costs or expenses incdrte perform any obligation assumed by, ¢
behalf of, or with the consent of aiysured.” (Doc. 8-1.) Additionally, and along the

same vein,Loss under Insuring Claus@& does not include “any costs or expens
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incurred to perform any obligation assumed dny,behalf of, or with the consent of any
Insured.” (Id.) Functionally, these exclusions are tsame in that thelgar coverage for
contractual obligations an insured assumeh withird-party outside of the Policy.

Federal contends that the assessmemtsvifiich coverage is sought arise out of
liability assumed by Chang’s to BAMS, thus they are excluded from coverage. (Doc. 2.
at 12.) Federal supports this argument byngitihe MSA, wherein Chang’s agreed that
“[BAMS] may pass through to [Chang’s] arfges assessed to [BAMS] by the Card
Organizations, including but hmited to, new fees, fines, penalties and assessment|s].”
(Doc. 23-1.) Federal also losko the BAMS Letter wherBAMS tells Chang’s, “[i]n
accordance with your MerchaAgreement you arebligated to reimburse [BAMS] for
the . .. assessmsi’ (Doc. 23-8.)

Chang’s counters, offering a serie§ arguments why these exceptions are
inapplicable in the present casast, Chang's argues thatckuexclusions do not apply if
“the insured is the one who is solely respblesfor the injury,”(citing 63 A.L.R.2d 1122
A.3d § 2[a]), or, in other words, the exclusiats not apply to obligtions the insured is
responsible for absent any assumptioniaddility. (Doc. 36 at 12) (citing Homeowners
Mgmt. Enterp., Inc. v. Mid-Gatinent Cas. Co., 294 Fed.App&14 821 (5thCir. 2008)
and Victoria's Secret Stores, Inc. v. Epst Contracting, Inc., 2002 WL 723215, *4-

(Ohio App. April 25, 2002). Chang’s arguékat under the principal of equitablg

Ul

1%

subrogation, it is compelled by “justicench good conscience,and not contractual
liability, to compensat8AMS for the assessments. (D@6 at 12) (citing Sourcecorp.
Inc. v. Norcutt, 227 Ariz463, 466-67, 258 P.3d 28284-85 (App. 2011)). Chang’s

argues this is an exception rgoized in the law to contractugbility exclusions of this

nature. (Id.) Additionally, Chang’s arguesathits “responsibilityfor the Loss is the

functional equivalent of congmsating for damages suffered by victims of Privacy Inju

—

Y,
t

regardless of the MSA.” (Doc. 36 at 12.) Undkis argument, Chang’s states that

could be liable under a variety of theorieglurding: negligence or particular statute

[92)

such as A.R.S. 8§ 44-7803, which places oesybility for fraudulentredit card transfers
on merchants as opposed to credit caainpanies. (Id. atl2-13.) The Court is
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unconvinced by these arguments.
The Court finds that botBxclusions D.3.b. and B.2as well as the definition of
Loss bar coverage. In reaching this decisidghe Court turned to cases analyzir

commercial general liability surance policies for guidaa, because cybersecurit

insurance policies are relativeigw to the market but therfdamental principles are the

same. Arizona courts, as welk those across the nation, hold that such contrag

liability exclusions apply to tie assumption of another’s biéity, such asan agreement

to indemnify or hold another harmless.” 2&t Mountain Properties Ltd. P’ship .

Liberty Mut. Fire Ins. Co., 225 Ariz. 19205, 236 P.3d 421, 432 (App. 2010), aff'd, 22
Ariz. 419, 250 P.3d 196 (2011) (citing Smithwdptor Xpress, Inc. v. Liberty Mut. Ins.
Co., 484 N.W.2d 192, 196 (lowa 1992); see al&ibbs M. Smith, Inc. v. U.S. Fid. &
Guar. Co., 949 P.2d 337, B4Utah 1997);_Lenar Corp. v. GreaAm. Ins. Co., 200
S.W.3d 651, 693 (Tex. App. 2006).

Chang’'s agreement with BAMS meetsisthcriteria and thus triggers the

exclusions. In no less than three placethexMSA does Chang’s agree to reimburse
compensate BAMS for any “fees,” ©
BAMS by the Associations, or, in other werdndemnify BAMS. (See Doc. 23-2 at ¢
18.) More specifically, Sean 13.5 of the Addendum tihe MSA reads: “[Chang’s]

agrees to pay [BAMS] iy fines, fees, or penalieimposed on [BMS] by any

finesipenalties,” or “assessments” imposed (¢

Associations, resulting from Chargebacks ang ather fines, feesr penalties imposed
by an Association with respect to acts or gstons of [Chang’s].” (Idat 9.) Furthermore,
the Court is unable to find and Chang’s daoes direct the Court’s attention to an
evidence in the record dicating that Chang’s would have been liable for the
Assessments absent its agreatmwith BAMS. Whilesuch an exceptioto an exclusion
of this nature may exist in the law, it is ragiplicable here. Accomgly, the Court must
find that the above referenced exclusions bar coveragdl fitree Assessments claime
by Chang'’s.

In reaching this conclusiothe Court has followed thdictate that “exclusionary

clauses are interpreted narrowly againstitisarer.” Scottsdale k1 Co., 158 Ariz. at

-15 -

g

174

tual

6

174

or

N

se




© 00 N O O b~ W DN P

N NN NN NNNDNRRRRERR R R R R
0w ~N O U0~ W NP O © 00N O 0. M W N P O

479, 763 P.2d at 54¥.et, even while lookig through this deferential lens, the Court
unable to reach an alternatigenclusion. Simply put, thegxclusions unagjvocally bar
coverage for the Assessments, including ADC Operational Reimbursement that tf
Court said coverage existed fander Insuring Clause B.

E. Reasonable Expectation Doctrine

Finally, the Court turns t€hang’s claim that in additioto coverage being prope

under the Policy, coverage also exists pansuo the reasonable expectation doctrir

(Doc. 36 at 14.) The datrine applies only if two predicatconditions are present. First

the insured’s “expectation of coverage muosstobjectively reasobée.” Millar, 167 Ariz.
at 97, 804 P.2d at 826. %, the insurer “must have had reason to believe that
[insured] would not have purcead the . . . policy if they deknown that it included” the
complained of provision. Grabowski, 214iArat 193-94, 150 P.3d at 280-81. Chang
bears the burden of provingetlapplicability of the reasonabéxpectation doctrine. Id.

Thus, the starting point for the reasonagk@ectations analysis “to determine

what expectations have been induced.” Barril40 Ariz. at 390, 682 P.2d at 39%

Chang’s states that the “dickered deakviar protection against losses resulting fro

[sic] a security compromise.” (@&. 36 at 15.) Byhis, Chang’s means any and all fe¢

and losses that flowed from the data breawtluding the Assessments. Chang’s direq
the Court’s attention to the deposition beah Montgomery,Federal’'s approving
underwriter who renewed the Policy that waseffect at the time of the data breac
There, the evidence sWs that when Federasued the Policy it understood the realiti
associated with processing citethrd transactions. (See D@&¥-1.) Federal knew that al
of Chang’s credit card transactions were pesed by a Servicer, such as BAMS, and {
particular risks associatedttv credit card transactions. (Id. at 27, 85.) Federal also ki
that Chang’s, a member ofehhospitality industry with a gh volume of annual credit

card transactions, was a higher risk enttyd therefore paid a significant annu

premium of $134,052.00. (Id. at 29, 75, 12Bederal was also aware that issuers Wi

calculate Fraud Recovery and Opernadilo Reimbursement Assessments agai

merchants in an effort to recoup losseffesad by security breaches. (Id. at 87-91.
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Furthermore, Chang’s alsoahlis that Chubb masdts the cyber security insurance polig
as one that “address[es] the full breadth siksiassociate with dainbusiness in today’s
technology-dependent world” and that thdiggo“Covers direct loss, legal liability, and
consequential loss resulting from cylsecurity breaches.” (Doc. 37-7.)

Chang’s then argues that based omoallhe above, it possessed the expectat
that coverage existed der the Policy for the assements. But this is mon sequitur
conclusion unsupported by thecta as presented. While Fedasmaware of the realities
of processing credit card transactions arat @hang’s could very well be liable fo
Assessments from credit card associations pabksedgh to them by Seicers, this does
not prove what Chang’s actualpectations were. Nowhere inethecord is the Court able
to find supporting evidence dh during the underwriting press Chang’s expected tha
coverage would exist for Assessments follogva hypothetical data breach. There is
evidence showing that Chg@'s insurance agent, Kelly McCoy, asked Federg
underwriter if such Assessments would dmvered during theicorrespondence. (Ses
Doc. 37-5.) The cybersedtyr policy application and taeted underwriting files are
similarly devoid of anysupporting evidence. €8 1d.; Doc. 37-6.)

Chang’'s merely attempts to cobble tigee such an expeation after the fact,
when in reality no expectation existed ag¢ time it purchased the Policy. There is 1
evidence that Chang’s bargained for coverage for potential Assessments, wh
certainly could have done. @hg's and Federal are both s@gicated parties well versed
in negotiating contractual claims, leading theu@ to believe that &y included in the
Policy the terms they intendefiee_Taylor v. State Farm Mwuto. Ins. Co., 175 Ariz.
148, 158, 854 P.2d 1134,44 (1993);_Tucson Imagings&ociates, LLC v. Nw. Hosp.
LLC, No. 2 CA-CV 2006-0125, Zi¥ WL 5556997, at *6 (ArizCt. App. July 31, 2007).

Because no expectation existed for this typeaserage, the Court isnable to find that

Chang's meets its bden of satisfying the first pdicate condition, objective
reasonableness, to invoke the reasonablecéxip@en doctrine. This obviates the need
analyze this issue further. Tleéore, the Court finds thabeerage likewise does not exis

under the reasonable expectation doctrine.
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V. CONCLUSION

Accordingly, based on the foregoing reasons,

IT IS HEREBY ORDERED GRANTING Defendant Federal Insuranc
Company’s Motion for Sumary Judgment. (Doc. 22.)

IT IS FURTHER ORDERED DENYING Plaintiff P.F. Chang’s China Bistro
Inc.’s Unopposed Motion to Mbfy Case Schedule to Peitnthe Filing of an Amended
Complaint (Doc. 44) as moot.

IT IS FURTHER ORDERED DISMISSING Plaintiff P.F. Chang’s China
Bistro, Inc.’s complaint wittprejudice. The Clerk of Coushall enter judgment in favor
of Defendant and terminate the case.

Dated this 26th day of May, 2016.
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