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Storage Networkm? gase Stu-d;: How Cisco IT Uses SAN to
1

Automate the Lega

iscovery Process

Cisco dramatically reduces the cost of legal.discovery thepugh better data management.

Back to abstract

BAGKGROUND
Large enterprisés typically produce, colléet, and analyze large volumes of data dufing day-to-day In This Case Study
operations. Corporate legal deplartments arg ho exteption, particularly those invalved'in the discovery :
precess for Illlgalmn and regulatory disciosure,. Backgeourd

Challenge.
Inenterprise companies bka Gisco-Systems®, the amaunt of discovery data fora sirglescase can be "alu’iﬁn

2RI

staggering. Mining many differert network storage devices - eash of whicn can hold a small amaunt

‘ol usablé irfarmation.among gigabiles of “chaff - ard prepaning the resuliant data-foriegal reviewls  Results

a par of the daily routine. 10 1o 5 years ago; virtually Al discovery-relatéd infefmatan was paper-

: ’ - ! i : : ‘Next Steps
based. Now, at Cisce, 80 percent.of that information is in etectronic form, but ihe challenges of
preparing it for foview are very similar.
POF Version
CHALLENGE
Ciseo's Office of the Ganeral € oinsel hias a leafr and agtive liigafin team composed of two 1 How-Cisco IT Uses SAN 10
altorneys, two paralegals. and one internal (T-eorsultant. The gragp works wilh mos! business: units Aulpmate the Legat.

and technieal groups throughoul the comaany. Abany lime, the:group i managing both-active
maners of lawslits and rumérous credibile threats of itigatien,

Discovery Process
{PDF - 255 KB;

Conceptually. alfeast. discovery at Cisco is a-simple. stepwise pracess-that.consisls of eellecting
‘data, processing it for review: reviewing i, and delivering il-to-other patties or govemment regulatars :
Buring data: callecton, infermatiorn is gathered from numerous sokress;

Ty SESBERS

LA . 4 !:!.

¢ The resui'lng day

Structured databases, such as the company's entéririse resourte pfanning (ERP} sysfem

Cisco Webpadies

Backup storage tabes.

Hard-copy documenis

Individual user data

Central Ciscd dotument repositoriés

Fallawing the coligction pracess. alf of thé refriéved data i5.copied te Cisgo's litigation repository. Once in the Teppsdory. files are put
inte praduction to prepare them fac legal review:

E-friail migtsdgés are convered into Separate files and paired with their attachments

Appiication files, as-well as Fetp. read-me. and log files, are-remaved - a processthat.can reduce Aala-volume by 70 percent.
dramatu:aﬂly réduging thé tima and co81 of legal review

Thie file setis scanried lar duplicales, which are 1agged.and femoved

All-fites are organized ‘and méladala tags desgribing file type. size, aig date are added

Eastrfile is Agsigned a unique. dbcument Aumbar for ease of review and relrieval

The coripleled data set s moved Yo *he pmduclmn seryer

Once production is compléle; Ihe data sét is feady Tor review by Cisco's outside counse|.

© Outsidé counsel revigws the content.of the data set onfine and marks it as responsive {refevant to the ‘egal issue gt hand] or

nonresponsive. Cutside caunsel also separales pmpnetary ang pfwlleged materal for special hardling. These arks: the Tevigwer's
ideritificalion, the pioject status, and any reviewer neles-are included.

L ig output as ind: vidual files. convented to TIFF files, blutned to Cs:or ‘DMDs; or stored in a hard. drive.

The ddta is. Thien given i opposing counselfor ieview..

The biggest challenge facing the Cis¢a litigalion teem is the.need o store. orgamza and-procass

huge wolumes of dala. A rela:ectcha.’!eme ance'data’is sgsemblad, is Io relrieva specific "Crsca's goal isi to.win ihe litigalion we
information quickly, "Essentiaily, we build a mountain.of informatinn and tear it down " says Mark  €0ter inta - but to win efficently ang
Micheds, ctsimianiages. of Cisco's fitigafion tear, "WWe tend to.over-collect - sometimes refiiexving withoult everspending, To thal end.

gtgabytes of material-of which very litfl i§ actually relgvant - sirthiat we.ofly have fo @ the job

we-dramatically sireamiined our
discovery process by-dev.sing an

once. Our objechive isdo minirnize the gisruption to'our'empioysis ard 1o géf the best possibie: online system that tielps us work
value from outside counsel and from the contractors wh-ektrac the dita and prépa-e it forlegal  mere effectively with extérmal

hitp:/fwww. cisco.com/web/about/ciscoitatwork/data_center/san for data_management ... 11/152008
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rEvIEW.” ) )
' resources. white mimmizing disruptior
ta-the Cisco employees who afe
Wilh our e-distavery process. we've put in place a systemihat. avqids the discrganization and infarmation ewnars.”

inefficency that is rampant in drscovery " says Jeff Ghietmetti; manager-of computer foreasics,

and legal diseovery for Cisgos: Imgalmn learn. “As ar analegy, visudlize & person wno visits his 'Mar‘k.E._ MicigeL-a o

tax accountant willi 2 shaébcx-crannied 10 bursting with bilis and seceipts. Dur uiimate. goal in 21;@_‘:35;- Offige of the General
buildinig the Systér was o pul'eath piece of information-in the right file folder; inthe right order. urse

wihere it z.dulﬂ be-easily found.™

SOLUTION

Cisco's-approach 1a the chaflunge posed by discovery revolvied around finding.a way to build & large storage syslem thatwas easy to install,
configlire, and manage: The [digation group aise wanited a sysigm-thit could expand fo stcoinmodale gn escalating workload-ard micet
perfcrmance expectatlons well infd the future. The group was conseicus thal, as:a corpo/ate cost conler. it needed to develop a smart. frugal
soiution that would minimize impact onihe cempany s bottom line<in par. through the use of exishing echnoiogy o mest these chaliengés.

The graup used @ model it called DMAIC. (define, measure, analyze, improve, and condrol) 1o develop a solution. The model offered a
structured, finear process:

Define - Delinzated every aspest of the surtent discqvery process, and calculated what it weuld b worth 1o fix each pigce
Measure - Quantitied Cisca's e-discovery eosls per-alicmey and:information gwner

Anpalyze - Fxamiped inefficiencies that-could be Yraced to. oufside counsel and other fegal serviees vendors,

tmprave - Suggesied thetools and mapped the processes thal would be. required for rue e=discovery

Control = Looked at the way inatimprovements could be sustained and improved, goingforward

A Cost-Effective Architecture

D:scnvery data at.Cisco.comes from literally thousands.of ssurces-shared data servers, the ERP
sotufion. multiple Websites, documents.on.PC Fard drives, dafabases, and the maitboxes of-
some 37,000 empioyees worldwide. The e-giscovery system links Cisco, litigation support
congaltanis, and outside counsel through a storage aréa Hietwark: (SHNI built on a Cisco MPS
9000 Series Mulitayer Cirector Switch ang a powerful. pat low-cost storage, syatem. Essertially,
his: e-discovery archifecture is a "network of netwerks? that connects Cisee 1o.oulside counses
and alher discovery patners (Figure 1).

An casy-fo-usé SAN mianagement applicalion "irlializes! the disks in the $thiage drcay.
allowirig: the' ligation tear to "see" data as one large volume rather thar many segarate d-sk
dnives Mirtudlization-also makes i easier for the.team to use the systar, -and creates:
operational-efficiencies foe the e-giscovesy admimisirator.

Figure-1. Litgation Reposiory
Storage:Area Network Cisco

Cligk gn image 15-enlarge. C=F

"yihan we setdul to-design the system, we quickly sawthe tremendous petential of the Ciged
SAN switch, which-allows us 1o grow it gasily in response fo futuce discovery negds,® 5y3
Ghreln‘em "Traditional nemork-aﬁached ﬁtorage was 100 slow to handle 1he vnlumes af data ‘W were expecnng o procesa And usmg SCSI-

proposed sniutmr}s that ran it rmlhprs ot doilars. Lsing’a ,fgu,nc_la!mn qi qur a\._-m temnalpgy, we found _a soly_tlc&wath th_ﬂg_hl price,
capabilities. and Tlexibility. In fact 3t tet us.consolidate data on 27 separate drives inlo a sifgle massiveVolume that is much cheaper and
essier 1o manage "

Management and Security
Security for & system ot this sort is challenging. ahd reguires ingeruity if its désign. Gisco's
Fabric Manager Advanced Storage Utmty belps ensures thatthe e-discovery SAN operates
; “rapidly-ahd eficrertly (Figure 2), The enlire fabiic. 6! the. SAN isinjegrated with Cisco netwark
'%"\* f sacunly and with the fit evalis. ol Cisca's ‘outside: counsal Highly serstive isingss, finaneial,
E i -and technology information must be shared with confidence:across the feam- meaning that
; i ‘Secure ransmission is of paramiount importance. The Lilgation. Lab éxists an is own subnet of
i - the:Cisca network and ts connected 1o a swilch cantrollea’ by the Office’of the Genieral Counsel,
I1s0/ating the data sp effectively thal no bne without authorized access knows that the subnet
-exists. Inaddition: managemert spplications 1€a1ed fo-e-gisqovery incorporate basic user
Figura 2. Gisco Fabric Manager Map  aginentication based ol Lightweight Directery. Aiccess Proiocol (LDAP 80 Cisch Active
‘of Litigatiors SAN Directary: In daily operafion, these-securify arrangements-efiminate the challsnige of
cobrdingting secuiity policy though disparate Tiewals

Click onimageto eniarge 14
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RESULTS:

Iniitiat restits fram +mplemem|ng e-discovery at Cisco have encouraged the Officé of Gerieral Counsel to contirilie refining the solution. {tis
much-more effigient to search.for data inafe location rathér than in multiple separate-systems,.and when litigation \eam members are more
efficient, they car more sasily handie a growing worktoad "IV's vital that we. developed such an effective system'to deal with &lgctronic data.
The volure is acseiefatmg so rapidly that we need the team te be adle procgss mare in the same number of hows" says Michels. "We had
planied for a'30-percent inptgase in'volume per year, bii racent cages we've received have caused us 1o-revise our eslimaltes upwatd to 100

pércent™

Cost avoidance figures have aiso been encouraging. In 2002, discovery comprised 87 percent of Cisco's total litigation expenses in five
significant cases as benchrmarked against indushy-stanard methods of conducting electronic discovery. As.of the wilting of 1h:s cage study,
Cisco has been. able fo reduce its.costs of discovery by apiproximately 87 pergent (Table 1) - for ar overall reduction in liligation expenses of
64 percent.

Table 1. Cisco Cost Savings Due te Automated Lifigation Dis_.cc\?er_Process-é

Matters: Estimate (* First Year) Actiral Cost  Savings

1 U556:500.000 8571711 $8.928.289
2 59,500.000 S74.711 $9,478.788
3 $1,800,000* §98.211 51,700,800
4 $400,000° $18.554 §381,446

5 $3.000.000% $68.604 £2.931,306
Total Savings $25,200,000 §1,825,780 $23,376,220

Cosl avoidance figures have.aisa been encouraging. The storage:solution costanethird of a standard enterprise stofage array. - ard allows
Cisco to cheaply and easily add:capacily as needed. At the:same fime, e litigafion tear has redused the expense of outside Jegal review by
30-percevit. and by using the abifilos of thesé outsourced providers, has been able to aveid Hiring 20 full time employees,

NEXT STEPS

With the "nefwork of networks” in plate abd fungtioning sdicathly, Cisca’s fext slep is to automate. mote of the lasks mvolveéd i discovery.
The litigationleam’s goalis 1o increase efficiency. reduce litgalion expense. and tontinue to build the. canfitence bf the usérs of the systerm
Spectfically. by using SAN fechnology. the Cifice of the General Counsel plans fo confiect outside caunsel to acentral data s&l. Benefits
‘inciude:

- AJE-percent rédagtion in.ansite support of remole neworks

* [ncieased-securfty

& A common gatabase of dacumerit review arid produchivity metrics
¢ Midltifiird goffabiraiicn withoul synehitgnization.issues

“The litigalion leam als plns. Yo-work with ather orgartizatians within Cisco to enable tfie company to more easily sharemnformation across
1he: bigadih of the enterprise

The Prgmise of Better Data Management

In-assence. the:mare data that Cisco-of any company-has, the Rarder it is to.locale, assemble, ana pu! ta effective use. The e-discovery
sysiem built by the Ofiice of the General. Counsel ilustratiss the power of SANS and i5 relevant 1o the records manggement needs’of any
latge eriteipiise or diunicipatify, "SANS are unequaited in then abilily tv enuabie organizatens: io work wiitdata that was once. difficul to
manage because of ifs sheer volurpe of geagraphiG dispersal,” says Jaff- Ghielrigtt. “In theilegal department al Cisco, we have takenithe first
step toward making the informatian we rely on accessible: and mimmtzmg the sheerbulk of data that needs 1o be prodyced i atigatiorn.”

Companies typically preserve dacuments far many.reasans. They have supstantial legal and regulatary complianee responsibitities '.lhe
-Sarbanesﬂmy Actisa panmufaﬂy retevant recert example) They-werit 10 preserve software deveiopiert fecords or olber-dacumentation

that contributes to arobust corporate knowiedge base, Unfortunately, ‘they may also save documents becausea they are unsure ot Hiow to
determine what 3 usetit.

Thiugh itis less expenstve Ahan itwas 10 years ago o store data, there:s significant axpeansein managing data-and deterinining whalis
f|mportant 10'5ave. "Tnis is not 3 new Issye; ard iLwill grovy as oo siorade Abilify-grows,” says Mark Michels “Think of atibrary versus a
warehouse, A library is a detiberate selection of useful inforiation. but @ waighouse-can'be a collection.of unsorted data. n.the oid tays,"
‘data was usually anglyzed before it-was buxed and labeled, In today's e-worlg, every dacument a company has can be:saved retatively
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easily, which 15 not always 1o aur banéfit. Cisco has been.appraaching data nmning and management in & cieative way that can benefit
‘eompéanies across the board, Trar's whal we've done in the Office: of the Beneral Counselin our dialogue with our doGument retention team

A welk-designed SAN allows acompany le-make dataaciess Wansparernt to the'user and. squally impartant, allow 'nanaq'ers"to app:y record
retention and.oiher policies unifgrmly tg large repos:mnes of data across the enferprise. With the experience of the Office of the General
Gounsel behind it, Cisco anticipates continugd progress in mining'its corporate knowledge:base and applying it to daily gperations
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