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I, David O’Connor, declare as follows:       

1. I am co-founder, President and CTO of Visual Analytics.  I am 

primarily responsible for the creation of VisuaLinks®, which has become one of 

the standard data mining applications at a number of intelligence agencies, law 

enforcement organizations, and financial crime investigative units.  I have 

worked closely with the Financial Crimes Enforcement Network (FinCEN), 

Internal Revenue Service (IRS, Criminal Investigations), Defense Intelligence 

Agency, and the Defense Information Systems Agency (DISA).  

 2. I received my B.S. in Computer Science from the University of 

Maryland and have more than 15 years of experience developing large scale 

distributed systems, data mining, visualization, and artificial intelligence 

technologies.  I served in the Marine Corps and worked on fighter aircraft 

electrical flight control systems. 

 3. I submit this declaration in connection with Perfect 10’s lawsuit 

against Google.  I have examined Exhibit 1 which is attached to this declaration. In 

my opinion, I have sufficient expertise in computer science and the Internet to 

determine whether the various portions of notices attached as Exhibit 1 would 

provide a search engine such as Google with enough information to locate the 

infringing image(s) or link(s). 

 4. I assume that page 1 of Exhibit 1 consists of thumbnail images from 

Google Image Search, along with the three links that Google provides for each 

such image.  Assuming that is the case, page 1 of Exhibit 1 provides more than 

enough information for Google to locate and block all the URLs listed on page 1.   

Adobe Acrobat has a feature for the extraction of URLs.  Google could copy any 

of the URLs contained in page 1 of Exhibit 1 into a text file, spreadsheet, or 

database.  The first and third URLs listed on page 1 of  Exhibit 1, namely, 

http://img133.imagevenue.com /loc173/th_64278_21.jpg, and 

http://tbn0.google.com/images?q=tbn: Vs0bIZd_jqxVPM:  http://img133. 
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imagevenue.com/loc173/th_64278_21.jpg, both provides Google with sufficient 

information to locate the image, with or without the image itself.  The middle Web 

Page URL (http://forum.phun.org/showthread.php?p=729907) with the model 

name is sufficient to locate the image as well, but having a copy of the image as 

shown also helps.  In general, having copies of the images as provided in Exhibit 1 

would help, rather than hinder, the search engine or ISP in locating the infringing 

material.  Google should be able to readily find all copies of that image in any of 

its search results, and remove them from its index.  

 5. I have examined pages 2 through 8 of Exhibit 1.  If Google received 

any of those pages in a notice, it would have enough information to locate the 

images on that page, and remove the images and the webpage from both its Image 

Search and Web Search results.  To locate and remove the infringing material, 

Google should need only the Web Page URL, which is contained on each of those 

pages.  Once Google has the URL of the Web Page containing an infringement, it 

can find that Web Page, and it can prevent any Google Search Results, whether 

Web Search or Image Search results, from directly linking to that web page.  On 

pages 3-6, the Web Page URL is highlighted.  On page 5, Google has suppressed 

the starting http:// from appearing on the user’s screen but it can still locate the 

infringing webpage with that portion of the URL simply by searching its index.  

On page 7, the Web Page URL appears in the browser bar.  On page 8, I am 

assuming that the highlighted URL identifies the web page directly above it.  

Google could certainly block the highlighted URL and could use the highlighted 

URL to determine if the corresponding web page is as shown on page 8.  For page 

2, Google has the search term, “Ingrid Ostvat”, the base URL of the website where 

each image is located, darkshadow.3xforum.ro, and the “Thumbnail Source URL.”  

This URL is displayed in the address bar of a web browser when a user clicks on 

the thumbnail.   Page 9 of Exhibit 1 has an example of a Thumbnail Source URL.  

The Thumbnail Source URL contains both the “See full-size image” URL as well 
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file:///R|/0%20transferred%20from%20Q%20drive/image%20google%20aft%20production/70408/Xenia%20Szabo.html

 GOOGLE I m ages

5 1  results for  "Xenia Szabo"  7 / 8 / 2 0 0 8  

1

Search st r ing:  "Xenia Szabo" I m age ht tp: / / im g133.im agevenue.com / loc173/ th_64278_21.
jpgSite ht tp: / / forum .phun.org/ showthread.php?p= 729907I m age I nfo:  106x160 Size:  7Kb

Thum bnail ht tp: / / tbn0.google.com / im ages?q= tbn: Vs0bI Zd_jqxVPM: ht tp: / / im g133.im agevenue.com / loc173/ th_64278_21.
jpg

2

Search st r ing:  "Xenia Szabo" I m age ht tp: / / www.im agerise.com / im ages.php/
t4766_XeniaSzabo22.jpgSite ht tp: / / t it sandhentai.wordpress.com / 2008/ 04/ 16/ xenia-szabo/
I m age I nfo:  99x150 Size:  6Kb

Thum bnail ht tp: / / tbn0.google.com / im ages?q= tbn: MYClndOeHiRYpM: ht tp: / / www.im agerise.com / im ages.php/
t4766_XeniaSzabo22.jpg

3

Search st r ing:  "Xenia Szabo" I m age ht tp: / / www.im agerise.com / im ages.php/
t4755_XeniaSzabo01.jpgSite ht tp: / / t it sandhentai.wordpress.com / 2008/ 04/ 16/ xenia-szabo/
I m age I nfo:  99x150 Size:  6Kb

Thum bnail ht tp: / / tbn0.google.com / im ages?q= tbn: YSlCEWl5K6tg6M: ht tp: / / www.im agerise.com / im ages.php/
t4755_XeniaSzabo01.jpg

4

Search st r ing:  "Xenia Szabo" I m age ht tp: / / im g11.im agevenue.com / loc229/ th_16866_01.
jpgSite ht tp: / / www.sztar.com / showthread.php?p= 1367574I m age I nfo:  106x160 Size:  7Kb

Thum bnail ht tp: / / tbn0.google.com / im ages?q= tbn: kSvskXqpK00tXM: ht tp: / / im g11.im agevenue.com / loc229/ th_16866_01.
jpg

5

Search st r ing:  "Xenia Szabo" I m age ht tp: / / blog7.fc2.com / a/ aitaine/ file/ 20060525.jpgSite 
ht tp: / / aitaine.blog7.fc2.com / blog-date-200605.htm lI m age I nfo:  300x451 Size:  49Kb

Thum bnail ht tp: / / tbn0.google.com / im ages?q= tbn: zfMv2sApk-Kw4M: ht tp: / / blog7.fc2.com / a/ aitaine/ file/ 20060525.jpg

file:///R|/0%20transferred%20from%20Q%20drive/image%20google%20aft%20production/70408/Xenia%20Szabo.html (1 of 10)7/8/2008 6:02:39 AM

http://images.google.com/imgres?imgurl=http://img133.imagevenue.com/loc173/th_64278_21.jpg&imgrefurl=http://forum.phun.org/showthread.php%3Fp%3D729907&start=1&h=160&w=106&sz=7&tbnid=Vs0bIZd_jqxVPM:&tbnh=98&tbnw=65&hl=en&prev=/images%3Fq%3D%2522Xenia%2BSzabo%2522%26hl%3Den%26lr%3D%26safe%3Doff
http://img133.imagevenue.com/loc173/th_64278_21.jpg
http://img133.imagevenue.com/loc173/th_64278_21.jpg
http://forum.phun.org/showthread.php?p=729907
http://tbn0.google.com/images?q=tbn:Vs0bIZd_jqxVPM:http://img133.imagevenue.com/loc173/th_64278_21.jpg
http://tbn0.google.com/images?q=tbn:Vs0bIZd_jqxVPM:http://img133.imagevenue.com/loc173/th_64278_21.jpg
http://images.google.com/imgres?imgurl=http://www.imagerise.com/images.php/t4766_XeniaSzabo22.jpg&imgrefurl=http://titsandhentai.wordpress.com/2008/04/16/xenia-szabo/&start=2&h=150&w=99&sz=6&tbnid=MYClndOeHiRYpM:&tbnh=96&tbnw=63&hl=en&prev=/images%3Fq%3D%2522Xenia%2BSzabo%2522%26hl%3Den%26lr%3D%26safe%3Doff
http://www.imagerise.com/images.php/t4766_XeniaSzabo22.jpg
http://www.imagerise.com/images.php/t4766_XeniaSzabo22.jpg
http://titsandhentai.wordpress.com/2008/04/16/xenia-szabo/
http://tbn0.google.com/images?q=tbn:MYClndOeHiRYpM:http://www.imagerise.com/images.php/t4766_XeniaSzabo22.jpg
http://tbn0.google.com/images?q=tbn:MYClndOeHiRYpM:http://www.imagerise.com/images.php/t4766_XeniaSzabo22.jpg
http://images.google.com/imgres?imgurl=http://www.imagerise.com/images.php/t4755_XeniaSzabo01.jpg&imgrefurl=http://titsandhentai.wordpress.com/2008/04/16/xenia-szabo/&start=3&h=150&w=99&sz=6&tbnid=YSlCEWl5K6tg6M:&tbnh=96&tbnw=63&hl=en&prev=/images%3Fq%3D%2522Xenia%2BSzabo%2522%26hl%3Den%26lr%3D%26safe%3Doff
http://www.imagerise.com/images.php/t4755_XeniaSzabo01.jpg
http://www.imagerise.com/images.php/t4755_XeniaSzabo01.jpg
http://titsandhentai.wordpress.com/2008/04/16/xenia-szabo/
http://tbn0.google.com/images?q=tbn:YSlCEWl5K6tg6M:http://www.imagerise.com/images.php/t4755_XeniaSzabo01.jpg
http://tbn0.google.com/images?q=tbn:YSlCEWl5K6tg6M:http://www.imagerise.com/images.php/t4755_XeniaSzabo01.jpg
http://images.google.com/imgres?imgurl=http://img11.imagevenue.com/loc229/th_16866_01.jpg&imgrefurl=http://www.sztar.com/showthread.php%3Fp%3D1367574&start=4&h=160&w=106&sz=7&tbnid=kSvskXqpK00tXM:&tbnh=98&tbnw=65&hl=en&prev=/images%3Fq%3D%2522Xenia%2BSzabo%2522%26hl%3Den%26lr%3D%26safe%3Doff
http://img11.imagevenue.com/loc229/th_16866_01.jpg
http://img11.imagevenue.com/loc229/th_16866_01.jpg
http://www.sztar.com/showthread.php?p=1367574
http://tbn0.google.com/images?q=tbn:kSvskXqpK00tXM:http://img11.imagevenue.com/loc229/th_16866_01.jpg
http://tbn0.google.com/images?q=tbn:kSvskXqpK00tXM:http://img11.imagevenue.com/loc229/th_16866_01.jpg
http://images.google.com/imgres?imgurl=http://blog7.fc2.com/a/aitaine/file/20060525.jpg&imgrefurl=http://aitaine.blog7.fc2.com/blog-date-200605.html&start=5&h=451&w=300&sz=49&tbnid=zfMv2sApk-Kw4M:&tbnh=127&tbnw=84&hl=en&prev=/images%3Fq%3D%2522Xenia%2BSzabo%2522%26hl%3Den%26lr%3D%26safe%3Doff
http://blog7.fc2.com/a/aitaine/file/20060525.jpg
http://aitaine.blog7.fc2.com/blog-date-200605.html
http://tbn0.google.com/images?q=tbn:zfMv2sApk-Kw4M:http://blog7.fc2.com/a/aitaine/file/20060525.jpg
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http://www.google.com/search?hl=en&safe=off&client=firefox-a&channel=s&rls=org.mozilla:en-US:official&um=1&q=%22Ingrid+Ostvat%22&filter=0&ndsp=18&ie=UTF-8&sa=N&tab=iw
http://maps.google.com/maps?hl=en&safe=off&client=firefox-a&channel=s&rls=org.mozilla:en-US:official&um=1&q=%22Ingrid+Ostvat%22&filter=0&ndsp=18&ie=UTF-8&sa=N&tab=il
http://news.google.com/news?hl=en&safe=off&client=firefox-a&channel=s&rls=org.mozilla:en-US:official&um=1&q=%22Ingrid+Ostvat%22&filter=0&ndsp=18&ie=UTF-8&sa=N&tab=in
http://video.google.com/videosearch?hl=en&safe=off&client=firefox-a&channel=s&rls=org.mozilla:en-US:official&um=1&q=%22Ingrid+Ostvat%22&filter=0&ndsp=18&ie=UTF-8&sa=N&tab=iv
http://mail.google.com/mail/?hl=en&tab=im
http://www.google.com/intl/en/options/
http://www.google.com/intl/en/options/
http://www.google.com/intl/en/options/
https://www.google.com/accounts/Login?continue=http://images.google.com/images%3Fhl%3Den%26safe%3Doff%26client%3Dfirefox-a%26channel%3Ds%26rls%3Dorg.mozilla:en-US:official%26um%3D1%26q%3D%2522Ingrid%2BOstvat%2522%26sa%3DN%26filter%3D0%26start%3D18%26ndsp%3D18&hl=en
http://images.google.com/advanced_image_search?q=%22Ingrid+Ostvat%22&ndsp=18&hl=en&safe=off&client=firefox-a&channel=s&rls=org.mozilla:en-US:official&um=1
http://images.google.com/preferences?q=%22Ingrid+Ostvat%22&ndsp=18&hl=en&safe=off&client=firefox-a&channel=s&rls=org.mozilla:en-US:official&um=1
http://images.google.com/preferences#
http://images.google.com/imgres?imgurl=http://www.imagerise.com/images.php/t133_AlexandraBerejnova42copy.jpg&imgrefurl=http://darkshadow.3xforum.ro/post/1532/1/PERFECT10_com_-_The_World_s_Most_Beautiful_Natural_women_/&usg=__RtMcrOXj2G7_XIiP-9Fv6Flbwxw=&h=150&w=99&sz=7&hl=en&start=19&um=1&tbnid=d7MunlVjsDS9eM:&tbnh=96&tbnw=63&prev=/images%3Fq%3D%2522Ingrid%2BOstvat%2522%26ndsp%3D18%26hl%3Den%26safe%3Doff%26client%3Dfirefox-a%26channel%3Ds%26rls%3Dorg.mozilla:en-US:official%26sa%3DN%26start%3D18%26um%3D1
http://images.google.com/imgres?imgurl=http://www.imagerise.com/images.php/t95_AlessandraCorrea03copy.jpg&imgrefurl=http://darkshadow.3xforum.ro/post/1532/1/PERFECT10_com_-_The_World_s_Most_Beautiful_Natural_women_/&usg=__OSJi6wBwQ6IuwJZ5riG3PvAVlU8=&h=150&w=99&sz=6&hl=en&start=20&um=1&tbnid=qtWgBRi39TPmVM:&tbnh=96&tbnw=63&prev=/images%3Fq%3D%2522Ingrid%2BOstvat%2522%26ndsp%3D18%26hl%3Den%26safe%3Doff%26client%3Dfirefox-a%26channel%3Ds%26rls%3Dorg.mozilla:en-US:official%26sa%3DN%26start%3D18%26um%3D1
http://images.google.com/imgres?imgurl=http://www.imagerise.com/images.php/t117_AlexaLatona01copy.jpg&imgrefurl=http://darkshadow.3xforum.ro/post/1532/1/PERFECT10_com_-_The_World_s_Most_Beautiful_Natural_women_/&usg=__f_sBUFS2N5ch7Y2GNkwUmBSH0BE=&h=150&w=99&sz=5&hl=en&start=21&um=1&tbnid=DSX_sV5BhzMq5M:&tbnh=96&tbnw=63&prev=/images%3Fq%3D%2522Ingrid%2BOstvat%2522%26ndsp%3D18%26hl%3Den%26safe%3Doff%26client%3Dfirefox-a%26channel%3Ds%26rls%3Dorg.mozilla:en-US:official%26sa%3DN%26start%3D18%26um%3D1
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