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UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

MARIANNE MADDALENA
Plaintiffs,

Dod. 22

JS6

Case No. 2:13-cv-4873-ODW(RZx)-**

V. Case No. 2:13-cv-6007-ODW(RZx)

DERRICK JOHN TOOLE,

Defendant. ORDER GRANTING MOTION

PEGGY ROBINSON,

Plaintiff,
V.
DERRICK JOHN TOOLE,
Defendant.

I.  INTRODUCTION

On September 17, 2013, the Cloewnsolidated the caseséggy Robinson v,

TO DISMISS [15], [12]

Derrick John TooleNo. 13-cv-06007-ODW(RZx) (C.D. Cal. filed August 15, 2013)

andMarianne Maddalena v. Derrick John TopMo. 13-cv-04873-ODW(RZx) (C.D|

Cal. filed July 5, 2013). (ECF No. 21.) Both Plairts’ claims center arounc
Defendant Derrick Toole'scarefully-executed cyberskang, which spanned thé

course of at least two years. Toole nmeves to dismiss both Plaintiffs’ Complain
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as time-barred. For the following reasons, the CQRANTS Toole’s Motion to
Dismiss.!
. BACKGROUND

From October 2009, through at least January 2011, Toole used sp
programs, GPS devices, and other technologyytonto every last detail of Plaintiffs
lives. Toole commenced hisuraing of Plaintiffs’ lives bymonitoring his girlfriend
Marianne Maddalena’s eleotric communications. (Compl. { 9.) Eventually, Tof
expanded his cyberstalkingp Maddalena’s work lifeand began electronicall,
monitoring Peggyrobinson, Maddalena’s coworker and frieRdbinson ECF No. 1,
19 9-10.

A. Plaintiff Maddalena

Maddalena and Toole met late 2007 and dated on aaff for several years
(Compl. 1 9.) On October 6, 2009pole—without Maddalena’s knowledge-
installed the Spectorsoft eBlastgpyware program on her laptopld.(11 9, 10.)
Toole used Spectorsoft to send himselfractireport of Maddaha’s every email ang
instant message.ld( { 10.) Toole also sent himself hourly reports of her Inte
activity, ultimately gathering over 7,000 reportd. {[ 12.)

In March 2010, Toole installed SpectPro spyware orMaddalena’s work
computer. (Compl. § 13.) Then, in Apfile installed a GPS tracking device on |
car. (d. Y 20.) Effectively, Toole tracked Maddalena'’s every keystroke and phy
movement. I@. § 19.) By late 2010, Tooldegan to unravel her person
relationships by impersonatinger via emails and text regages to her friends ar
family. (Id.  21.) Against the backdrop ®bole’s activity, Maddalena was carin
for a close family friend afflicted with a terminal illnessd.{ 22.)

Finally, in January 201 Maddalena realizedhat someone had besg
intercepting her emails when she received a reply to an email that she knew S

! Having carefully considered the papers filed in support of and in opposition to the instant Motions, the Court de|
matter appropriate for decision without oral argument. Fed. R. Civ. P. 78; L. R. 7-15.
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not sent. Id. MY 6, 22.) On January 25, 201¥laddalena hired the computs
company Mac SOS to investigate her sugmisi (Maddalena Decl.  4.) Mac SC
discovered Spectorsofbn her laptop. 14.) Maddalena confronted Toole wh
admitted installing the spyware on her laptofd.) ( But Maddalena did not yet kno
about the spyware installed on her otb@mputers or GPS tracking on her cdd.)(

Maddalena hired legal counsel in Felsyud011, and reported the incident
the FBI in March 2011. (Mathlena Decl. { 56.) O8eptember 19, 2011, the FE
conducted a formal search of Toole’s hom@&wo days later, the FBI informe
Maddalena that Toole had carefully curatedhtabase of her messages, emails, tg
and other private electronic data. (Confpl23.) This news came as a shock
Maddalena. (Maddalena Deflf 8, 10.) Since then, Maddalena has been diagn
with Post Traumatic Stes Disorder and is regularly attending therapg. {( 8.)

After meeting with the FB Maddalena claims thahe continued to learn th
“type and extent of [Toole’s] secretive infdfions” that are the basis of this actig

(Maddalena Decl. § 8.) Famstance, Maddalena learnedtlsince 2010, her mothe

and sister had been receiving countless hurtful emails from Maddalena, in whig
had accused them of being bad motherkl. { 13.) Maddalena never sent the
emails. (d. T 11). In retrospect, Migalena considers thishkrst indication of how
Toole used spyware to steal her identtyd dismantle her personal relationshi
(1d.)

Finally, on November 1, 2012, Toole svaonvicted of a felony for his illega
electronic monitoring. (Compl. § 8.) Ate restitution hearing on January, 11, 20
Maddalena “realized the need to briagcivil suit for damages which were n

compensated through the criminal @eeding.” (Maddalena Decl.  15.

Accordingly, on July 5, 2013, Maddalena €ilthis Complaint, alleging sixteen caus
of action. (ECF No. 1.)
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B. Plaintiff Robinson

Peggy Robinson, Maddalena’s co-worker andnfidante, also fell victim ta
Toole’s wrongdoings. Robinson ECF No. 1. In early 2010, Toole broke in
Robinson’s work offices and installegpysvare on her laptop computer, effective
gaining access to her email, Skype, and G-Chat accoltht$ 9—-10. As he did with
Maddalena, Toole printed and stored the entirety of Robinson’s elect
communications at his hous#.  15.

According to her Complaint, Robinsdhegan to discover” in January 201
that Toole had used spyware and othacking devices to inwi®e her personal an
professional life. Robinson ECF No. 1. At this timefthrough conversations witl
each other,” Maddalena andolilinson discovered that Toolead read Robinson’s
G-Chats and emaildd. 1 19. Robinson then reportdtk incident to the FBI throug
her counsel.ld. 1 20. During the September, 208darch of Toole’s home, the FE
found plastic tubs filled with hard cags of Robinson’s onl@ communicationsid. §
20.) Robinson then filed her Complaort August 15, 2013. (ECF No. 1.)

Plaintiffs allege various state-law-tafaims and the santaree federal claimg

for damages: (1) violation of the Elemtic Communications Pracy Act, 18 U.S.C.
§2510; (2) violation of the Stored @wnunications Act, 18 U.S.C. § 2701; a
(3) violation of the Computer Fraud aAdbuse Act, 18 U.S.C. § 1030. Toole mov
to dismiss the federal claims as time bdsreontending that Rintiffs filed their
complaints after the prescribed two-yeatstes of limitations. Toole also moves
dismiss the remaining state-law claims for lack of subject-matter jurisdiction.
lll.  LEGAL STANDARD

Dismissal under Rule 12(b)(6) can be lthea “the lack of a cognizable leg
theory” or “the absence of sufficientcta alleged under a cognizable legal theoi
Balistreri v. Pacifica Police Dept901 F.2d 696, 699 (9th Ci1990). A complaint
need only satisfy the minimal notice pleaglirequirements of Rule 8(a)(2)—a shq
and plain statement—to survive a motiordtemiss for failure to state a claim und
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Rule 12(b)(6). Porter v. Jones319 F.3d 483, 494 (9th Cir. 2003); Fed. R. Civ.
8(a)(2). For a complaint to sufficiently stad claim, its “[flactual allegations must
enough to raise a right to reliebove the speculative level.'Bell Atl. Corp. v.
Twombly 550 U.S. 544, 555 (2007). While specifacts are not necessary so long
the complaint gives the defendant fair netof the claim and the grounds upon wh
the claim rests, a complaint must nekeless “contain sufficient factual matte
accepted as true, to state a claim teetehat is plausible on its face.’Ashcroft v.
Igbal, 556 U.S. 662, 678 (2009).

Igbal's plausibility standard “asks for m® than a sheer possibility that
defendant has acted unlawfullyput does not go so far as to impose a “probab
requirement.” Id. Rule 8 demands more than a cda that is merely consister
with a defendant’s liability—dbels and conclusions, or formulaic recitals of
elements of a cause of action do not suffibe. Instead, the cont@int must allege
sufficient underlying facts to provide famotice and enable the defendant to defs
itself effectively. Starr v. Baca 652 F.3d 1202, 1216 (9th Cir. 2011). T
determination whether a complaint satisfitee plausibility standard is a “contex
specific task that requires the reviewinguad to draw on its judicial experience at
common sense.lgbal, 556 U.S. at 679.

When considering a Rule 12(b)(6) nuwtj a court is generally limited to th
pleadings and must construa]l] factual allegations set fdrtin the complaint . . . a
true and . . . in the light mofvorable to [the plaintiff].” Lee v. City of L.A250 F.3d
668, 688 (9th Cir. 2001). Conclusory gleions, unwarranted deductions of fact, &
unreasonable inferences need not be blindly accepted as true by theSpoeviell v.
Golden State Warrior266 F.3d 979, 988 (9th Cir. 2001Yet, a complaint should b
dismissed only if “it appears pend doubt that the plaintiffan prove no set of factg

supporting plaintiff's claim for relief.Morley v. Walker 175 F.3d 756, 759 (9th Cit.

1999).
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As a general rule, leave to amend a clamp that has been dismissed should
freely granted. Fed. R. Civ. P. 15(a). viaver, leave to amend may be denied wik
“the court determines thatdhallegation of other factonsistent with the challenge
pleading could not possibly cure the deficiencythreiber Distrib. Co. v. Serv-We
Furniture Co, 806 F.2d 1393, 1401 (9th Cir.19868geLopez v. Smith203 F.3d
1122, 1127 (9th Cir. 2000).

IV. DISCUSSION

Toole moves to dismiss Plaintiffs’ e action because they filed the
complaints after the federal claims’ two-yestatute of limitations had expire(
(Mot. 2; Robinson ECF No. 12.) Toole further maiima that, because Plaintiffs hay
failed to state a federal claim, the Coilwas no basis to exercise supplemerf
jurisdiction over the remaing state-law claims. (Mo®B; Robinson ECF No. 12.)
Plaintiffs assert that (1) their federal o are not time-barred, and (2) even if {
federal claims are time-barred, the Colmbed borrow and apply California Code
Civil Procedure section 340.3, a tolling statute, in this action. (OppRobjnson

ECF No. 15.) Alternatively, they argueathequitable-tolling principles apply.

(Opp’n 8;Robinson ECF No. 12.) Because the Courtds that Plaintiffs’ claims arg
time-barred by the applicable statues ofittations and declines to import Californ
Civil Procedure Code section 340T3ole’s motion to dismiss GRANTED.
A. Plaintiffs’ federal claims are time-barred

The three federal claims at issue tlms action have two-year statutes
limitations. To recover civil damages farviolation of 18 U.S.C. § 2510, a par
must file within two years after the @aupon which a claimarttas a “reasonabls
opportunity” to discover the violationl8 U.S.C. § 2520(e) For 18 U.S.C. § 2701
civil action runs only for two years aftéhe date upon which the claimant “fir
discovered or had a reasonable opportutatyliscover the violation.” 18 U.S.C.
2707(f). The applicable statute of limitats for 18 U.S.C. § 1030 explains that
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action must be raised “within two yearstbe date of the act complained of or t
date of the discovery of tlbamage.” 18 U.&. § 1030(Qg).

Defendant asserts that Plaintiffs’ fedle claims accrued when Plaintiff
discovered the illegally installed spywaredanuary 2011, and therefore the two-ys
statutes of limitations have passed. (Mot.Rgbinson ECF No. 12.) Plaintiffg
contend that although they initially suspttToole’s actions idanuary 2011, the)
did not discover every technological mechanissed to spy on them, nor “the exte

S
cal

/
Nt

of Toole’s secretive infiltrations,” until $eember 21, 2011, when the FBI explained

the findings from their raid of Toole’s home. (Opp’nRobinson ECF No. 15.)
Therefore, Plaintiffs argue, September 20i1the proper accrual date. The Co
disagrees.

Like many statutes of limitation, theastites at issue in this action do n

require that the claimant & actual knowledge of the vailon. Rather, 18 U.S.Q.

§ 2520(e), 8§ 2707(f), and 1030(g) demarmidy that the claimant have had
reasonable notice to discover the violati@ne court has explained that the statute
limitations for 18 U.S.C. § 2520(e) will barsaiit if the plaintiff “had such notice &
would lead a reasonable person either to sue or to launch an investigation that
likely uncover the requisite facts.Sparshott v. Feld Entm’t, Inc311 F.3d 425, 424
(D.C. Cir. 2002);accord Davis v. Zirkelbachl49 F.3d 614, 618 (7th Cir. 199§
(“[plaintiff] had to bring his claim under thieederal Wiretap Act #thin two years of
the time when he had a reasble opportunity to discovéine violation.”) (internal
guotations omitted).anier v. Bryant332 F.3d 999, 1003 (6th Cir. 2003).

Here, Plaintiffs had a reasonable oppoity to discover the violations lon
before the FBI investigation in Septear 2011. Maddalena certainly had
reasonable opportunity tostiover Toole’s illegal activity on January 25, 2011, wi
she discovered the Spectorsoft softwame her computer. In fact, Maddalel
acknowledges in her Complaint thateshactually discovered that Toole w

responsible for the installation of Spectdtsehen she confronted him. (Compl.
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71 23.) Thus, beyond a reasonable oppoatyuaddalena hadctual knowledge of
Toole’s illegal electronic monitoring(Maddalena Decl. { 1.)

Similarly, Robinson had sufficient tice of Toole’s msconduct by Januar)
2011. Robinson admits that she “[begandliscover the illegal use of . . . spyware
her computers” in early January, 201Robinson ECF No. 1, 1 8, 29.) Robinsc
asserts that “Through conversations wach other Ms. Maddalena and [Robinst
came to discover that Defendant was privy to information that could not possit
obtained by normal means.’Id({ 19) Thus, Robinsonsa had actual knowledge ¢
Toole’s illegal electronic wnitoring in January 2011.

Plaintiffs’ argument that the “sedree technological nature” of Toole’
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wrongdoing prevented them from fully discoveyithe arsenal of spyware he installed

and the extent to which he was monitoringithactivities is irrelevant. A victim of

wiretapping does not need to discover gvigmpe and means of the defendan
misconduct. See Sparshqtt3ll F.3d at 430 (rejecting plaintiff's argument tk
defendant’s use of technologically differaneans of wiretapping did not put her ¢
notice of his wrongdoing and explaining that the earlier incidents gave I
“reasonable opportunity to discover later vimas”). Further, a plaintiff need ng
even know the exact perpetrataran injury to have suftient notice to bring suit
See Dyniewicz v. United State®l2 F.2d 484, 486-87 (9thir. 1984.) Here, it is
sufficient that Plaintiffs were aware of tremediate injury giving rise to their feder;i
claims—the secretly-installed spyware. And although it took a “full-throttle”

investigation to uncover the full extent ©bole’s actions, the January 2011 discov
of Spectorsoftvas enough notice for Plaintiffs to bring suit.

Moreover, taking legal actn or launching an investigation indicates tha
plaintiff has been made reasonablyaagv of the defendant’s misconduc®parshott
311 F.3d at 429. Plaintiffs fit squarely withthis rule. In February 2011, after tf
spyware discovery, Maddalena “hired legalnsel to advise heand they reportec
this incident to the FBL.” (Compl. {1 2Robinson ECF No. 1, T 20.) Althoug}
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Maddalena did not bring a civil suit atatitime, by March 2011 she had spoken w
two different attorneys and participated time FBI investigation. (Compl. | 23
Both of these actions make clear thatJayuary 2011, Plaintiffs had sufficient noti
of Toole’s cyberstalking td'sue or to launch an invegation that would likely
uncover the requisite factsSparshott 311 F.3d at 429. At theery latest, Plaintiffs
were on notice by February or March 2011, when they had enough informati
regarding Toole’s cybetalking to enlist helgrom legal counsel and the FBI. Even
the Court accepted the later date of Mag€fiil, as the accrual date the two-y¢
statutes of limitation would have run almos&fimonths before Platiffs’ filing dates.

Based on the timeline offered by Plaintiffs in the Complaint, the Cou
compelled to believe thatdaary 2011, is the proper aoat date under the applicab
statutes of limitation. Because Plaintifisited almost two-and-half years to file
their complaints, their actions are time-barred.

B. The statutes of limitations are not tolled based on Toole’s state felony
conviction.

In the absence of an analogous federlihtpstatute, Plaintiffs urge the Cou
to import CCP section 340.3 to toll the fedeckaims in this action. CCP sectig
340.3(a) provides,

Unless a longer period is prescribed &specific action, in any action

for damages against a defendant dageon the defendant’'s commission

of a felony offense for which the defendant has been convicted, the time

for commencement of thaction shall be withirone year after judgment

IS pronounced.

Cal. Civ. Proc. Code § 440.3(a).

Plaintiffs argue that federal courtequently import state statutes like CC

340.3(a) to toll the statute of limitations fimderal claims. Thegrgue that “[jJust as
in cases brought under 42 U.S.C. § 1983 . . . teme is no federal statute equivald
to CCP section 340.3 which would operateédid” (Opp’'n 5.) However, a state
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statute of limitations should only be appliedie absence of a relevant federal stat
of limitations. See Sierra Club v. Chevron, U.S.834 F.2d 1517, 1521 (9th. Ci
1987). Here, three relevant federal statudédimitation were already available fg
Plaintiffs’ federal claims.

Although Plaintiffs correctly assert th&t1983 claims merit an application of
state tolling statute because they lack“independent statute of limitationgllis v.
City of San Diegpl76 F.3d 1183, 1188 (9th Cir. 199¢)e Court will not disturb the
statute of limitations already pralad by the wiretapping statute®urnett v. N.Y.
Cent. Co, 380 U.S. 424, 433 (1965) (declining tqde from a federal claim’s readil
available statute of limitationsd toll with a local statute).

While the CCP 340.3’s statute of limitans was enacted tencourage crime

victims to later seek restitution in a civiwauit, state legislatures do not devise th
limitations periods with natimal interests in mind.Guardian N. Bay, Inc. v. Supe
Ct, 94 Cal. App. 4th 963973 (Ct. App. 200l Federal courts should therefo
ensure that borrowing a state statwi# not frustrate national policiesOccidental
Life Ins. Co. of Cal. v. EEQ@32 U.S. 367 (1977). Her28 U.S.C. 8§ 1658 express
provides that civil actions like Plaintiffs’ deral claims should beised no later thaj
two years after the date discovery. 28 U.S.C. 8§ 1658 he only fact that Plaintiffs
allege bring this action within the purviesf CCP section 340.3 is Toole’s felor
conviction. Borrowing CCP section 340.3wd arbitrarily and unnecessarily depg
from the policies and intesés safeguarded by 8§ 1658.

While Plaintiffs maintain that “it isstablished” that CCB40.3 tollsfederal
claims, they do not provide a single ity in which 18 U.S.C. 88 2510, 2701,
1030 have been tolled by a felony conviction, much less €&Cton 340.3. Plaintiffs
cite Risk v. Kingdom of Norwafor the proposition thaCCP section 340.3 ca
operate as a tolling statute for federaliis. (Opp’n 3.) But Plaintiffs redflisktoo
broadly. Risk was a diversity action that apmieCCP section 340.3 to state-Ig
claims. Risk v. Kingdom of Norway707 F. Supp. 1159, 1169 (N.D. Cal. 198
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Unlike Risk the issue here is whether CCéctsoon 340.3 can toll federal claims.

Moreover, inRisk the parties stipulated in advance that CCP section 340.3 W
govern. Risk 707 F. Supp at 1169.

The two additional cases that Plaintiftste are similarly distinguishable.

Although Plaintiffs correctlystate that the court ihoran v. Lockyerapplied CCP
section 340.3, the Court did so to affirnetplaintiff's federal ciim as time-barred

not to toll the § 1983 claimsSee Loran v. Lockyed3 F. App’x 74 (9th Cir. 2002)|

And Ashlee R.an unpublished case, is distinguidieabecause the court did not tg
plaintiff's § 1983 claims with CCP secti@40.3, but instead tolled under CCP sect
352(b) until the plaintiff turned eighteeAshlee R. ex rel. Russell v. Oakland Unifi
Sch. Dist. Fin. Corp.No. CV 03-5802-MEJ, 200¥VL 1878214, at *3 (N.D. Cal
Aug. 23, 2004).
C. Even as alast resort, equitald tolling principles are unavailing.

Finally, Plaintiffs argue in the alternative that their federal claims shoul
equitably tolled out of fairres. (Opp’n 8.) Maddalena argues that she was (1) s¢

a professional therapist; (2) caring far friend with a terminal illness; and

(3) diagnosed with PTSD and accordingtpuld not be expected to bring civil sU
during this time. (Opp’'n 8-9). Robins@sserts that she “has become seve
mentally affected by Defendant’s conductluding becoming paranoid, distrustfu

anxious, fearful, emotionally distressedind requiring substantial therapy.

(Opp'n 9.)
Equitable tolling will only apply if “@traordinary circumstances” beyond tl

plaintiff's control made it impossiblto file the claims on timeSeattle Audubon Soc¢.

v. Robertson931 F.3d 590, 595 (9th Ci1991). Further, the party invoking equital
tolling “despite all due diligence, [must bafable to obtain vital information bearin
on the existence of the claim.3ocop-Gonzalez v. I.N,272 F.3d 1176, 1193 (9t
Cir. 2001).
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While the Court is sympathetic to thewmatic events Plaintiffs endured, t
Court does not find that her emotibnsiress was a sufficient “extraordina
circumstance” that it prevented Plaintifiom timely filing their civil action. See,
e.g, Stoll v. Runyonl65 F.3d 1238, 1239, 1243 (9thrC1999) (applying equitablé

Y

1%

tolling where plaintiff was psychiatrically sibled after multiple suicide attempts and

could not lucidly communicate with her attey in her harassment action after be

repeatedly raped by her work supervisord sexually harasseby numerous male

coworkers).

Additionally, Plaintiffs have not demonated that they were unable, because
her emotional stress, to obtain the informatm@tessary to file this action. In fag

Plaintiffs had sufficient iformation, gleaned from Maddala’s personal investigatio
and legal counsel, the Plaintiffs’ conversatiahe FBI investigation, and the crimin
proceeding to bring suit long before tktatute of limitations expired. Notably
Plaintiffs still waited six months afterehJanuary 2013 criminal restitution hearing
which they assert is when they finally “realized the need to bring a civil suit
damages—to file their claims. Plaintiffs wesienply not diligent irfiling this action.
Thus, the Court finds that this is nan extraordinary circumstance warranti
equitable tolling.

In sum, Plaintiffs federal claims atene-barred by the applicable statues
limitations. The Court declines to impdZ@iCP section 340.3 to toll the statute
limitations and finds that this case is oifficiently exceptional to warrant equitab,
tolling. Without a viable federal claim, the Court decliteegxercise jurisdiction ove
the remaining state-law claims. 28 U.S.C. § 1367(ci&¢ey v. Maricopa County
693 F.3d 896, 940 (9th Cir. 2012). The Courtesahat Plaintiffs may be able to refi
their state-law claims state court by November 1, 2013eeCal. Civ. Proc. Code ¢
340.3(a).
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V. CONCLUSION

Accordingly, for the reasons discudsabove, Toole’s Motion to Dismiss

GRANTED and Plaintiffs’

fedeal claims are herebyDISMISSED WITH

PREJUDICE. Plaintiffs’ state-law claims are hereiiSMISSED WITHOUT
PREJUDICE. The Clerk of the Cousghall close this case.

IT IS SO ORDERED.

October 1, 2013

Y 207

OTIS D. WRIGHT, Ii
UNITED STATES DISTRICT JUDGE
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