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al v. Yovan Garcia et al Doc

No JS-6
UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA
TYAN, INC., Case No. CV 15-05443- MWF (JPRXx)
Plaintiff, FINDINGS OF FACT AND
CONCLUSIONS OF LAW
V.
YOVAN GARCIA,

Defendant.

This matter came on for trial before theuet sitting without a jury on January 1(
2017. Following the presentation of evidemral the parties’ closing arguments, the
matter was takeander submission.

Having carefully reviewed the record aneé #rguments of counsel, as presente
the trial and in their written submissionse t@ourt now makes the following findings o
fact and reaches the following conclusionsa®f under Rule 52 of the Federal Rules ¢
Civil Procedure. Any finding of fact thabuostitutes a conclusion of law is also hereb)
adopted as a conclusion of laand any conclusion of law that constitutes a finding of
is also hereby adopted as a finding of fact.
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The following withesses were called agdhmined by the parties in the order
recited below:

All testimony was given odanuary 10, 2017 Joseph S. Fischbach and Andre
Zelus appeared on behalf of Plaintiff Tyan;.lrd/b/a Security Specialists (“Tyan”) ang
gave an opening statement. f@edant Yovan Garcia appeanadoro seand gave an
opening statement.

Mr. Fischbach first examineldick Tsotsikyan, founder, owner, and Director of
Operations of Security Spetisgs. Mr. Tsotsikyan’'s swordeclaration was submitted i
lieu of a full direct examination. Mr. Ga@a cross-examined Mr. Tsotsikyan.

Mr. Fischbach next examin&teve Leon Operations Manager of Security
Specialists. Mr. Leon’s sworn declaratiovas submitted in lieu of a full direct
examination. Mr. Garciaross-examined Mr. Leon.

Mr. Fischbach recalleMir. Tsotsikyan for redirect examination. Mr. Garcia
recross-examined Mr. Tsotsikyan.

Mr. Zelus next examined Defendarivan Garcia regarding Defense Exhibit A.

Mr. Zelus then examinedunior Arana, a Patrol Officer for Security Specialists|

Mr. Arana’s sworn declaration was submittediéu of a full direct examination. Mr.
Garcia cross-exammed Mr. Arana.

Mr. Zelus examinetKen Hagopian, a principal in Digital Synergy Consulting,
Inc., the company that provides IT supdortSecurity Specialists. Mr. Hagopian’s
sworn declaration was submitted in lieu of h diirect examination. Mr. Garcia cross-
examined Mr. Hagopian. MEelus conducted a redirect examination; Mr. Garcia
conducted a recross examination. Mr. Zelasducted a second redirect examination
Mr. Garcia conducted a shosgcond recross examination.

Mr. Zelus next examined Defendalames Casparj a former Patrol Officer for
Security SpecialistsMr. Caspari’'s sworn declaration wasbmitted in lieu of a full dire
examination. Mr. Garcia oss-examined Mr. Caspar. Zelus conducted a short
redirect examination of Mr. Caspari; and Mr. Garcia conducted a recross examinat
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Mr. Zelus conducted a secondlirect examination of MiCaspari; Mr. Garcia conducte

a second recross examination.

Mr. Zelus examine@®enis Rybalka a Field Training Officer for Security
Specialists. Mr. Rybalka’'s sworn declaoatwas submitted in lieu of a full direct
examination. Mr. Garcia csg-examined Mr. Rybalka.

Mr. Garcia then took the stand and testifiedhiis own defense. Mr. Zelus cross

examined Mr. Garcia.
Finally, Mr. Fischbach examinddr. Tsotsikyan a third time, as a rebuttal witng
Mr. Garcia cross-examined Mr. Tsotsikyan.
At the end of the day, Mr. Fischbach mdule closing argument for Plaintiff. Mr
Garcia made his own closing argument.

l. FINDINGS OF FACT

A. Background

1. Nick Tsotsikyan founded Security Specialists, a private security patrol
company, in 1999. Sincedh, Security Specialists hpsovided security services
throughout Southern California.

2. At some point, Tsotsikyan realizedattthe typical reporting process used
most security companies could be updated streamlined with modern technology.
Tsotsikyan purchased FileMaker Pro, a softvibeg enables users to develop custom
proprietary databases. Tsotsikyan taugimdalf to use FileMaker Pro and began to
develop a set of custom datakmésr use by Security Specialists.

3. Eventually, Tsotsikyan developed a unicet of forms and databases tha
his opinion, set Security Specialists agestn the competition. Each patrol car is
equipped with a laptop computer, from whiieatrol Officers aaaccess Security
Specialists’ central database over the interfetirol Officers can thegenerate their da

reports as they patrol. The refsoare emailed or faxed directly clients as a .pdf. In an
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industry where carbon copy reports are still canpTsotsikyan believes that his custg
forms helped Security Specialists tatthguish itself from its competitors.

4.  Tsotsikyan also used FileMaker Prodievelop databases to store confide
client information and employee records. All of Security Specialists’ databases we
protected by username and passivodnly administrators —+€., Steve Leon and
Tsotsikyan — were authorized to edit thpading software and access the confidenti
client and employee databases.

5.  Tsotsikyan averred that he spent 5,000rs over the course of 15 years
developing the forms and databases 8etturity Specialists uses. In 2009-2010,
Tsotsikyan hired Dina Torok, a certifieddMaker developer, tbelp him continue
developing the custom files. Torok chad $170 per hour, and Tsotsikyan believes t
this is a fair hourly rate.

B. Inconsistencies in Garcia’s Payroll Records

6. Yovan Garcia began working for SeityriSpecialists as a Patrol Officer
sometime in or around 2012.

7. On July 24, 2014, Steve Leon noticaminething odd abo@arcia’s payroll
records. Although Garcia’sisedule reflected that he had worked typical eight-hour
during the previous two-week pay period, gagroll program indica&td that Garcia had
worked twelve hours per day, and thwss owed 40 hours of overtime pay.

8.  Atfirst, Leon thought that perhagse payroll program was not adding

properly. Then, he noticed that someone taatbered with the program’s “Lunch” field.

Four hours had been added into the luineld each day, which accounted for the
unexplained extra 40 hours of overtime in Garcrecords. The hours had been entel
in black text on a black background, in onempdont. As a result, the alterations to
Garcia’s hours would not have been noticeabléne casual observer. The alterations
resulted in Garcia’s being paid wages for overtime, fr@sumably, he did not work.
9. His curiosity piqued, Leon pulled theysub server log, which tracks all
attempts to log into the payroll databa3dwe paystub serveod) was admitted into
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evidence as Exhibit 3. Thed indicated that just the night before, on July 23, 2014 at
about 9:00 p.m., someone logged into the plaprogram from Garcia’s patrol laptop.
The individual used an administrative usengaand password. AssPatrol Officer,
Garcia was not authorized to accessphgroll database anglas never given the
username or password.

10. Leon eventually figured out that Garsidours had been artificially inflated
since at least January 2014. Garcia’s p#ysfor each of those pay periods, along with
his corresponding schedule for that pay period agmitted into evidence as Exhibit 2.

11. As an example of how Garcia’s hours walred, in the first pay period qf
the year, Garcia’'s paystub shows that heked 80 hours of regular scheduled time, 20.5
hours of overtime, and 8 hour§holiday time. Garcia’schedule for that same period

WNJ
1

shows that he only actually worked 80 hooirsegular scheduled time (including one ¢
hour day of holiday time) and three hours ofrbtimee. The discrepaganeant that Garcja
was overpaid by $371.67 that month.

12. Garcia’s hours were similarly inflatédr each subsequent pay period. N

OJ

other employee’s records reflected a similarmipancy. Leon testiftethat, as a Patrol
Officer, Garcia was not authagd to access or alter the sdtker program, and was neyer
given the supervisor password thatuld have allowed him to do so.

13. Leon testified competently and knowlesddply about this incident. The
Court credits his testimony.

92)
=~

14. Leon discussed the issue with Tsotsiky&te then tried to call Garcia to a
him about the discrepancy. dmeleft a message asking Gartmacome into the office for
a meeting, but Garcia wer arrived. Instead;arcia called someone kensidered to be|a
friend at Security Specialists, long-time @oyee Denis Rybalkand asked to meet.

15. Rybalka had the day offnd had spent the day washing his car. He tried to
avoid Garcia’s calls. Rybalka tigust finished hand waxings$icar when he received yét
another call from Garcia, andhéilly decided to answer.
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16. Garcia was in a panic. He was spegKigibberish,” and watalking too fas
for Rybalka to follow. Rybalk thought he heard Garciayséthey found out;” Garcia
was worried that he had beerefi. Garcia asked to mdstcause he didn't feel like he
could talk about what lsbhappened over the phone.

17. Rybalka hung up and immediately callegbn. Leon asked Rybalka to mq
with Garcia — and to record the conversafionSecurity Specialists’ benefit. Rybalka
had worked at Security Specialists for mtiten a decade, and he was intensely loyal
the company and to Leon in particular. Riaaset his cell phone t@cord and drove h
freshly waxed car to a nearby MoBald’s to meet with Garcia.

18. The audio recording that Rybalka masas admitted, along with a transc
as Exhibit 4. Rybalka spoke slowly and clearly while testifying. He did not hesitats
answer questions and appeared confidehtsranswers. Based on his manner when
testifying and other factors, theort credits Rybalka’s testimony.

19. During the meeting, Garciald Rybalka that Gara suspected Leon wante
to meet with him because he had beenivawg inflated paychecks for the past few
months. Garcia told Ryba the following story:

20. Garcia began by explaining that hesls@me skill with computers. A few
months prior, someone from Security Spbksig’ competitor, PTS Security Services
(“PTS”), had asked him to come take a look at a broken laptop. While working on
computer, Garcia noticed geflabelled “Security Speciatis.” Curious, he opened the
file, only to find what he recognized to be confidential client records. Garcia saved
file to his own device, deleddt from the laptop, and sambthing to his contact at PTS.

21. Alittle while later, Richard Balint, a foner employee of Security Speciali
and current employee of PT@ntacted Garcia. Balint toldarcia that he knew Garcial
had seen the “Security Specialists” file on ldq@op. He asked Gaacnot to say anythin
to his employer about the file — and promiskdt Garcia would beell compensated ft
staying quiet. Garcia said marig, and soon after started reweg the inflated paycheck
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22. Rybalka tried to convince Garciat®ll his story to Leon. Rybalka
emphasized to Garcia that accepting theaextoney had been wrong; but said that he
believed Garcia that it was BTwho inflated the paycheck&ybalka thought that if

Garcia would only explain whatappened to Leon, Gaacwould be able to keep his job.

23. Garcia was reluctant. Heas afraid, he saidde had a family and was
worried for their safety. Besides, Gardid not like Leon and thought that he and

Tsotsikyan would probably just try to blametwhole thing on Garcia. Instead, Garcia

wanted Rybalka to tell Leon and Tsotsikyanatvhad happened. Gaadhought that the

two higher-ups would be moreceptive to his story if they heard it from Rybalka first.

24. Eventually, Rybalka convinced Gard¢@mmeet with Leon and Tsotsikyan.
Rybalka arranged the meeting.

25. Leon, Tsotsikyan, Rybalkand Garcia all mdater that evening at a North
Hollywood gas station. This time, it wasdrewho recorded the conversation. The a
recording and a transcript were admitted as Exhibit 6.

26. At the gas station, Leon aggressivebnfronted Garcia about the inflated
paychecks. Garcia tolderassembled men his story abfxing the laptop for PTS and
the offered reward in exchange for his sileabeut the Security Specialists file. Garc
explained that he thought there was a ‘@iohside the company who was altering his
hours. Over and over, Garcia repeated liegbtad only acted to protect the company :
his friends who worked there.

27. Leon immediately started pressing Garor names. He and Tsotsikyan

thought that even if Garc@id not have the administraépassword, he must know whp

did. At first Garcia was reluctant to namwey names, citing a vagtear for his family’s

safety. Eventually, after beg assured that the companguwd not press charges again
him for the inflated paychecks- or even ask for the mondéack — Garcia talked. By

the end of the meeting Garasiamed several Security Specialists employees who he
claimed were agents of PTS. Alfithem were subsequently fired.
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28. Leon also confronted Garcia abou #ntries in the paystub server log
indicating that Garcia logged into the managat system from his patrol laptop the ni

before Leon discovered the inflated wag&arcia denied having used the administrator

password to log in.
29. Garcia also emailed tlatient information that he said he found in the
Security Specialists file tbeon. The email containedsareadsheet with entries for

several clientsand included their phone niners, addresses, aslinges other confidentia

information. The attachment was admitted &kiBit 7 at trial. Leortestified that Garci

was never authorized to access this sortiehtinformation, nor did Security Specialists

ever give Garcia a username or passwaoatiwrould have allowed him to access this
information.
C. Garcia's Firing

30. A few months later, in September 20bdanagement at Setty Specialists
began to notice something odd about towing padgtat the propertiga Garcia’'s patrol

A

area. While a Patrol Officer would typicatiyw one or two cars in any given day, Gaicia

was regularly towing betweervé and ten cars per day. Mower, most of the cars we
being towed by one parti@ard company, L&M Towing.
31. Tsotsikyan and Leon became concertteat Garcia was towing cars in

€

exchange for illegal kickbacks from L&M Towindl.o test this theory, the pair decided to

transfer Garcia to a different patrokay presumably one that L&M Towing did not
service, to see whether hismiog patterns would change.

32. On September 29, 2014, Leon informedcEathat he was being reassign
to a different patrol area. Right away, Garlgecame very upsein Leon'’s retelling,
Garcia argued with Leon toe put back in his old patralea. When Leon refused, Gat
insisted that Security Specialists was poghiim out. Leon explained that was not try
that the company was just reassigning Garceddferent patrol area. Eventually, Ga
told Leon he was quitting; Leon told Garciagpuat it in writing. In Garcia’s retelling, the
reassignment was Security Specialists’ way of pushing him out of the company an
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forcing him to quit. Either way, Gaecsubmitted a handwritten note to Security
Specialists that day, stating simply “I Yov&arcia quit Securit$pecialist[s],” signed
Yovan Garcia. The note waadmitted as Exhibit 45.

33. The day he was fired, Gardiaxted Rybalka. At first, Garcia seemed onl
want to rant, complaining that he’d givenawears of his life to a company that never,
really cared about him. Bm, Garcia began talk about how ungrateful Security
Specialists was for the protection he had pitedithem. Gara texted Rybalka a picturg
of a client file on one of Security Speci#tisproprietary formsas an example of the
“protection” he provided. Uar on, Garcia texted Ryballa picture of Leon’s employe
personnel file, also a confidential document.

34. Rybalka showed the messages to Laod Tsotsikyan. Leon testified that
the two images Garcia sent ieof confidential files thaBarcia never had authorizatio
to access. Without an administrative username and passweocih &zould not have
been able to see them, lebia¢ store copies on his phone.

D. The Security Specialists Hack

35. On October 14, 2014, Security Specialicompany servers were hacked
The hacker targeted Tsotsikys archived emails, compg server files, accounting
software, and databases used for accounting, invoices, arall p&gcurity Specialists’
custom-made FileMaker Pro databa were also targeted. Tewmmpany lost files used
schedule employees, generate atore field security reportseecord and search client
information, and store service location nistions and serviceecords. Security
Specialists’ backup files weresal deleted or corrupted andthacker was in the proce
of reformatting the company’s various driwgben the intrusion was discovered and t
servers disconnected from the mmet. Tsotsikyan testified #h the damage was extens
and debilitating.

36. Junior Arana, a Security Specialists Patrol Officer, testified that he was

/ to
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patrol the night of the hack. While Arana waghe field, he noticed that his patrol laptop

had been accessed remotefrana watched as a numhrfiles were accessed and
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deleted, including Yovan Garc¢sareprimand file. Arana td his supervisor, Petros
Dertsakyan, what he had seen, and at qoon@ drafted a short statement to the same
effect. The statement was admitted as Exhibit 11.

37. Although Arana is still employed by Sety Specialists, and thus has a
motive to testify favorably to his employer, &lso appeared to answer questions hon
and to the best of his abilityArana told a consistent story Exhibit 11, his declaration,
on direct examination, and during crosamnation. The Court credits Arana’s
testimony based on its content and plailistband also on Arana’s demeanor while
testifying.

estly

38. A few hours before the hack, formemployee and Defendant Richard Balint

— the same former employee who, accordm@arcia, offered Gaia a reward for
keeping quiet about the Security Specialigéson the PTS laptop — called Security
Specialists. Petros Dertsakyan, a Sec@pgcialists employee, answered the call.
Dertsakyan stated that Balint called to ask liowgs were going at Security Specialist
At some point later, Dertsakyan typedhip recollection of the phone call as a signed
statement; exactly when theattment was created is ueat, as it is undated. The
statement was admitted as Exhibit 17.

39. Balint called Security Specialistssacond time on Octobé&7, 2014, just
three days after the hacksevorg Dertsakyan, another SaguSpecialists employee,
answered the call. Later that day, Dertsaktygoed up his recollection of the phone cg
which was admitted as Exhibit 18. Thatsiment was dated @tter 17, 2014 and signe
by Dertsakyan. Dertsakyan stated that Batlentified himself before asking “How is
your system, | heard it was down?” Balint ask&Someone hacked it, did you check ¢
the website?” Dertsakyan askBalint who had told him that Security Specialists hag
been hacked; Balint replied, “a little birdy.”

40. Security Specialists’ website was alsndalized thasame week. The
website’s header was changedead “Are you ready” alongith the date December 1,
2014, and a string of five digits. Leon tesif that these numbers were the first five
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digits of his Social Securitjjumber. The website hadsalbeen edited to include a
particularly unflattering picture of Leori.eon and Tsotsikyan took the vandalism as
threat, both to Security Specialigfsnerally and Leon specifically.

E. Garcia’s Connection to the Hack

41. Whoever vandalized the website siéd further embarrassing stories ang
photos related to Security Specialists. TheKer left an email address where he or sl
could be contacted: theanygroup@gmail.com.

42. In an effort to figure out who hadibked the website — and perhaps alsg
Security Specialists’ network — Securityefjmlists served Google with a subpoena f
the account information. Google responded wifiew pages of information, admitted
Exhibit 13.

43. Included in Google’s response waslBraddress associated with the
“theAnonygroup” email addses. Ken Hagopian, Security Specialists’ IT contractor,
testified that in October 2017k ran a web search usisgveral independent online IP
tracker tools to determine tlagproximate location of the eiswho had been assigned |
IP address. Screenshots of gearch were admitted as Eihil4. Hagopian traced the
IP address to a neighborhood in North Holbpsl, about a block from where Garcia liv

——

or
aAS

he

es.

44, James Caspari, a former Patrol Offit@r Security Specialists, testified abjout

a phone call he received fro@arcia in September or @ber 2014. Caspari had quit
working for Security Specialists about snponths before, on Mahncl0, 2014. Caspari
was taking classes and wargion building his own securigompany. Caspari testifiec
that Garcia called him to offer some computer software for higisecampany. When
Garcia came by, Caspari realized that thensot was very similar to the software tha
Security Specialists used. Garoffered the software to Qaaxri in exchange for agreei
to serve as Qualified Managerthe security company th&arcia was in the process o
developing. Caspari agreed to take a ldmk,felt that something was off about the

software. When Caspari exgzsed his concerns, Garcia told Caspari that he had

developed Security Specialissftware, and that he thosvned the software rights.

-11-
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Caspari was not convinced pegially because Garciafused to give Caspari the
administrative password.

45. Nevertheless, Caspari agreed to saas Garcia’s Quiied Manager in
exchange for the software. Caspari begamguihe software in his own business. He
testified that, in practice, the softwanperated remarkably similarly to Security
Specialists’ software.

46. Caspari testified that he eventuadlppped using the software Garcia gay,

him. Caspari testified that not only did thdte@re never work particularly well, but his

suspicions about the true ownership ofsbhéware continued ubated. Eventually,
Caspari concluded that the swdéire was not necessary to this business. He has sinc
resigned as Garcia@ualified Manager.

47. While testifying, Caspari appearedweus and ill at ease. He asked to
review his declaration before testifyingdacould not answersingle question without
referencing his declaration firsCaspari essentially testifietrectly from the declaratio
paragraph by paragraph, rather than spgp&ktemporaneously about any of the aboy
events. Caspari required prompting from his aextlon for even the smallest details.
was not clear whether Caspactually rememberedny of the above events, to which
nevertheless testified. Moreoveiyen that Caspari was also named as a defendant
action, and faced similar liability for his role the hack before fing separately with
Security Specialists, Casp&iad some motivation to awbany indication of his own
involvement with, and potential responsibility fthe hack. Therefore, the Court gives
his testimony little weight.

F.  Garcia’s Version of Events

48. Garcia denies that he ever hacked SgcSpecialists. After starting to work

for the company in about 2012, Garcia soorized that it was not agrofessional as its
client-facing image impliedManagement was paranoid abocampetitors and regularly
fired employees for possible collusion. Management was particularly concerned w
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PTS, which had been started by a foremployee and Defendakther Uzunyan, and
with whom run-of-the-mill businessompetition had become personal.

49. The day Leon discovered the inflated/pdl checks, Garcia had worked th
night shift. He got off work at 4:30 a.m.; Letiren asked him to cone to talk about th
checks at 9:00 a.m. Garcia exipled that he had to take cafehis daughter and, in any
case, fell asleep. He sleptabgh the meeting. Garciada got a phone call from one ¢

e
e

/

f

his colleagues at Security Specialists, who told Garcia that he had been taken off the

schedule. Garcia undepsd this news to mean that he haeib fired. It was then that
called Rybalka to aange a meeting.

50. Once Garcia got to the McDonald s fihe meeting, it became clear to hin
that Rybalka was recording hinGarcia testified that wheme went to get a hamburger
Rybalka followed. When heent to the bathroom, RybakKkollowed. So, knowing that
he was being recorded, Gardecided to play a game: (B&a made up the story about
fixing the laptop for PTS just to see how Ri{aawould react. Garcia did the same in

second meeting, with Tsotsikyand Leon, because he knew that it would upset them.

Garcia testified that, in reality, none of tixeents he relayed in either meeting ever
actually occurred.

51. Even taking Garcia at his word thatlrexl to Rybalka, Tetsikyan, and Leo
Garcia never explained whatdheeally happened. That iSarcia never explained why
his payroll numbers were inflated and hbe/came to be in possession of Security
Specialists’ confidential client informat. The evidence th&arcia had obtained
unauthorized access to Security Specialists’ confidential files was thus unrebutted

52. Garcia also flatly denied ever hacgi Security Specialists or its website.
Garcia admitted to giving Caspari FileMaker Rkes that were very similar to those us
by Security Specialists. But he said he shdas a favor to Caspari, and that he had
developed the files himself. @&#a testified that FileMakegoftware is not difficult to bu
or learn, and said he had created his ales it some point during or right after his
employment with Security Specialists. HowewBarcia could notxlain the similarities
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in filenames or layout between Security Spésts’ forms and the forms Garcia gave t
Caspari, other than to say that similar tempglaiee easy to find online. The Court thu
discounts Garcia’s implausible testimony amalf that Garcia obtained the files throu
the hack.

53. Garcia also contested B@pian’s conclusion that the IP address traced ftt
physical address close to where Garcia lives in North Hollywood. Garcia used seV
websites to trace the same IP address a fewsasefore trial, and found it was associs
with an address in Sherman Oaks.

54. Hagopian testified in response thataétdresses are not tied to a specific
location “in perpetuity.” Rather, searching tbe physical referent for an IP address 4
one point in time may yield a different restilan searching for the physical location o
the same IP address at #etient point in time.

55. The Court infers from Hagopian’s testimotiyat an IP search is more like
to be accurately traced to an individual's location the sooner after a particular incid
involving that IP address it is searched.efidfore, because Hagopisusearch of the IP
address associated with tBetober 2014 hack wa®nducted sooner after the hack th
Garcia’s search, the results of Hagopia®arsh are more likelo actually represent
where the hacker was during theigent than Garcia’s search.

56. Tsotsikyan also testified that Gadad access to information in
Tsotsikyan's personal email that Garciaetvise had no way tnow. Garcia told
Caspari about a car that Tsotsikyan had boughtcigtestified that he had seen the ¢

Security Specialists’ offices the day he quBut, according to Tseikyan, the car was not

delivered until after Garcia had quit. Howvee, Tsotsikyan had arranged for the car’s
delivery over email, before ¢hhack. Therefore, it appedikeely that Garcia read about
the vehicle’s impending delivery in Tsotsikyarémail, rather than actually seeing it fc
himself at Security Specialists.

57. Insum, the Court does not find Garsitestimony to be credible. Not only
did Garcia himself admit to being capabfecreating complex lies on short notice (for
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example, when he testified that he magehe whole story about PTS), Garcia’s
testimony failed to explain key aspects of lmvolvement with the various computer
hacking and website attacks sgue in this action. And Gardwmself testified that he i
good with computers — he can reformat deycreate FileMakd?ro files, and knows
some html.

58. Garcia also told internally conttectory and easily disproved lies while
testifying. The story about the car pro\sdme example; anotheame when Garcia
presented what he said was a letter ohieendation from Security Specialists, but wh
later testimony indicated was in fact a comment delivered by Garcia himself, who
pretended to be a cliem@ emailed the “compliment” tdsotsikyan through a spoofed
email address. Throughoushestimony, Garcia appeared nervous, spoke quickly, &
tended to talk himself in circles.

G. TheCourt's Findings

59. Based on the foregoing testimony and ewick, the Court finds as follows

60. Garcia personally hijacked Securfpecialists’ website. Garcia also
accessed Security Specialists’ network without authorization and increased the nu
overtime hours he had worked, so that he paad overtime wages Hed not earned.

61. Furthermore, Garcia vganvolved in a conspiracy to hack Security
Specialists’ network. Although the specifafsthe conspiracy are not clear from the
testimony, there is sufficient exadce to support a finding th@arcia worked with at leé
one other individual to steal confidential §ldéom Security Spediats and destroy the
servers and hardware that hosted Security Specialists’ information. Even before tf
Garcia was able to access Security Spetsal®twork from his patrol car, using an
administrative password that he had never lgpesn, to change his reported number (
hours. Additionally, it is clear from the textessages that Garcians¢éo Rybalka that
Garcia had at some pointcqagred confidential files thdte was never authorized to
access. And soon after thack, the evidence indicaté€sarcia came into possession 0
Security Specialists’ proprietary FileMaker Pooms. Whether or ndbarcia himself wa
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the hacker, the evidence indicatkat in the hack, Garcia obtained Security Specialis

confidential and proprietary materials that he otherwise had no authorization to ac¢

62. As evidenced by Garcia and Caspari’bseguent attempts to solicit Secu
Specialists’ customers, the aimtbfs conspiracy was twofoldirst, to damage Security
Specialists in an effort taeduce its competitive advantageid second, to obtain acces
those files that gave Security Specialistadsantage, and use them to solicit Security
Specialists’ clients. Garc@opied portions of Security Specialists’ promotional mate
for the security company he later developed, and created sample reports using the
FileMaker Pro forms. Using these stolen mate, Garcia successfully poached seve
of Security Specialists’ clientas discussed in more detail below.

H. Damages

63. Plaintiff requests the following damages, as set forth in Tsotsikyan’s
declaration:

a. Garcia’s unworked ovéme pay: $6,071.49

b. Payroll taxes and insurance costsGarcia’'s unworked overtime pa
$1,214.29

c. Invoices for work by Digital Synergy, Ken Hagopian’s IT compan
for work to repair damagiom the hack: $83,260.37

d. Miscellaneous data revery costs: $3,187.27

@

Recovery of domain name: $500

—h

Increased payroll costs for recovery: $20,000
g. Loss of proprietary files: $425,000
h. Lost profits: $346,111.66
i. Attorneys’ fees: $64,446.50
j. Litigation costs: $5,857.62
64. Plaintiff also requests punitive dages, which are available under the
California Uniform Trade Smets Act (“CUTSA”). SeeCal. Civ. Code § 3426.3(c).
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Finally, Plaintiff requests attoeys’ fees and costs, avdila under California Penal Cof
section 502(e)(2).
1. Costs related to Garcia’s inflated checks

65. The Court has found that Garcia wagolved in a scheme to access his
payroll records and artificially inflatdkhe number of overtiemhours he earned.
Accordingly, as explained below, Plaintff entitled to collect damages for Garcia’s
excess pay.

66. Plaintiff submitted paystubs indicatitigat Garcia was [ $6,071.49 more
than he was owed for the number of hduesvorked between daary 2014 and July
2014, when the scheme was digered. Garcia'pay stubs, pay chks, and schedules
were admitted as Exhibit 2, and gdately support Plaintiff's request.

67. Plaintiff submitted no records to prove it spent $1,214.29 in payroll taxe
insurance costs on the inflatedhges. Tsotsikyan averredattpayroll taxes and insurarn
costs were “typically” 20% of what the emgke was paid, but diabt provide any morg
detail as to how he reachedtltonclusion, or any evident@eshow that the 20% figure
was representative of what SatpSpecialists typically paid o@arcia’s wages.

68. Accordingly, the Court finds that PHiff has failed to meet its burden to
show its entitlement to payltdaxes and insurance costShe proposed method of
calculation is too speculative and is unsupgdby the evidenceThe Court awards
$6,071.49n damages related to Garcia’s inflated checks.

2. Repair Costs

69. Ken Hagopian testified about his effoafer the hack to repair the damag
to Security Specialists’ network and emallsotsikyan called Hagopian in as soon as
realized something was wrong with the sesvedfter directing that the servers be
disconnected from the internétagopian began to assess ttamage. In Hagopian's
opinion, the hacking resulted in a near total IocBBe company server files, sage softw
Outlook Exchange email databdses, and FileMaker Pro server files had all been
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deleted. To do damage tlagtensive, Hagopian reasonecd tltacker must have used ¢
administrative username and password.

70. Although he could not remember theaektimeline of the effort, Hagopian
testified that he undertook a “protracted prdjéctmake Securityspecialists functional
again. He tried to recovéne deleted information, but wadargely unsuccessful. Insteg
Hagopian had to rebuild all of the serversiirscratch. Hagopiascanned every one of
Security Specialists’ computers for viruses (uathg all of the laptops in all of the patr
cars), wiped them clean, and r&timlled all of the programsd data. Sombkardware an(
software had to be replaced entirely.

71. In support of his testimony, Hagopianbmitted invoices for the project

totaling $83,260.37. The invoices were admitisd=xhibit 22. The Court reviewed thie

invoices and discovered that many did rtear to bill for services provided in
connection with the hack. Most obviously, se&®f the invoicesvere dated August ar
September 2014, months before the hack ocdurfde invoices also listed items as I
as October 2015 for routine services, ldetermining why Outlook was running slowly
on a particular day, or purchasing annual leg=n Moreover, many of the billing recor
are so heavily redacted that the Couas unable to determine what service was
performed, let alone whether it waspided in connection with the hack.

72. Having gone through the records, the Court finds that only a portion of
invoices can be tied with any certaintythe October 2014 hack. These invoices incly
hardware purchased in |aBetober and early Novemb2014, as well as all service
invoices tagged “Server down issues” (Tickiet 10976), “Server Rebuild — Ticket 2”
(Ticket No. 12001), and “Server issues ticket 3” (Ticket No. 12444). Together, the{
invoices tota$53,017.11.The Court finds this sum toe an appropriate amount of
compensation for Hagopian's hack-related services.

73. Tsotsikyan also testified that, after Security Specialists’ website was
hijacked, he had some trouble convincing ttosting company to release the domain
name back to Security Specialists. Tsotsikyan eventually paid $500 for a notarizet
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from the company to which the website had beansferred. The teer instructed the
web host to return the domain name to Sigspecialists. A copy of the letter was
admitted as Exhibit 15. The Court finds thestimony sufficient to show Plaintiff's
entitlement tab500for the recovery of Secity Specialists’ domain name.

74. Plaintiff additionally requests $3,187.27vimat it calls “miscellaneous dat

a

recovery costs.” Tsotsikyan explained that after the hack, Security Specialists sent its

hard drives to an offsite file recovery comgan an attempt to recover the erased files.

Security Specialists was alarced to buy replacement hardware. Exhibit 23 include
credit card records that have been redactethéov only charges related to the hack. T
records adequately support Ptdis’ request and the Court find3,187.270 be a
reasonable amount to pay in data recovery services.

75. Plaintiff also requests $20,000 in incredgayroll costs to the company fc
hours that Tsotsikyan, Leon, and other esgpks spent working overtime to address
issues raised by the hack. Tsotsikyan testitiat for at least thirty days after the
incident, he and other Security Specialetgployees worked many extra hours rebuil
databases and records, including the pagatthbase. The Court finds this to be a
reasonable amount to expend on payroll to reBgcurity Specialist®® some semblanc
of functionality during the month following theack. Accordingly, Plaintiff is awarded
$20,000in extra payroll costs fahe month following the hack.

76. Finally, Plaintiff requests compengatifor the loss of its proprietary
FileMaker Pro files. Tsotsikyan explathéhat he spent in excess of 5,000 hours
developing the databases and forms wWexe attacked. Tsotsikyan once paid an
experienced FileMaker Profsware developer $170 per hawrconsult on developing t
database, and believes $170 per hour toreasonable rate. Multiplying the proposed
reasonable hourly rate by the numbehoiirs he spent on sefare development,
Tsotsikyan estimated that the proprietarysfitee had deveped over the years were wc
approximately $850,000. Tsotsikyan added tiher security providers paid $1 millio
to implement an inferior database platform. Tsotsikyan further testified that he lost
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half of the work he had done to create higppietary database the hack. Therefore,
Plaintiff asks for $425,000 in damages fioe loss of the FileMaker Pro files.

77. The Court does not agree that the abmethod is an apppriate method for

valuing the loss of Security Specialists’ proparg files. For one thing, Tsotsikyan wa
admittedly an amateur, a s¢&hught developer who had kearn the program on the go.
He is unlikely to be able tcharge the same hourlge as an experiead professional.
Similarly, because Tsotsikyan was learniihg program as he went, all 5,000 hours af
unlikely to be billable. Any professiohaould be expected to cut out billing
inefficiencies resulting from inexpence or redundant efforts.

78. Finally, the Court notes that Tsotsikyasas already paid his regular wage
for the hours he spent developing the progmathe first place, and Plaintiff will be
compensated for the time Tsotsikyan spebtilding what was lost. To also pay
Tsotsikyan an hourly wage for developing tbrogram in the first place would result i
his being paid twice fathe same work.

79. The Court recognizes that the proprietary files likely had some value
independent of Tsotsikyan’s pay while develgpthem, or while reblding the databas
That is, the confidential information and prigpary forms would likely be worth some
sum to an objective buyer hoping to open hib@rown security company in the great
Los Angeles area. But the castdevelop the proprietaryformation is not the same aj
the cost to resell it. The Court doubts tR&tintiff's proprietary files would be worth
$425,000. The Court places the likelgaike value of what was lost$%t00,000 and
awards Security Specialigtzat sum in addition to thacreased payroll costs for
rebuilding the various dabases and files.

3. Lostincome
80. Finally, Plaintiff requests $346,111.66lost profits. Plaitiff believes, and

the Court concludes below, that the goal ef black was to cripple Security Specialists
and use its proprietary files to lure awaydlients. Plaintiff subntted as Exhibits 24 and

25 examples of solicitation emails sent byr€aand Caspari to Security Specialists’
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clients, which utilize stolepromotional materials and fosmo convince the clients to
change providers. Plaintiff submitted as Exh#ti a list of clients that it believes it los

due to the hack, along with tkdlate the client became “inae” and the monthly revende

each client provided.

81. The first entry, for client Santiago Esta, appears to have been included
error, as its inactive date is July 11, 2634hree months before the hack. As for the
remaining clients, the latest inactive datduse 15, 2015. The aifs soliciting clients
using stolen materials date to April 2016d&Plaintiffs provide evidence that Garcia
continued to solicit Security Specialists’ ¢ite through at least September 2015. Pla

has met its burden of proof to show Ipsbfits from NovembeR014 through June 2015.

82. In his declaration, Tsotsikyan statbésit the company lost $329,630.16 in
annual revenue from chés who left Security Specialistiie to the hack. Tsotsikyan

appears to have based its valuation orstira of the total monthly revenue provided by

each client, which includgbe monthly income from Santiago Estates. Plaintiff
multiplied the monthly loss by 12 to arrie¢ $329,630.16 in annual lost revenue.

83. Tsotsikyan assumes that 35% of the ahfost revenue would be profit. H
also explains that according to industry staddathe usual valuation of a client contra
is three years’ worth of profit. Multiplying the annual lost revenue by 35%, and
multiplying that sum by three years, Tsotsikyarived at $329,630 in lost profits due |
the hack.

84. The Court finds that this method significantly overvalues Plaintiff's likel
lost profits. Plaintiff's proposed sum assigtleat each client'sontract would have
provided three years’ of profits from the d#tat client left Seauty Specialists. The

Court finds that estimate to be overly opsitic. The testimony of Tsotsikyan and Legn

shows that Security Specialisssin a competitive busines&ven if the hack had not
occurred, presumably at leastme of Security Specialists’ clients would have been |
away within six months of October 2014 byngoetitors’ promises of cheaper or more
professional service. Evassuming some of the contrawtould have lasted another
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three years from the time they became inacbteer clients likely would have left at th
same time anyway, or would hakadt in fewer than three years.

85. Accordingly, the Court finds that a 1.8ar valuation, or half of the industry

standard, is more appropriat€he Court also finds thaterannual lost revenue must b

calculated without the annuaMenues of Santiago Estates,igfhas previously explaine
became inactive months befdhe hack. Without Santiago Estsa, the total monthly los

revenue due to the hack is $21,569.18.Itidiied by 12 months, the Court finds that
Security Specialists’ annual lost incomé&268,830.16. Assuming 35% of that is prof

and valuing the likely remaining term of thach contract at 1.5ears, the Court awards

Security Specialist$135,885.83n lost profits.
86. Intotal, the Court awards Plaint$318,661.70n actual damages.
4. Attorneys’ Fees
87. Because the litigation in this action is ryet concluded, the Court decline
award any attorneys’ fees at this poifftounsel for Plaintiff may submit a separate
request for fees after the final judgment iseeed. The requestalhbe properly noticed
under the Local Rules and supported by armragipdeclaration and billing records.
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. CONCLUSIONS OF LAW
1. The Court concludes thBefendant Garcia is liablfor the following four
claims: violation of the Computer Fraud Abuse Act (“CFAA”), 18 U.S.C. § 1030(a)
violation of the Stored CommunicatioAst, 18 U.S.C. § 2701(a); violation of the
California Computer Data Access and Fraud, 8alifornia Penal 6de section 502; an

violation of the California Uniform TradeeSrets Act (“CUTSA”), California Civil Code

section 3426et seq. Much of this liability arisefrom the same factual nexus. By
accessing Security Specialists’ protected oekvio artificially inflate his hours and by
participating in a conspiracy to hackarSecurity Specialists’ password protected,
confidential database&arcia incurred civil liallity on all four claims.
A. Claim One: Violation of the Computer Fraud Abuse Act, 18 U.S.C.
§ 1030(a)(4)

2.  “The CFAA prohibits acts of computer trespass by those who are not

authorized users or who exceed authorized uBacebook, Inc. v. Reer Ventures, Ing.
844 F.3d 1058, 1065 (9th Cir. 2016). Un8€et030(a)(4), a persamho “knowingly and
with intent to defraud, accessa protected computer withcauithorization, or exceeds
authorized access, and by means of soddgct furthers the inteled fraud and obtains
anything of value[,]” with some exceptionst relevant here, violates the CFAA. A
plaintiff may pursue a civil claim under thasite if the harm exceeds $5,000 in value
during a one-year periodd. 8 1030(g)jFacebook844 F.3d at 1066. The civil plaintif
is limited to economic damages on this clailah.

3.  Therefore, “[tjo bring an action saessfully under 8030(g) based on a
violation of § 1030(a)(4), [Plaintiff] mustew that [Garcia]: (1) accessed a protecte
computer, (2) without authorization or exceeglsuch authorization that was granted,
knowingly and with intent to defraud, atitereby (4) furthered the intended fraud anc
obtained anything of value, csing (5) a loss to one or more persons during any one
period aggregating at least $5,000 in valueVRC Holdings LLC v. Brekk&81 F.3d
1127, 1132 (9th Cir. 2009) (internal quinda marks and citations omitted) (citiRgC.
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Yonkers, Inc. v. Celebrationsetifarty and Seasonal Superstore, LUE8 F.3d 504, 50§
(3d. Cir.2005)Theofel v. Farey—Jone859 F.3d 1066, 1078 (9th Cir.2004)).

4, Here, all of the elementd § 1030(a)(4) are met.

5.  A*“protected computer” is one that ‘ised in or affecting interstate or
foreign commerce or communication.” W8S.C. § 1030(e)(2)(B). This has been
construed to include computeetworks and databasednited States v. Nosa344 F.3d
1024, 1058 (9th Cir. 2016)Nosal IF') (“The CFAA’s restrictons have been applied tqg
computer networks, databasew cell phones.”). Protectedmputers are “effectively 4
computers with Internet accesdJnited States v. Nosa76 F.3d 854, 859 (9th Cir.
2012) ("Nosal I'). The databases and computerssatie in this action were connected
the Internet and thus were protected as defined by the statute.

6.  Whether Garcia had authorizationaccess Plaintiff's computers turns on
whether Security Specialists gavien permission to use thenseeNosal Il, 844 F.3d at
1028 (“[W]e conclude that ‘without authorizaii’ is an unambiguous, non-technical teg
that, given its plain and ordinary meaninggans accessing a protticomputer withou
permission.”);,LVRC Holdings581 F.3d 1133 (“an employer gives an employee
‘authorization’ to access@mpany computer when tieenployer gives the employee
permission to use it.”). As the Court prewsly found, Garcia nver had permission to
access any of the files that were hack&arcia was not aupervisor and neither
Tsotsikyan nor Leon ever gave Garcia #dministrative username and password.

7.  The intent element of the statute isided with reference to the criminal
standard.See Nosal |I1844 F.3d at 1032 (approving use of Ninth Circuit model jury
instructions to define “intent to defraud” umdbe CFAA). Intent to defraud is defined
the Ninth Circuit model jury instructions a$h& intent to deceive or cheat.” Instructio
8.121. When Garcia accessed the Security 8jpgtsi payroll files talter his hours, he
acted with intent to defraud Security Sdisits by cheating the company out of wage!
that he never earned.
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8.  Garcia was also involved in a congmy to hack the Security Specialists
network with a username and password kieatvas unauthorized to use. The hacker
accessed the files without Security Spésts’ permission oknowledge, making

illegitimate use of a legitimate psword. The conspiracy thasted with intent to defraud

Security Specialists.

9.  Garcia’s personal actions furthered thgrpd fraud to the extent that he wias

able to collect more than $®0 in unworked overtime pay. Additionally, the propriet
data the hackers obtained was worth att|$260,000, and the hadkelf succeeded in
damaging Security Specialists’ network to saahextent that it took at least a month t
get the various databas and systems back in working order.

10. Finally, the CFAA defines “losses” fiaclude “any reasonable cost to any
victim, including the cost of respondingda offense, conductirgdamage assessment,
and restoring the data, program, system, or information to its condition prior to the
offense, and any revenue lpsbst incurred, or othepasequential damages incurred

because of interruption of séce . . . .” 18 U.S.C. § 1030(4)). As discussed above

ary

Security Specialists incurred significant castassessing the damage, restoring the data,

and in lost revenue.

11. Therefore, the Court concludes that Gangas a participant in a conspiragy

to hack Security Specialists, atidht the hack wlated the CFAA.
B. Claim Two: Violation of the Stored Communicatons Act, 18 U.S.C.

§ 2701(a)

12. “The Stored Communications Act pro@s a cause of action against anyone

who ‘intentionally accesses without authotiaa a facility through which an electronic

communication service is provided . . . and ¢hgrobtains, alters, or prevents authoriz

access to a wire or electronic communmativhile it is in electronic storage.Theofel v
Farey-Jones359 F.3d 1066, 1072 (9th Cir. 20Q4uoting 18 U.S.C. 88 2701(a)(1),
2707(a)). “Like the tort of trespass, th@®d Communications Act protects individug
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privacy and proprietary interestsTheofel v. Farey-Jone859 F.3d 1066, 1072 (9th Cir.

2004). Section 2707 provides fowitiiability under the statute.

13. The hack, as described above, inctlide effective attack on Security
Specialists’ email servers as well as the data stored in its network and backup driv,
Tsotsikyan was unable to access his email during the hack, and many emails werg
lost. This result was one of the intended psgas of the hack. A&ordingly, the Court
concludes that the conspiracy to hack $&gc$pecialists also violated the Stored
Communications Act.

C. Claim Three: Violation of the California Computer Data Access and

Fraud Act, California Penal Code Section 502
14. California Penal Code section 502aases civil liability on a person who

“[kKlnowingly accesses and without permissiokes, copies, or makaise of any data
from a computer, computer system, or computer network, or takes or copies any
supporting documentation, whether existing sidiag internal or external to a comput
computer system, @omputer network.”ld. § 502(c)(2)see alsad. 8 502(e)(1)
(permitting a plaintiff to bring a civil actiofor a violation of any provision of section
502(c), for compensatory, injutivce, and equitable relief)Garcia violated section 502

=

es.
 Simyj

er,

when, without permission, he accessed Sec@pigcialists’ payroll system from his patrol

laptop and altered his payroll records. Hes\abso involved in the conspiracy to hack
Security Specialists, and throutitat conspiracy obtained progtary files and database
including Leon’s confidential employee persohiiie and the FileMaker Pro forms thati
he gave to Caspari.
15. Accordingly, the Court concludes that Garcia violated section 502.
D. Claim Four: Violation of the CUTSA, California Civil Code section 3426

S,

et seq.
16. “Trade secret misappropriation occwlenever a person . . . discloses of
uses, without consent, another’s trade sdbadtthe person ‘[u]sed improper means tg

acquire knowledge of’ . . .Altavion, Inc. v. Konica Minolta Sys. Lab. In226 Cal. App.
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4th 26, 41-42, 171 Cal. Rptr. 3d 714 (2014)ding Cal. Civ. Code § 3426.1(b)(2)(A)).

“Improper means includes theft, . . . migegentation, . . . agspionage through
electronic or other means3ASCO v. Rosendin Elec., |n207 Cal. App. 4th 837, 844,

143 Cal. Rptr. 3d 828 (20123s modified on denial of reh@ug. 7, 2012) (quoting Cal|.

Civ. Code § 3426.1(a)). A trade secredéined as “information, including a . . .
program . . . that: (1) [d]ares independent economic valaetual or potential, from ng
being generally known to the public ordther persons who can obtain economic valy
from its disclosure or use; and (2) [i]s thabject of efforts that are reasonable under 1
circumstances to maintain its secrecyd’ (quoting Cal. Civ. Code 8§ 3426.1(d)).

17. The California Supreme Court has emgihad that “the primary purpose g
California’s trade secret law . . . is toopmote and reward innovation and technologica
development and maintacommercial ethics."DVD Copy Control Ass!, Inc. v. Bunnel
31 Cal. 4th 864, 878, 4 C&Rptr. 3d 69 (2003)xas modifiedOct. 15, 2003) (internal
guotation marks omitted).

18. Plaintiff has met its burden to show thigtconfidential Bent databases ang
FileMaker Pro files were tradsecrets. Tsotsikyan testifi¢hat the FileMaker Pro form
he developed, such as the forms that altb®ecurity Specialists Patrol Officers to ser
reports to clients instantly from the field vgaSecurity Specialists a competitive edge
Indeed, Garcia himself recogniztte independent value of Security Specialists’ files
databases when he offer€dspari access to the forms in exchange for Caspari’s
willingness to help Garcia by taking a positior3arcia’s fledgling security company.
Cf. Direct Techs., LLQ. Elec. Arts, In¢.836 F.3d 1059, 1071 (9@ir. 2016) (affirming
grant of summary judgment in favor of the defendant where a putative trade secret
“no actual or even potential vauo [the plaintiff] outside of a single ephemeral proje
for a single customer.”).

19.  Additionally, Security Specialists rda reasonable efforts to keep these
materials secret by authorizing only itsotWighest ranked and most trusted employesg
Tsotsikyan and Leon, to edit its FileMaker Pro files and confidentialtahérmation.
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20. Finally, Garcia’s later use of Security Specialists’ client list and FileMak

Pro files to poach clients constitutes misappedfmn under the statuteGarcia was neve
authorized to access the files, let alone tiem to his advantage and to Security
Specialists’ great expens&ee, e.gReeves v. Hanle33 Cal. 4th 1140, 1155, 17 Cal.
Rptr. 3d 289 (2004) (internal citations omat}g€“A violation of the [CUTSA] occurs
when an individual misappropriates a formempéoyer’s protected trade secret client i
for example, by using the list to solicit cliemiisto otherwise attain an unfair competiti
advantage.”). By participating in a congay to steal Security Specialists’ confidentia
files and databases by accessing Plaintifésvork without authorization — and then
personally using those filés undercut Security Specialists’ competitive standing by
soliciting its clients while it worked to pair the damage from the hack — Garcia
misappropriated Plaintiff's trade secrets.

E. Claim Five: Civil Conspiracy

21. Allegations of civil conspiracy cannobnstitute a separate claim for relief
under California law.See, e.gMoran v. Endresl135 Cal. App. 4th 952, 954, 37 Cal.

Rptr. 3d 786, 788 (2006) (“Conspiracy is nataause of action, but a legal doctrine that

imposes liability on persons who, althougtt actually committing a tort themselves,
share with the immediate tortfeasors a cammlan or design in its perpetration.”)
(internal quotation marks and citation omittelgm v. Wachovia Mortgage, FSBo.
CIV S-10-1834 LKK DAD PS, 2011 WL 1135285, at *9 (E.D. Cal. Mar. 25, 2011) ('
cause of action for conspiracy exists unlesspleaded facts show some wrongful act
would support a cause of action without the conspiracy.”) (qudtngs v. Wells Fargo
Bank 112 Cal. App. 4th 1527, 1541, 5 Cal.tR3d 835 (2003)); Haning, Flahavan &
Kelly, Cal. Practice Guide: Personal Injuiyjhe Rutter Group) 1 2:946 (“A civil
conspiracy is not itself an actionable tort.Therefore, the Court interprets Plaintiff's
fifth claim for relief as an alternative basis fwlding Garcia liable for the forgoing tor
Where the Court has concludeatliGarcia is liable under a thgoof civil conspiracy, th
Court has so noted in the above discussion.
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F. Remedies

22. Under the CFAA, an injured pldiff may collect as damages “any
reasonable cost . . . including the cost spanding to an offense, conducting a dama
assessment, and restoring the data, prograsteray or information to its condition prio
to the offense, and any revenue lost, aostirred, or otheconsequential damages
incurred because of inteiption of service.” Facebook, Inc. v. Power Ventures, 1r@44
F.3d at 1066 (quoting 18 U.S.C. § 1030(e)(1183. calculated above in the Findings o
Fact, the Court awards Plaintiff damagesGarcia’s unworked ovéme pay, the variou
costs to recover and repair SeguSpecialists’ lost and damaged files, the fair value
the FileMaker Pro files, and Security Specialikist profits as a result of the hack. Th
same damages suffice to compensate #ifdor its injuries under the Stored
Communications Act, Penal Codection 502, and the CUTSA.

23. Additionally, the CUTSA permits anjured plaintiff to obtain “exemplary
damages in an amount not exceeding twigg€ damages award favillful and malicious
misappropriation. CalCiv. Code § 3426.3(ckee alsdMattel, Inc. v. MGA Entm't, In¢.
705 F.3d 1108, 1110 (9th Cir. 2013) (explamthat the CUTSA permits an award of
punitive damages for willful and malicioustte secret misappropriation). However,
California requires specific evidence oétefendant’s financial condition to award
punitive damagesSeeVacco Indus., Inc. v. Van Den BefgCal. App. 4th 34, 46 n.11,
Cal. Rptr. 2d 602 (1992as modified(Apr. 14, 1992) (holding that, undAdams v.
Murakami 54 Cal.3d 105, 116, 123, 284 Cal. Rptr. 81891), “substantial evidence of
defendant’s] financial condition” is requddo award a plaintiff punitive damages
pursuant to the CUTSA). (Grnia courts consider “evidence of the defendant’s
financial condition” to be éssentiafor evaluating whether the amount of punitive
damages actually awarded is appropriatedbert L. Cloud & Assts., Inc. v. Mikesellbg
Cal. App. 4th 1141, 1151 n.82 Cal. Rptr. 2d 143 (1999s modifiedFeb. 11, 1999)
(emphasis added).
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24. Here, Plaintiff presented no evidermfeGarcia'’s finacial condition.
Garcia’s paystubs from 2014 indicate thatVees at that time earning less than $15 pe
hour as a Patrol Officer for Security Specialis®aintiff has presented no evidence af
Garcia’s current financial condition. Accordingly, the Court cannot award Plaintiff
punitive damages under California law.

VERDICT

The CourtFINDS andRULES as follows:

On Plaintiff’'s Claim One for violatioof the CFAA, Defendant Garcia knowingl
accessed Security Specialists’ payroll systandl, altered his records to reflect that he
worked more overtime hours than he redlly. Additionally, Defendant Garcia
participated in a civil conspiracy to knowly access without authorization Security
Specialists’ network, with the intent to dafth and thereby obtained Security Special
valuable, proprietary information. The@t thus finds in favor of Plaintiff.

On Plaintiff's Claim Two for violabn of the Stored Communications Act,
Defendant Garcia participated in a civil conspiracy to intentionally access and cripj
without authorization, Security Specialists’ ehsgrvers. The Court thus finds in favo
Plaintiff.

On Plaintiff's Claim Three for violabin of California Penal Code section 502,
Defendant Garcia knowinglgnd without permission accessed Security Specialists’
payroll system and altered hiscords to reflect that he wkaed more overtime than he
really did. As a result, Defelant Garcia was paid thousamdgiollars more in overtime
wages than he was really owed. Additionallefendant Garcia participated in a civil
conspiracy to knowingly access without authation Security Specialists’ network, wi
the intent to defraud, and thereby obtaiSedurity Specialists’ valuable, proprietary
information. The Court thus finds in favor of Plaintiff.

On Plaintiff’'s Claim Four for violatiomf the CUTSA, Garciparticipated in a

conspiracy to steal, and subsequently uSedurity Specialists’ confidential database$
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and files to undercut Security Specialists’ cetipe advantage. The Court thus finds
favor of Plaintiff.

On Plaintiff's Claim Five for civil congiracy, the Court concludes that civil
conspiracy is not a separate claim for reliefler California law, butather an alternativg
means of finding liability. As a technical tier the Court finds ifavor of Defendant
Garcia on this claim, but the Court has\pously noted where it has found Defendant
Garcia liable for the foregoing clainas a theory of civil conspiracy.

In total, Plaintiff is awarde#318,661.70n damages. As the prevailing party,
Plaintiff may be entitled to statutory attornejees, in a sum to be calculated at a late
date.

Plaintiff has pending claims against antber Defendant in this action, Mher
Uzunyan. The Court will enter separate judgment pursutmtederal Rules of Civil

b iN

\U

Procedure 54 and 58(b) once those claims arévesband the entire action is concluded.

Dated: May 2, 2017.

MICHAEL W. FITZGERALD
United States District Judge
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