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TO: ALL PARTIES AND THEIR ATTORNEYS OF RECORD

PLEASE TAKE NOTICE that on June 8, 2006, at 2:00 p.m., in Courtroom 6 of the above-

captioned Court, located at 450 Golden Gate Ave., 17th Floor, San Francisco, California, plaintiffs

will, and hereby do, move the Court for an order granting preliminary injunctive relief against

AT&T Corp. and AT&T Inc. (“defendants”).

Plaintiffs seek to preliminarily enjoin defendants from illegally intercepting, disclosing and

otherwise using plaintiffs’ communications in violation of the Constitution and federal wiretap laws

pursuant to Fed. R. Civ. Proc. 65. This motion is based on this notice of motion and motion,

memorandum of points and authorities, Plaintiffs’ Request for Judicial Notice, the declaration of

Cindy Cohn, the declaration of Mark Klein, the declaration of plaintiffs’ expert J. Scott Marcus,

plaintiffs’ motion to extend page limits, plaintiffs’ motion to lodge documents under seal (and all

associated exhibits and attachments filed herewith), the pleadings and papers on file in this action,

discovery to be scheduled and oral arguments of counsel.

MEMORANDUM OF POINTS AND AUTHORITIES

I. INTRODUCTION

Plaintiffs, on behalf of themselves and others similarly situated, request that this Court

immediately enter a preliminary injunction enjoining AT&T,
1
the world’s largest

telecommunications company, from violating the Fourth Amendment of the Constitution and Title

III of the Omnibus Crime Control and Safe Streets Act of 1968 (“Title III”) by providing the

government with direct access to the domestic and international Internet communicationsofmillions

of its customers. A preliminary injunction is necessary to prevent irreparable harm to the statutory

and constitutional privacy rights of plaintiffs and their fellow AT&T customers until a trial on the

merits, where plaintiffs are likely to prove AT&T’s continued collaboration with the National

Security Agency’s illegal and unconstitutional domestic surveillance program.

1
Plaintiffs refer to defendants AT&T Inc. and AT&T Corp. collectively as “AT&T” herein.
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warrantless surveillancemore than thirty times and intends to continue doing so indefinitely. RJN at

¶3.

The government has candidly admitted that the Foreign IntelligenceSurveillanceAct of 1978

(“FISA”), 50 U.S.C. §§1801 et. seq., the statute regulating electronic surveillance for foreign

intelligence purposes, “requires a court order before engaging in this kind of surveillance . . . unless

otherwise authorized by statute or by Congress.” RJN at ¶4. The NSA surveillance program

(“Program”) admittedly operates “in lieu of” court orders or other judicial authorization,RJN at ¶¶6-

7, and neither the President nor Attorney General authorizes the specific interceptions. RJN at ¶9.

As General Hayden, Principal Deputy Director for National Intelligence, put it, the Program “is a

more . . . ‘aggressive’ program than would be traditionally available under FISA,” in part because

“[t]he trigger is quicker and a bit softer than it is for a FISAwarrant.” RJN at ¶10. The only review

process is authorization by an NSA “shift supervisor” for interception of particular individuals’

communication. RJN at ¶9.

Administration officials have said that the NSA intercepts communications when the agency

has, in its own judgment, a “reasonable basis to conclude that one party to the communication is a

member of al Qaeda, affiliated with al Qaeda, or a member of an organization affiliated with al

Qaeda, or working in support of al Qaeda,” as well as the communications of individuals it deems

suspicious on the basis of its belief that they have some unspecified “link” to al Qaeda or a related

terrorist organization or simply “want to kill Americans.” RJN at ¶11.

While admitting that warrantless surveillance is occurring and will continue, RJN at ¶3, the

President and other officials have carefully limited their discussions to “the Program as describedby

the President,”
3
and have consistently refused to confirm that the “Program as described by the

805 F.2d 23 (1st Cir. 1986) (“The dispositive question is not their classification as hearsay but
whether, weighing all the attendant factors, including the need for expedition, this type of evidence
was appropriate given the character and objectives of the injunctive proceeding.”).

3
This limitation is used to create a logical tautology. For example, in Attorney General

Alberto Gonzales’ February 28, 2006 letter to Senator Arlen Specter, RJN, Attachment 8, he
describes the “Terrorist Surveillance Program” as “activities [that] involve the interception by the
NSA of the contents of communications in which one party is outside the United States where there
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President” constitutes the entirety of the warrantless surveillance that they have been conducting and

will continue to conduct. RJN at ¶13. The government is unable to state that the Program includes

only limited interceptions of al Qaeda-related international communications as described by the

President, because the Program also includes the warrantless interception of the communications of

millions of ordinary Americans, made possible through the illegal and unconstitutional cooperation

and collaboration of AT&T.

B. AT&T’s Collaboration with the Government Program

Numerous major newspapers and other reputable accounts have shown that major U.S.

telecommunications companies, including AT&T, are assisting the NSA with the Program. See

Cohn Decl., Exs. A and B (Leslie Cauley and John Diamond, Telecoms Let NSA Spy on Calls, USA

Today (Feb. 6, 2006) andDionne Searcey, ShawnYoung andAmol Sharma,WiretappingFlapPuts

Phone Firms Under Fire, Wall St. J., Feb. 7, 2006, at B3). Government officials have confirmed

that “the N.S.A. has gained the cooperation of American telecommunications companies to obtain

backdoor access to streams of domestic and international communications.” Cohn Decl., Ex. C

(James Risen and Eric Lichtblau, Spy AgencyMined Vast Data Trove,Officials Report, N.Y. Times

(Dec. 24, 2005)). As early as 2001, “the NSA approached U.S. carriers and asked for their

cooperation in a ‘data-mining’ operation, which might eventually cull ‘millions’ of individual calls

and e-mails.” Cohn Decl., Ex. D (Shane Harris and Tim Naftali, Tinker, Tailor, Miner, Spy: Why

the NSA’s Snooping Is Unprecedented In Scale and Scope, Slate (Jan. 3, 2006)).

Following President Bush’s order, U.S. intelligence officials secretly arranged with
top officials of major telecommunications companies to gain access to large
telecommunications switches carrying the bulk of America’s phone calls. The NSA
also gained access to the vast majority of American e-mail traffic that flows through
the U.S. telecommunications system.

Cohn Decl., Ex. E at 48 (James Risen, State of War: The Secret History of the CIA and the Bush

Administration (Simon & Schuster 2006)). The new presidential order has given the NSA direct

are reasonable grounds to believe that at least one party to the communication is a member or agent
of al Qaeda or an affiliated terrorist organization,” and then limits his previous testimony to this
aspect of the Program. This renders his discussions asserting a limited programmeaningless, since
the scope of the “Terrorist Surveillance Program” is also limited by the same restrictions.






