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Court Deals AT&T a Setback

By Ryan Singel #| o-Also by this reporter
11:30 AM May, 17, 2006

SAN FRANCISCO -- A federal judge Wednesday shot down telecom giant
AT&T's efforts to recover and suppress internal documents that a former
AT&T technician says demonstrate the company's collusion in illegal
government surveillance.
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" He also rejected AT&T's request for the judge
to enjoin Klein from talking about the documents or providing them to

others, saying that AT&T could sue the whistle-blower on its own.

The documents appear to show AT&T tapping into 16 fiber-optic cables
connecting the company's WorldNet internet backbone to other internet
service providers, and routing the traffic to a sophisticated data-analysis
system made by California-based Narus.

In a written statement accompanying the pages, whistle-blower Klein says
the Narus system was installed in a secret locked room inside an AT&T
switching center in San Francisco that was off-limits to anyone without NSA
clearance.

In court, AT&T attorney Bradford Berenson cast his client as a hapless
victim, unable to defend itself while maintaining its national security
obligations.

"The problem here is not just that the plaintiffs can't make their case, but that
the defendants can't defend themselves," said Berenson, noting that some
perfectly legal instruments of surveillance, like Patriot Act national security
letters, come with binding secrecy requirements.

"AT&T is an innocent bystander, and the fight should be between private
parties and the government that started these (surveillance) programs and ran
them," Berenson told the court.

Walker made clear that he wants the case to move forward quickly -- so fast
that EFF attorney Cindy Cohn resorted to begging for extra time to file
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briefs.

One of those briefs is due Monday, advising the judge on how he should
approach reading the government's classified arguments as to why the case
should be dismissed.

The classified filing is currently in Washington, D.C., but can be flown
under protective custody to San Francisco for the judge's inspection,
according to Justice Department lawyer Carl Nichols.

Nichols told the judge that the extraordinary secrecy was necessary, because
unlike a hypothetical case about the disclosure of a fighter jet weapon design
-- where the government can admit the design exists -- "this case involves
national intelligence sources and methods."

"To tell you those things in open court where they will be in the public
record is to disclose the very thing we are trying to protect," Nichols said.

Walker asked some pointed and skeptical questions about whether the nearly
all-powerful state secrets privilege, a holdover from English common law,
trumps the Constitution and Congress.

"It is an inherent Article II (executive branch) power which unfortunately
trumps a private litigant's right to his day in court," Nichols said.

Walker's ruling on the government's motion to dismiss the case for national
security reasons could come as early as the June 23 hearing, but his ruling
either way is nearly certain to trigger an immediate appeal to the 9th U.S.
Circuit Court of Appeals.

That's one reason the EFF asked the judge to first hear its motion for a
preliminary injunction since, as Cohn argued, the "massive flow of
information will continue during the appeal.”

Walker called that "putting the cart before the horse," and will first rule on
the government's and AT&T's motions to dismiss the case.

After the hearing, Klein addressed reporters on the courthouse steps.

"As you all know there is a big public debate going on about government
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surveillance," Klein said in a voice barely above a whisper. "I believe I have
significant information to bring to the table, and I have been struggling for
some time to bring it out in the light of day. And that's all I wanted to do -- is
bring it out so that people can examine it and decide for themselves."

Editor's note: This story was updated at 12:30 p.m. and 2 p.m. to add
additional information.
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