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MR. HiLL: Good morning. My name Is Kelth HIll 'm an editorwriter with the Bureau of Natianal Afiairs, Press Ciub
fgovernor and vice chair of the club's Newsmaker Committee, and Il be today's moderator.

Today, we have Ganeral Michael Hayden, principal deputy director of Nationa! Intalligence with the Office of Natlonal
intefligence, who will talk about the recent controversy surrounding tha National Securlty Agency's warrantiess
monitoring of communications of suspacted al Qaeda terrorists.

General Hayder, wha's been in this posilion since fest Aprl, is cusrently the highest ranking military intelligence officer in
the armed services, and he also knows a litle something about this controvarsy because in s previous life he was NGA
director when the NSA monitoring program began in 2000 -- 2001, sorry

S0 with that, 1 witl turn the podium over o General Hayden.

GEN. HAYDEN: Keith, thanks. Good moming. I'm happy to be hare lo talk a bit about what American intelligence has
bean doing and especially what NEA has been doing to defend the natlon

Now, as KKeith polnis out, I'm here today not only as Ambassador John Negroponge's deputy In the Office of the Direclor

of National Imtelligence, I'm also here as the former directar of the National Security Agency. a post | took in March of
1980 and teft anly tas! spring.

Serlous issues have been raised in recent weeks, and discussion of serious jssues should be based on facts. There's a
jot of information out there right now.

Some of it is, frankly, inaccurste. Much of it is just simply misunderstood. 'm here ta {ell the American people what NSA
has been dolng and why . And perhaps more importantly, what NSA has not been doing

Now, admittedly, this is a little fiard to do while protacting our country's intefligence sources and methods. And. frankly,
peaple In my line of work generally don't like to 1alk about what they'va done until it becomes a subject on the Hislary
Channet. But let me make one thing very clear As challenging as this morning ryight be, this is the speech twanl to
give. | much prefer being niers wilh you today talling you about the things we have done when there hasn't been an
attack on the homeland. This Is a far sasier presentalion 1o make then e ones | had to give four years ago teliing
audiances fike you what we hadn't done In the days and months leading up to the tragic events of September 11ih
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commonls{ cefer to It as Signals Intelligence of SIGINT . SIGINT is a complex business, with operational and
{echnolagical and lege imperatives ofen Intersecting and overlapping There's routinely some freedom of action -

within the law ~ to adjust operations. After the atiacks, 1 exerciced some options Fve always had that collectivaly belier
prepared us to defend the homeland

Look, let ma faik for a minute about this, okay? Because a blg gap i the current understanding, a big gap in the currant
debals is what's standard? Wha Is it that NSA does routinely? Where we sel the thresheld, for example, for what
constitutes Inherent forelgn intaliigence value? That's what we're directed lo coflect. That's what we're required to limi
ourseivas 10 — Inherent foralgn intalligence value Whare we set that thrashold. for example, in reports Involving & U.8
person shapes how we do our job, shapes how we caollect, shapes how we report. The American SIGINT systam, in the
mormal course of forsign infelligence activities, inewvitably captures this kind of Information, information to, from or about
what we cali a U.S. person. And by the way, “U § person” routinely includes enyone in the Uniled States, citizen or not

So, for example, because they were in the United States -~ and we dld not know anyliving more - Mohamed Alta and his
feliow 18 hilackers would have been prasumed to have been protacted persons. U 8. persons. hy NSA prior to 911

inherent forelgn intelligence valua is one of the metrics we must use. Let me repeat that: Inherent foreign intelligance
value is one of the metrics we must uag {0 ensure ihat we conform to the Fourth Amendment's reasonable standard
when it comes ta protecting the privacy of thase kinds of people. If the U.S, person Information ian't ratevant, the data is
suppressed. [t's & technical term we use; we calt it "minimized * The individual Is not even mentioned. O1 If he or she is,
he or she is referred 1o as "U.S. Person Number One" or "U 5. Person Number Two." Now, inherent intelllgence value. i
the U5 person is acluglly the named terrorist, well, that could be 8 difierent matter. The standard by which wa decidad
tnat, the stendard of what was relevant and valuable, and therefors, what was reasonatia, would understandably
change, | think, as smoke bilowed from two Amefican cities and s Penneylvania farm field And we acted accordingly

To somewhat oversimplify this, this guestion of Inhere™ inlelligence value, Just by way of Mlustration, fo just use an
axample, we all had a different view of Zacaries Moussaoul's computer hard drive after the attacks than we did before.

Look, this Is not unlike things that happened in ofher areas. Prior o Seplember 111h, airling pessengsls wers soreenad
in ane way. After September 11th, we changed how we screen passengers In the same way, 0kay, althaugh prior to
Septernber 11th certain communications weyen't considered valuabla intalligence, it became immedtately clear afier
September 11h that intersepting end reporting these same communications wers in fact eritisal to defending the
homaland. Now let me make Lhis point. These decisicns wers easily within my suthorilies as the director of NSA undar
and executive order; known as Executive Order 12333, that was slgned in 1881, an execulive order that has governed
NSA for nearly a quarter century

Now, tet me summarize In the days afler 8711, NSA was using its suthorities and its judgment to appropriatety respend
10 the most catastrophic atiack on the homeland in he history of the nation That shouldn't be a headline, bul as near as
| can tell, these actions on rry part have croated some of the noise In recent press coverage Let me be ciearon this
point -~ except that thay involued NSA, these programs were not related — these programs were not related — to the
authorization that the president has recently spoken about. Back then, September 2001, 1 gsked fo update the Congress
on what NSA hed been doing, and { briefed the entire Houge Inteliigence Committee on the st of Ootober on what we
had done undet our previously existing authorilles

Now, as another part of our adjustment, we also turned on the spigot of NSA reporting to FBlin, frankly, an
unpracedented way We found that we wers glving them loo much data in too raw form. We recegnized it almost
immediately, a question of weeks, and we made gll of the appropriate pdjustments. Now, this fow of data to the FBi has
also become part of the curant background notse, and detpile reports in the press of thousands of tips & month, our
reporting has not even approached that kind of pace. veu know, | actually find this a ittle odd After all the findings of
the 9111 commission and oiher bodies about the fathue to share inleliigence, I'm up here feeling llke | have to explain
pushing data to those who might be able to use i And of course, its the nature of intelilgence that many tips ieat
nowhere, but you have to go down some blind aileys to find the fips that pay off

Now, beyond the aulhorities that t exercised under the standing executive order, as the war on terror has moved
farward, we have aggressively used EISA warranis. The act and the court have provided us with important lools, and we
make full use of them Published numbers show us using the cour at recort rates, and the results have been
cutstanding Bul the revolation in tetecommunications technolagy has exlanded the actual impact of lhe FIGA regime far
bayond what Gongress could ever have anticipated in 1878. And | donl think that anyone can make the claim {hat the
EISA stalule Is optimized lo deal with or prevent a 8/11 arfo deat with a lethal enarny who likely already had combatants
inslde the Uniled Stales.

| {estified in open session to the House inte! Committee in Aprii of the year 2000. At the Hime, 1 created some fooks of
disbeliaf when 1 sald that if Osama bin Laden crossed the bridge from Niagara Falls, Ontarip to Nlagara Falls, New York,

there were provisions of U S faw that wauld kick in, offer him protections and affeci how N8A could now cover hlrm Al
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the lime, | was just using this as some of sort of stark hypothetical, 17 months later, this is about life and death

S0 now, we come to one additional pisce of NSA authorilies. These are the activities whose existense the prestdent
confirmed sevaral weeks ago. That avthorization was pased on an intelligence community assessment of a serlous and
continuing threst to Ihe homeland. The lawiulness of the actual authorization was reviewed by fawyers at the
Depariment of Justics and the White House and was approved by the sttorney general

Mow, yqu're tooking at me up here and I'm fry @ miltary uniform. and frankly, there's a cerain sense of sufflclency here -
- authorized by the prasident. duly ardered. its lawiuiness aiteslad to by the aliomey general and its content briafed to
the congressionat leadership

But we all have personal responsibliity, and In the and, NSA would have {o implement this, and every oparational
decision the agency makes is made with the fult volvement of Bs tegal office. NSA professional career tawyers — and
{he agency has a bunch of them ~ have & well-deserved reputation. They're grod, they Know the law, and they don't st
fhe agency take many close pitches

And so sven thougtt | knew ihe program had been reviewed by the White House and by BOJ, by the Depariment of
Justice, | asked the thres maost senior and experienced lawyers in NSA: Our enemy in the global war on terrotism
doesm divide the United States from the rest of the world, the global telecommunications system doesn't make that
distinctlon either, our faws do and should; how did these aclivities square with these facts?

They reported back lo me. They supperied the lawfulness of this program. Suppofted, not acquiesced This was very
important o ma A veleran NSA fawyer, one of the three | asked, \old me that a correspondent had suggasied to iim
recently that al of the lawyers connectad with this program have been very careful from the oulset because they knew
there would be a day of reckoning. The NSA lawyer replied 1o him {hat that hat not been the case NSA had beenso
careful, he said — and F'm using his words now hare ~ NSA had been 50 careful because in this vary focused, limiled
program, NSA had o ensure that it dealt with privacy interests in an appropriale manner

In other words, aur iawyers weren' caraful oul of fear; they ware careful outof a neartielt, prncipled view that NSA
operations had 1o e conststent with bedrock legal protections.

In eary October 2001, | gathered key rmembers of the NSA workforge in our conference room end | introduced aur new
operational authority to them. With the historic culture of NSA being what it was and is, | fiad to do this personally | told
thern what we were geing lo do and why. | also told themn that we were going to carry oul ifyis program and net go one
step further. NSA's legal and operational leadership then wan! into the details of this new task.

You know, the 8/11 commission cfiticlzed our ability to fink things happeming in the Unite¢ States with things that were
happening elsswhare. In that light, there are no communications more impotlant to the safety of this country than those
affiliated with al Qaeda with one end in the United States. The president's authorization aflows us {o track this kind of
call more comprehensively and more efficiently. The trigger is guicker and a bit sofler than s for a FISA vearmant but
\he Intrusion into privacy 15 atso limited: only international calls and only these we have a roasenabts basis fo believe

involve al Qaeda or one of its affiiales.

The purpose of all this {8 rot {o collect reams of Inteligence, but to detect and pravent attacks The intelligance
cammunity has nelther the time, the resources nor ihe legal authority to read communications that sren’t likely to protect
us, and NSA has no interest in coing so. Thass are communications that we have reason 1o pelieve are al Qaeda
communications, B judgment made by Amarican Inteligence professionals, not folks fike me or political appeiness, a
judgment made by the American inteflipence professionals most trained lo understand al Qaeda tactics, gl Gtaeda
communications end ol Qesda &ims.

Their work is aclively overseen by the most inlanse oversight regime in {he history of the National Security Agency. The
agency's conduct of this program i {horoughly Teviewed by the NBA's general counsel and inspectar general. The
program has also been reviewed by the Depaniment of Justice for compliance with the president's authorization
Oversight also includes an aggressive frelning prograim to ensure that all activities are consistant with the leiter and the
intent of ine authorization and with the preservation of civil fiberties

Let me ‘alk for a few minutes also about what ihis program is not. tis not @ driftnet over Dearborn or Lackawanna ov
Freemont grebbing conversations thal we then sorl out by these alleged keyword searches or data-mining tools or other
devices lhal so-called experls keep talking about.

This is targeled and focused This is not about intercepting conversations helween people in the United States. This is
hot pursull of communications entering or leaving America inuolving someone we believe is assochated with al Qeeda
Wae bring to bear all tha technology we can 1o ensure that this Is so. And if there wera ever &n anomaly, and we
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MR HILL: Okay, | have fo cut you off here

Wa have time for two more questions And if you can keep them fairly brief, we'd appreciale it

First you, then the gentleman In the red.

QUESTION: Yeah, but —

MR. HiLL: 'm sorry.

QUESTION: The first quesiion that | asked —

MR HILL: Excuse me Fmsory -

QUESTICN: — about U S. cltizen abroad.

MR HILL: Alt right. Go shead

GEN HAYDEN: ¥m sorry, | didn't ~ i apologize, | didnt understand the guestion, the flrst question I'm sorry

QUESTION: Jim Bamford. Good seeing you here in the Press Club, General.

GEN HAYDEN: Hey, Jim.

QUESTION: Hope we see maorg of you here.

Just to clarify sort of what's been sald, from what 've heard you say todaF and an eorlier press conference, the change
T1om golng around the v as 1o - one of [am was o lower fire standard from wiall ey call jor, which is

basically probable cause lo a reasonable kasis: and then to take It away flom a federal cour judae, the FISA sourl
udge, and hand i over 1o a shifl supervisor at NBA. 15 Thal what wa're taiking about hera - just for clarification?

GEN. HAYDEN: You got most of it right. The pecple who make the judgment, and the che you just referrad lo, there are
only a handiul of pecpla at NSA who can make that decislon. They're all senior execulives, they are all counterierrorism
and al Qaeda experts. So i —even though | - you're aciually quoling me vack, Jirn, seying, "shift supervisor * To be
mevre precise In what you just described, the person who makes that declsion, a very small handiul, senior execufive. So
in mifitary ferms, a senfor cofonel or genera! officer aquivaient; and in professional terms, the pecple who know more
about this than anyone else.

QUESTION: Well, no, thal wasn't the real question. The question | was asking, though, was since you lowered the
standard, doasn't ihat decrease the prolections ofthe US ciizens? And number two, if you could give us some idea of
{he genesis of this. Did you coma up i the idea? Did somebody in the White House come up with the ldea? Where
did the idea originate from?

Thank you

GEN. HAYDEN: Let me jus! take the first one, Jim And I'm not going to talk about the process by which the president
arrived at his declsion

| fhink you'va accurately destribed ihe eriterta ynder which this operates, apd | think | at least tried to accurately
describe a changed crcumstance, threat to the nation, and why this approach ~ limited, focused — hes been effective

MR HILL: Final question.

QUESTION: Jonathan Landay with Knight Ridder ¢d like to stay on the same Issuae, and hat had to do with the
standard by which you use to targel your wirgtaps 1'm no lewyer, but my yngerstanding is that the Fourth Amendment of
tha Constitution spacliies that you mus! have probable cause to be able to do a search that does not violate an
Armerican's fght against untawful searches and selzures. Do you use ~

GEN. HAYDEN: No, actually — tha Fourth Amendment actuslly protecis all of us agalnst unreasonable search and
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