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IN THE UNITED STATES DISTRICT COURT

FOR THE NORTHERN DISTRICT OF CALIFORNIA

IN RE:

NATIONAL SECURITY AGENCY
TELECOMMUNICATIONS RECORDS
LITIGATION

This Document Relates To:

Al-Haramain Islamic Foundation,
Inc, et al v Bush, et al, 07-109

                                /

MDL 06-1791 VRW

ORDER

On October 30, 2006, plaintiffs in Al-Haramain Islamic

Foundation, Inc, et al v Bush, et al, 07-109, moved for partial

summary judgment while the suit was pending before Judge King in

the District of Oregon.  See Doc #85, 06-274-KI.  On November 1,

2006, Judge King stayed responsive briefing on plaintiffs’ motion

pending action by the Judicial Panel on Multidistrict Litigation

(JPML) in MDL-1791.  Doc #91, 06-274-KI.  The JPML has since

transferred the case to this court.  See Doc #1, 07-109.

//

//
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Accordingly, the court sets the following briefing

schedule:  defendants’ opposition to plaintiffs’ motion for partial

summary judgment shall be filed on or before April 12, 2007, and

plaintiffs’ reply, if any, is due April 19, 2007.  The court will

hear argument on plaintiffs’ motion on May 3, 2007, at 2:00 pm, or

at such other time as they may arrange with the courtroom deputy,

Ms Cora Klein, 415-522-2039.

IT IS SO ORDERED.

                             

VAUGHN R WALKER

United States District Chief Judge
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INTRODUCTION AND SUMMARY 

Defendants hereby petition this Court for permission to appeal the district 

court's September 7, 2006 order denying the Government's motion to dismiss. 

Recognizing the importance and controversial nahre of its order, the district court 

sua sponte certified the order for an immediate interlocutory appeal pursuant to 28 

U.S.C. 5 1292(b). 

As described below, this case warrants interlocutory appeal because the district 

court has denied the Government's motion to dismiss this case on state secrets 

grounds, and thereby placed at risk particularly sensitive national security interests. 

The district court has fiu-ther erred by allowing this litigation to move to the next 

phase in which the plaintiffs will in sealed filings attempt to demonstrate standing, 

even though we have shown that, because of the state secrets privilege, standing 

cannot be established and the case cannot proceed to judgment. Under such 

circumstances, dismissal is plainly appropriate. Rather than apply the state secrets 

privilege as precedent requires, the district court is wrongly attempting to create some 

form of secret adversarial proceedings, and, in doing so, is raising a serious danger 

of disclosure of important national security information. 

District Judge Walker and all parties in Hepting v. AT&T, Nos. 06-80109, 

06-801 10 (9th Cir.), which also concerns the Terrorist Surveillance Program and 

many of the same questions presented here, recognized that these issues warranted 



immediate appeal under 8 1292(b). The Government filed its 4 1292(b) petition in 

Hepting nearly two months ago, the Hepting plaintiffs' response consented to our 

request for immediate review, and both the Government and the plaintiffs have 

requested expedited briefing and argument in Hepting. This Court will presumably 

act upon the Hepting petition before deciding the petition here since the appellate 

proceedings in Hepting are at a more advanced stage. Accordingly, because the key 

issues in our petition in Hepting substantially overlap the issues here, it would serve 

the interests of judicial economy for the Court to hold this petition while the Court 

resolves the issues raised in Hepting, which may govern this matter or, at the very 

minimum, be highly relevant to the disposition of this petition. 

The plaintiffs in this suit are the Al-Haramain Islamic Foundation - an 

organization designated as a globai terrorist by the Secretary of the Treasury under 

an Executive Order program designed to identify and interrupt the activities of 

entities providing financial support and services for international terrorists - and two 

attorneys who allege "business and other relationships" with Al-Haramain. Plaintiffs 

claim that defendants violated various constitutional and statutory provisions by 

allegedly intercepting plaintiffs' communications under the Terrorist Surveillance 

Program, which was implemented by the National Security Agency (NSA) at the 

direction of the President. The Government asserted the state secrets privilege, and 



moved to dismiss because this case cannot proceed without forcing revelation of 

highly confidential national security information. 

Despite supporting declarations filed by the Director of National Intelligence 

and the Director of the NSA, the district court rejected the Government's motion to 

dismiss based on the officials' assertion of the state secrets privilege. While 

concluding that whether the plaintiffs were in fact subject to surveillance properly 

remains a state secret, the district court ruled that the subject matter of this action was 

no longer a secret as applied to plaintiffs under their theory of the case, because they 

claim to have viewed a highly classified Government document that allegedly shows 

that they were subject to such surveillance. The court accordingly denied the 

Government's motion to dismiss, initiated a discovery conference, and ruled that the 

plaintiffs may file in camera affidavits based on their recoilection of the ciassified 

contents of the document in order to establish the factual foundation for their 

standing. Recognizing the importance and controversial nature of its ruling, the 

district courtsua sponte certified its denial of the Government's motion to dismiss for 

interlocutory appeal. 

The district court was clearly correct in certifying this matter for appeal. By 

denying the Government's motion to dismiss, the court directly contradicted the 

judgment of the Director of National Intelligence and the head of the NSA on a 

national security matter. Moreover, the court has done so in a case in which, because 



of the contours of the state secrets privilege as applied to this case, this litigation 

cannot proceed to judgment. Any further steps would be futile, while creating a 

serious risk that sensitive classified information would be disclosed. 

QUESTION PRESENTED FOR APPEAL 

Whether the district court erred in denying the Government's motion to dismiss 

based on the assertion of the state secrets privilege by the Director of National 

Intelligence. 

BACKGROUND 

1. After various media stories appeared concerning asserted post-911 1 foreign 

intelligence activities carried out by the NSA, plaintiffs filed this action in the District 

of Oregon against the President, the NSA, and other federal agencies and officials. 

Piaintiffs aiiege that they were subject to electronic surveillance under the Terrorist 

Surveillance Program, and that such surveillance violated various constitutional 

provisions. Plaintiffs additionally contend that the alleged surveillance violated the 

Foreign Intelligence Surveillance Act and the International Convention for the 

Suppression of the Financing of Terrorism. 

Plaintiffs' allegations arose in part from the President's December 2005 public 

revelation of the Terrorist Surveillance Program. The President explained that he had 

assigned the NSA to intercept international communications of persons with known 

links to a1 Qaeda and related terrorist organizations. See D. Ct. Op. at 11. The 
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President took this step pursuant to his Commander-in-Chiefpowers, as well as under 

the Authorization for Use of Military Force, passed by Congress shortly after 911 1, 

giving the President authority to use all necessary and appropriate force against those 

responsible for 911 1, and to prevent further attacks in the future. See Pub. L. No. 

107-40, 1 15 Stat. 224 (2001). 

The Attorney General subsequently confirmed publicly that, under the Terrorist 

Surveillance Program, the NSA intercepts the contents of foreign communications to 

and from the United States when the Government has a reasonable basis to conclude 

that one party to the communication is a member or agent of a1 Qaeda or an affiliated 

terrorist organization. D. Ct. Op. at. 12. 

2. The Government asserted the state secrets privilege, as well as statutory 

priviieges covering the NSA, and moved for dismissai or summary judgment. We 

argued that the case could not be litigated in light of the state secrets assertion. The 

invocation of that privilege was supported by public and classified declarations from 

the Director of National Intelligence and the NSA Director. At our suggestion, the 

district judge reviewed the classified ex parte/in camera declarations from both of 

these officials, which explained the privilege assertions. D. Ct. Op. at 7. 

We filed both public and exparte/in camera briefs in support of our motion to 

dismiss, arguing that the state secrets privilege had been properly asserted, and that 

litigation over plaintiffs' claims threatened disclosure of important intelligence 
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information, sources, and methods. We further asserted that dismissal of the 

complaint was required because the subject matter of the case is a state secret, that 

state secrets are necessary for plaintiffs to litigate their claims (including their ability 

to establish their standing), and that the Government could not defend itself without 

disclosure of state secrets. In so arguing, we made clear that the Government could 

neither confirm nor deny whether plaintiffs were subject to the foreign intelligence 

gathering activities alleged in the complaint. We contended that these arguments 

covered both plaintiffs' statutory and constitutional claims. Finally, we showed that 

adjudication of whether the surveillance alleged by plaintiffs had been conducted 

lawfully would require disclosure of state secrets as well. 

3. By order of September 7,2006 (a copy of which is attached to this petition), 

the district court denied our motion to dismiss. (The opinion is pubiished at 2006 -WL 

2583425.) Critical to the court's ruling is its conclusion that the very subject matter 

of this litigation is not a secret to plaintiffs because plaintiffs have reviewed a 

classified document that they claim shows that they were subject to surveillance 

under the Terrorist Surveillance Program. D. Ct. Op. at 15-19. The court did so by 

concluding - erroneously - that the plaintiffs could proffer evidence regarding their 

recollection of the contents of the classified document in order to prove their standing 

to sue and the merits of a prima facie case. 



The district court initially concluded that the unauthorized release of a highly 

classified Government document to plaintiffs "did not waive [the] state secrets 

privilege" or declassify the content of the document, which the court recognized 

"remains secret." Id. at 14, 24. The court thus found that "whether plaintiffs were 

subject to surveillance" is a factual matter that "remains secret." Id. at 14. 

However, the district court reasoned that "it is not a secret to plaintiffs whether 

[or not] their communications have been intercepted" if one accepts plaintiffs' 

contention that the classified document they reviewed shows that such surveillance 

of plaintiffs has occurred. Id. at 13-14. Because the plaintiffs "know what 

information the Sealed Document contains," the court reasoned, "no harm to the 

national security would occur if plaintiffs are able to prove the general point that they 

were subject to surveiilance as revealed in the Seaied Document." Id. at 13, 16. 

In rejecting the determinations of the Director of National Intelligence and 

Director of the NSA that further litigation on this issue could cause grave harm to 

national security, the district court focused on its view that hrther proceedings would 

not hrther harm national security because the plaintiffs themselves have already 

reviewed the contents of the classified document. Id. at 15-16. The court did so 

without addressing the determination by the head of the intelligence community and 

the NSA that an official Government (or court) confirmation or denial of such 

surveillance to the public at large would harm national security. The district court 



nevertheless ruled that there would be "no reasonable danger that the national security 

would be harmed if it is confirmed or denied that plaintiffs were subject to 

surveillance" to the extent that a "surveillance event or events [are] disclosed in the 

Sealed Document." Id. at 17. 

This determination led the court to conclude that the "very subject matter of 

this litigation" - that is, whether the NSA conducted surveillance of plaintiffs under 

the Terrorist Surveillance Program - is not a state secret that would require dismissal 

if plaintiffs can prove that "the Sealed Document demonstrates that they were under 

surveillance." Id. at 17- 19. The court further ruled that "plaintiffs should have an 

opportunity to establish standing and make a prima facie case" by submitting in 

camera affidavits "attesting to the contents of the document from their memories." 

Id. at 2 i ,  25-26. The district court accordingiy denied the Government's motion to 

dismiss, and directed the parties to proceed to the discovery phase of this case. Id. 

at 32. In so ruling, the court declined to decide whether it would be futile to conduct 

further proceedings because, as the Government argued, the state secrets assertion not 

only precludes use of evidence needed by plaintiffs to establish standing and make 

aprima facie case, but also precludes the use of evidence needed by the Government 

to defend this case. D. Ct. Op. at 20-22. 

At the end of its opinion, the district court sua sponte certified its order for 

interlocutory appeal under 28 U.S.C. 5 1292(b). Ibid. The court explained that it 
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"recognized, as did Judge Walker in Hepting," that its decision involved "'a 

controlling question of law' about which there is 'substantial ground for difference 

of opinion,"' and that interlocutory appeal was warranted because such an appeal 

"'may materially advance the ultimate termination of this litigation."' Ibid. 

REASONS FOR GRANTING PERMISSION TO APPEAL 

Interlocutory appeal by the United States pursuant to Section 1292(b) is 

warranted when the Court finds "that such order involves a controlling question of 

law as to which these is substantial ground for difference of opinion and that an 

immediate appeal from the order may materially advance the ultimate termination of 

the litigation." 28 U.S.C. 5 1292(b). 

The district court rightly determined that the standards for Section 1292(b) 

have been met here. The issues in this case are of undeniable importance and great 

public interest. They involve the question of whether the assertion by the Director 

of National Intelligence of the state secrets privilege required dismissal because the 

very subject matter of this action involves a state secret (namely, whether plaintiffs 

were subject to surveillance under the Terrorism Surveillance Program), and because 

this case cannot be litigated to judgment in any event. 

A. The State Secrets Privilege and its Effect on this Litigation. 

The ability of the Executive to protect military or state secrets from disclosure 

has been recognized from the earliest days of the Republic. See Totten v. United 
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States, 92 U.S. 105 (1875); United States v. Burr, 25 F. Cas. 30 (C.C.D. Va. 1807); 

United States v. Reynolds, 345 U.S. l,6-7 (1953). The state secrets privilege derives 

from the President's Article I1 powers to conduct foreign affairs and provide for the 

national defense. Unitedstates v. Nixon, 41 8 U.S. 683,710 (1974). For the privilege 

to apply, "[tlhere must be a formal claim of privilege, lodged by the head of the 

department which has control over the matter, after actual personal consideration by 

the officer." Reynolds, 345 U.S. at 7-8. 

The privilege protects a broad range of state secrets, including information that 

would result in "impairment of the nation's defense capabilities, disclosure of 

intelligence-gathering methods or capabilities, and disruption of diplomatic relations 

with foreign Governments." Ellsberg v. Mitchell, 709 F.2d 5 1, 57 (D.C. Cir. 1983), 

cert. denied, 465 U.S. I038 (i984j. 

Significantly for this case, this Court has made clear that the state secrets 

privilege protects information that may appear innocuous on its face, but which in a 

larger context could reveal sensitive classified information. Kasza v. Browner, 133 

F.3d 1 159, 1 166 (9th Cir.), cert denied, 525 US.  967 (1998). 

It requires little reflection to understand that the business of foreign 
intelligence gathering in this age of computer technology is more akin 
to the construction of a mosaic than it is to the management of a cloak 
and dagger affair. Thousands of bits and pieces of seemingly innocuous 
information can be analyzed and fitted into place to reveal with startling 
clarity how the unseen whole must operate. 



Halkin v. Helms, 598 F.2d 1, 8 (D.C. Cir. 1978) (Halkin I). "Accordingly, if 

seemingly innocuous information is part of a classified mosaic, the state secrets 

privilege may be invoked to bar its disclosure and the court cannot order the 

Government to disentangle this information from other classified information." 

Kasza, 133 F.3d at 1 166. 

This Court has emphasized that an assertion of the state secrets privilege "must 

be accorded the 'utmost deference' and the court's review of the claim of privilege 

is narrow." Kasza, 133 F.3d at 1 166. Aside from ensuring that the privilege has been 

properly invoked as a procedural matter, the sole determination for the reviewing 

court is whether, "under the particular circumstances of the case, 'there is a 

reasonable danger that compulsion of the evidence will expose military matters 

which, in the interest of nationai security, shouid not be di~ulged.~' '  Id. at 1166 

(quoting Reynolds, 345 U.S. at 10). 

Thus, in assessing whether to uphold a claim of privilege, the court does not 

balance the respective needs of the parties for the information. Rather, "[olnce the 

privilege is properly invoked and the court is satisfied that there is a reasonable 

danger that national security would be harmed by the disclosure of state secrets, the 

privilege is absolute[.]" Kasza, 133 F.3d at 1166. Further, "the Government neednot 

demonstrate that injury to the national interest will inevitably result from disclosure." 

Ellsberg, 709 F.2d at 58. 
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The state secrets privilege does not simply require that sensitive information 

be removed from a case; if, as here, "the 'very subject matter of the action' is a state 

secret, then the court should dismiss the plaintiffs action based solely on the 

invocation of the state secrets privilege." Kasza, 133 F.3d at 1166 (citing Reynolds, 

345 U.S. at 11 n. 26). 

B. The District Court Improperly Overrode the Government's Assertion 
of the State Secrets Privilege With Regard to Plaintiffs' Allegation that 
They Were Subject to Surveillance. 

As noted above, we submitted to the district court public and classified 

declarations from the Director ofNational Intelligence and the NSA Director. Based 

on those declarations, we showed that adjudicating each of plaintiffs' claims would, 

among other things, require confirmation or denial ofwhether plaintiffs have been the 

targets of aiIeged inteliigence activities. The declarations made clear that such 

information cannot be confirmed or denied to the public without causing 

exceptionally grave damage to national security. Because the most basic factual 

allegation necessary for plaintiffs' case - whether they have been subjected to 

surveillance under the Terrorist Surveillance Program - can neither be officially 

confirmed nor denied by either the Government or a court decision adjudicating 

plaintiffs7 claims, the very subject matter of this litigation is a state secret. 

Indeed, every step in this case - for plaintiffs to demonstrate their standing by 

showing that they were subject to surveillance, for plaintiffs to prove their claim that 
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such surveillance was unlawfbl, or for the Government to defend against such 

contentions - would immediately require privileged information. And any judicial 

resolution of these issues would necessarily reveal publicly the basic fact or non-fact 

of the alleged surveillance that is the very subject matter of this action. As a result, 

it would vitiate the privilege to permit this action to proceed further. 

Much of the district court's decision confirms that dismissal was warranted. 

The court correctly ruled that both the Government document upon which plaintiffs 

rely and the highly classified contents of that document remain protected by the 

Government's invocation of the state secrets privilege. D. Ct. Op. at 14,24; see also 

id. at 26 (ordering plaintiffs to return "all copies" of the document). It likewise 

correctly held that, "whether the plaintiffs were subject to surveillance" remains 

secret, "even if," as the plaintiffs claim, "piaintiffs know they were'' subject to such 

surveillance. Id. at 14. 

However, the district court seriously erred by overstepping its proper role 

concerning review of the National Intelligence Director's claim of state secrets 

privilege. Without addressing the Director's conclusion that national security would 

be harmed with any public confirmation or denial of the fact of plaintiffs' alleged 

surveillance, the court ruled that the "very subject matter of this case" is "not a state 

secret" as to these particular plaintiffs if, as plaintiffs claim, they can prove that the 

classified document "demonstrates that they were under surveillance." Id. at 19. In 



addition, the court took the highly unusual step of concluding that plaintiffs should 

be afforded the opportunity to prove their case with in camera evidence based on 

their "memory" of the classified "contents of the document." Id. at 25. 

This conclusion is plainly inconsistent with the approach taken by the Supreme 

Court and other courts in similar contexts. The Supreme Court recently reaffirmed 

that, "'where the very subject matter of the action'" is "'a matter of state secret,'" the 

action should be dismissed at the pleading stage because, in such circumstances, it is 

"'obvious that the action should never prevail over the privilege.'" Tenet v. Doe, 544 

U.S. 1 ,9  (2005) (quoting discussion of Totten rule in Reynolds, 345 U.S. at 1 1 n.26). 

Indeed, the Court made clear that the "use of in camera judicial proceedings simply 

cannot provide the absolute protection [it] found necessary in enunciating the Totten 

rule" for cases where the very subject matter of the action is a state secret. Id. at i i. 

The risk of revealing the state secrets at the heart of the case - a risk inherent in 

conducting hrther judicial proceedings, even proceedings where precautions are 

taken to protect secrets from disclosure - is "unacceptable" as a matter of public 

policy. Ibid. 

That logic directly applies here. The district court recognized that the key 

question whether plaintiffs were subject to surveillance under the Terrorist 

Surveillance Program remains a state secret, yet the court declined to dismiss the case 

and, instead, contemplated further proceedings in which plaintiffs will submit in 
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camera declarations to attempt to establish factually their allegations regarding that 

state secret. This approach is plainly inconsistent with the Supreme Court's decisions 

in Totten and Tenet, where the plaintiffs undoubtedly knew of and could have 

testified from personal knowledge regarding their claim to have entered into 

espionage agreements with the United States. Both cases were dismissed 

notwithstanding such personal knowledge concerning a state secret. Moreover, the 

classified document upon which plaintiffs base their case here cannot be used as an 

evidentiary foundation. Even though the district court has authority to review the 

document, the document and its contents are, as the district court found, properly 

classified state secrets protected by the Government's privilege. 

At every step in this case, the hndamental and key factual issue is a state 

secret: whether plaintiffs were subject to surveillance through the Terrorist 

Surveillance Program. Litigation under the district court's erroneous ruling permits 

plaintiffs to submit evidence concerning highly classified matters; forces the 

Government to defend itself by addressing the substance of plaintiffs' allegations 

regarding classified information; and, ultimately, may permit the district court to rule 

on claims premised upon a state secret. Any ruling on standing, the plaintiffs' prima 

facie case, or a final judgment would very likely confirm or deny whether plaintiffs 

were subject to surveillance, a fact that even the district court concludes is a state 

secret (except as to plaintiffs). In fact, if plaintiffs were surveilled as they allege and 
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the district court were to rule for plaintiffs, such a ruling would necessarily confirm 

the existence of foreign intelligence activities concerning plaintiffs, and cause grave 

harm to national security. In short, the very subject matter of this action is a state 

secret requiring dismissal. 

Further, the district court's order appears to contemplate that this case might 

be litigated between the parties in secret. Such a proceeding in these circumstances 

would be extraordinary and inconsistent with state secrets privilege precedent. In 

analogous circumstances, other cases have been dismissed in light of state secrets 

privilege claims. In Halkin I, for example, individuals and organizations alleged that 

they were subject to unlawful surveillance by the NSA and the CIA due to their 

opposition to the Vietnam War. See 598 F.2d at 3. The D.C. Circuit upheld an 

assertion of the state secrets privilege, concluding that the "mere fact of interception" 

was a state secret that would warrant dismissal even though there were significant 

public disclosures about the surveillance activities at issue. Id. at 8, 10. 

In Halkin II, the D.C. Circuit further held that the plaintiffs were incapable of 

demonstrating their standing to challenge the alleged surveillance, ruling that the fact 

of such surveillance could not be proven even if the plaintiffs could establish (with 

evidence not covered by the Government's state secrets assertion) that the CIA had 

requested the NSA to intercept plaintiffs' communications by including their names 



on a "watchlist" sent to the NSA. See Halkin v. Helms, 690 F.2d 977,99 1,997,999- 

1001 (D.C. Cir. 1982) (Halkin Il).y 

Similarly, in Ellsberg v. Mitchell, 709 F.2d 51 (D.C. Cir. 1983), a group of 

individuals filed suit after learning during the course of the "Pentagon Papers" 

criminal proceedings that one or more of them had been subject to warrantless 

electronic surveillance. Although two such wiretaps were admitted, the Attorney 

General asserted the state secrets privilege, refusing to disclose to the plaintiffs 

whether any other such surveillance occurred. See id. at 53-54. As a result of the 

privilege assertion, the D.C. Circuit upheld the district court's dismissal ofthe claims 

brought by the plaintiffs that the Government had not admitted surveilling, because 

those plaintiffs could not prove actual injury. See id. at 65. 

The same resuit was requiredhere. I\/loreover, interiocutory appeai is necessary 

so that, before the confidentiality of highly sensitive foreign intelligence gathering 

information is placed at hrther risk, this Court has an opportunity to consider the 

validity of the Government's invocation of the state secrets privilege. As the Fourth 

Circuit has observed in upholding dismissal of a case in light of the state secrets 

privilege: "Courts are not required to play with fire and chance further disclosure 

" Because the CIA conceded that nine plaintiffs had been subjected to certain 
types of non-NSA surveillance, the D.C. Circuit held that those plaintiffs had 
demonstrated an injury-in-fact. See Halkin 11, 690 F.2d at 1003. 



-inadvertent, mistaken, or even intentional - that would defeat the very purpose for 

which the privilege exists." Sterling v. Tenet, 416 F.3d 338,344 (4th Cir. 2005), cert. 

denied, 126 S. Ct. 1052 (2006). 

C. This Court Should Defer Action on this Petition Until It Enters a Final 
Order in Hepting v. AT&T, Nos. 06-80109,06-80110 (9th Cir.). 

As we have explained, interlocutory appeal is plainly appropriate here. 

However, this Court already has before it the Government's unopposed petition for 

interlocutory appeal in Hepting v. AT&T, which involves state secret issues that 

substantially overlap those presented here. The Hepting parties have agreed to 

expedited briefing and argument, and, as we explain below, the Court's resolution of 

the issues in Hepting may govern or, at a minimum, significantly impact the state 

secrets issues in this petition. The Court therefore should hold the present petition 

pending a final ruling in Hepting, and then dispose of this case on an expedited basis. 

In Hepting, the plaintiffs filed suit against AT&T and others, alleging, among 

other things, that AT&T unlawfully collaborated with the NSA by intercepting and 

disclosing the plaintiffs' international communications to the NSA under the Terrorist 

Surveillance Program. The United States intervened, asserted the state secrets 

privilege, and moved to dismiss the action. The Hepting district court, like the 

district court here, denied that motion and allowed the case to proceed to limited 

discovery on the ground that "'the very subject matter of the action"' was not a state 



secret requiring dismissal. See Hepting v. AT&T, 439 F. Supp. 2d 974,993-94 (N.D. 

Cal. 2006). In so doing, the court, erroneously in our view, declined to credit the 

contrary public and ex parte/in camera declarations of the Director of National 

Intelligence, ruling instead that it was not a state secret whether AT&T assisted the 

NSA under the Terrorist Surveillance Program. See ibid. 

The state secrets issues already presented in our unopposed petition in Hepting 

largely parallel the issues presented here. Both petitions turn on the proper 

application of the principle that dismissal is required when the very subject matter of 

a court action is a state secret. Both likewise concern the proper approach that a court 

must follow in evaluating the determination of the head of the intelligence community 

that a suit involves highly sensitive foreign intelligence information whose disclosure 

in iitigation would cause grave harm to nationai security. Accordingly, the interests 

of judicial economy would be furthered by holding this petition pending the Court's 

disposition in Hepting. 

CONCLUSION 

For the foregoing reasons, as the district court itself recognized, the standards 

for an appeal under Section 1292(b) are fully satisfied here. The district court's order 

certainly involves controlling questions of law; if our arguments are accepted on 

appeal, such a ruling will materially advance the ultimate termination of the litigation 

because dismissal will be required. As described above, the United States moved to 
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dismiss this case because the state secrets privilege prevents the litigation from going 

forward. The district court itself recognized that there is a substantial ground for 

difference of opinion on its state secrets ruling. However, because the petition in 

Hepting raises state secrets issues that substantially overlap with the issues here, we 

request that the Court hold this petition until it enters a final order in Hepting. 

Respectfully submitted, 

PETER KEISLER 
Assistant Attorney General I 

DOUGLAS LETTER fid! 
Terrorism Litigation Counsel n A 

THOMAS M. BoNDY i.6 65.J) 
ANTHONY A. YANG 
Attorneys 

Civil Division, Appellate Staff 
Department of Justice, Room 7513 
950 Pennsylvania Ave., N. W. 
Washington, D. C. 20530-0001 
202-51 4-3602 

September 20,2006 
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purposes, and has discretion as to when
and where it will undertake the inventory.

[13] The same claim was made in
Center for Biological Diversity v. BLM,
supra.  There the court noted that ‘‘di-
rectives in management plans, such as di-
rectives to monitor and study species, are
not legally enforceable.’’  2006 WL 662735
*46 (citing Norton v. Southern Utah Wil-
derness Alliance, 542 U.S. 55, 69–70, 124
S.Ct. 2373, 159 L.Ed.2d 137 (2004)).  The
court, as noted, concluded that the prob-
lem was not the failure to conduct the
inventory of a species as required by
FLPMA, but the failure to have sufficient
current information on a species to make
a reasoned decision regarding environ-
mental impacts.  That rationale applies
equally here.  As part of its obligation
under NEPA to conduct an environmental
assessment of the impacts of the East–
West Gulch Projects, BLM needed cur-
rent and accurate information on wilder-
ness values.  The court has found BLM
did not have such information.  As a con-
sequence, the final decision to implement
the East–West Gulch Projects was arbi-
trary and capricious.  ONDA’s right of
action against BLM arising from that fail-
ure stems from NEPA, not FLPMA.

Accordingly, the court concludes BLM is
entitled to summary judgment on ONDA’s
FLPMA claim.

CONCLUSION

Based on the foregoing, the court DE-
NIES BLM’s motion to strike (doc. # 43),
DENIES ONDA’s motion to strike (doc.
# 65), recommends that ONDA’s motion
for summary judgment (doc. # 23) be
GRANTED in part and DENIED in part,
and recommends that BLM’s cross-motion
for summary judgment (doc. # 38) be
GRANTED in part and DENIED in part.

SCHEDULING ORDER

The above Findings and Recommenda-
tion will be referred to a United States
District Judge for review.  Objections, if
any, are due May 15, 2006.  If no objec-
tions are filed, review of the Findings and
Recommendation will go under advisement
on that date.  If objections are filed, a
response to the objections is due fourteen
days after the date the objections are filed
and the review of the Findings and Rec-
ommendation will go under advisement on
that date.

IT IS SO ORDERED.

,
  

AL–HARAMAIN ISLAMIC FOUNDA-
TION, INC., an Oregon Nonprofit
Corporation, Wendell Belew, a U.S.
Citizen and Attorney at Law, Asim
Ghafoor, a U.S. Citizen and Attorney
at Law, Plaintiffs,

v.

George W. BUSH, President of the Unit-
ed States, National Security Agency,
Keith B. Alexander, its Director, Of-
fice of Foreign Assets Control, an of-
fice of the United States Treasury,
Robert W. Werner, its Director, Feder-
al Bureau of Investigation, Robert S.
Mueller, III, its Director, Defendants,

and

Oregon Publishing Company,
Intervenor.

No. 06–274–KI.

United States District Court,
D. Oregon.

Sept. 7, 2006.

Background:  Islamic foundation, a di-
rector and its attorneys sued government,
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claiming that telephone conversations were
monitored in violation of Foreign Intelli-
gence Surveillance Act (FISA). Claimants
filed motion to compel discovery, and gov-
ernment filed motion to dismiss and mo-
tion to prevent access to sealed classified
document, on grounds that content of doc-
ument was state secret.

Holdings:  The District Court, King, J.,
held that:

(1) claimants showed strong need for doc-
ument, which allegedly showed that
government had undertaken surveil-
lance in question;

(2) fact that government maintained sur-
veillance program was not secret;

(3) there would be no harm to national
security, to extent that it was disclosed
that claimants were subjected to sur-
veillance; and

(4) broader concerns over national securi-
ty precluded access to document.

Ordered accordingly.

1. Witnesses O216(1)
State secrets privilege, under which

government may deny discovery of mili-
tary and state secrets, is absolute, provid-
ed government properly invokes privilege
and court has determined that there is
reasonable danger national security would
be harmed by disclosure of material in
question.

2. Witnesses O216(1)
State secrets privilege may require

dismissal of case (1) if specific evidence
must be removed from the case as privi-
leged, and plaintiff can no longer prove the
prima facie elements of the claim without
that evidence, (2) if the defendant is unable
to assert a valid defense without evidence
covered by the privilege, or (3) even if the
plaintiff is able to produce nonprivileged
evidence, the very subject matter of the
action is a state secret.

3. Witnesses O216(1)

Fact that government maintained sur-
veillance program, involving warrantless
wiretapping of telephone conversations
where one party was located outside of
United States, was not secret for purpose
of asserting state secrets privilege as de-
fense to request, by Islamic foundation, a
director and its counsel, suing government
for violation of Foreign Intelligence Sur-
veillance Act (FISA), that records of wire-
tapped telephone conversations between
foundation and attorneys be released.
Foreign Intelligence Surveillance Act of
1978, §§ 101–111, 50 U.S.C.A. §§ 1801–
1811.

4. Records O32
There would be no harm to national

security, as required for state secret privi-
lege to bar disclosure of requested infor-
mation contained in sealed document, re-
quested by Islamic foundation, its director
and their attorneys, suing government for
conducting warrantless wiretapping in vio-
lation of Foreign Intelligence Surveillance
Act (FISA), to extent that disclosure would
simply confirm publicly known fact that
claimants were subjected to surveillance,
and would not release additional informa-
tion regarding surveillance.  Foreign In-
telligence Surveillance Act of 1978,
§§ 101–111, 50 U.S.C.A. §§ 1801–1811.

5. Records O32
State secrets privilege could not be

applied in suit alleging that Islamic foun-
dation, its director and attorneys were
subjected to surveillance that was illegal
under Foreign Intelligence Surveillance
Act (FISA), on grounds that entire suit
turned on sealed document that would al-
legedly reveal that government conducted
warrantless wiretapping of claimants’ tele-
phone conversations; government had ac-
knowledged warrantless wiretapping,
which was subject matter of case.  For-
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eign Intelligence Surveillance Act of 1978,
§§ 101–111, 50 U.S.C.A. §§ 1801–1811.

6. Records O32
Concern over national security pre-

cluded grant of access to entire sealed
document, allegedly showing that govern-
ment intercepted telephone conversations
involving Islamic foundation, its director
and attorneys, in violation of Foreign In-
telligence Surveillance Act (FISA), subject
to right of claimants to submit affidavits in
camera supporting their right to make pri-
ma facie case, following which court would
consider release of documents with redac-
tions.  Foreign Intelligence Surveillance
Act of 1978, §§ 101–111, 50 U.S.C.A.
§§ 1801–1811.

7. Witnesses O184(2)
The relevant inquiry in deciding

whether a statute preempts a federal com-
mon law privilege is whether the statute
speaks directly to the question otherwise
answered by federal common law.

8. Records O32
Court would not unseal document, al-

legedly showing monitoring of telephone
conversations between Islamic foundation,
its director and lawyers, allegedly showing
violation of Foreign Intelligence Surveil-
lance Act (FISA), even though document
had at one point been inadvertently re-
leased.  Foreign Intelligence Surveillance
Act of 1978, §§ 101–111, 50 U.S.C.A.
§§ 1801–1811.

Jon B. Eisenberg, Attorney at Law,
Oakland, CA, Lisa R. Jaskol, Attorney at
Law, Encino, CA, Thomas H. Nelson,
Zaha S. Hassan, Thomas H. Nelson &
Associates, Jessica Ashlee Albies, Law Of-
fice of J. Ashlee Albies, Steven Goldberg,
Portland, OR, for Plaintiffs.

Andrea Marie Gacki, Andrew H.
Tannenbaum, Anthony J. Coppolino, U.S.

Department of Justice, Washington, D.C.,
for Defendants.

Charles F. Hinkle, Emilie K. Edling,
Stoel Rives, LLP, Portland, OR, for Inter-
venor.

OPINION AND ORDER

KING, District Judge.

Plaintiffs Al–Haramain Islamic Founda-
tion, Inc., Wendell Belew, and Asim Ghaf-
oor filed suit against George W. Bush, the
National Security Agency (‘‘NSA’’), the
Office of Foreign Assets Control
(‘‘OFAC’’), the Federal Bureau of Investi-
gation (‘‘FBI’’), and the respective agency
directors (collectively, ‘‘the government’’)
for violations of the Foreign Intelligence
Surveillance Act (‘‘FISA’’), the Separation
of Powers clause, the Fourth, First and
Sixth Amendments to the United States
Constitution, and the International Con-
vention for the Suppression of the Financ-
ing of Terrorism.  The government has
filed a Motion to Dismiss or, in the Alter-
native, for Summary Judgment (# 58) and
a Motion to Prevent Plaintiffs’ Access to
the Sealed Classified Document (# 39).
Plaintiffs have filed a Motion for Order
Compelling Discovery (# 35).  Oregonian
Publishing Company has filed a Motion to
Intervene and to Unseal Records (# 7).

For the reasons described herein, the
government’s Motion to Dismiss is denied,
and its Motion for Summary Judgment is
denied with leave to renew.  The govern-
ment’s Motion to Prevent Plaintiffs’ Access
to the Sealed Classified Document is
granted.  Plaintiffs’ Motion for Order
Compelling Discovery is denied with leave
to renew.  Oregonian Publishing Compa-
ny’s Motion to Intervene was previously
granted on April 25, 2006, and its Motion
to Unseal Records is denied.
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BACKGROUND

I. Factual Background

On December 17, 2005, in a radio ad-
dress, and in response to an article the day
before in The New York Times, President
George W. Bush announced that he had
authorized ‘‘the interception of internation-
al communications of people with known
links to al Qaeda and related terrorist
organizations’’ (‘‘Surveillance Program’’)
after the September 11, 2001 attacks.1

President’s Radio Address (Dec. 17, 2005),
available at http://www.whitehouse.gov//
news/releases/2005/12/20051217.html. At-
torney General Alberto Gonzalez subse-
quently confirmed that the Surveillance
Program intercepts communications where
one party to the communication is outside
the United States and the government has
a reasonable basis to believe that at least
one party to the communication is affiliat-
ed with, or working in support of, al Qae-
da.

Plaintiffs allege in their Complaint that
in February 2004 OFAC froze Al–Hara-
main’s assets while investigating whether
Al–Haramain was engaged in terrorist ac-
tivities.  At that time, Al–Haramain was
affiliated with and supported by Al–Hara-
main Islamic Foundation, a charity in Sau-
di Arabia.  Plaintiffs allege that Al–Hara-
main’s assets were frozen as a result of
warrantless electronic surveillance be-
tween a director or directors of Al–Hara-
main and its attorneys, Belew and Ghaf-
oor.  Plaintiffs also allege that in March
and April 2004 the NSA engaged in elec-
tronic surveillance of communications be-
tween Al–Haramain’s director or directors
and Belew and Ghafoor, without obtaining
a court order or otherwise following the
procedures required under FISA. They

further allege that in May 2004, the NSA
turned over logs of these conversations to
OFAC, which subsequently identified Al–
Haramain as a ‘‘specially designated global
terrorist’’ in September 2004.

The government offers some additional
information about Al–Haramain.  It ex-
plains that the identification of Al–Hara-
main as a specially designated global ter-
rorist was due to its having provided
support to al Qaeda, Osama bin Laden,
and other specially designated global ter-
rorists.  In addition, the United Nations
Security Council has identified Al–Hara-
main as an entity belonging to or associ-
ated with al Qaeda.  The government
also explains that Soliman Al–Buthi,2 a
director of Al–Haramain and a citizen of
Saudi Arabia, has been identified as a
specially designated global terrorist.

Plaintiffs seek a declaration that the sur-
veillance of them was unlawful, seek disclo-
sure of the communications, information,
and records obtained as a result of the
surveillance, along with the subsequent de-
struction of such information and records,
seek to enjoin warrantless surveillance of
plaintiffs, seek $1,000 or $100 per day for
each violation of FISA, and seek punitive
damages of $1,000,000, costs and attorney
fees.

Along with their Complaint, plaintiffs
filed a document under seal with the Court
(the ‘‘Sealed Document’’).  OFAC inadver-
tently disclosed this document to counsel
for Al–Haramain in late August 2004 as
part of a production of unclassified docu-
ments relating to Al–Haramain’s potential
status as a specially designated global ter-
rorist.

1. The government refers to the program as
the ‘‘Terrorist Surveillance Program’’ or
‘‘TSP’’ in its briefing, while plaintiffs refer to
the program as the ‘‘warrantless surveillance
program.’’

2. The government spells this individual’s
name as Al’Buthe, but I will employ plaintiffs’
spelling.
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Lynne Bernabei, an attorney for Al–
Haramain and for two of its directors, Al–
Buthi and Pirouz Sedaghaty (a k a Pete
Seda), testified in a declaration about the
circumstances surrounding her dissemina-
tion of the Sealed Document.  Upon re-
ceiving the packet of materials from
OFAC, she copied and disseminated the
materials, including the pertinent docu-
ment which was labeled ‘‘TOP SECRET,’’
to Al–Haramain’s directors and Bernabei’s
co-counsel.  In August or September, a
reporter from the Washington Post re-
viewed these documents for an article he
was researching.  On October 7, 2004,
Bernabei learned from the FBI that in-
cluded among the produced documents
was a sensitive document that OFAC
claimed had been inadvertently released.
At the request of the FBI, Bernabei and
her co-counsel returned their copies of the
sensitive document to the FBI. The FBI
did not pursue Al–Haramain’s directors,
whom the government describes as ‘‘likely
recipients’’ of the document, to ask them to
return their copies.

The government asserts that the Sealed
Document carries a classification of ‘‘TOP
SECRET’’ and that it contains ‘‘sensitive
compartmented information’’ or ‘‘SCI.’’
The Sealed Document is now in the Secure
Compartmentalized Information Facility at
the FBI office in Portland (‘‘SCIF’’).

II. Procedural Background

On March 17, 2006, the Oregonian Pub-
lishing Company filed a Motion to Inter-
vene and to Unseal Records.  On May
22, 2006, plaintiffs filed a Motion for Or-
der Compelling Discovery, seeking to
compel the government to respond to in-
terrogatories requesting information
about electronic surveillance of the plain-
tiffs and information regarding the rea-
sons for classifying the Sealed Document.
On May 26, 2006, the government filed a
Motion to Prevent Plaintiffs’ Access to
the Sealed Classified Document.

On June 21, 2006, the government filed a
Motion to Dismiss or, in the Alternative,
for Summary Judgment.  In this motion,
the government asserts the military and
state secrets privilege (‘‘state secrets privi-
lege’’), arguing that the case should be
dismissed or, in the alternative, that sum-
mary judgment should be granted in favor
of the government based on the privilege.
In support of its assertion of the privilege,
the government provided unclassified dec-
larations of John D. Negroponte, Director
of National Intelligence, and Lieutenant
General Keith B. Alexander, Director, Na-
tional Security Agency.  In addition, the
government lodged classified materials for
in camera, ex parte review.  Specifically,
the government submitted classified decla-
rations of Negroponte and Alexander, as
well as classified versions of its memoran-
dum and reply in support of its motion to
dismiss, and its opposition to plaintiffs’
motion to compel.  Plaintiffs objected to
the lodging of the materials for in camera,
ex parte review.

In order to better prepare myself for
oral argument, and to assess the govern-
ment’s assertion of the state secrets privi-
lege, I ruled on August 18, 2006 that I
would review the government’s in camera,
ex parte materials filed with the Court on
June 21, 2006 and July 25, 2006.  The
Ninth Circuit has noted that it is ‘‘unexe-
ceptionable’’ for the government to elabo-
rate on public filings with in camera sub-
missions and for judges to review such
filings to determine the validity of the
claim of privilege.  Kasza v. Browner, 133
F.3d 1159, 1169 (9th Cir.1998) (collecting
cases);  see also United States v. Ott, 827
F.2d 473, 476–77 (9th Cir.1987) (ex parte,
in camera review of FISA material does
not deprive a defendant of due process).
The D.C. Circuit has noted that it is also
‘‘well settled’’ that evaluation of the legiti-
macy of a state secrets privilege claim
should not involve the participation of



1220 451 FEDERAL SUPPLEMENT, 2d SERIES

plaintiff’s counsel in the in camera exami-
nation of putatively privileged material.
Ellsberg v. Mitchell, 709 F.2d 51, 61
(D.C.Cir.1983) (describing district court
and court of appeals inspection of in cam-
era submissions).  However, since the gov-
ernment had not yet asserted the state
secrets privilege at the time of filing the in
camera, ex parte declarations on April 14,
2006 and May 12, 2006, supporting its op-
position to the Oregonian’s motion, I de-
clined to review those submissions.

DISCUSSION

I. The State Secrets Privilege

[1] The government’s assertion of the
state secrets privilege is the threshold is-
sue in this case.  According to the govern-
ment, its invocation of the privilege re-
quires that plaintiffs’ case be dismissed for
several alternative reasons, that it sup-
ports the government’s motion to prevent
plaintiffs’ access to the Sealed Document,
and that it justifies the denial of the plain-
tiffs’ motion for an order compelling dis-
covery.

The state secrets privilege is a common
law evidentiary privilege that allows the
government to deny discovery of military
and state secrets.  United States v. Reyn-
olds, 345 U.S. 1, 7–8, 73 S.Ct. 528, 97 L.Ed.
727 (1953);  Kasza, 133 F.3d at 1165.  Once
the government properly invokes the privi-
lege, the court’s task is to determine
whether there is a reasonable danger that
national security would be harmed by the
disclosure of state secrets.  Kasza, 133
F.3d at 1166.  Once the court is so satis-
fied, the privilege is absolute.  Id.

The state secrets privilege does not al-
low a balancing of necessity to the party
seeking disclosure against potential harm
from disclosure.  Reynolds, 345 U.S. at 11,
73 S.Ct. 528;  Kasza, 133 F.3d at 1166.
Indeed, the court must treat the invocation
of the privilege with the ‘‘utmost defer-
ence’’ and apply a ‘‘narrow’’ scope of re-

view when evaluating the claim.  Kasza,
133 F.3d at 1166.  However, the Supreme
Court in Reynolds noted that where there
is a strong showing of necessity, the asser-
tion of privilege should not be ‘‘lightly
accepted.’’  Reynolds, 345 U.S. at 11, 73
S.Ct. 528.

[2] The state secrets privilege may re-
quire dismissal of a case for any of three
reasons:  (1) if specific evidence must be
removed from the case as privileged, but
plaintiff can no longer prove the prima
facie elements of the claim without that
evidence;  (2) if the defendant is unable to
assert a valid defense without evidence
covered by the privilege;  (3) even if the
plaintiff is able to produce nonprivileged
evidence, the ‘‘very subject matter of the
action’’ is a state secret.  Kasza, 133 F.3d
at 1166.

Courts have characterized outright dis-
missal of a suit based on the state secrets
privilege as a ‘‘drastic’’ and ‘‘draconian’’
remedy.  In re United States, 872 F.2d
472, 477 (D.C.Cir.1989);  Fitzgerald v.
Penthouse Int’l, Ltd., 776 F.2d 1236, 1242
(4th Cir.1985).  Indeed, one court has not-
ed that ‘‘whenever possible, sensitive infor-
mation must be disentangled from nonsen-
sitive information to allow for the release
of the latter.’’  Ellsberg, 709 F.2d at 57.
However, courts have recognized that
there are inherent limitations in trying to
separate classified and unclassified infor-
mation, comparing contemporary electron-
ic intelligence gathering to the construc-
tion of a ‘‘mosaic,’’ from which pieces of
‘‘seemingly innocuous information’’ can be
analyzed and cobbled together to reveal
the full operational picture.  Kasza, 133
F.3d at 1166 (quoting Halkin v. Helms,
598 F.2d 1, 8 (D.C.Cir.1978)).

In attempting to limit the application of
the state secrets privilege and allow cases
to proceed despite the absence of some
privileged information, courts have en-
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dorsed the item-by-item in camera review
of evidence to determine which evidence
was properly subject to the state secrets
privilege, or have encouraged other proce-
dural innovations to allow trials to proceed
while limiting disclosure of information
covered by the privilege.  See e.g., In re
United States, 872 F.2d at 479 (item-by-
item in camera review of evidence for
privilege was within the district court’s
discretion);  Ellsberg, 709 F.2d at 64
(recognizing that the trial judge had dis-
cretion to develop procedural innovations
to ensure that the government justifies its
privilege);  Hepting v. AT & T Corp., 439
F.Supp.2d 974, 1010 (N.D.Cal.2006) (re-
questing guidance from the parties on how
best to carry out the court’s duty to disen-
tangle sensitive information from non-sen-
sitive information, including a proposal to
appoint a special master to consider classi-
fied evidence).

A. Procedural Invocation of the Privi-
lege

The parties do not dispute that the gov-
ernment followed the proper steps to in-
voke the privilege when the heads of the
responsible departments lodged a formal
claim of privilege.  See Reynolds, 345 U.S.
at 7, 73 S.Ct. 528.

B. Plaintiffs’ Showing of Necessity for
the Information

I must next determine whether plaintiffs
have demonstrated a strong showing of
necessity for the information over which
the government claims the privilege.
Reynolds, 345 U.S. at 11, 73 S.Ct. 528.
While plaintiffs expressly state that they
have no need to learn any secret informa-
tion about the nature and severity of the al
Qaeda threat, or about the means and
methods of the Surveillance Program, they
have asserted a need for information con-
tained in the Sealed Document.  According
to plaintiffs, the document shows that their
communications were intercepted under

the Surveillance Program, demonstrating
their standing to sue, and ‘‘bolstering TTT

the inference that defendants had the req-
uisite intent for a FISA violation.’’  Pls.’
Mem. in Opp’n to Defs.’ Mot. to Dismiss at
15.  Accordingly, plaintiffs need some in-
formation in the Sealed Document to es-
tablish their standing and a prima facie
case, and they have no other available
source for this information.  See Reynolds,
345 U.S. at 11, 73 S.Ct. 528.  As a result, I
cannot ‘‘lightly accept’’ the government’s
claim of privilege.  Id.

C. What Information is Secret

[3] The government lists four catego-
ries of information that it says are impli-
cated by this case, and that it contends
must be protected from disclosure:  (i) in-
formation regarding the al Qaeda threat,
(ii) information regarding the Surveillance
Program;  (iii) information that would con-
firm or deny whether plaintiffs have been
subject to surveillance under the Surveil-
lance Program or under any other govern-
ment program;  and (iv) information per-
taining to the Sealed Document.

Prior to determining whether the state
secrets privilege requires dismissal of
plaintiff’s case, I first determine whether
this information qualifies as a secret.
Hepting, 439 F.Supp.2d at 986;  El–Masri
v. Tenet, 437 F.Supp.2d 530, 536 (E.D.Va.
2006), American Civil Liberties Union v.
Nat’l Security Agency, 438 F.Supp.2d 754,
763 (E.D.Mich.2006).

Taking the second category of informa-
tion first, I summarize what has been pub-
licly disclosed by official sources about the
Surveillance Program.  President George
W. Bush announced in a radio address that
he had authorized the NSA to begin a
program to intercept international commu-
nications of people with known links to al
Qaeda and related terrorist organizations.
He explained generally how it works:
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The activities I authorized are reviewed
approximately every 45 days.  Each re-
view is based on a fresh intelligence
assessment of terrorist threats to the
continuity of our government and the
threat of catastrophic damage to our
homeland.  During each assessment,
previous activities under the authoriza-
tion are reviewed.  The review includes
approval by our nation’s top legal offi-
cials, including the Attorney General
and the Counsel to the President.  I
have reauthorized this program more
than 30 times since the September the
11th attacks, and I intend to do so for as
long as our nation faces a continuing
threat from al Qaeda and related
groups.

President’s Radio Address (Dec. 17, 2005),
available at http://www.whitehouse.gov//
news/releases/2005/12/20051217.html. It is
clear from this description that the govern-
ment does not seek a warrant prior to
intercepting communications under the
Surveillance Program.

Two days later, Attorney General Alber-
to Gonzalez verified that the Surveillance
Program intercepts communications where
one party to the communication is outside
the United States and the government has
‘‘a reasonable basis to conclude that one
party to the communication is a member of
al Qaeda, affiliated with al Qaeda, or a
member of an organization affiliated with
al Qaeda, or working in support of al Qae-
da.’’  Press Briefing by Attorney General
Alberto Gonzales and General Michael
Hayden, Principal Deputy Director for Na-
tional Intelligence (Dec. 19, 2005), avail-
able at http://www.whitehouse.
gov//news/releases/2005/12/20051219–
1.html.

In addition, the United States Depart-
ment of Justice issued a 42–page white
paper explaining its legal theories in sup-
port of the Surveillance Program.  See
U.S. Department of Justice, Legal Author-

ities Supporting the Activities of the Na-
tional Security Agency Described By the
President (Jan. 19, 2006), available at
http://www.usdoj.gov/opa/whitepaperonnsa
legalauthorities.pdf.

Finally, the public filings in this case
disclose other details about the program.
Negroponte testifies in his public affidavit,
for example, that the NSA utilizes its
‘‘SIGINT [signals intelligence] capabilities
to collect certain international communica-
tions originating or terminating in the
United States where there are reasonable
grounds to conclude that one party to the
communication is a member or agent of al
Qaeda or an affiliated terrorist organiza-
tion.’’  Negroponte Unclassified Decl. ¶ 12.

As a result of these official statements
and publications, the existence of the Sur-
veillance Program is not a secret, the sub-
jects of the program are not a secret, and
the general method of the program—in-
cluding that it is warrantless—is not a
secret.  As Judge Walker pointed out in
Hepting, the government has freely ac-
knowledged that with respect to surveil-
lance of communications content, it has
‘‘disclosed the universe of possibilities in
terms of whose communications it monitors
and where those communicating parties
are located.’’  439 F.Supp.2d at 996 (em-
phasis in original).

With regard to the third and fourth
categories of information—whether
plaintiffs were subject to surveillance
and information contained in the Sealed
Document—I summarize what has been
publicly disclosed.  Both the foundation
Al–Haramain and one of its directors,
Al–Buthi, are ‘‘specially designated glob-
al terrorists.’’  Plaintiffs Belew and
Ghafoor are lawyers who office in the
United States and who represent Al–
Haramain.  Al–Buthi and Sedaghaty are
directors of Al–Haramain who are be-
lieved to be living overseas, and Al–Bu-



1223AL–HARAMAIN ISLAMIC FOUNDATION, INC. v. BUSH
Cite as 451 F.Supp.2d 1215 (D.Or. 2006)

thi is a citizen of Saudi Arabia.  Al–
Buthi, Sedaghaty, Belew and Ghafoor
received a copy of the Sealed Docu-
ment, among other individuals including
a reporter at the Washington Post. As
a result of receiving the document, Al–
Buthi, Sedaghaty, Belew and Ghafoor
know what information the Sealed Doc-
ument contains, which means they know
whether or not the government has
conducted electronic surveillance of com-
munications between Al–Haramain’s di-
rector or directors and Belew and
Ghafoor.3

Based on this information, plaintiffs
could fall within the category of entities
subject to the Surveillance Program.
Nevertheless, because the government has
not officially confirmed or denied whether
plaintiffs were subject to surveillance, even
if plaintiffs know they were, this informa-
tion remains secret.  Furthermore, while
plaintiffs know the contents of the Sealed
Document, it too remains secret.  As I
explain in section III, the government did
not waive its state secrets privilege by its
inadvertent disclosure of the document.

As for the first category of information,
because plaintiffs concede that the al Qae-
da threat is irrelevant to their case, and
because I decline to consider at this time
whether that information is necessary for
the government to defend itself (see sec-
tion II.B.), I decline to determine at this
point whether the information is secret.

In summary, as a result of official state-
ments and publications, general informa-
tion about the Surveillance Program is not
a secret.  Additionally, while it is not a
secret to plaintiffs whether their communi-
cations have been intercepted as may be
disclosed in the Sealed Document, the gov-
ernment has made no official statement
confirming or denying this information and

it remains a secret.  Finally, I have made
no findings about whether specific infor-
mation about the al Qaeda threat is a
secret.

D. Whether Disclosing the Informa-
tion Would Cause Harm to the Na-
tional Security

[4] Despite the fact that it is not a
secret to plaintiffs whether their communi-
cations have been intercepted, the govern-
ment has not confirmed or denied whether
plaintiffs have been subject to surveillance,
and it claims that to do so would be to
disclose matters which should not be di-
vulged due to national security concerns.
The government gives several reasons for
its conclusion.

The government argues that confirma-
tion or denial of its surveillance of a partic-
ular individual might lead that individual
to change his pattern of behavior, jeopard-
izing the ability to collect intelligence in-
formation.  Negroponte Unclassified Decl.
¶ 13.  This rationale does not apply to the
Sealed Document;  the government already
inadvertently disclosed the Sealed Docu-
ment to plaintiffs, thus alerting the individ-
uals or organizations mentioned in the doc-
ument that their communications have
been intercepted in the past.  Even if
plaintiffs are not identified in the docu-
ment, if they engaged in electronic commu-
nications during the period of time de-
scribed in the document, and discussed the
subjects identified in the document, they
also know whether their communications
have been intercepted.  Those individuals
can be presumed to have already changed
their behavior as a result of any informa-
tion they learned from reading the Sealed
Document.

3. I make this conclusion based on plaintiff’s
allegations and not based on the contents of

the Sealed Document.
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In addition, the government argues that
the NSA cannot publicly confirm or deny
whether any individual is subject to sur-
veillance because to do so would tend to
reveal information, sources and methods.
Again, at least as to the information con-
tained in the Sealed Document, this ratio-
nale is irrelevant.  Any information,
sources or methods disclosed in the Sealed
Document has also been revealed to plain-
tiffs.  In addition, plaintiffs claim that this
information is irrelevant to their case and
will not need to be disclosed to the public,
thereby avoiding further disclosure of any
state secrets.

Finally, the government contends that
even confirming or denying whether an
individual has not been subject to surveil-
lance would be harmful to national securi-
ty.  ‘‘If the NSA denied allegations about
intelligence targets in cases where such
allegations were false, but remained silent
in cases where the allegations were accu-
rate, it would tend to reveal that the indi-
viduals in the latter cases were targets.’’
Alexander Unclassified Decl. ¶ 9. This is a
valid point, but plaintiffs already know
whether their communications have been
intercepted, and can argue in camera,4

based on what they believe the Sealed
Document reveals, that they were targets.
If the Sealed Document does not reflect
that plaintiffs were targets, confirming this
point says nothing about plaintiffs’ target-
status generally.

As I have explained, in these particular
circumstances, where plaintiffs know
whether their communications have been
intercepted, no harm to the national secu-
rity would occur if plaintiffs are able to
prove the general point that they were
subject to surveillance as revealed in the
Sealed Document, without publicly disclos-
ing any other information contained in the
Sealed Document.

However, plaintiffs do not know whether
or not their communications were inter-
cepted beyond any that may be identified
in the Sealed Document, and they do not
know whether their communications con-
tinue to be intercepted.  The government’s
rationale for wanting to maintain the se-
crecy of other surveillance events rings
true where plaintiffs do not know whether
or not their communications have been
intercepted.  I am convinced that, based
on the record as it stands now, forcing the
government to confirm or deny whether
plaintiffs’ communications have been or
continue to be intercepted, other than any
communications contained in the Sealed
Document, would create a reasonable dan-
ger that national security would be harmed
by the disclosure of state secrets.  More
details about when, and whose, communi-
cations were intercepted, would allow
greater insight into the methods used in
the Surveillance Program, which might
jeopardize the success of the Program if it
is legal.

Based on the above, I have determined
there is no reasonable danger that the
national security would be harmed if it is
confirmed or denied that plaintiffs were
subject to surveillance, but only as to the
surveillance event or events disclosed in
the Sealed Document, and without publicly
disclosing any other information in the
Sealed Document.  I have also concluded
that disclosing whether plaintiffs were sub-
ject to any other surveillance efforts could
harm the national security.

II. Government’s Motion to Dismiss or
in the Alternative for Summary
Judgment

A. Whether State Secrets are the ‘‘Very
Subject Matter of the Action’’

[5] The government argues that the
Surveillance Program is the very subject

4. I explain the use of in camera affidavits in Section III below.
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matter of plaintiffs’ action because, it ar-
gues, plaintiffs’ goal in the litigation is to
determine whether the NSA has undertak-
en warrantless surveillance of them and, if
so, whether that action was lawful.  The
government asserts that litigating these
matters will necessarily require and risk
the disclosure of state secrets.  The gov-
ernment principally relies on Fitzgerald,
776 F.2d 1236, Kasza, 133 F.3d 1159, and
El–Masri, 437 F.Supp.2d 530.

Plaintiffs respond that the President and
other Executive Branch officials have ac-
knowledged the existence of the Surveil-
lance Program, and that the inadvertent
production of the Sealed Document makes
the program no longer a secret as applied
to plaintiffs.

In Fitzgerald, plaintiff claimed published
statements about his purported sale of top
secret marine mammal weapons systems
to other countries was libelous.  The court
held, ‘‘Due to the nature of the question
presented in this action and the proof re-
quired by the parties to establish or refute
the claim, the very subject of this litigation
is itself a state secret.’’  Fitzgerald, 776
F.2d at 1243.  Nevertheless, it was only
after the court determined that ‘‘there was
simply no way this particular case could be
tried without compromising sensitive mili-
tary secrets,’’ that the case was dismissed.
Id. The court warned that ‘‘[o]nly when no
amount of effort and care on the part of
the court and the parties will safeguard
privileged material is dismissal warrant-
ed.’’  Id. at 1244.

In Kasza, former employees at a classi-
fied United States Air Force facility
claimed violations of the Resource Conser-
vation and Recovery Act (‘‘RCRA’’).  The
Secretary of the Air Force declared that
the privilege was necessary to protect ten
categories of classified information, includ-
ing scientific and technological matters,
physical characteristics, and environmental
data.  As a result, plaintiffs could not es-

tablish their prima facie case and, addi-
tionally, ‘‘any further proceeding in this
matter would jeopardize national security.’’
Kasza, 133 F.3d at 1170.

Finally, El–Masri involved claims aris-
ing from plaintiff’s alleged detention pur-
suant to the Central Intelligence Agency’s
‘‘extraordinary rendition’’ program.  De-
spite the fact that the government had
confirmed the existence of a rendition pro-
gram, it had offered no details about ‘‘the
means and methods employed in these
renditions, or the persons, companies or
governments involved’’—facts put directly
at issue by plaintiff’s case.  El–Masri, 437
F.Supp.2d at 537.  As a result, ‘‘the whole
object of the suit and of the discovery is to
establish a fact that is a state secret.’’  Id.
at 539.

In contrast to these cases, the purpose
of plaintiffs’ suit is not to ‘‘establish a fact
that is a state secret.’’  See id.  The gov-
ernment has lifted the veil of secrecy on
the existence of the Surveillance Program
and plaintiffs only seek to establish wheth-
er interception of their communications—
an interception they purport to know
about—was unlawful.  As I explained
above, if plaintiffs are able to prove what
they allege—that the Sealed Document
demonstrates they were under surveil-
lance—no state secrets that would harm
national security would be disclosed.  Ac-
cordingly, while this Court may eventually
terminate some or all of plaintiffs’ claims,
this case should not be dismissed outright
because the very subject matter of the
case is not a state secret.

B. Whether Plaintiffs are Unable to
Demonstrate Standing or to State a
Prima Facie Case, or the Govern-
ment is Unable to Defend Without
Privileged Information

The government argues that because of
the state secrets at issue in this case,
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plaintiffs must be denied access to the
Sealed Document or any further discovery,
and, as a result, plaintiffs cannot prove
standing or make out a prima facie case
on their claims.  The government, relying
on the ‘‘mosaic’’ theory described in Hal-
kin, asserts that any disclosure of any
information related to the Surveillance
Program or the Sealed Document would
tend to allow enemies to discern, and
therefore avoid, the means by which sur-
veillance takes place under the program.
see 598 F.2d at 8. Accordingly, the govern-
ment argues, plaintiffs’ claims must be dis-
missed.

The government also points to the Hal-
kin case for the principle that a number of
inferences flow from the confirmation or
denial of a particular individual’s interna-
tional communications, including that the
individual would know what circuits were
used and that foreign organizations who
communicated with the targeted individu-
als would know what circuits were moni-
tored and what methods of acquisition
were employed.  The government con-
tends that Halkin recognized the need to
protect against disclosure of information
that would confirm or deny alleged surveil-
lance, in part because it might tend to
reveal other sensitive, classified informa-
tion.

Plaintiffs dismiss this argument, scoffing
at the mosaic theory in the context of this
case where the government has already
disclosed information that would trigger
the Halkin concerns to the surveilled par-
ties, albeit inadvertently.  Plaintiffs also
argue that the government’s justification
for the assertion of privilege based on
possible disclosure of the nature and se-
verity of the al Qaeda threat and the
means and methods of surveillance are
inapplicable to this case.  They argue that
no secret information regarding these is-
sues will need to be addressed in this case,
and that the merits issues are purely legal:

whether there was an intentional violation
of FISA, and whether the 2001 Authoriza-
tion for Use of Military Force or the Presi-
dent’s constitutional power trump FISA.
Plaintiffs point out that the government
presented these legal arguments already
in a January 2006 white paper explaining
its legal theories in support of the Surveil-
lance Program, without revealing state se-
crets.

I decline to decide at this time whether
this case should be dismissed on the
ground that the government’s state secrets
assertion will preclude evidence necessary
for plaintiffs to establish standing or make
a prima facie case, or for the government
to assert a defense.  I recognize that dis-
closing information regarding the al Qaeda
threat or disclosing non-public details of
the Surveillance Program may harm na-
tional security, but I am not yet convinced
that this information is relevant to the case
and will need to be revealed.

In addition, based on my ruling that
plaintiffs know from the Sealed Document
whether their communications were inter-
cepted, plaintiffs should have an opportuni-
ty to establish standing and make a prima
facie case, even if they must do so in
camera.  Since plaintiffs already know a
few pieces of the mosaic, I am unable to
accept the theory that the release of any
facts related to the Surveillance Program
as applied to these plaintiffs will jeopardize
national security.  Contrary to Halkin, in
which the plaintiffs only had proof that
their names may have been on a watchlist
and as a result their communications may
have been acquired, plaintiffs here purport
to have evidence that their communica-
tions were intercepted.  See 598 F.2d at
10–11.  Indeed, even the government con-
cedes that ‘‘Plaintiffs remain free to make
any allegations and assert any arguments
in support of their standing, or any other
argument, as they deem appropriate, and



1227AL–HARAMAIN ISLAMIC FOUNDATION, INC. v. BUSH
Cite as 451 F.Supp.2d 1215 (D.Or. 2006)

the Court has the power to review the
sealed classified document in order to as-
sess Plaintiffs’ claims and arguments.’’
Reply in Supp. of Defs.’ Mot. to Prevent
Pls.’ Access to the Sealed Classified Docu-
ment at 19.

Nevertheless, I may conclude, after ex-
ploring the procedures described in section
VII below, that there is no way plaintiffs
can prove their case without compromising
state secrets, or no possibility that the
government can properly defend the alle-
gations.5  I recognize that the government
believes any further proceedings in this
case would be futile, but I am just not
prepared to dismiss this case without first
examining all available options and allow-
ing plaintiffs their constitutional right to
seek relief in this Court.  See Spock v.
United States, 464 F.Supp. 510, 519
(S.D.N.Y.1978) (‘‘[a]n aggrieved party
should not lightly be deprived of the con-
stitutional right to petition the courts for
relief’’).

C. Dismissal Based on Statutory Priv-
ileges

The government argues that two statu-
tory privileges also protect the intelli-
gence-related information, sources and
methods in this case, requiring the dis-
missal of the action.  It claims that Section
6 of the National Security Act, 50 U.S.C.
§ 402 prohibits disclosure of any informa-
tion in this case.  That section provides
that ‘‘nothing in this Act or any other law
TTT shall be construed to require the dis-
closure of the organization or any function
of the National Security Agency, of any

information with respect to the activities
thereofTTTT’’ 50 U.S.C. § 402.  The gov-
ernment makes the same claim for Section
102A(i)(1) of the Intelligence Reform and
Terrorism Prevention Act of 2004, 50
U.S.C. § 403–1(i)(1), which requires the
Director of National Intelligence to protect
intelligence sources and methods from un-
authorized disclosure.

Plaintiffs argue that neither statutory
privilege applies because they are co-ex-
tensive with the state secrets privilege,
and because plaintiffs’ claims can be liti-
gated on the merits without any need to
know defendants’ secret sources and meth-
ods.  Plaintiffs point out that none of the
cases cited by the government involved the
dismissal of a case based on the assertion
of one of the statutory privileges.

The statutory privileges at issue here do
not direct the dismissal of this action, nor
am I yet convinced that they will block
evidence necessary to plaintiffs’ case.
Plaintiffs should have an opportunity to
attempt to show standing and a prima
facie case based on what is currently avail-
able to them and any evidence that I have
determined is not covered by the state
secrets privilege.  In proceeding with the
discovery process, the government is free
to identify discovery requests that fall
within these other statutory privileges, and
explain specifically why this is so, and I
will determine whether the privileges pre-
vent plaintiffs from discovering that specif-
ic evidence.

Based on the analysis above, I deny the
government’s motion to dismiss.  I also

5. I note, for example, the fact that the govern-
ment has claimed the state secrets privilege,
in addition to statutory privileges, in answer
to plaintiffs’ interrogatory requesting informa-
tion about whether a warrant was obtained.
Plaintiffs indicated in oral argument that they
would rely on public statements and state-
ments in the Sealed Document to prove the
surveillance was warrantless.  If after holding

the discovery conference discussed in section
V, I uphold the government’s invocation of
the privilege, plaintiffs will have to proceed
based on what is publicly disclosed and what
they are able to argue in camera that the
Sealed Document discloses.  Simply put,
plaintiffs should have an opportunity to make
that argument.
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deny the government’s motion for sum-
mary judgment in order to allow plaintiffs
to conduct discovery, but I give the gov-
ernment leave to renew its motion.

III. Defendants’ Motion to Deny Plain-
tiffs’ Access to Sealed Document

[6] The government argues in its Mo-
tion to Prevent Plaintiff’s Access to the
Sealed Document that the document re-
mains classified, regardless of the inadver-
tent and unauthorized disclosure.  See
Exec. Order No. 12,958, § 1.1(b), as
amended by Exec. Order No. 13,292
(‘‘Classified information shall not be de-
classified automatically as a result of any
unauthorized disclosure of identical or sim-
ilar information.’’).  According to the gov-
ernment, the Executive has sole power to
protect classified information.  The deci-
sion to authorize or deny a security clear-
ance lies exclusively with the Executive,
and a district court cannot assess the mer-
its of such a decision.  Dorfmont v. Brown,
913 F.2d 1399, 1401 (9th Cir.1990).  The
government further argues that plaintiffs
cannot be allowed access to the Sealed
Document because such access would car-
ry with it an unacceptable risk of unautho-
rized disclosure.  The government also in-
vokes the state secrets privilege over the
document.  Finally, the government re-
quests that I order plaintiffs to return to
the government all copies of the Sealed
Document.

Plaintiffs respond that, under the doc-
trine of separation of powers, the court has
inherent authority to allow access to docu-
ments under its control, as the Sealed
Document now is.  Plaintiffs also argue
that if the court rules that they may have
access to the Sealed Document, such a
decision is subject to judicial immunity.
Furthermore, plaintiffs assert that the
court has the authority to ensure that the
decision to classify a document was not
made for the purpose of concealing unlaw-
ful conduct, citing cases in which courts

have conducted de novo review of the clas-
sified status of documents.

Plaintiffs correctly point out that the
Supreme Court has recognized that dis-
trict courts have ‘‘the latitude to control
any discovery process which may be insti-
tuted so as to balance respondent’s need
for access to proof which would support a
colorable constitutional claim against the
extraordinary needs of the CIA for confi-
dentiality and the protection of its meth-
ods, sources, and mission.’’  Webster v.
Doe, 486 U.S. 592, 604, 108 S.Ct. 2047, 100
L.Ed.2d 632 (1988). Plaintiffs then contend
that because defense counsel have access
to the Sealed Document, due process re-
quires that plaintiffs’ counsel have access
as well.

I accept the government’s argument
that the inadvertent disclosure of the
Sealed Document does not declassify it or
waive the state secrets privilege.  In addi-
tion, I am unwilling to use any ‘‘inherent
authority’’ of the Court to give plaintiffs
access to the document, and I decline at
this time to accept plaintiffs’ invitation to
overrule any classification decision made
by the government as to the entire docu-
ment.  The cases plaintiffs rely on in sup-
port of their demand that I review de novo
the reasons for the classification of the
Sealed Document caution that courts are
to proceed very carefully in reviewing clas-
sification decisions and should not ‘‘second-
guess’’ classification decisions when the
‘‘judiciary lacks the requisite expertise.’’
See McGehee v. Casey, 718 F.2d 1137, 1149
(D.C.Cir.1983);  American Library Ass’n
v. Faurer, 631 F.Supp. 416, 423 (D.D.C.
1986) (citing McGehee );  ACLU v. Dep’t of
Defense, 389 F.Supp.2d 547, 564 (S.D.N.Y.
2005) (within CIA’s ken to evaluate the
risks of disclosure to intelligence-gather-
ing);  Salisbury v. United States, 690 F.2d
966, 970 (D.C.Cir.1982) (‘‘accord substan-
tial weight’’ to classification decision).
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The Executive has not granted authority
to plaintiffs to review classified materials,
and the document remains classified.  In
addition, if plaintiffs were given full access
to the document, plaintiffs may refer back
to it and reflect on what it does or does not
disclose.  For example, they may confirm
which modes of communication were vul-
nerable to interception and avoid those
modes.  The government has raised suffi-
cient grounds for concern and I grant the
government’s motion.

At the same time, since the government
expressly concedes that ‘‘the Court has the
power to review the sealed classified docu-
ment in order to assess Plaintiffs’ claims
and arguments,’’ I will permit plaintiffs to
file in camera any affidavits attesting to
the contents of the document from their
memories to support their standing in this
case and to make a prima facie case.  See
Reply in Supp. of Defs.’ Mot. to Prevent
Pls.’ Access to the Sealed Classified Docu-
ment at 19.  The government may request
that these declarations be deposited in the
SCIF.

In addition, I urge the government to
consider again whether redactions to the
document may be undertaken given my
ruling that it is no longer a secret to
plaintiffs as to what information the Sealed
Document contains.  For example, per-
haps some of the information in the Sealed
Document should be shared with plaintiffs,
subject to a protective order, as it is now
innocuous, such as the fact of this particu-
lar surveillance event, and any dates con-
tained in the document.  If it is possible to
disentangle those details from whatever
else the Sealed Document may reveal
about the Surveillance Program more gen-
erally, and if this information is necessary
to plaintiffs’ case, I may want to attempt
such an exercise.

Therefore, I grant the government’s Mo-
tion to Deny Plaintiffs’ Access to the
Sealed Document in that plaintiffs may not
have physical control over the entire docu-
ment.  Plaintiffs may, however, submit af-
fidavits in camera to support their stand-
ing and to make a prima facie case.  After
exploring possible redactions, I may re-
quire that plaintiffs be provided with infor-
mation that is now no longer ‘‘secret,’’
subject to a protective order.

Finally, pursuant to the government’s
request, I order plaintiffs to deliver to my
chambers all copies of the Sealed Docu-
ment in their possession or under their
control.6  I will contact the government
upon receipt of any copies, at which time
the government may collect the copies and
deposit them in the SCIF.

IV. Whether FISA Preempts the State
Secrets Privilege

Plaintiffs argue in their opposition both
to the government’s motion to dismiss and
the motion to deny access to the Sealed
Document that FISA preempts the state
secrets privilege.  Specifically, plaintiffs
argue that FISA vests the courts with
control over materials relating to electron-
ic surveillance, subject to ‘‘appropriate se-
curity procedures and protective orders.’’
50 U.S.C. § 1806(f).  As a result, plaintiffs
contend that Section 1806(f) renders the
state secrets privilege superfluous in FISA
litigation.

The government responds that Section
1806(f) is inapplicable to this case, be-
cause the provision was enacted for the
benefit of the government.  The govern-
ment argues that Section 1806(f) author-
izes district courts, at the request of the
government, to review in camera and
protect classified information when the
government intends to use evidence

6. I note that both Belew and Ghafoor have
testified via declaration that they complied

fully with the FBI’s request to destroy or
return all copies of the Sealed Document.
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against an individual.  Indeed, the gov-
ernment contends, the statute and the
case law demonstrate that the ‘‘aggrieved
person’’ language is ‘‘someone as to whom
FISA surveillance has been made known,
typically in a criminal proceeding.’’ Defs.’
Reply in Supp. of Mot. to Dismiss/Summ.
J. at 18.  In this case, it argues, where
the threshold question of whether or not
plaintiffs have been subject to surveillance
is itself a state secret, plaintiffs cannot
use FISA to confirm their belief.  In ad-
dition, the government argues, there is no
clear congressional statement to overturn
the privilege.

[7] The relevant inquiry in deciding
whether a statute preempts a federal com-
mon law privilege 7 is whether the statute
speaks directly to the question otherwise
answered by federal common law.  Kasza,
133 F.3d at 1167.  There is a presumption
in favor of the privilege ‘‘except when a
statutory purpose to the contrary is evi-
dent.’’  Id.

The language of § 1806(f) is broad, pro-
viding, in relevant part:

Whenever a court TTT is notified pursu-
ant to subsection (c) or (d) of this sec-
tion [describing occasions when the
government intends to use information
obtained through surveillance], or
whenever a motion is made pursuant to
subsection (e) [motion to suppress], or
whenever any motion or request is
made by an aggrieved person pursu-
ant to any other statute or rule of
the United States TTT to discover or
obtain applications or orders or other
materials relating to electronic sur-
veillance or to discover, obtain, or sup-
press evidence or information obtained

or derived from electronic surveillance
under this chapter, the United States
district court TTT shall, notwithstanding
any other law, if the Attorney General
files an affidavit under oath that disclo-
sure or an adversary hearing would
harm the national security of the
United States, review in camera and ex
parte the application, order, and such
other materials relating to the surveil-
lance as may be necessary to determine
whether the surveillance of the ag-
grieved person was lawfully authorized
and conducted.

50 U.S.C. § 1806(f) (emphasis added).
The provision goes on to state that:

In making this determination, the court
may disclose to the aggrieved person,
under appropriate security procedures
and protective orders, portions of the
application, order, or other materials re-
lating to the surveillance only where
such disclosure is necessary to make an
accurate determination of the legality of
the surveillance.

Id.
‘‘Aggrieved person’’ is defined by the

statute to mean, ‘‘a person who is the
target of an electronic surveillance or any
other person whose communications or ac-
tivities were subject to electronic surveil-
lance.’’  50 U.S.C. § 1801(k).  Finally, un-
der Section 1810, ‘‘An aggrieved person,
other than a foreign power or an agent of
a foreign power, TTT who has been subject-
ed to an electronic surveillance TTT in vio-
lation of section 1809 [engages in electron-
ic surveillance except as authorized by
statute] shall have a cause of action
against any person who committed such
violationTTTT’’ 50 U.S.C. § 1810.

7. The government argues that the state se-
crets privilege is also constitutionally-based,
deriving from the President’s ‘‘most basic
constitutional duty’’ to protect the Nation
from armed attack, and suggests a different
method of evaluating whether FISA preempts

the state secrets privilege.  Specifically, ac-
cording to the government, Congress must set
forth a ‘‘clear statement’’ that it intended to
intrude on powers of the Executive.  United
States v. Bass, 404 U.S. 336, 350, 92 S.Ct.
515, 30 L.Ed.2d 488 (1971).
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To summarize, Section 1810 gives a pri-
vate right of action to an ‘‘aggrieved per-
son,’’ so long as the person is not a foreign
power or an agent of a foreign power.  An
‘‘aggrieved person’’ is someone whose com-
munications have been subject to surveil-
lance.  Pursuant to Section 1806(f), a
plaintiff, if he is able to show he is an
‘‘aggrieved person,’’ may seek ‘‘to discover
or obtain applications or orders or other
materials relating to electronic surveillance
or to discover, obtain, or suppress evidence
or information obtained or derived from
electronic surveillance under this chapter
[FISA].’’ Upon an affidavit from the Attor-
ney General that ‘‘disclosure or an adver-
sary hearing would harm the national se-
curity of the United States,’’ the court may
review in camera and ex parte ‘‘the appli-
cation, order, and such other materials re-
lating to the surveillance as may be neces-
sary to determine whether the surveillance
of the aggrieved person was lawfully au-
thorized and conducted.’’  To accept the
government’s argument that Section
1806(f) is only applicable when the govern-
ment intends to use information against a
party would nullify FISA’s private remedy
and would be contrary to the plain lan-
guage of Section 1806(f).

The question then becomes whether
Section 1806(f) preempts the state secrets
privilege.  I decline to reach this very
difficult question at this time, which in-
volves whether Congress preempted what
the government asserts is a constitutional-
ly-based privilege.  Given that the govern-
ment has already permitted the court to
review the Sealed Document in camera
and has expressly conceded that I may
evaluate plaintiffs’ claims based on my re-
view of that document, I need not resolve
this question presently.

V. Plaintiffs’ Motion for Order Compel-
ling Discovery

Plaintiffs’ Motion for Order Compelling
Discovery seeks responses from the gov-

ernment to interrogatories.  The interrog-
atories request answers to whether elec-
tronic surveillance was conducted of Al–
Haramain or its director and counsel,
dates of such surveillance, and whether the
FISA court issued warrants for such sur-
veillance.  The interrogatories also seek
information about the classification of the
Sealed Document, including what date the
decision to classify it as SCI was made,
what officials made that decision, and the
reason for that classification.

The government makes substantially the
same arguments in support of its opposi-
tion to plaintiffs’ motion to compel discov-
ery as it does in its memorandum in sup-
port of its motion to dismiss.  It argues
that it has not acknowledged the specific
surveillance alleged in this case, even if it
has acknowledged the Surveillance Pro-
gram more generally, and that it cannot
respond to the interrogatories because all
possible answers would be subject to the
state secrets privilege.

Given my rulings that it is no longer
secret to plaintiffs whether their communi-
cations were intercepted as described in
the Sealed Document, and that there
would be no harm to national security if
plaintiffs’ general allegations were con-
firmed or denied as to that specific circum-
stance, I will hold a discovery conference
to determine to which interrogatories
plaintiffs need answers, and to which inter-
rogatories the government should be re-
quired to respond.  I may require the
government to provide specific responses
to the interrogatories for in camera, ex
parte review on an item-by-item basis as
was generally approved by In re United
States.  See 872 F.2d at 478.  Neverthe-
less, I will ensure that further steps in the
discovery process are taken with the Su-
preme Court’s caution in mind;  the claim
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of privilege is accorded the ‘‘utmost defer-
ence,’’ unless a court is not satisfied under
the particular circumstances of the case
that ‘‘there is a reasonable danger that
compulsion of the evidence will expose mil-
itary matters which, in the interest of na-
tional security, should not be divulged.’’
Reynolds, 345 U.S. at 10, 73 S.Ct. 528.

As a result, I deny Plaintiffs’ Motion for
Order Compelling Discovery, with leave to
renew after the discovery conference.

VI. Oregonian’s Motion to Unseal Rec-
ords

[8] The Oregonian argues in its motion
to unseal records that there is a strong
presumption supporting access to court
records, and that a court must state the
compelling interest requiring an order to
seal, ‘‘along with findings specific enough
so that a reviewing court can determine
whether the closure order was properly
entered.’’  Oregonian Publishing Co. v.
United States Dist. Ct. for the Dist. of Or.,
920 F.2d 1462, 1464 (9th Cir.1990).  The
Oregonian suggests that even if the Sealed
Document is classified, sealing of the docu-
ment may be inappropriate if it is possible
to redact only the few lines that require
confidential treatment.  United States v.
Ressam, 221 F.Supp.2d 1252, 1263–64
(W.D.Wash.2002).  The newspaper argues
that the Sealed Document should be un-
sealed because no compelling interest sup-
ports further sealing and, in any event,
any interest is outweighed by the constitu-
tional and common law rights of public
access to court documents.

The government responds that the docu-
ment was and remains classified as SCI
and ‘‘TOP SECRET,’’ notwithstanding its
inadvertent disclosure to the plaintiffs, and
that the Executive has sole authority to

classify or declassify information.8  The
government further asserts that before the
court evaluates whether a compelling in-
terest requires continued protection of a
document, the court must first address
whether the place and process have histor-
ically been open to the press and general
public and whether public access plays a
significant positive role in the functioning
of the particular process in question.
Phoenix Newspapers, Inc. v. United States
Dist. Ct. for the Dist. of Arizona, 156 F.3d
940, 946 (9th Cir.1998).  Here, according
to the government, the Sealed Document
remains a classified document of the sort
to which the press or public have histori-
cally not had access.

Given my decision above that the inad-
vertent disclosure of the Sealed Document
does not declassify it or waive application
of the state secrets privilege, I must deny
the Oregonian’s Motion to Unseal Records.
Even if the document were one to which
the press or public have historically had
access by virtue of its being filed with the
Court, the government has asserted a com-
pelling national security interest that over-
rides any public interest in the document.
While I may entertain the possibility that
plaintiff may have access to any innocuous
information in the document based on the
fact that it is no longer secret to them, and
subject to a protective order, the document
contains highly classified information that
must not be disclosed to the public.

VII. Further Proceedings

I will schedule a discovery conference at
which the parties should be prepared to
discuss the following issues:  possible re-
dactions to the Sealed Document, possible
stipulations, item by item review of inter-
rogatory requests to consider whether in

8. On April 14, 2006, the government submit-
ted a Classified Declaration in Opposition to
Oregonian Publishing Company’s Motion to
Intervene and Unseal Records, and on May

12, 2006, the government filed a Superseding
Classified Declaration.  I have not reviewed
either of these declarations submitted in cam-
era and ex parte.



1233CITY OF MOSES LAKE v. U.S.
Cite as 451 F.Supp.2d 1233 (E.D.Wash. 2005)

camera responses would be appropriate,
depositions, hiring an expert to assist the
Court in determining whether any of these
disclosures may reasonably result in harm
to the national security, and any other
appropriate discovery issues.  The parties
should confer on a few mutually convenient
dates and times and contact the Court to
reserve a time.

VIII. Certification for Appeal

Since I recognize, as did Judge Walker
in Hepting, that my rulings on the Motion
to Dismiss or, in the Alternative, for Sum-
mary Judgment and Motion to Prevent
Plaintiffs’ Access to the Sealed Classified
Document ‘‘involve[ ] a controlling question
of law’’ about which there is ‘‘substantial
ground for difference of opinion,’’ and
since ‘‘an immediate appeal from the order
may materially advance the ultimate ter-
mination of this litigation,’’ I certify these
rulings for immediate appeal.  28 U.S.C.
§ 1292(b).  If the parties choose to appeal,
and if the appeal is taken, the parties may
move to stay proceedings in the district
court.

CONCLUSION
The government’s Motion to Dismiss or,

in the Alternative, for Summary Judgment
(# 58) is denied, but the government has
leave to renew its Motion for Summary
Judgment.  The government’s Motion to
Prevent Plaintiffs’ Access to the Sealed
Classified Document (# 39) is granted.
Plaintiffs’ Motion for Order Compelling
Discovery (# 35) is denied with leave to
renew.  Oregonian Publishing Company’s
Motion to Intervene was previously grant-
ed, but its Motion to Unseal Records (# 7)
is denied.

IT IS SO ORDERED.

,
 

 

CITY OF MOSES LAKE,
a Washington municipal

corporation, Plaintiff,

v.

THE UNITED STATES OF AMERICA,
et al., Defendants.

No. CV–04–0376–AAM.

United States District Court,
E.D. Washington.

Dec. 30, 2005.

Background:  City brought action against
United States and others to recover for
trichloroethylene (TCE) contamination of
wells on land purchased from United
States. United States moved to dismiss
Federal Tort Claims Act (FTCA) claims as
time barred.

Holdings:  The District Court, McDonald,
Senior District Judge, held that:

(1) city’s permanent tort claims accrued,
and two-year period for presenting tort
claim to agency began to run, when
city discovered the contamination;

(2) tolling agreement with United States
could not save the claims; and

(3) the period was not equitably tolled.

Motion granted.

1. Federal Courts O34
When ruling on motion that makes

facial attack on subject matter jurisdiction,
the court must consider the allegations of
the complaint to be true.  Fed.Rules Civ.
Proc.Rule 12(b)(1), 28 U.S.C.A.

2. Federal Courts O33
When ruling on a ‘‘speaking motion’’

which attacks subject matter jurisdiction
as a matter of fact, court is not limited to
the allegations in the complaint, but can
consider extrinsic evidence and weigh it if
disputed, and if the jurisdictional issue is




