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SCHUMER: I have a brief opening statement. I'm sure Senator
Specter does. And then we'll get right into the questions.
First, I want to thank and commend Chairman Leahy for his
continued leadership on the critically important issue of the
politicization of the Justice Department. This is our committee's
fifth hearing in four months focusing on the mass firing of almost 10
percent of our country's top federal prosecutors.
At our last hearing, on April 19th, Attorney General Gonzales
attempted to justify the dismissals, explain his role, and put the
matter behind him. He failed miserably in that attempt.
Indeed, four weeks later, the dismissals remain unexplained, the
attorney general's role is murkier than ever, and with each new
revelation, retraction and resignation the issue remains planted on
the front pages, hobbling the department's ability to get its
important work done.
Let me briefly review some of the developments since the attorney
general's ill-fated appearance before this committee on April 19th.
Since April 19th, the former deputy attorney general, who is here
today, has contradicted other DOJ officials by testifying that most of
the fired U.S. attorneys performed well. We will be hearing more
about that today.
Since April 19th, former Missouri U.S. attorney Todd Graves has
come forward to say that he was also asked to resign in 2006. That
brings the number of dismissals to at least nine and counting, not the
eight that Mr. Gonzales testified to.
We'll be hearing more about that situation when the committee
considers authorizing Chairman Leahy to subpoena Mr. Graves and his
replacement, Bradley Schlozman.
Since April 19th, we've learned that a political corruption case
involving Republicans in Arizona may have been slow-walked until after
the 2006 election, as the Wall Street Journal has reported.

U.S. Attorney Paul Charlton's unhappiness with the pace of
approvals from Washington may have led to his ouster. We'll be
hearing more about that if and when the department responds to our
request for information and documents.
And since April 19th, we have learned that one of the attorney
general's top advisers, Monica Goodling, may have been doing the
unthinkable: imposing a political and ideological litmus test in the
hiring of career-level prosecutors and department lawyers.
We'll be hearing more about that when Ms. Goodling soon testifies
under a grant of immunity.
And, of course, just yesterday, we learned of the latest and most
high-ranking casualty of the current imbroglio. Mr. Comey's successor
to the number two position at the department, Paul McNulty, announced
his resignation.
The attorney general could almost wallpaper his office with the
resignation letters of those who he was supposed to be supervising.
SCHUMER: The majority of people in his top circle are now no
longer at the Justice Department.
Kyle Sampson, who was responsible for putting together the final
firing list, has resigned. Monica Goodling, who helped with the list
and served as the department's liaison to the White House, has
resigned. Mike Battle, who was ordered to fire seven U.S. attorneys
last December 7th, has resigned. And, of course, now the deputy
attorney general himself has decided to resign.
I heard today that Attorney General Gonzales was trying to assign
blame to Paul McNulty for the firings of the U.S. attorneys, saying
that he relied on McNulty's advice. That's ironic, because Paul
McNulty came clean with this committee and gave us some valuable
information while the attorney general stonewalled.
The attorney general is trying to make Mr. McNulty into the next
Scooter Libby, but we all know the buck stops with the attorney
general.
Mr. Gonzales said at this hearing -- at that these -- Mr.
Gonzales said in this hearing room that he accepts responsibility for
the firings. Well, he should live up to his words and not keep
pointing the finger today at Mr. McNulty.

There's been a -- there's long been reason to be concerned about
Attorney General Gonzales given his close connection with the White
House and his apparent misconception of this current role. He seems
to many in this country to embody a disrespect for the rule of law and
intolerance of independence at the Justice Department.
He's presided over a Justice Department where being a, quote,
"loyal Bushie" seems to be more important than being a seasoned
professional, where what the White House wants is more important than
what the law requires or what prudence dictates.
The current scandal merely crystallizes this problem, namely that
loyalty to the White House trumps allegiance to the law, the truth and
common sense.
For example, Attorney General Gonzales' former chief of staff has
testified that one of the principal reasons the A.G. was upset after
listening to Mr. McNulty's testimony on February 6th was that Mr.
McNulty had talked too much about the White House's role in appointing
Karl Rove's deputy as U.S. attorney in Arkansas.
SCHUMER: Specifically, Mr. Sampson said Gonzales was upset that
McNulty had, quote, "put so much emphasis on the White House's role in
Griffin being promoted in favor of Cummins," unquote. Gonzales was
upset because Mr. McNulty, quote -- said, quote -- Gonzales was upset
because Mr. McNulty, quote, "had really brought the White House's role
in Griffin into the public sphere."
So it appears that the attorney general was apparently not upset
that Mr. McNulty had overstated the White House's role or misstated
that role. He was only upset that he had exposed it. And now it
appears that Mr. McNulty is gone because of it.
We've only begun to understand the White House's role in the
firings and the attorney general's role in accomplishing the White
House's bidding. So far, however, we know this at least.
It was the White House that initially raised the prospect of
firing all 93 U.S. attorneys.
It was the White House that promoted the idea of removing Bud
Cummins in favor of a former aide to Karl Rove.
It was the White House that was upset at the department's belated
rejection of a plan to bypass homestate senators in Arkansas to keep
Tim Griffin installed indefinitely as U.S. attorney.

It was the White House that had the best opportunity to correct
the record of its own involvement in the firing at a March 5th meeting
attended by Karl Rove before Mr. Moschella gave incomplete testimony
to Congress.
It was the White House that entertained complaints from
Republican Party officials about David Iglesias which apparently led
to his ouster.
It was the White House that had brought overblown complaints
about voter fraud prosecutions to the attention of the Justice
Department.
There'll be time for us to hear from those White House witnesses
who can shed light on what transpired here, and I hope the day comes
soon.
Senator Specter?
SPECTER: Thank you, Mr. Chairman.
I join in the welcome of you, Mr. Comey.
SPECTER: It is ironic in a sense that the former deputy attorney
general should be with the Judiciary Committee today, on the same day
that we learn of the resignation of the present deputy attorney
general.
Earlier today, I wrote to Deputy Attorney General Paul McNulty
congratulating him on his service with the Department of Justice, and
wishing him well in his new career.
I did not say in the note to him what I'm about to say, but I
think he found it difficult -- really, impossible -- to continue to
serve in the Department of Justice as a professional, which Paul
McNulty is, because it's embarrassing for a professional to work for
the Department of Justice today.
We had the attorney general before a hearing. The testimony he
gave was hard to understand, incredible in a sense -- to say that he
was not involved in discussions and not involved in deliberations,
when his three top deputies said he was and the documentary evidence
supported that.
It is the decision of Mr. Gonzales as to whether he stays or

goes. But it is hard to see how the Department of Justice can
function and perform its important duties with Mr. Gonzales remaining
where he is. And beyond Mr. Gonzales's decision, it's a matter for
the president as to whether the president will retain the attorney
general or not.
I think that the operation of the executive branch is a decision
for the president. I don't want him telling me how to vote in the
Senate on separation of powers, and I'm not going to tell him or make
a recommendation to him as to what he ought to do with Mr. Gonzales.
SPECTER: But I think the resignation of Mr. McNulty is another
significant step and evidence that a department really cannot function
with the continued leadership or lack of leadership of Attorney
General Gonzales.
As I view the situation, we really don't know yet what has
happened, whether it is politicization or whether it is an ideological
bent or what. There is no doubt that the president has the authority
to fire all the attorneys general -- pardon me -- in order to fire the
attorney general; Freudian slips are sometimes more revealing than the
planned statements.
The president does have the authority to replace all of the 93
U.S. attorneys, as President Clinton did when he took office.
And prosecutions for voter fraud are very, very important. When
I was district attorney of Philadelphia, I prosecuted both Republicans
and Democrats for voter fraud: have a lot of it in Philadelphia.
In 1972, the Democrats and Republicans made a deal in South
Philadelphia, a spot where many deals are made, to give the
Republicans the top of the ticket -- President Nixon running for
reelection -- and the Democrats the rest of the ticket.
A common pleas judge signed in at city hall at 6 a.m. that
morning as evidenced by the registry roll, issued injunctions barring
all of the McGovern poll watchers from the polling places. He was
prosecuted, as were many other top city officials.
So, voter fraud prosecutions are very, very important.
SPECTER: But you can't bring a prosecution unless you have a
case.
And now we have to determine if there was chicanery, whether

there were efforts at voter prosecutions -- vote fraud prosecutions
for investigations when there was no basis for doing so.
It may well be that when we get to the end of the rainbow we will
find the explanation may be as simple as outright incompetence -outright incompetence. To consider firing Peter Fitzgerald, which is
what Kyle Sampson testified to, is patently ridiculous.
It is my hope that we will finish these investigations soon,
because the continuing investigations are a harm to the -- we have to
do our job. But the sooner we finish, the sooner the Department of
Justice can return to its work.
If we had a new attorney general and concluded this
investigation, made our findings public, it would be very important.
Because those U.S. attorneys perform enormously important functions on
fighting drugs and crime and terrorism and the administration of both
civil and criminal justice in this country.
And I'm glad to see you're here today, Mr. Comey, because I know
you can shed some additional light on this important subject.
Thank you, Mr. Chairman.
SCHUMER: Thank you, Senator Specter.
It's now my privilege to introduce our witness today, James B.
Comey.
He is almost a man who needs no introduction. He's well known to
this committee, which has twice favorably considered his nomination
for important offices: first for the U.S. attorney in the Southern
District of New York in 2002, then as deputy attorney general of the
United States in 2003.
SCHUMER: Mr. Comey was educated at the College of William and
Mary and the University of Chicago Law School. After law school, he
served as a law clerk for then-U.S. District Judge John M. Walker Jr.
in Manhattan. After that he spent most of the next 20 years as a
dedicated public servant in the Justice Department.
Besides serving ably as U.S. attorney and deputy attorney
general, Mr. Comey earned a reputation as a hard-nosed prosecutor in a
number of high-profile and important cases, including Khobar Towers
terrorist bombing case arising out of the June 1996 attack on a U.S.
military facility in Saudi Arabia in which 19 airmen were killed.

Mr. Comey is currently the senior vice president and general
counsel of the Lockheed Martin Corporation.
Now, I know it is not easy for you, Mr. Comey, to be here and
talk about some of the recent travails at the department which you
hold so dear.
I especially appreciate Mr. Comey's coming to testify here
without the formality of a subpoena. In order to secure Mr. Comey's
presence, I would have moved for consideration of a subpoena by the
committee, but I'm glad that wasn't necessary because of your
cooperation.
As far as I'm concerned, when the Justice Department lost Jim
Comey, it lost a towering figure. And I don't say that because he
stands 6'8" tall.
When Jim left the department, we lost a public servant of the
first order, a man of unimpeachable integrity, honestly, character and
independence.
And now I'd like to administer the oath of office. Would you
please rise?
I sorry. I wish we were administering the oath of office.
(LAUGHTER)
The oath.
Do you affirm that the testimony you are about to give before the
committee will be the truth, the whole truth and nothing but the truth
so help you, God?
COMEY: I do.
SCHUMER: Thank you.
OK, we're going to get right into the questioning because Mr.
Comey does not have an opening statement.
SCHUMER: As I said in my opening remarks, many have been
concerned that Alberto Gonzales has made the Justice Department a mere
extension of the White House where independence takes a back seat to
service to the White House, where the rule of law takes a back seat to

the political needs of the president's party.
Before we get to the other issues, I want to go back to an
incident from the time that Mr. Gonzales served as White House
counsel.
There have been media reports describing a dramatic visit by
Alberto Gonzales and Chief of Staff Andrew Card to the hospital bed of
John Ashcroft in March 2004, after you, as acting attorney general,
decided not to authorize a classified program.
First, can you confirm that a night-time hospital visit took
place?
COMEY: Yes, I can.
SCHUMER: OK.
Can you remember the date and the day?
COMEY: Yes, sir, very well. It was Wednesday, March the 10th,
2004.
SCHUMER: And how do you remember that date so well?
COMEY: This was a very memorable period in my life; probably the
most difficult time in my entire professional life. And that night
was probably the most difficult night of my professional life. So
it's not something I'd forget.
SCHUMER: Were you present when Alberto Gonzales visited Attorney
General Ashcroft's bedside?
COMEY: Yes.
SCHUMER: And am I correct that the conduct of Mr. Gonzales and
Mr. Card on that evening troubled you greatly?
COMEY: Yes.
SCHUMER: OK.
Let me go back and take it from the top.
You rushed to the hospital that evening. Why?

COMEY: I'm only hesitating because I need to explain why.
SCHUMER: Please. I'll give you all the time you need, sir.
COMEY: I've actually thought quite a bit over the last three
years about how I would answer that question if it was ever asked,
because I assumed that at some point I would have to testify about it.
The one thing I'm not going to do and be very, very careful about
is, because this involved a classified program, I'm not going to get
anywhere near classified information. I also am very leery of, and
will not, reveal the content of advice I gave as a lawyer, the
deliberations I engaged in. I think it's very important for the
Department of Justice that someone who held my position not do that.
SCHUMER: In terms of privilege.
COMEY: Yes, sir.
SCHUMER: Understood.
COMEY: Subject to that, I -- and I'm uncomfortable talking about
this...
SCHUMER: I understand.
COMEY: ... but I'll answer the question.
I -- to understand what happened that night, I, kind of, got to
back up about a week.
SCHUMER: Please.
COMEY: In the early part of 2004, the Department of Justice was
engaged -- the Office of Legal Counsel, under my supervision -- in a
reevaluation both factually and legally of a particular classified
program. And it was a program that was renewed on a regular basis,
and required signature by the attorney general certifying to its
legality.
And the -- and I remember the precise date. The program had to
be renewed by March the 11th, which was a Thursday, of 2004. And we
were engaged in a very intensive reevaluation of the matter.
And a week before that March 11th deadline, I had a private
meeting with the attorney general for an hour, just the two of us, and

I laid out for him what we had learned and what our analysis was in
this particular matter.
And at the end of that hour-long private session, he and I agreed
on a course of action. And within hours he was stricken and taken
very, very ill...
SCHUMER: (inaudible) You thought something was wrong with how it
was being operated or administered or overseen.
COMEY: We had -- yes. We had concerns as to our ability to
certify its legality, which was our obligation for the program to be
renewed.
The attorney general was taken that very afternoon to George
Washington Hospital, where he went into intensive care and remained
there for over a week. And I became the acting attorney general.
And over the next week -- particularly the following week, on
Tuesday -- we communicated to the relevant parties at the White House
and elsewhere our decision that as acting attorney general I would not
certify the program as to its legality and explained our reasoning in
detail, which I will not go into here. Nor am I confirming it's any
particular program.
That was Tuesday that we communicated that.
COMEY: The next day was Wednesday, March the 10th, the night of
the hospital incident. And I was headed home at about 8 o'clock that
evening, my security detail was driving me. And I remember exactly
where I was -- on Constitution Avenue -- and got a call from Attorney
General Ashcroft's chief of staff telling me that he had gotten a
call...
SCHUMER: What's his name?
COMEY: David Ayers.
That he had gotten a call from Mrs. Ashcroft from the hospital.
She had banned all visitors and all phone calls. So I hadn't seen him
or talked to him because he was very ill.
And Mrs. Ashcroft reported that a call had come through, and that
as a result of that call Mr. Card and Mr. Gonzales were on their way
to the hospital to see Mr. Ashcroft.

SCHUMER: Do you have any idea who that call was from?
COMEY: I have some recollection that the call was from the
president himself, but I don't know that for sure. It came from the
White House. And it came through and the call was taken in the
hospital.
So I hung up the phone, immediately called my chief of staff,
told him to get as many of my people as possible to the hospital
immediately. I hung up, called Director Mueller and -- with whom I'd
been discussing this particular matter and had been a great help to me
over that week -- and told him what was happening. He said, "I'll
meet you at the hospital right now."
Told my security detail that I needed to get to George Washington
Hospital immediately. They turned on the emergency equipment and
drove very quickly to the hospital.
I got out of the car and ran up -- literally ran up the stairs
with my security detail.
SCHUMER: What was your concern? You were in obviously a huge
hurry.
COMEY: I was concerned that, given how ill I knew the attorney
general was, that there might be an effort to ask him to overrule me
when he was in no condition to do that.
SCHUMER: Right, OK.
COMEY: I was worried about him, frankly.
And so I raced to the hospital room, entered. And Mrs. Ashcroft
was standing by the hospital bed, Mr. Ashcroft was lying down in the
bed, the room was darkened. And I immediately began speaking to him,
trying to orient him as to time and place, and try to see if he could
focus on what was happening, and it wasn't clear to me that he could.
He seemed pretty bad off.
SCHUMER: At that point it was you, Mrs. Ashcroft and the
attorney general and maybe medical personnel in the room. No other
Justice Department or government officials.
COMEY: Just the three of us at that point.
I tried to see if I could help him get oriented. As I said, it

wasn't clear that I had succeeded.
I went out in the hallway. Spoke to Director Mueller by phone.
He was on his way. I handed the phone to the head of the security
detail and Director Mueller instructed the FBI agents present not to
allow me to be removed from the room under any circumstances. And I
went back in the room.
I was shortly joined by the head of the Office of Legal Counsel
assistant attorney general, Jack Goldsmith, and a senior staffer of
mine who had worked on this matter, an associate deputy attorney
general.
So the three of us Justice Department people went in the room. I
sat down...
SCHUMER: Just give us the names of the two other people.
COMEY: Jack Goldsmith, who was the assistant attorney general,
and Patrick Philbin, who was associate deputy attorney general.
I sat down in an armchair by the head of the attorney general's
bed. The two other Justice Department people stood behind me. And
Mrs. Ashcroft stood by the bed holding her husband's arm. And we
waited.
And it was only a matter of minutes that the door opened and in
walked Mr. Gonzales, carrying an envelope, and Mr. Card. They came
over and stood by the bed. They greeted the attorney general very
briefly. And then Mr. Gonzales began to discuss why they were there
-- to seek his approval for a matter, and explained what the matter
was -- which I will not do.
And Attorney General Ashcroft then stunned me. He lifted his
head off the pillow and in very strong terms expressed his view of the
matter, rich in both substance and fact, which stunned me -- drawn
from the hour-long meeting we'd had a week earlier -- and in very
strong terms expressed himself, and then laid his head back down on
the pillow, seemed spent, and said to them, "But that doesn't matter,
because I'm not the attorney general."
SCHUMER: But he expressed his reluctance or he would not sign
the statement that they -- give the authorization that they had asked,
is that right?
COMEY: Yes.

And as he laid back down, he said, "But that doesn't matter,
because I'm not the attorney general. There is the attorney general,"
and he pointed to me, and I was just to his left.
The two men did not acknowledge me. They turned and walked from
the room. And within just a few moments after that, Director Mueller
arrived. I told him quickly what had happened. He had a brief -- a
memorable brief exchange with the attorney general and then we went
outside in the hallway.
SCHUMER: OK.
Now, just a few more points on that meeting.
First, am I correct that it was Mr. Gonzales who did just about
all of the talking, Mr. Card said very little?
COMEY: Yes, sir.
SCHUMER: OK.
And they made it clear that there was in this envelope an
authorization that they hoped Mr. Ashcroft -- Attorney General
Ashcroft would sign.
COMEY: In substance. I don't know exactly the words, but it was
clear that's what the envelope was.
SCHUMER: And the attorney general was -- what was his condition?
I mean, he had -- as I understand it, he had pancreatitis. He was
very, very ill; in critical condition, in fact.
COMEY: He was very ill. I don't know how the doctors graded his
condition. This was -- this would have been his sixth day in
intensive care. And as I said, I was shocked when I walked in the
room and very concerned as I tried to get him to focus.
SCHUMER: Right.
OK. Let's continue.
What happened after Mr. Gonzales and Card left? Did you have any
contact with them in the next little while?
COMEY: While I was talking to Director Mueller, an agent came up

to us and said that I had an urgent call in the command center, which
was right next door. They had Attorney General Ashcroft in a hallway
by himself and there was an empty room next door that was the command
center.
And he said it was Mr. Card wanting to speak to me.
COMEY: I took the call. And Mr. Card was very upset and
demanded that I come to the White House immediately.
I responded that, after the conduct I had just witnessed, I would
not meet with him without a witness present.
He replied, "What conduct? We were just there to wish him well."
And I said again, "After what I just witnessed, I will not meet
with you without a witness. And I intend that witness to be the
solicitor general of the United States."
SCHUMER: That would be Mr. Olson.
COMEY: Yes, sir. Ted Olson.
"Until I can connect with Mr. Olson, I'm not going to meet with
you."
He asked whether I was refusing to come to the White House. I
said, "No, sir, I'm not. I'll be there. I need to go back to the
Department of Justice first."
And then I reached out through the command center for Mr. Olson,
who was at a dinner party. And Mr. Olson and the other leadership of
the Department of Justice immediately went to the department, where we
sat down together in a conference room and talked about what we were
going to do.
And about 11 o'clock that night -- this evening had started at
about 8 o'clock, when I was on my way home. At 11 o'clock that night,
Mr. Olson and I went to the White House together.
SCHUMER: Just before you get there, you told Mr. Card that you
were very troubled by the conduct from the White House room (ph), and
that's why you wanted Mr. Olson to accompany you.
Without giving any of the details -- which we totally respect in
terms of substance -- just tell me why. What did you tell him that so

upset you? Or if you didn't tell him just tell us.
COMEY: I was very upset. I was angry. I thought I just
witnessed an effort to take advantage of a very sick man, who did not
have the powers of the attorney general because they had been
transferred to me.
I thought he had conducted himself, and I said to the attorney
general, in a way that demonstrated a strength I had never seen
before. But still I thought it was improper.
And it was for that reason that I thought there ought to be
somebody with me if I'm going to meet with Mr. Card.
SCHUMER: Can you tell us a little bit about the discussion at
the Justice Department when all of you convened? I guess it was that
night.
COMEY: I don't think it's appropriate for me to go into the
substance of it. We discussed what to do. I recall the associate
attorney general being there, the solicitor general, the assistant
attorney general in charge of the Office of Legal Counsel, senior
staff from the attorney general, senior staff of mine. And we just -I don't want to reveal the substances of those...
SCHUMER: I don't want you to reveal the substance.
They all thought what you did -- what you were doing was the
right thing, I presume.
COMEY: I presume. I didn't ask people. But I felt like we were
a team, we all understood what was going on, and we were trying to do
what was best for the country and the Department of Justice. But it
was a very hard night.
SCHUMER: OK.
And then did you meet with Mr. Card?
COMEY: I did. I went with Mr. Olson driving -- my security
detail drove us to the White House. We went into the West Wing. Mr.
Card would not allow Mr. Olson to enter his office. He asked Mr.
Olson to please sit outside in his sitting area. I relented and went
in to meet with Mr. Card alone. We met, had a discussion, which was
much more -- much calmer than the discussion on the telephone.

After -- I don't remember how long, 10 or 15 minutes -- Mr.
Gonzales arrived and brought Mr. Olson into the room. And the four of
us had a discussion.
SCHUMER: OK.
And was Mr. -- were you and Mr. Card still in a state of anger at
one another at that meeting, or is it a little calmer, and why?
COMEY: Not that we showed.
SCHUMER: Right.
COMEY: It was much more civil than our phone conversation, much
calmer.
SCHUMER: Why? Why do you think?
COMEY: I don't know. I mean, I had calmed down a little bit.
I'd had a chance to talk to the people I respected. Ted Olson I
respect enormously.
SCHUMER: Right. OK.
Was there any discussion of resignations with Mr. Card?
COMEY: Mr. Card was concerned that he had heard reports that
there were to be a large number of resignations at the Department of
Justice.
SCHUMER: OK. OK.
And the conversations, the issue, whatever it was, was not
resolved.
COMEY: Correct. We communicated about it. I communicated again
the Department of Justice's view on the matter. And that was it.
SCHUMER: Right.
And you stated that the next day, Thursday, was the deadline for
reauthorization of the program, is that right?
COMEY: Yes, sir.
SCHUMER: OK.

Can you tell us what happened the next day?
COMEY: The program was reauthorized without us and without a
signature from the Department of Justice attesting as to its legality.
And I prepared a letter of resignation, intending to resign the next
day, Friday, March the 12th.
SCHUMER: OK.
And that was the day, as I understand it, of the Madrid train
bombings.
COMEY: Thursday, March 11th, was the morning of the Madrid train
bombings.
SCHUMER: And so, obviously, people were very concerned with all
of that.
COMEY: Yes. It was a very busy day in the counterterrorism
aspect.
SCHUMER: Yet, even in light of that, you still felt so strongly
that you drafted a letter of resignation.
COMEY: Yes.
SCHUMER: OK.
And why did you decide to resign?
COMEY: I just believed...
SCHUMER: Or to offer your resignation, is a better way to put
it?
COMEY: I believed that I couldn't -- I couldn't stay, if the
administration was going to engage in conduct that the Department of
Justice had said had no legal basis. I just simply couldn't stay.
SCHUMER: Right. OK.
Now, let me just ask you this. And this obviously is all
troubling.
As I understand it, you believed that others were also prepared

to resign, not just you, is that correct?
COMEY: Yes.
SCHUMER: OK.
Was one of those Director Mueller?
COMEY: I believe so. You'd have to ask him, but I believe so.
SCHUMER: You had conversations with him about it.
COMEY: Yes.
SCHUMER: OK.
How about the associate attorney general, Robert McCallum?
COMEY: I don't know. We didn't discuss it.
SCHUMER: How about your chief of staff?
COMEY: Yes. He was certainly going to go when I went.
SCHUMER: Right.
How about Mr. Ashcroft's chief of staff?
COMEY: My understanding was that he would go as well.
SCHUMER: And how...
COMEY: I should say...
SCHUMER: Please.
COMEY: ... to make sure I'm accurate, I...
SCHUMER: This is your surmise, not...
COMEY: Yes.
I ended up agreeing -- Mr. Ashcroft's chief of staff asked me
something that meant a great deal to him, and that is that I not
resign until Mr. Ashcroft was well enough to resign with me. He was
very concerned that Mr. Ashcroft was not well enough to understand

fully what was going on. And he begged me to wait until -- this was
Thursday that I was making this decision -- to wait til Monday to give
him the weekend to get oriented enough so that I wouldn't leave him
behind, was his concern.
SCHUMER: And it was his view that Mr. Ashcroft was likely to
resign as well?
COMEY: Yes.
SCHUMER: So what did you do when you heard that?
COMEY: I agreed to wait. I said that what I would do is -- that
Friday would be last day. And Monday morning I would resign.
SCHUMER: OK.
Anything else of significance relevant to this line of
questioning occur on Thursday the 11th, that you can recall?
COMEY: No, not that I recall.
SCHUMER: Thank you.
Now, let's go to the next day, which was March 12. Can you tell
us what happened then?
COMEY: I went to the Oval Office -- as I did every morning as
acting attorney general -- with Director Mueller to brief the
president and the vice president on what was going on on Justice
Department's counterterrorism work.
We had the briefing. And as I was leaving, the president asked
to speak to me, took me in his study and we had a one-on-one meeting
for about 15 minutes -- again, which I will not go into the substance
of. It was a very full exchange. And at the end of that meeting, at
my urging, he met with Director Mueller, who was waiting for me
downstairs.
He met with Director Mueller again privately, just the two of
them. And then after those two sessions, we had his direction to do
the right thing, to do what we...
SCHUMER: Had the president's direction to do the right thing?
COMEY: Right.

We had the president's direction to do what we believed, what the
Justice Department believed was necessary to put this matter on a
footing where we could certify to its legality.
And so we then set out to do that. And we did that.
SCHUMER: OK.
So let me just (inaudible) -- this is an amazing story, has an
amazing pattern of fact that you recall.
SPECTER: Mr. Chairman, could you give us some idea when your
first round will conclude?
SCHUMER: As soon as I ask a few questions here. Fairly soon.
(OFF-MIKE)
SCHUMER: Yes.
And, Senator Specter, you will get the same amount of time.
SCHUMER: I thought with Mr. Comey's telling what happened...
(CROSSTALK)
SPECTER: Just may the record show that you're now 16 minutes and
35 seconds over the five minutes and...
SCHUMER: I think the record will show it.
SPECTER: Well, it does now.
(LAUGHTER)
SCHUMER: OK, thank you.
And I think most people would think that those 16:35 minutes were
worth hearing.
SPECTER: Well, Mr. Chairman, we do have such a thing as a second
round, and there are a lot of senators waiting...
SCHUMER: Yes, OK.

Let me ask you these few questions...
SPECTER: ... including a Republican.
SCHUMER: I'm glad you're here, Senator Specter. I know you're
concerned with the issue.
SPECTER: Lonely, but here.
(LAUGHTER)
SCHUMER: Let me ask you this: So in sum, it was your belief
that Mr. Gonzales and Mr. Card were trying to take advantage of an ill
and maybe disoriented man to try and get him to do something that
many, at least in the Justice Department, thought was against the law?
Was that a correct summation?
COMEY: I was concerned that this was an effort to do an end-run
around the acting attorney general and to get a very sick man to
approve something that the Department of Justice had already concluded
-- the department as a whole -- was unable to be certified as to its
legality. And that was my concern.
SCHUMER: OK.
And you also believe -- and you had later conversations with
Attorney General Ashcroft when he recuperated, and he backed your
view?
COMEY: Yes, sir.
SCHUMER: Did you ever ask him explicitly if he would have
resigned had it come to that?
COMEY: No.
SCHUMER: OK.
But he backed your view over that what was being done, or what
was attempting to being done, going around what you had recommended,
was wrong, against the law?
COMEY: Yes.
And I already knew his view from the hour we had spent together
going over it in great detail a week before the hospital incident.

SCHUMER: Yes.
And the FBI director, Mueller, backed your view over that of Mr.
Gonzales as well -- is that right? -- in terms of whether the program
could continue to be implemented the way Counsel Gonzales wanted it to
be.
COMEY: The only reason I hesitate is it was never Director
Mueller's job or position to be drawing a legal conclusion about the
program; that he was very supportive to me personally. He's one of
the finest people I've ever met and was a great help to me when I felt
a tremendous amount of pressure and felt a bit alone at the Department
of Justice.
But it was not his role to opine on the legality.
SCHUMER: How about Jack Goldsmith, the head of the Office of
Legal Counsel? Did he opine on the legality?
COMEY: Yes. He had done a substantial amount of work on that
issue. And it was largely OLC, the Office of Legal Counsel's work,
that I was relying upon in drawing my -- in making my decision.
SCHUMER: OK. Just two other questions.
Have you ever had the opportunity to recall these events on the
record in any other forum?
COMEY: No.
SCHUMER: OK. And...
COMEY: I should...
SCHUMER: Go ahead.
COMEY: I was interviewed by the FBI and discussed these events
in connection with a leak investigation the FBI was conducting.
SCHUMER: And you gave them these details then.
COMEY: Yes.
SCHUMER: Thank you.

COMEY: But not -- by forum I've never testified about it.
SCHUMER: And after you stood your ground in March of 2004, did
you suffer any recriminations or other problems at the department?
COMEY: I didn't. Not that I'm aware of.
SCHUMER: OK.
Well, let me just say this, and then I'll call on Senator Specter
who can have as much time as he thinks is appropriate.
The story is a shocking one. It makes you almost gulp.
And I just want to say, speaking for myself, I appreciate your
integrity and fidelity to rule of law. And I also appreciate Attorney
General Ashcroft's fidelity to the rule of law as well, as well as the
men and women who worked with you and stuck by you in this.
When we have a situation where the laws of this country -- the
rules of law of this country are not respected because somebody thinks
there's a higher goal, we run askew of the very purpose of what
democracy and rule of law are about.
SCHUMER: And this -- again, this story makes me gulp.
Senator Specter?
SPECTER: May the record now show that we're 21 minutes and 22
seconds beyond the five-minute allocation.
And I raise it not to in any way suggest that the questioning
hasn't been very important, but only to suggest that we have a
practice for having a five-minute round. And it is exceeded on some
occasions. I've only been here 27 years; I can't remember it being
exceeded by about 23 minutes.
And we do have second rounds. And we do have eight -- seven
Democrats here. It is now 9:48 -- 10:48. And at the start of this
hearing I asked my colleagues among the Republicans to join me here.
I repeat that request now, since it's televised -- internally, at
least -- that my colleagues should know that there are seven Democrats
here who will all have turns asking questions. And it would be
appropriate to have a little balance here, if some Republicans would
show up to participate in this hearing. It would be helpful if we had

some balance, if some other Republicans would show up to participate
in this hearing.
Mr. Comey, I join Senator Schumer in commending you for what you
did here. The terrorist surveillance program has been the subject of
quite a number of hearings in this committee: strenuous efforts to
bring the issue before the Foreign Intelligence Surveillance Court,
efforts at changing legislation; some of it is now pending, cosponsored by Senator Feinstein and myself. The matter is wending its
way through the federal courts, and it's the 6th Circuit now.
So this is a very important, substantive matter.
SPECTER: And as the acting attorney general, you were doing
exactly what you should do in standing up for your authority and to
stand by your guns and to do what you thought was right.
It has some characteristics of the Saturday Night Massacre, when
the other officials stood up and they had to be fired in order to find
someone who would -- deputy attorney general and others would not fire
the special prosecutor. So that was commendable.
When you finally got to the place where the buck doesn't stop,
when you got to the president -- as I understand your testimony -- the
president told you to do what you thought was right. Is that correct?
COMEY: Yes, sir.
SPECTER: So the president backed you up. And it was necessary
to make changes in the terrorist surveillance program to get the
requisite certification by the acting attorney general -- that is you?
COMEY: And I may be being overly cautious, but I'm not
comfortable confirming what program it was that this related to.
And I should be clear. The direction -- as I said, I met with
the president first, the Director Mueller did.
COMEY: And it was Director Mueller who carried to me the
president's direction to do what the Department of Justice thinks is
right to get this where the department believes it ought to be. And
we acted on that direction.
SPECTER: Director Mueller told you to -- the president said to
do what you thought was right?

COMEY: Correct.
SPECTER: Well, how about what the president himself told you?
COMEY: I don't want to get into what -- the reason I hesitate,
Senator Specter, is the right thing was done here, in part -- in large
part because the president let somebody like me and Bob Mueller meet
with him alone.
And if I talk about that meeting, I worry that the next president
who encounters this is not going to let the next me get close to them
to talk about something this important.
So I'm -- I want to be very careful that I don't talk about what
the president and I talked about.
I met with the president. We had a full and frank discussion,
very informed. He was very focused.
Then Director Mueller met with the president alone. I wasn't
there.
Director Mueller carried to me the president's direction that we
do what the Department of Justice wanted done to put this on a sound
legal footing.
SPECTER: So you met first with the president alone for 15
minutes?
COMEY: Yes, sir.
SPECTER: And then Director Mueller met separately with the
president for 15 minutes?
COMEY: I don't remember exactly how long it was. It was about
the same length as my meeting. I went down and waited for him, as
he...
SPECTER: And then Director Mueller, as you've testified, said to
you, the president told Director Mueller to tell you to do what the
Department of Justice thought was right?
COMEY: Correct.
SPECTER: Well -- but you won't say whether the president told
you to do what the Department of Justice said was right?

COMEY: Yes, I...
SPECTER: You're not slicing hair. There's no hair there.
COMEY: You're a good examiner.
And that...
SPECTER: Well, thank you.
COMEY: Yes. I -- the president and I -- I don't think the
conversation was finished. We discussed the matter in some detail.
And then I urged him to talk to Bob Mueller about it.
And I don't know the content of Director Mueller's communication
with him, except that Director Mueller -- the president didn't give me
that -- I can answer that question.
The president didn't give me that direction at the end of our 15
minutes.
SPECTER: He did not?
COMEY: He did not. Instead, he said, "I'll talk to Director
Mueller," as I had suggested.
Director Mueller came and met with him, then Director Mueller
came to me and said that, "The president told me that the Department
of Justice should get this where it wants to be, to do what the
department thinks is right."
And I took that mandate and set about to do that, and
accomplished that.
SPECTER: I thought you testified, in response to Senator
Schumer's questions, that after meeting with the president for 15
minutes, he told you to do what you thought was right.
COMEY: If I did, I misspoke, because that direction came from
the president to Director Mueller to me.
SPECTER: Well, when you had the discussions with Chief of Staff
Card, what did he say to you by way of trying to pressure you, if, in
fact, he did try to pressure you, to give the requisite certification?

COMEY: Again, I'm reluctant to talk about the substance of those
kind of deliberative discussions. We discussed...
SPECTER: And I'm not asking about the substance, carefully not.
I'm going to, but not yet.
What did he say which constituted what you thought was pressure?
COMEY: I don't know that he tried to pressure me, other than to
engage me on the merits and to make clear his strong disagreement with
my conclusion.
SPECTER: So then Mr. Card ultimately left it up to you to decide
whether to give the certification or not?
COMEY: I don't know that he left it up to me. I had already
made a decision and communicated it on that Tuesday, that I was not
going to. And it didn't change in the course of my discussions with
Mr. Card.
SPECTER: Did not change?
COMEY: Did not change.
SPECTER: Well, he didn't threaten to fire you, did he? I'm
going to have to lead the witness now, Mr. Comey.
COMEY: Right.
SPECTER: I'm -- I haven't led you up until now. And now I'm
going to have to lead you.
COMEY: That's fine.
SPECTER: He didn't threaten to fire you?
COMEY: No, he didn't.
And Mr. Card, as I said, was very civil to me in our face-to-face
meeting. The only time...
SPECTER: Well, you can suggest being fired and be civil about
it.
COMEY: Right.

Either civilly or uncivilly, he never suggested that to me.
SPECTER: Attorney General Gonzales could be fired in a civil
way. No incivility in suggesting you're going to be replaced as
acting attorney general.
Well, all right then. That substance -- I don't want to question
you as long as Senator Schumer did, notwithstanding my rights here.
But the long and short of it was, he didn't threaten you.
COMEY: No, sir. I didn't feel threatened. Nor did he say
anything that I thought could reasonably be read...
SPECTER: And when you talked to White House Counsel Gonzales,
did he try to pressure you to reverse your judgment?
COMEY: No.
He disagreed, again, on the merits of the decision. And we had
engaged on that, had full discussions about that.
But he never tried to pressure me, other than to convince me that
I was wrong.
SPECTER: Well, Mr. Comey, did you have discussions with anybody
else in the administration who disagreed with your conclusions?
COMEY: Yes, sir.
SPECTER: Who else?
COMEY: Vice president.
SPECTER: Anybody else?
COMEY: Members of his staff.
SPECTER: Who on his staff?
COMEY: Mr. Addington disagreed with the conclusion. And I'm
sure there were others who disagreed, but...
SPECTER: Well, I don't want to know who disagreed. I want to
know who told you they disagreed.
COMEY: OK.

SPECTER: Addington?
COMEY: Mr. Addington. The vice president told me that he
disagreed. I don't remember any other White House officials telling
me they disagreed.
SPECTER: OK. So you've got Card, Gonzales, Vice President
Cheney and Addington who told you they disagreed with you.
COMEY: Yes, sir.
SPECTER: Did the vice president threaten you?
COMEY: No, sir.
SPECTER: Did Addington threaten you?
COMEY: No, sir.
SPECTER: So all these people told you they disagreed with you?
Well, why in this context, when they say they disagreed with you
and you're standing by your judgment, would you consider resigning?
You were acting attorney general. They could fire you if they wanted
to. The president could replace you. But why consider resigning?
You had faced up to Card and Gonzales and Vice President Cheney
and Addington, had a difference of opinion. You were the acting
attorney general, and that was that. Why consider resigning?
COMEY: Not because of the way I was treated but because I didn't
believe that as the chief law enforcement officer in the country I
could stay when they had gone ahead and done something that I had said
I could find no legal basis for.
SPECTER: When they said you could find no legal basis for?
COMEY: I had reached a conclusion that I could not certify as...
SPECTER: Well, all right, so you could not certify it, so you
did not certify it.
But why resign? You're standing up to those men. You're not
going to certify it. You're the acting attorney general. That's
that.

COMEY: Well, a key fact is that they went ahead and did it
without -- the program was reauthorized without my signature and
without the Department of Justice. And so I believed that I couldn't
stay...
SPECTER: Was the program reauthorized without the requisite
certification by the attorney general or acting attorney general?
COMEY: Yes.
SPECTER: So it went forward illegally.
COMEY: Well, that's a complicated question. It went forward
without certification from the Department of Justice as to its
legality.
SPECTER: But the certification by the Department of Justice as
to legality was indispensable as a matter of law for the program to go
forward, correct?
COMEY: I believed so.
SPECTER: Then it was going forward illegally.
COMEY: Well, the only reason I hesitate is that I'm no
presidential scholar.
But if a determination was made by the head of the executive
branch that some conduct was appropriate, that determination -- and
lawful -- that determination was binding upon me, even though I was
the acting attorney general, as I understand the law.
And so, I either had to go along with that or leave. And I
believed that I couldn't stay -- and I think others felt this way as
well -- that given that something was going forward that we had said
we could not certify as to its legality.
SPECTER: Well, I can understand why you would feel compelled to
resign in that context, once there had been made a decision by the
executive branch, presumably by the president or by the president,
because he was personally involved in the conversations, that you
would resign because something was going forward which was illegal.
The point that I'm trying to determine here is that it was going
forward even though it was illegal.

COMEY: And I know I sound like I'm splitting hairs, but...
SPECTER: No, I don't think there's a hair there.
COMEY: Well, something was going forward without the Department
of Justice's certification as to its legality. It's a very
complicated matter, and I'm not going to go into what the program was
or what the dimensions of the program...
SPECTER: Well, you don't have to.
If the certification by the Department of Justice as to legality
is required as a matter of law, and that is not done, and the program
goes forward, it's illegal. How can you -- how can you contest that,
Mr. Comey?
COMEY: The reason I hesitate is I don't know that the Department
of Justice's certification was required by statute -- in fact, it was
not, as far as I know -- or by regulation, but that it was the
practice in this particular program, when it was renewed, that the
attorney general sign off as to its legality.
There was a signature line for that. And that was the signature
line on which was adopted for me, as the acting attorney general, and
that I would not sign.
So it wasn't going forward in violation of any -- so far as I
know -- statutory requirement that I sign off. But it was going
forward even though I had communicated, "I cannot approve this as to
its legality."
And given that, I just -- I couldn't, in good conscience, stay.
SPECTER: Well, Mr. Comey, on a matter of this importance, didn't
you feel it necessary to find out if there was a statute which
required your certification or a regulation which required your
certification or something more than just a custom?
COMEY: Yes, Senator. And I...
SPECTER: Did you make that determination?
COMEY: Yes, and I may have understated my knowledge. I'm quite
certain that there wasn't a statute or regulation that required it,
but that it was the way in which this matter had operated since the

beginning.
I don't -- I think the administration had sought the Department
of Justice, the attorney general's certification as to form and
legality, but that I didn't know, and still don't know, the source for
that required in statute or regulation.
SPECTER: OK. Then it wasn't illegal.
COMEY: That's why I hesitated when you used the word "illegal."
SPECTER: Well, well, OK.
Now I want your legal judgment. You are not testifying that it
was illegal. Now, as you've explained that there's no statute or
regulation, but only a matter of custom, the conclusion is that even
though it violated custom, it is not illegal.
It's not illegal to violate custom, is it?
COMEY: Not so far as I'm aware.
SPECTER: OK. So what the administration, executive branch of
the president, did was not illegal.
COMEY: I'm not saying -- again, that's why I kept avoiding using
that term. I had not reached a conclusion that it was.
The only conclusion I reached is that I could not, after a whole
lot of hard work, find an adequate legal basis for the program.
SPECTER: OK.
Well, now I understand why you didn't say it was illegal. What I
don't understand is why you now won't say it was legal.
COMEY: Well, I suppose there's an argument -- as I said, I'm not
a presidential scholar -- that because the head of the executive
branch determined that it was appropriate to do, that that meant for
purposes of those in the executive branch it was legal.
I disagreed with that conclusion. Our legal analysis was that we
couldn't find an adequate legal basis for aspects of this matter. And
for that reason, I couldn't certify it to its legality.
SPECTER: OK.

I will not ask you -- I have a rule never to ask the same
question more than four times...
(LAUGHTER)
... so I will not ask you again whether necessarily from your
testimony the conclusion is that what the president did was legal -not illegal.
Let me move on. I only have 35 minutes left.
(LAUGHTER)
How long did you continue to serve as deputy attorney general
after this incident?
COMEY: Until August of 2005, so almost a year and a half, 16
months.
SPECTER: And during the course of that continued service, you
got along OK with the president and the vice president and Card and
Addington and all the rest of those fellows in the White House?
COMEY: I think so. I mean, we didn't have much contact with
them other than professional matters. But I think so.
SPECTER: But they weren't out to get you because you stood out
to them?
COMEY: I hope not. I don't have any reason to believe...
SPECTER: Well, never mind hoping. They didn't do anything to be
out to get you or to make your life uncomfortable, or make it
difficult for you to perform your duties as deputy attorney general?
COMEY: No.
SPECTER: There was some speculation that -- well, I'll eliminate
the word "speculation."
Did you have any sense that you were not considered to be
permanent attorney general on Mr. Ashcroft's departure because of your
having stood up to the White House on this issue?
COMEY: No.

And I don't have any reason to believe I was ever considered.
But I certainly have no reason to believe that there was any
connection between consideration of who would be the next attorney
general and this matter.
SPECTER: Well, on this issue, Mr. Comey, I commend you again.
You did exactly the right thing.
SPECTER: And I think the president did the right thing. In
effect, he overruled Card and he overruled Vice President Cheney and
he overruled Addington and he overruled Gonzales. And when it came to
him -- came to the president's desk where the buck stops he said to
Mueller to tell you, "Follow your conscience. Do the right thing."
And that was that.
Mr. Comey, it's my hope that we will have a closed session with
you to pursue the substance of this matter further. Because your
standing up to them is very important, but it's also very important
what you found on the legal issue on this unnamed subject, which I
infer was the terrorist surveillance program. And you're not going to
comment about it. I think you could.
I think you could even tell us what the legalisms were. Doesn't
involve a matter of your advice or what the president told you, et
cetera.
But I'm going to discuss it with Senator Leahy later and see
about pursuing that question to try to find out about it.
Now, Mr. Comey, on to the subject of the hearing. You have been
reported as commenting on a number of U.S. attorneys who were asked to
resign. You thought they were doing a good job. One was U.S.
Attorney David (sic) Bogden of Nevada.
What judgment did you -- do you have as to his capabilities as
U.S. attorney?
COMEY: Dan Bogden was an excellent U.S. attorney. He was a
career guy who had become U.S. attorney, and I thought very highly of
him.
SPECTER: Do you have any insights as to why he was asked to
resign?
COMEY: I don't. I've read things in the paper, but I certainly

have no personal knowledge of why he was asked to resign. When I left
in August of 2005, I couldn't have thought of a reason why he should
be asked to resign.
SPECTER: And as to John McKay, do you have a judgment as to the
quality, the competency of his performance?
COMEY: Yes. Again, it was excellent in my experience. I had
worked with him, as with the others, as a peer when I was U.S.
attorney in Manhattan and then as the deputy attorney general. So I
had a very positive sense of John McKay.
SPECTER: And as to Paul Charlton, Arizona U.S. attorney, what is
your view as to his competence?
COMEY: The same. I don't want to make it sound like I love
everybody, but I did like him a great deal.
(LAUGHTER)
He was very strong.
SPECTER: Well, since you don't want to sound like you love
everybody, anybody you didn't love who you thought should have been
replaced?
(LAUGHTER)
LEAHY: Outside of members of the committee.
COMEY: There was one U.S. attorney...
(CROSSTALK)
SPECTER: I'd like to ask you about that now that Senator Leahy
has opened the door. Which members of the committee don't you love?
(LAUGHTER)
COMEY: You're asking Senator Leahy, I hope.
SPECTER: Start with the chairman.
(LAUGHTER)
LEAHY: Careful. We may be bringing (ph) the clock back again.

SPECTER: What you think of Charlton?
COMEY: Very strong, very strong U.S. attorney.
SPECTER: And David Iglesias, U.S. attorney for New Mexico?
COMEY: Same thing. I had dealt with him quite a bit, both as a
peer and as his supervisor, and had a high opinion of him. I thought
he did a very good job.
SPECTER: What did you make of Kyle Sampson's testimony that he
had recommended calling for the resignation of Peter Fitzgerald?
COMEY: Of Patrick Fitzgerald.
SPECTER: Patrick Fitzgerald. Peter Fitzgerald was the senator.
(UNKNOWN): No relation.
SPECTER: No relation.
COMEY: I only know about that what I read in the newspaper. I
was surprised by it, would be a fair description.
SPECTER: And what did you think of the competency of Kyle
Sampson?
COMEY: I thought Kyle was very smart. My dealings with him had
always been pleasant. He seemed to work very, very hard.
SPECTER: What did you think of the competency or smarts of Kyle
Sampson after you heard he wanted to ask for the resignation of
Patrick Fitzgerald?
COMEY: Well, I don't think that was an exercise of good
judgment, if it's something he really meant. It...
SPECTER: Can you give us an illustration of an exercise in good
judgment by Kyle Sampson?
I withdraw that question.
Can you give us an example of an exercise of good judgment by
Alberto Gonzales?

Let the record show a very long pause.
COMEY: It's hard -- I mean, I'm sure there are examples. I'll
think of some.
I mean, it's hard when you look back. We worked together for
eight months.
SPECTER: That's a famous statement of President Eisenhower about
Vice President Nixon: "Say something good." "Give me two weeks."
COMEY: Right.
I -- in my experience with Attorney General Gonzales, he was
smart and engaged. And I had no reason to question his judgment
during our time together at the Department of Justice.
We had a good working relationship. He seemed to get issues. I
would make a recommendation to him. He would discuss it with me and
make a decision.
As I sit here today, I'll probably five minutes from now think of
an example. But I did not have reason to question his judgment as
attorney general.
SPECTER: Are you sufficiently familiar with what happened in the
issue of the U.S. attorneys resignations to give an evaluation of
Attorney General Gonzales' statement that he was no involved in
discussions or deliberations, in the context of being contradicted by
three of his top deputies and the documentary evidence on the e-mails?
COMEY: I am probably more versed in this than the average
person, because I've read what's in the newspaper and looked at some
of the documents online.
But I gather he's corrected that statement that he originally
made about not being involved in deliberations or discussions.
But I'm not -- I don't know the facts as well as members of this
committee, and haven't studied it. So I don't think I have a...
SPECTER: No, I don't think he has corrected that. I think he
continues to say that he was involved in a -- his words are "limited"
-- quote, "limited," unquote.
SPECTER: That's what he has said.

I think that -- and I've said this to Mr. Gonzales privately and
publicly -- that if he would tell us what the reasons were for asking
these U.S. attorneys to resign, that it would shed considerable light
on what's going on here, on how the program got started, and what the
aims of the program were, and what his involvement was.
That can -- that can all be -- this proceeding is still in
midstream. He can recant all of what he's said and come forward.
Well, Mr. Chairman, I'm going to yield the balance of my minutes.
Thank you.
SCHUMER: Thank you, Mr. Chairman. And you went about, I think,
a minute more than I did.
SPECTER: Oh, no I didn't. I'm at 21:35.
SCHUMER: OK. I just...
LEAHY: So we can get on to others, I'm also -- as a member of
this committee, let me just go back to the time. I'm not going to use
a great deal of time so that...
SPECTER: Senator Schumer and I didn't either, Senator Leahy.
LEAHY: ... so that -- God love you -- so that others here can.
Just one question comes to mind.
Senator Specter spoke to you about legal or illegal. Did it
comply with the FISA law?
COMEY: If I -- I've tried, Senator, not to confirm that I'm
talking about any particular program. I just don't feel comfortable
in an open forum...
LEAHY: OK.
Then on that -- with that answer, I think I agree with -- if I
could have Senator Specter's attention just for a moment. With that
answer -- and I can understand. I'm well aware of the program, well
aware of what happened. And I can understand your reluctance -- very
appropriately, your reluctance to answer that specifically.
We will have a closed-door hearing on this. Senator Specter and

I are about to have a briefing on aspects of this.
LEAHY: I am very, very troubled by what the Department of
Justice is going today -- not on your watch, Mr. Comey, but they're
doing today. We have several members of the Intelligence Committee on
this committee on both sides. And they will also be looking at it.
Mr. Comey, I have a lot of respect for you. I have less and less
respect for the way the Department of Justice is being handled today.
This is a dysfunctional Department of Justice. It is being run like a
political arm of the White House. That is highly inappropriate.
I've been here for 32 years. I've seen good attorneys general
and poor attorneys general. I have always thought that there would at
least be the understanding that the professionals in the Department of
Justice have to be allowed to do a professional job. And when I see
them being overridden time and time again.
Now, I realize there are some things you cannot go into in this
session. But you know and I know that there is the overriding of the
professional judgment of good men and women in that department to do
things that are not proper. And I think this is wrong.
One of my first experiences in the Department of Justice was as a
young law clerk working while a student at Georgetown here meeting
with the then-attorney general. The then-attorney general was a close
to the president as anyone could. He was his brother. This was
Attorney General Robert Kennedy.
But I remember what he said to several of the students who were
there, because he was hoping we were a cadre, because of our grades
and whatnot, he wanted to recruit for the Department of Justice. And
he emphasized over and over again on significant matters -- civil
rights, criminal, (inaudible) areas and whatnot -- that neither the
White House nor his brother would be allowed to influence the
professional judgment.
That always stuck in my mind.
LEAHY: And I've seen that happen over and over again. We saw it
with Elliot Richardson and Archibald Cox. We saw it with you.
And I am very, very frustrated. I won't go into further
questions, because the questions I do want to ask you will be in
closed session.

But I hope -- I hope somebody will wake up at the White House at
the terrible, terrible precedent they are starting and have started.
And I hope whoever the next president is will make a solemn vow never,
never, never to allow this politicization of the Department of
Justice. Because it hurts every one of us.
It's not the secretary of justice. It's not a member of the
president's staff that should be running that. It is the attorney
general of the United States. And this attorney general is doing an
abysmal job.
SCHUMER: Thank you, Mr. Chairman.
Senator Kohl?
Senator Feinstein was next. I apologize.
FEINSTEIN: Thank you very much, Mr. Chairman.
And thank you very much, Mr. Comey.
I read the transcript of your testimony before the House. And
it's clear that you're a very straight shooter and very well
respected. And I, for one, really appreciate your point of view.
If I can, I'd like to go back to the event in the hospital room
for just a minute. You felt -- and you were presented with something
that you had to sign to certify a certain program. That program was
initially done outside of the existing law, which is the Foreign
Intelligence Surveillance Act, which provides -- which says it's the
exclusive authority for all electronic surveillance.
The president used his Article II powers. He said he used the
authorization to use military force as the definitive basis for his
action, to essentially move outside the law.
However, you were faced -- and the president said when this all
came to light that he asked the program -- asked that the program be
authorized every 45 days, or certified by the attorney general.
What did you actually have to sign to certify it? What were you
confronted with?
COMEY: Senator, I want to be careful in this forum, again, that
I'm not confirming the existence of any particular program or that
this dispute...

FEINSTEIN: I'm not asking you to. I'm asking you, what piece of
paper did you have to sign?
COMEY: It was a signature line on a presidential order.
FEINSTEIN: OK. All right.
And you said that the program was later changed so that it could
be signed. But it went ahead at that time without your certification
on it.
COMEY: Yes.
FEINSTEIN: And what was the elapsed period of time from that
meeting, the denial of DOJ to certify the program and the time when it
was essentially certified?
COMEY: It was reauthorized on Thursday, March the 11th, without
the department's -- without my signature, without the department's
approval.
And it was the next day -- so less than 24 hours later -- that we
received the direction from the president to make it right.
And then we set about -- I don't remember exactly how long it was
-- over the next few weeks making changes so that it accorded with our
judgment about what could be certified as to legality.
And so it was really only that period from Thursday, when it was
reauthorized, until I got the direction from the president the next
day that it operated outside the Department of Justice's approval.
FEINSTEIN: For approximately two weeks?
COMEY: I don't remember exactly. It was two or three weeks I
think that it took us to get the analysis done and make the changes
that needed to be made.
FEINSTEIN: And then who signed for DOJ?
COMEY: It was either the attorney general, Ashcroft, or myself
who signed. I may have signed that first one after the hospital
incident.
FEINSTEIN: OK.

And you then became satisfied that the program conformed with
what, essentially?
COMEY: That it was operated consistently with the Office of
Legal Counsel's judgment about what was lawful. So we were in a
position -- given OLC's opinion, the attorney general and I were in a
position to certify the program as to its legality.
FEINSTEIN: Mr. Chairman, it would be very interesting if we
could obtain those legal opinions. Because the program we're talking
about was originally done outside of law. The executive order of the
president was really the prevailing authority.
But even so, I'm a little puzzled because the program was
changed. And I'd be very interested in what the legal advise on that
program was if that would be possible for us to request.
SCHUMER: I'm sure if the senator makes the request we can make
it part of the record.
FEINSTEIN: Fine, I've made that request...
(CROSSTALK)
SCHUMER: I think to the Office of Legal Counsel, which had
already stated its opinion on this particular issue.
(CROSSTALK)
FEINSTEIN: Thank you. Thank you.
If I can, I'd like to move on to the United States attorneys.
To the best of your knowledge, has there been any time in the
history of our country when as many U.S. attorneys have been fired at
one time?
COMEY: The only other incident I know of was during the change
of administrations from Bush I to President Clinton's administration.
FEINSTEIN: Which is fairly typical...
(CROSSTALK)
COMEY: Right, it was a change out...

(CROSSTALK)
FEINSTEIN: With a change. But I'm talking during the term of a
president has there been any time when a number of U.S. attorneys had
been selected and summarily fired without cause?
COMEY: I'm not aware of a similar-size removal of U.S.
attorneys.
FEINSTEIN: Thank you very much.
As you know, we've had the EARS reports. Are you familiar with
those reports?
COMEY: Yes.
FEINSTEIN: And they have described the performance of U.S.
attorneys -- and I gather there's a panel of people that go in and put
these reports together. They have subsequently been -- we've been
told that they're very, very perfunctory.
Are they, in fact, a document that's utilized within DOJ?
COMEY: Oh, yes.
(LAUGHTER)
And they're not perfunctory. They come -- big team of people.
When I was U.S. attorney in New York, I think 30 or more people
came from all over the country -- experienced people, civil lawyers
and prosecutors -- and they basically live with you in your office for
a couple of weeks and go stem to stern, inspect the whole place.
There's an out-briefing.
It's very much like an audit by a big accounting firm, except
they audit not just your numbers, but your conduct of cases and your
priorities. So it's from top to bottom, and then they issue a
detailed report.
FEINSTEIN: Well, let me ask you this question: How then could
they be fired for performance reasons if at least seven -- excuse me
-- six out of the seven terminated on December 7th had excellent EARS
reports?

COMEY: I don't know. I was not aware at the time I left, in
August of 2005, of performance-related issues with most of these U.S.
attorneys.
FEINSTEIN: And you've said that. You said that today. You said
that in your testimony before the House. And I appreciate it.
Can you ever remember any discussion where an individual U.S.
attorney's loyalty or political instincts were questioned?
COMEY: I don't remember ever discussing or having it discussed
in my presence the loyalty or political instincts of a U.S. attorney,
no.
FEINSTEIN: Now, there was apparently a list put together.
FEINSTEIN: And Mr. Sampson had indicated that he was the
aggregator of the list. He put the list together.
But everyone that we've asked in the higher levels of the
department have said they did not put the names on the list. Mr.
Battle, Mr. Ellston, Mr. Sampson -- virtually everyone we have asked
have denied placing a name on that list.
If that is in fact the case, where would you surmise the list
would come from?
COMEY: I wouldn't know. It came from someplace, but I don't
know from where.
FEINSTEIN: I'd like to just clear the air with one thing.
You had two meetings with Carol Lam, I believe -- one about the
Project Neighborhood program, the other about gun cases. Were you
satisfied with her responses to your questions?
COMEY: Yes.
I think I had one meeting that was about Project Safe
Neighborhoods, which was the name given to our gun program. And I
think it was on the telephone. I spoke to -- I think by telephone -to each of the 10 U.S. attorneys whose districts on a per capita basis
were at the bottom end of our gun prosecutions.
And I thought she understood. And, again, I wasn't telling her
to do cases for the sake of doing cases. I was saying, "This is

important. I think this saves lives. If there's a difference you can
make that the local prosecutors are not making in your jurisdiction,
look for an opportunity to make it."
And she said she got it. And that was the end of it.
FEINSTEIN: Were any of the other 10 people with whom you
communicated fired?
COMEY: No, not to my knowledge.
FEINSTEIN: So if someone had an excellent performance report,
it's very difficult for me to figure out a reason other than
dissatisfaction with a case they were either going to file or not file
if the severance is not performance-related.
Would that be a fair assumption on my part?
COMEY: I suppose so. Right. If there's no reasons that are
apparent -- performance-related reasons -- it's hard to understand
why.
FEINSTEIN: Thank you very much, Mr. Comey. Appreciate it.
Thank you.
SCHUMER: Senator Kohl?
KOHL: Thank you, Mr. Chairman.
Mr. Comey, you're a person of course who has been very close to
law enforcement in our country for many years. And obviously, you're
here today as a person who was the second-ranking person in the
department from 2003 to 2005.
KOHL: And no question about your concern for the fair
administration of justice in our country. And with the kind of
experience you have, your opinions matter more than the opinions of
most others. And I'm sure you've thought about this; would you give
us your opinion?
Would our country be well-served if we could start fresh tomorrow
with an attorney general who was not in any way as tainted as this
present attorney general? Would we be better off as a country?
You must have an opinion. Would you care to share that opinion

with us?
COMEY: I would very much like not to.
(LAUGHTER)
KOHL: But would you, please?
COMEY: I would hope -- there are a lot of things I miss about
government. A lot of things I love about being a private citizen.
I would hope you wouldn't care what my opinion is.
I appreciate what you said, Senator. I'm not here to dump on
Attorney General Gonzales. I...
KOHL: Well, this isn't a question of jumping on -- we're talking
about our country and its future and the importance of law, the
importance of the Department of Justice. And you have been closer
than most.
And you are here to serve your country; that's why you're here
today.
And that's a very important question, obviously. And your
opinion matters much more than most, because of who you are and your
experience.
And I'm sure, or I presume, you do have an opinion. Would you
share that opinion with us today?
COMEY: I do have an opinion. I would prefer not to share it.
I'm just not sure that -- it makes me very uncomfortable to express my
opinion about something, especially now that I'm outside of government
and that I have not followed this as closely as many people have.
I have formulated an opinion, but I would ask the senator's
indulgence not to make me give it. I just don't think that's my
place.
KOHL: Well, I'm concluding -- and correct me if I'm incorrect -I'm concluding that your unwillingness to express an opinion that you
do say -- you say that you have -- is an indication that you believe
we would be better served. I think that's a clear inference from what
you're saying.

COMEY: I appreciate that, Senator.
COMEY: If I could, I'd like not to offer that.
KOHL: To me, you have expressed that opinion. I mean, without
having expressed it, you expressed it.
Mr. Comey, when you testified in the House a few weeks ago, you
were asked about the U.S. attorney for the Eastern District of
Wisconsin, Steve Biskupic. At that time, you said that Mr. Biskupic
was, quote, "an absolutely straight guy," unquote.
When you were asked whether you knew that Mr. Biskupic was on a
list for weak performers and potentially slated for dismissal, you
said -- and I quote -- "No, and I think very highly of him."
Having had time to reflect on your testimony, do you have
anything to add to what you said at that time? Do you know why he was
put on a list of weak performers, and why he came off the list?
Did it have anything to do with the prosecution of voter fraud
cases that he was taken off the list, or the prosecution of Georgia
Thompson, an employee of the Democratic governor's administration at
that time?
COMEY: I don't know from firsthand knowledge that he was on a
list. I can't imagine why he would be put on a list (inaudible).
I think very highly of him, as you quoted. I think he is what
you want in a U.S. attorney. And I'm not saying that because he's
tall and skinny...
(LAUGHTER)
... but he is a very solid person, who is as honest as the day is
long, cares passionately about the independence of the Department of
Justice. I know this from talking to him.
So I can't imagine -- I know he's gotten beat on because a case
he prosecuted was reversed in the 7th Circuit Court of Appeals. I
tried to explain to somebody who asked me about that -- not in a
hearing, but a private citizen.
I said, "It happens. And it's not an indictment of the good
faith of the prosecutor, of the district judge who denied a motion for
a directed verdict or the jury that convicted. Sometimes appeals

courts disagree about the inferences to be drawn from the evidence and
reverse a conviction. That doesn't tell you that the prosecutor is a
bad guy. In fact, I know this one, and this is a good guy."
KOHL: Mr. Comey, yesterday's Washington Post reported that White
House and Republican Party concerns regarding voter fraud prosecutions
were the cause of many of the U.S. attorney dismissals. Can you
confirm this?
During the time you served as deputy attorney general were you
aware of concerns from the White House that U.S. attorneys were not
active enough in prosecuting voter fraud cases? Did the White House
exert any effort to encourage the Justice Department to remove U.S.
attorneys whom it believed were not prosecuting voter fraud cases
vigorously enough?
COMEY: I'm not aware of any issue that came to my attention
regarding voter fraud when I was deputy attorney general, complaints
or otherwise.
KOHL: While you served at the Justice Department, were you aware
of any pressure from the White House to bring voter fraud cases?
COMEY: No, sir.
KOHL: Thank you so much.
COMEY: Thank you, Senator.
KOHL: Mr. Chairman, thank you.
SCHUMER: Senator Feingold?
FEINGOLD: Mr. Chairman, first, I want to praise you for your
questioning. It was very long. I hope you don't make it a habit.
But I'll tell you something: I think it was some of the most
important and valuable questioning that I've heard from a senator in
the years that I've been here. And I just want to thank you for your
leadership on this.
Mr. Comey, I want to commend you for your service, for your
courage, for your testimony, some of the most dramatic testimony that
I've heard in 25 years that I've been a legislator. Your courage at
the time and today in defense of the rule of law is truly admirable.

Let me add, your account of Attorney General Ashcroft is the
same.
FEINGOLD: This has been my experience with Mr. Ashcroft, despite
our fundamental differences.
And I have great disagreement with this administration. But
there's a difference in this administration between people like you
and Attorney General Ashcroft, who do fundamentally respect the rule
of law, and many others who have shown some of the most blatant
disrespect for the rule of law I think in American history.
So I think it's only fair that we make these distinctions. And I
know that's not your purpose in being here. But I simply want it
noted in the record that here's somebody that literally stood tall for
the rule of law. And I praise you for it.
I want to highlight one point you alluded to in answer to a
question from Senator Specter.
This reauthorization process and the need for certification from
the attorney general was only an internal control, not a statutory
requirement. I think that that testimony makes it all the more clear
that this committee must pursue this issue, and must be supplied with
the relevant documents.
So, Mr. Comey, are you aware of any documents produced by the
White House Counsel's Office with regard to this program?
COMEY: Not specifically. Yes, not specifically. I don't
remember...
FEINGOLD: You don't recall reviewing any...
COMEY: I don't remember reviewing any from the White House
Counsel's Office that related to this. I mean, it's possible. But I
don't remember it.
FEINGOLD: What about documents from the Office of the Vice
President? Do you know if any such documents exist regarding this
program?
COMEY: I don't, no.
FEINGOLD: Did Mr. Gonzales or Mr. Card indicate -- ever indicate
that they were acting on the direction or the knowledge of the

president when they came to see the attorney general in the hospital?
COMEY: Not that I recall. I don't think so.
FEINGOLD: They never stated that, to your recollection.
COMEY: I don't think so.
FEINGOLD: Did something in particular occur that led to this
issue coming to a head in March of 2004? Why not at an earlier point,
in connection to one of the earlier reauthorizations?
COMEY: It was simply the pace at which the work went on in the
Office of Legal Counsel.
We had a new assistant attorney general as of, I think, October
of 2003. And there were a number of issues that he was looking at.
And this reevaluation, this particular program was among those issues.
And the work got done in the beginning part of 2004. And that's what
brought it to a head with this particular...
FEINGOLD: So it was at this point that the office was able to
get around to these concerns, these legal concerns and these internal
concerns?
COMEY: I think that's right.
Concerns had reached the ears of the new assistant attorney
general. And he undertook an examination -- with my approval and
Attorney General Ashcroft's approval -- of this matter.
FEINGOLD: You made quite a moving farewell address to your
colleagues in the department in August of 2005. In it, you thanked
some of your colleagues for being, quote, "people committed to getting
it right and to doing the right thing, whatever the price," unquote,
and stated that some of those people, quote, "did pay a price for
their commitment to right," unquote.
What were you referring to?
COMEY: I had in mind one particular senior staffer of mine who
had been in the hospital room with me and had been blocked from
promotion, I believed, as a result of this particular matter.
FEINGOLD: And so you were, in fact, referring to this incident
in the hospital and somebody who was there and consequences that

accrued to this person as a result of that?
COMEY: Yes.
FEINGOLD: Is that Mr. Goldsmith?
COMEY: No, it's Mr. Philbin.
FEINGOLD: Thank you, Mr. Chairman.
SCHUMER: Senator Specter wants to make a concluding statement
or...
SPECTER: Well, I just wanted to confirm with you, Mr. Chairman,
that we're not going to have a second round.
SCHUMER: We're not going to have -- I have one question, which
I've showed you, and that's it.
SPECTER: There's a vote scheduled in five minutes, so I'm going
to go to the floor at this point.
And I conclude by thanking you for your service, Mr. Comey. And
I thank you for standing up. That's in the finest tradition of the
Department of Justice and I hope we can reinstate it. Thank you.
COMEY: Thank you, Senator.
SCHUMER: Well said.
Senator Whitehouse?
WHITEHOUSE: Thank the chairman.
Mr. Comey, good morning. It's still morning.
I'd like to ask you -- you are obviously a person who cares very
deeply about the Department of Justice and its institutions. And I
worry about some of the institutional legacy of what we've been
through.
In particular, I'd like to ask you for your thoughts on where the
standards should be of what is proper versus what is improper in the
context of bringing political influence or partisan influence into the
Department of Justice. And while you -- that's, sort of, the framing
part of the question.

More specifically, I've been very concerned at some of the
statements that have come out of the Department of Justice that have
been the department's efforts to define that level of impropriety.
And I'll tell you, it began first with Kyle Sampson who told this
committee that, "The limited category of improper reasons for these
dismissals would include an effort to interfere with or influence the
investigation or prosecution of a particular case for political or
partisan advantage."
And then, not too much later, Attorney General Gonzales came
before us, and in nearly verbatim words, he said that, "It would be
improper to ask for a resignation of any individual in order to
interfere with or influence a particular prosecution for partisan
political gain."
And in the wake of the attorney general's testimony in the House,
the Justice Department issued a statement saying that, "It is clear
that the attorney general" -- again, defining the standard of what's
improper -- "did not ask for the resignation of any individual in
order to interfere with or influence a particular prosecution for
partisan political gain."
WHITEHOUSE: Now, when I read those things I hearken back to the
elements of obstruction of justice, which I recall as being three.
One is the awareness of a particular case. Two is the effort to
influence or interfere with it. And three is that that be done for a
corrupt or improper motive, such as partisan political gain.
Let me ask it to you two ways.
The first way would be, if it became clear to you that somebody
in the department had tried to interfere with or influence a
particular prosecution for partisan political gain, would you consider
that to be the basis for opening -- at least opening an obstruction of
justice investigation?
And if the facts were proven, would that not even be the basis
for a conviction for criminal obstruction of justice?
COMEY: I think it potentially could be, yes -- certainly for
looking at the matter.
WHITEHOUSE: Yes.

And in that context, do you think that is where the bar should be
set for what is improper versus not improper in terms of political
influence coming into the Department of Justice? Is that the right
standard?
COMEY: No. If the standard is whether we're running afoul of
the obstruction of justice statute, I think it's set way too low.
Senator, as you know...
WHITEHOUSE: What should be? You've had the chance to think
about this. You care about this department deeply. You've shown
through what is probably a difficult experience for you that you're
willing to think about these things without bias and really try to get
to the right answer.
How would you phrase where the standard for what is improper
should be in terms of where and when the department should allow
political influence to enter into its deliberations or its conduct?
COMEY: I think that you have to talk about it in two pieces.
One is main Justice and the other is the U.S. attorneys.
And although both of those parts of the institution are led by
political appointees, I think they are -- have to be different in
terms of what political means.
I think it is the job of the Department of Justice to be
responsive to the policy priorities of the president, who's elected
and who has appointed the folks to run the department.
COMEY: But I think it is main Justice's job to see to it that
U.S. attorneys can operate in an environment where there is a little
or no politics -- big P or little p -- at all entering into their
considerations.
I think once they walk through the door and become the U.S.
attorney, although they're politically appointed, they've got to call,
as someone said, balls and strikes without regard to whether the
person in the dock is a Democrat or a Republican or a Green or a who
cares? They have to make the judgment the judgment on the facts.
I think the job of the department is, to the extent that there
are complaints or their political issues, to receive those and figure
out what to do about them without polluting the work of the U.S.
attorney. And that's why I think they're different.

I think the hard thing to define in the abstract is certainly not
obstruction of justice as the standard. I think the department needs
to make its decisions about what to do with political interests or
information by looking at what is the mission of the Department of
Justice.
WHITEHOUSE: And do you agree with me that this standard that
they've been articulating about efforts to interfere with or influence
a particular prosecution for partisan political gain effectively
restate the standard for a criminal obstruction of justice?
COMEY: It sounds like it does. And that's certainly something
that should be avoided at all costs.
But I think it sets the bar a little too low in terms of what the
department's mission is in protecting the historical autonomy of the
entire department, especially the U.S. attorneys.
WHITEHOUSE: Mr. Chairman, my time has expired.
Thank you, Mr. Comey.
SCHUMER: Thank you, Senator Whitehouse.
Mr. Comey, I just want to follow up on one final question. I
showed it to Senator Specter ahead of time because he had to leave.
But he was asking about legality/illegality, within law/not (ph).
The key point here is isn't it the Office of Legal Counsel that makes
a determination about whether something is within the law or not
within the Justice Department?
COMEY: Yes. And its opinions are binding throughout the
executive branch.
SCHUMER: And didn't that office make a decision and advise you
that what was attempting to be done was not within the law?
COMEY: The conclusion was that they could not find an adequate
legal basis for...
SCHUMER: OK. Let's put it that way.
COMEY: Yes.

SCHUMER: So they could not find an adequate legal basis for
doing it that way?
COMEY: Correct.
SCHUMER: And you felt that if they couldn't, you couldn't
preside over the Department of Justice if you were going to be
overruled by the White House to do it anyway.
COMEY: Yes.
SCHUMER: I think that's OK.
Let me conclude, then, by just thanking you. You are a profile
in courage. You are what our government is all about. In this case,
it has nothing to do with Democrat, Republican, liberal, conservative.
It has to do with doing a job well and caring about the rule of law.
And I would say what happened in that hospital room crystallized
Mr. Gonzales' view about the rule of law: that he holds it in minimum
low regard.
And it's hard for me to understand -- I'm going to say something
that you won't say: It's hard to understand after hearing this story
how Attorney General Gonzales could remain as attorney general, how
any president, Democrat, Republican, liberal, conservative, could
allow him to continue.
But I want to thank you for being here. I know it wasn't easy.
I know that if we didn't have the power of subpoena you wouldn't be
here. I know you have a conscience that obviously you've wrestled
with in all this and it's very difficult to be here.
But a profile in courage, by definition, is difficult. And I
think I speak on behalf of almost every American: We thank you for
being here and having the courage to speak the truth.
(APPLAUSE)
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You testified that the Department of Justice (“DoJ”) completed a factual and legal
evaluation of “a particular classified program” in 2004, and this review was conducted
by, among others, the Office of Legal Counsel (“OLC”).
a. When was this review started?
I believe some time in late fall 2003.
b. Why was the review started? Was the review started at the request of any individual
or entity? If so, who or what entity?
I believe it was started at the initiative of Jack Goldsmith and Patrick Philbin.
c. Who participated in the review? Other than OLC, did any other division, section, or
unit at DoJ participate in the review?
Goldsmith and Philbin were the principal participants, as I recall. I believe they
were assisted from time to time by James Baker from the Office of Intelligence
Policy and Review and my chief of staff, Chuck Rosenberg. There may have been
other DOJ lawyers who assisted them.
d. Did any individual or entity from outside DoJ participate in the review? Were there
any individuals from the White House, the Department of Defense (“DoD”), or other
federal agency who participated in the review? If so please identify those individuals
and/or entities?
I believe Goldsmith and Philbin coordinated their effort with lawyers in the
intelligence community.
e. Did the review assess the full duration of the classified program and, if not, what time
frame was reviewed?
The review focused on current operations during late 2003 and early 2004, and the
legal basis for the program.
f. As a result of the review, did any individual or entity at DoJ, or any other agency,
prepare a legal opinion or memorandum related to the classified program, and, if so, who
or what entity prepared the legal opinion or memorandum?
OLC prepared legal memoranda concerning the matter, some of which would have
been drafts. I also prepared at least one memorandum.
g. Were the results of this review shared with the Federal Bureau of Investigation
(“FBI”), and, if so, who at the FBI and when?
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It is my understanding that Goldsmith and Philbin discussed their work with
officials from the General Counsel’s office at the FBI, including the General
Counsel, Valerie Caproni. I discussed the matter privately with FBI Director
Mueller and FBI Deputy Director John Pistole.
h. Other than the White House or individuals at the White House, were the results of
this review shared with any individual, entity, or federal agency outside DoJ, and, if so,
who or what entity and when?
The matter was discussed with lawyers and non-lawyers in the intelligence
community. I am uncomfortable going into more detail in an unclassified setting.
2.

In your testimony, you stated that the views of DoJ related to the classified program were
communicated to the White House prior to the evening of March 10, 2004.
a. How were these views communicated to the White House? Please identify whether
the communications were made orally, in writing, by electronic communication, or other
means; and to whom and when the communications were made. Please identify if any of
the documents responsive to Question 1 above were included in this communication.
The views were communicated orally prior to March 10, 2004, including at a March
9 meeting I attended at the White House. I also believe that Goldsmith and Philbin
had a variety of contacts with officials at the White House in the preceding weeks or
months as the review was conducted. Those contacts may have involved their
sharing written materials, but I am not sure. I recall sending one memorandum to
the White House, after March 10, which I believe attached a memorandum written
by Goldsmith.
b. Without disclosing the substance of the classified program or any legal advice, did
these views include the understanding that the Attorney General, or you as Acting
Attorney General, would not certify the classified program?
Yes.
c. Did you or others at DoJ receive any response to these views from the White House?
If so, please identify whether the responses were made orally, in writing, by electronic
communication, or other means; and to whom and when was the response was made.
I directly received oral responses during discussions at the White House on March
9, 2004. I know there were a variety of discussions in early 2004 in which I did not
participate but that involved Jack Goldsmith and Patrick Philbin.
d. Did the response include any legal opinion or memorandum from the White House,
or any other federal agency related to the classified program? If so, please identify what
individual(s) or entities prepared and reviewed the legal opinion or memorandum.
I am not aware of any other such memorandum or legal opinion prior to March 10,
2004. Some time shortly after March 10, I received a memorandum from White
House Counsel Gonzales.
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3.

You testified that after you arrived at the George Washington Hospital in Washington,
D.C., on the evening of March 10, 2004, White House Counsel Alberto Gonzales and
White House Chief of Staff Andrew Card came to Attorney General John Ashcroft’s
hospital room and spoke to him relating to the authorization of a classified program.
a. Did any individual(s) come with Mr. Gonzales or Mr. Card to the hospital, and if so,
who? Were those individuals present for the conversation between Mr. Ashcroft and Mr.
Gonzales?
I do not know with whom Mr. Gonzales and Mr. Card arrived; only the two of them
entered the room.
b. Upon arriving in the hospital room, did Mr. Gonzales say anything to you, either
before or after his conversation with Mr. Ashcroft, and if so, what did he say?
He did not speak to me at any time.
c. Did Mr. Card speak to Mr. Ashcroft or you in the hospital room and if so, what did
he say?
Mr. Card did not speak to me. I believe he said, “Be well,” to Attorney General
Ashcroft as he turned to depart.
d. To your knowledge, did Mr. Gonzales or Mr. Card consult with Mr. Ashcroft’s
physician or any medical staff prior to entering the hospital room?
Not to my knowledge.
e. In your presence, did Mr. Gonzales or Mr. Card ask Mr. Ashcroft questions to elicit
his state of mind and/or medical condition prior to discussing their request for
authorization of the classified program?
I believe Mr. Gonzales began the conversation by asking, “How are you General?”
to which the Attorney General replied, “Not well.”
f. To your knowledge, did Mr. Gonzales or Mr. Card take any steps to ensure that facts
related to the classified program were not disclosed to individuals without proper
clearances or an actual need to know who were present in the hospital room?
Not to my knowledge.

4.

In your testimony, you stated that FBI Director Robert Mueller also arrived at the George
Washington Hospital that night.
a. To your knowledge, did Mr. Mueller have any conversation with Mr. Gonzales or
Mr. Card at the hospital that night? If so, what was that conversation?
Not to my knowledge.
b. In your testimony, you indicated that Mr. Mueller had a “memorable” exchange with
Mr. Ashcroft after Mr. Gonzales and Mr. Card left. Please describe that exchange.
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It was a private conversation in which Mr. Mueller expressed his admiration for the
Attorney General’s conduct that evening.
5.

You testified that the President met with you privately, and then, at your urging, he also
met with Mr. Mueller privately, on the morning of March 12, 2004 following your daily
counter-terrorism briefing. After these discussions, you stated that the President
indicated to Mr. Mueller that you were now authorized to make changes to the classified
program in response to the Department of Justice’s views.
a. Following your meetings, did the President direct you or Mr. Mueller to discontinue
or suspend any portion of classified program immediately until the appropriate changes
were made to bring it into legal compliance?
No.
b. How long did the classified program continue without legal certification from DoJ?
I don’t recall exactly, but believe it was approximately several weeks.

6.

You testified that you discussed DoJ’s views on the classified program with Vice
President Dick Chaney and members of his staff, including his Chief of Staff David
Addington.
a. Where and when did those discussions take place?
March 9, 2004 at the White House.
b. Who else was present for those discussions?
Jack Goldsmith, Patrick Philbin, Vice President Cheney, Mr. Addington, Mr. Card,
Mr. Gonzales, and members of the intelligence community.
c. If those discussions were on or before March 10, 2004, was the Vice President and/or
his staff aware of DoJ’s decision not to certify the classified program? If so, how were
they aware?
Yes. The Vice President was aware of DOJ’s decision to not certify the program,
because I had communicated this orally during a March 9 meeting. That meeting
was a culmination of ongoing dialogue between DOJ and the White House.
d. If those discussions were on or before March 10, 2004, was the Vice President and/or
his staff aware of your intention to resign if the classified program was authorized
without DoJ certification? If so, how were they aware?
No. I had not made a decision to resign yet.
e. To your knowledge, did the Vice President or his staff have any role in the decision
to have Mr. Card and Mr. Gonzales visit Mr. Ashcroft in the hospital? If so, what role
did they have and what is the source for your information?
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I have no knowledge about that.
7.

You testified that Mr. Philbin, who was with you in the hospital, was “blocked from
promotion,” as a result of the position taken by DoJ related to this classified program.
a. Did any individual or individuals from the White House have any input into his
potential promotion at DoJ? If so who, and in relation to what promotion?
Mr. Philbin was considered for principal Deputy Solicitor General after Paul
Clement became Solicitor General. It was my understanding that the Vice
President’s office blocked that appointment.
b. Who was involved in blocking Mr. Philbin’s promotion, and what did they do?
I understood that someone at the White House communicated to Attorney General
Gonzales that the Vice President would oppose the appointment if the Attorney
General pursued the matter. The Attorney General chose not to pursue it.

8.

When did the Administration first conclude that the Authorization for Use of Military
Force (“AUMF”) authorized warrantless electronic surveillance of the type involved in
what the Administration has called the “terrorism surveillance program” or TSP? If you
do not recall a specific date, please provide as close an approximation as is possible.
I don’t think it is appropriate for me to discuss legal advice by the Department of
Justice or any particular classified program.

9.

What legal standard for intercepting communications was the National Security Agency
(“NSA”) applying in its warrentless electronic surveillance program before March 2004?
Was it a “probably cause” standard? What standard was the NSA applying when the
program was first authorized? What standard was applied after March 2004?
I don’t think it is appropriate for me to discuss legal advice by the Department of
Justice or any particular classified program.

10.

Has the warrantless electronic surveillance program always required before authorizing
interception of a communication that at least one party to the communication be located
outside of the United States? If not, approximately when did this become a requirement?
I don’t think it is appropriate for me to discuss legal advice by the Department of
Justice or any particular classified program.

11.

Has the warrantless electronic surveillance program always required before authorizing
interception of a communication that at least one party to the communication be a
member or agent of Al Queda or an affiliate terrorist organization? If not, approximately
when did this become a requirement?
I don’t think it is appropriate for me to discuss legal advice by the Department of
Justice or any particular classified program.
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Written Questions from Senator Charles E. Schumer to James B. Comey
May 15, 2007 Hearing
1.

When the Attorney General testified before the Senate Judiciary Committee
on February 6, 2006, he stated that there was little or no dissent within the
Administration with respect to the program that “the President has
confirmed.”


Was the classified program over which you and others almost
resigned in March 2004 the program that the President confirmed in
early 2006? Was it a variant of the program the President confirmed
in early 2006?

I do not believe I can answer these questions in an unclassified environment.
2.

You testified that in March of 2004, while Attorney General Ashcroft was
hospitalized with pancreatitis, the powers of the Attorney General were
transferred to you.


Please describe the mechanism by which that power was transferred
to you, what documentation was created, what public statements were
made about the transfer, and what communications were had with
White House personnel about the transfer.

David Ayres, the Attorney General’s Chief of Staff, handled the documentation and
notifications to the White House. He would have worked with my Chief of Staff, Chuck
Rosenberg. I do not recall what specific documents were created. There was media
coverage about the fact that I was acting Attorney General and I believe DOJ Public
Affairs made public statements to that effect.

3.

Please identify all the officials at the Department of Justice or elsewhere
whom you have a basis to believe were prepared to resign in March 2004 over
the classified program you alluded to in your testimony.

I believe the following individuals were prepared to resign: Jack Goldsmith,
Patrick Philbin, Chuck Rosenberg, Daniel Levin, James Baker, David Ayres, David
Israelite, Robert Mueller. Although not involved with the matter, I believe a large
portion of my staff would have resigned were I to depart.
4.

You testified that you believed that your former aide, Patrick Philbin, had
been blocked from promotion as a result of his participation in the dispute
over the classified program you alluded to. Specifically, it has been reported
in the press that Mr. Philbin was blocked from taking the position of Principal
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Deputy Solicitor General because of the objections of Vice President Cheney
and his aide, David Addington.


Can you confirm the accuracy of these media accounts? If they are
inaccurate, please identify the particular promotion that was denied
to Mr. Philbin, the individuals who objected, and the circumstances
surrounding Mr. Philbin’s being rejected for the promotion.

I believe they are accurate.
5.

You testified that during the visit to Attorney General Ashcroft’s hospital
room on the evening of March 10, 2004, Mrs. Ashcroft was present when you
first arrived and also later when Messrs. Gonzales and Card arrived.


Did you reveal classified information in Mrs. Ashcroft’s presence?



Did either Mr. Gonzales or Mr. Card reveal classified information in
Mrs. Ashcroft’s presence?

No.

Mr. Card did not. I do not recall whether Mr. Gonzales mentioned any aspects of the
matter that would be considered classified, including the name of the program – which
was itself classified, as I recall – when addressing Mr. Ashcroft.
6.

You testified that in or about March 2004, the Justice Department’s Office of
Legal Counsel determined that it could not certify the legality of the classified
program you alluded to in your testimony.


Did the Office of Legal Counsel or any other office prepare a written
opinion providing the basis for concerns about the legality of the
classified program you alluded to in your testimony? If so, please
identify the approximate date(s) of any such opinion, the author(s),
and the recipients of any such opinion, inside and outside the Justice
Department.

Yes. OLC prepared legal memoranda concerning the matter during early 2004,
some of which would have been drafts. I also prepared at least one memorandum
that I recall. The Department of Justice would be in the best position to supply
dates and information about recipients.

7.

As you may know, Todd Graves has recently said that he was asked to resign
in January of 2006, making him at least the 9th United States Attorney who
was dismissed last year.
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Did you form an opinion of the quality of Mr. Graves’s work when
you were the Deputy Attorney General? If so, what was it?

I had a positive impression of Mr. Graves and believed he was performing well as U.S.
Attorney.


What was John Ashcroft’s opinion of Mr. Graves, if you know?

I believe Attorney General Ashcroft shared my opinion of Mr. Graves, although I
do not recall a specific conversation with Mr. Ashcroft concerning Todd’s
performance.
8.

I know that you are familiar with the highest-ranking career official at the
Justice Department, David Margolis. He has testified that in November of
2006, Kyle Sampson read him a list of several names of U.S. Attorneys who
would be asked to resign. In response, Mr. Margolis made clear that so long
as people were being dismissed, there were two U.S. Attorneys who were very
poor performers who deserved to be fired. One, he said, was Kevin Ryan,
who by many accounts had management and other issues in the Northern
District of California. The other U.S. Attorney, whom Mr. Margolis did not
identify, was not dismissed and continues to serve as a U.S. Attorney today.


What do you make of the fact that the same people who decided to fire
Dan Bogden of Nevada for no apparent reason also refused to heed
Mr. Margolis’s advice with respect to this other U.S. Attorney?

I don’t know what to make of it. Mr. Margolis is a wise person with
significant experience in personnel matters, whose advice is always
worthy of serious consideration.

9.

You are the Department official who decided – after I called for it – to appoint
a Special Prosecutor in the Valerie Plame affair. After John Ashcroft recused
himself from the issue, you appointed your former colleague, Patrick
Fitzgerald. And you performed the delegation of duties to Mr. Fitzgerald with
respect to the Plame investigation.


If Mr. Fitzgerald were fired as U.S. Attorney, would he have been able
to continue as Special Prosecutor under your delegation of authority?

I don’t believe so because he was appointed in his capacity as United States
Attorney.
10.

You testified before the House a few weeks ago that you had a 15-minute
conversation with Mr. Sampson on February 28, 2005 – shortly after Alberto
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Gonzales took over as Attorney General. You testified that you discussed two
things. One was a conversation about who you thought were the weakest U.S.
Attorneys. You were never asked about the second topic.


What was the second subject? Please provide details of that portion
of your conversation with Mr. Sampson.

This conversation occurred shortly after Attorney General Gonzales’s confirmation.
Mr. Sampson explained to me a vision for the operation of the Attorney General’s office
and the Office of the Deputy Attorney General that would involve operating those
respective staffs as essentially one staff. My understanding was that this vision would
entail the Deputy Attorney General and staff acting in much closer coordination with
the Attorney General and his staff. I responded that I believed it was very valuable to
the Attorney General and the Department for the Deputy Attorney General to act as a
separate office and that I did not support this vision.
I thought such an arrangement risked elimination of the separate vetting and advice
function of the DAG and his or her staff. There is great value in having that office –
called ODAG -- available to make decisions that need not reach the Attorney General
or to review and advise on matters headed to the Attorney General for decision. The
risk inherent in combining the staffs is that the separate review and advice function is
lost, which would not be in the interest of the Attorney General or the Department.
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Questions for the Record for James Comey (Senator Feingold)
1.
In testimony before the House and Senate Judiciary Committees in 2006,
Attorney General Gonzales stated that that there were not any serious
disagreements between you and others within the Administration relating to the
NSA wiretapping program confirmed by the President. After your testimony last
week, Senators Schumer, Kennedy, Durbin and I sent a letter to the Attorney
General asking if he wished to revise that testimony. The Attorney General
responded that his testimony was accurate. (See attached letter and response.)
a. Based on your knowledge of what transpired within the Administration
when you were Deputy Attorney General, do you agree with the Attorney General
that his testimony in 2006 “was and remains accurate”?
I do not believe I can answer that question in an unclassified environment.
b. Was his testimony misleading?
I do not believe I can answer that question in an unclassified environment.
2.
The Attorney General has stated repeatedly that although he did not
personally look into the rationales behind why each attorney should be fired, he
approved the list of U.S. Attorneys to be fired because he believed the list
reflected a consensus judgment of the “senior leadership of the department.” For
example, on Thursday, April 19, 2007, he testified:
“What I understood was that the recommendations reflected the
consensus judgment of the senior leadership of the department and
that, therefore, the senior leadership had lost confidence in these
individuals and thus the department had lost confidence. . . I
understood that the senior leadership, that the recommendation made
to me reflected the consensus view of the senior leadership of the
department, of individuals who would know better than I about the
qualifications of these individuals.”
This testimony suggests that there was a serious and deliberative process that
yielded these judgments, yet virtually every senior DOJ official who has testified
in our investigation has disavowed any significant or active involvement in
selecting which individuals should be fired. For example, Mr. Sampson, the
Attorney General’s former chief of staff, suggested that you played a role in
selecting the attorneys for firing, but you testified to the House on May 3, 2007,
that you were “not aware that there was any kind of process going on or that my
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very brief conversation with Mr. Sampson was part of some process to figure out a
group of U.S. attorneys to fire.”
Deputy Attorney General Paul McNulty, Principal Associate Deputy Attorney
General William Moschella, Associate Deputy Attorney General David Margolis,
Acting Associate Attorney General William Mercer, Former Director of the
Executive Office of U.S. Attorneys Michael Battle, the Chief of Staff to Mr.
McNulty, Michael Elston, and Counselor to the Attorney General Matt Friedrich
have all reported little to no involvement in personally recommending individual
attorneys for this list. Mr. Sampson has characterized his function as merely
aggregating the recommendations of others and then passing those
recommendations on to the Attorney General and has denied that any of the
individuals were on the list because he personally wanted them there.
a. If this had actually been a legitimate and serious process, who would
have been consulted for their opinions on this matter? Which positions at
DOJ are held by people who you think can speak with authority on the
performance of specific U.S. Attorneys?
An evaluation of the performance of U.S. Attorneys should involve, at a
minimum, the Deputy Attorney General and members of his staff who
interacted with the U.S. Attorneys and officials at the Executive Office
for U.S. Attorneys who deal regularly with, and inspect, the U.S.
Attorneys.
b. If this had actually been a legitimate and serious process, what records
would you expect would have been created for the Attorney General and
the Deputy Attorney General to document it?
I have never been involved in such a review process so I do not know
what types of documents would be created. In my opinion, the EARS
evaluations should be a critical part of any review process, either for
an individual U.S. Attorney or for a broader group review.
c. Other than the officials mentioned above, can you think of any other
“senior Department officials” who the Committee should ask if they
were involved in determining which U.S. Attorneys should be fired?
No.
d. If, in fact, the senior leadership of the department was not involved in
generating the names of individuals to be fired, who should the Committee
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look to in order to understand why the specific fired U.S. Attorneys—other
than Mr. Ryan from San Francisco—were singled out?
I do not know.
3.
You testified in the House that Kyle Sampson met with you for about 15
minutes on February 28, 2005, and asked you who the weakest U.S. Attorneys
were. You gave him several names. You testified that of those names, only Kevin
Ryan ended up on the list to be fired. You did not mention any of the other fired
U.S. Attorneys and in fact, you testified that you had and have quite favorable
opinions of many of them. Just two days after your meeting with him, on March
2, Mr. Sampson sent a preliminary chart reflecting his assessment of all 93 U.S.
Attorneys to Harriet Miers in the White House. That list shows Kevin Ryan as a
strong U.S. Attorney and lists Margaret Chiara, Bud Cummins, and Carol Lam as
U.S. Attorneys to consider removing.
a. If this were a legitimate and serious process, where senior officials of the
Department were being consulted, and Mr. Sampson had received
information suggesting that Chiara, Cummins, and Lam should be removed
for legitimate reasons, would you have expected him to have specifically
asked your opinion about these U.S. Attorneys when he met with you two
days before?
Yes.
b. If the information Mr. Sampson obtained about Kevin Ryan was so
different than your assessment, shouldn’t he have discussed that with you
as well?
Yes.
4.
In an unfortunately prescient section of your farewell address to
Department of Justice employees on August 2005, you discussed the fact that the
good work that DOJ accomplishes is made possible by “a reservoir of trust and
credibility” that the public has for the Department. You also noted that “the
problem with reservoirs is that it takes tremendous time and effort to fill them, but
one hole in a dam can drain them. The protection of that reservoir requires
vigilance, an unerring commitment to truth, and a recognition that the actions of
one may affect the priceless gift that benefits all.”
a. Is the matter of the fired U.S. Attorneys an example of such a hole in
that dam, one that affects the trust and credibility of the Department and has
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implications far beyond the lives and reputations of the individual U.S.
Attorneys?
Yes. The entire affair has harmed the Department and its reputation.
b. What should be done, in your view, to repair the credibility of the
Department and the American people’s trust in it? In particular, what steps
should be taken internally by the Department of Justice or by the
Administration as a whole?
Time and distance, and the everyday good work of the Department’s
thousands of trustworthy and honest people all over the country, will
help to repair the harm. We should remember that this is a
Department that survived – and even thrived – following the
Watergate era. As painful as this time is, the great and positive
institutional inertia of the organization – composed of people who love
doing good for a living – will be its salvation.
c. Are there things that we in Congress should do either to help restore
DOJ’s reputation or to prevent this sort of thing from happening in the
future?
It would be a good thing if Congress shone a light on the good work
being done by the men and women of the Department all over the
country. There is much good out there that gets too little attention.
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I am not certain about our intersection with the group at the
University of North Texas, and I would have to get back to you on
that. Quite clearly, the developments we have had in DNA over the
last number of years have transformed in some sense the criminal
justice system—giving us positive identifications of individuals,
whether it be persons who were subsequently successfully prosecuted, but also missing persons.
As the use of DNA grows, we are short of resources, we are backlogged. And whether it be for the missing persons database or to
more effectively and efficiently process requests for DNA examinations, it is something where we are going to need substantial resources in the future. My belief is the Federal system we have that
integrates the State systems is working overall very well.
Mr. CHABOT. Thank you very much.
I think my time has expired, Mr. Chairman. Thank you.
Mr. CONYERS. Thank you.
I would be pleased to recognize the indefatigable gentlelady from
Houston, Texas, Sheila Jackson Lee.
Ms. JACKSON LEE. Welcome to Mr. Mueller.
Thank you very much, Mr. Chairman. Let me thank you for creating a very important—or expanding on the very important role
of this Committee, and that is oversight.
And we welcome you, Mr. Mueller. I know that we have visited
before and you have missed some times. We hope you are well.
Thank you for that.
I have three questions. My time is very, very short. And I think
in the spirit of oversight, we have some very, very important questions to focus on that address a line of questioning that we have
addressed over the past couple of weeks.
It is March 10 when General Ashcroft was in the hospital and
you got a call from Jim Comey, concerned about a meeting that Mr.
Gonzales was going to have with the chief of staff of the White
House.
And it seems as if you would dispatch your FBI detail so that
Mr. Comey would not be evicted from the room with General
Ashcroft. And I might say that all of us were wishing him well at
that time—certainly expressed our concern.
But he was going there, General Gonzales, to talk about the TSP,
warrantless wiretapping. And it is a concern, so that we can get
the record straight about what happened. And Mr. Comey was—as
he arrived, he expressed a number of concerns about what this
meeting was going to be about.
So my question to you, first of all, did you ever speak with either
Mr. Gonzales or Mr. Card while they were at the hospital?
Mr. MUELLER. No, ma’am.
Ms. JACKSON LEE. And if you did not do that, did any of your
agents speak to those individuals?
Mr. MUELLER. I don’t believe so. I arrived at the hospital after
Mr. Gonzales and Mr. Card had left.
Ms. JACKSON LEE. The discussion—and I don’t know if you did
arrive—did you have an opportunity to talk to General Ashcroft or
did he discuss what was discussed in the meeting with Attorney
General Gonzales and the chief of staff?
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Mr. MUELLER. I did have a brief discussion with Attorney General Ashcroft.
Ms. JACKSON LEE. Pardon? I am sorry?
Mr. MUELLER. I did have a brief discussion with Attorney General Ashcroft after I arrived.
Ms. JACKSON LEE. And did he indicate the details of the conversation?
Mr. MUELLER. I prefer not to get into conversations that I had
with the Attorney General. At the time I—again, he was entitled
to expect that our conversations——
Ms. JACKSON LEE. And I respect that. Could I just say, did you
have an understanding that the discussion was on TSP?
Mr. MUELLER. I had an understanding the discussion was on an
NSA program, yes.
Ms. JACKSON LEE. I guess we use TSP; we use warrantless wiretapping. So would I be comfortable in saying that those were the
items that were part of the discussion?
Mr. MUELLER. The discussion was on a national—an NSA program that has been much discussed, yes.
Ms. JACKSON LEE. Well, I appreciate that.
And do you then later remember what might have occurred? We
know that there was a meeting back at the White House that
night. Again, all of us were interested. It was raising debate in the
United States Congress. Do you remember what happened at the
meeting at the White House that night?
Mr. MUELLER. I was not present at the White House that night.
Ms. JACKSON LEE. And would you have any recollection, or asked
for recollection through staff, whether TSP was discussed?
Mr. MUELLER. Well, I was not present at the meeting that Mr.
Comey testified to having later that night at the White House. I
do believe it related to a national security program—or a national
NSA program, I should say.
Ms. JACKSON LEE. And let me just be clear, because I am saying
this to you. Is it your understanding that General Gonzales was at
the hospital and visited then-former General Ashcroft along with
the chief of staff, Andy Card? Is it your understanding that they
did have a meeting?
Mr. MUELLER. Yes.
Ms. JACKSON LEE. And so as we listen to General Gonzales’s testimony, I believe under oath, regarding that, his statement, if I
might just indicate that, in a question posed to him—and if it was
about the TSP you are dissembling to this Committee—now, was
it about TSP or not, the discussion on the 10th?
I think this says the 8th; I think the transcript is incorrect. This
was a question posed by Senator Schumer.
The answer was, the disagreement on the 10th was ‘‘about other
intelligence activities.’’ The question, specifically, was, was it about
TSP or not? And the answer was ‘‘about other intelligence activities.’’
It appears, from our discussion here today, that the discussion
was certainly more focused than what General Gonzales has offered to the United States—in your recollection?
Mr. MUELLER. I am sorry. Is that a question, ma’am?
Ms. JACKSON LEE. Yes, it is.
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Mr. MUELLER. I really can’t comment on what Judge Gonzales
was thinking or saying. I can tell you what I understood at the
time.
Ms. JACKSON LEE. I think we appreciate your recollection. And
I will just follow up—just to finish, Mr. Chairman, if I may—to say
that, General, I had a series of questions about hate crimes and
about that watch list.
I would only say to you, on the watch list, there are many people
hurting, as my colleague said, while others may be going free.
I would like to get a report back on the watch list, because I will
speak for the Texas Medical Center. And researchers and scientists
are on that list—and it is very destructive—among others.
My last point is, Mr. Chairman, is that we like your priorities
on terrorism, but, if I may just show this, we have no action on
hate crimes and racial violence. That is where you are in the investigation of those.
And so I would appreciate a quick answer or a letter back on
why we are so low. And I would welcome the letter, if the Chairman does not indulge me at this point.
Mr. MUELLER. Well, if I may comment on that last point, the addressing of hate crimes, the addressing of civil rights abuse is our
number-two priority. But I would look at that figure in terms of
what it represents in actual investigations we have undertaken.
Because, for a substantial period of time, we would open cases
to report that which has happened in a particular community, as
opposed to a thorough investigation.
And I will absolutely get back to you. But I do not believe that
those statistics reflect what we have done in terms of hate crimes
of civil rights abuses.
Ms. JACKSON LEE. I thank you very much.
Mr. Chairman, I want to pursue in the Committee——
Mr. CONYERS. The gentlelady’s time——
Ms. JACKSON LEE [continuing]. The conflicting testimony of General Gonzales.
Mr. CONYERS [continuing]. Has expired.
Ms. JACKSON LEE. Thank you very much. I yield back.
Mr. CONYERS. I would like to recommend that there will be questions coming to the Director from Members, that he will be able to
respond to.
I am pleased now to recognize Dan Lungren, the distinguished
gentleman from California.
Mr. LUNGREN. Thank you very much, Mr. Chairman.
Mr. Mueller, let me try and go back to the FISA warrants, versus
the NSLs, just so we make sure that the record is correct. Because
you said you can get more in FISA warrants than you can get in
NSL, leading to the suggestion that you don’t need NSLs because
you have FISA warrants.
But as I understand your testimony, you use the NSLs in some
ways in preparation to be able to get a FISA warrant, because the
NSLs gives you non-content material. And you may not have the
basis to go after the more extensive information, absent that which
you would get through the NSL.
Is that correct?
Mr. MUELLER. Correct.
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We have a task force, MS-13 task force, with a number of participants from various agencies that address this across not only the
different State borders within the United States but
transnationally. Approximately a year ago, there were some 600
MS-13 individuals who were arrested not only in the United States,
but in El Salvador and Guatemala, Mexico, I think it may have
been Dominican Republic, Honduras in a coordinated takedown.
With a gang such as this that crosses borders, it is a function of
globalization, a different type of globalization which requires us to
work cooperatively and build allegiances and alliances with our
counterparts overseas, if we are to effectively address what I would
call a scourge of gang activity.
As I mentioned—I would finish by saying that we have been
somewhat successful recently in a joint task force operating out of
Los Angeles to address violent crime with MS-13 and the 18 street
gangs there.
Mr. FORBES. And if I could follow up on that—and I know you
did have that success. You mentioned it earlier. How important are
the joint task force capabilities to be able to pull down the gang
networks that you are seeing, especially the national connectivity
that we are beginning to see with MS-13?
Mr. MUELLER. My belief is task forces are tremendously important. And that it is tremendously important that State and local
law enforcement authorities be funded to support task forces.
The funding constraints on State and local law enforcement have
been somewhat substantial over the last years. We ask them to
participate in joint terrorism task forces, to join with us in addressing the threat of terrorism. They ask us to participate with them
to address what is most on their mind, which often is violent crime
and, quite often, violent crime at the hands of gangs.
And the funding for both us, as well as State and local law enforcement, to address this must be provided, if we are to make a
dent in violent crime activity, violent gang activity in the United
States.
Mr. FORBES. And the last question—you may, if you don’t have
this statistic with you, just get back to us with it. Do you have any
idea about the percentage of members of, let us say MS-13, because
that is in the news lately, might be here illegally?
Mr. MUELLER. I do not. I would have to get back to you. But it
is fairly—well, I would really have to get back to you on that. I
don’t want to——
Mr. FORBES. We have had testimony that it could be between 60
percent and 80 percent. But if you could just see what your statistics and get back.
Mr. MUELLER. Will do.
Mr. FORBES. Thank you, Mr. Director.
And, Mr. Chairman, I yield back.
Mr. CONYERS. Thank you very much, Mr. Forbes.
The Chair is pleased to recognize the gentleman from Tennessee,
Mr. Steve Cohen.
Mr. COHEN. Thank you, Mr. Chairman.
I know we have gone over, two or three times, this fact that General Ashcroft was in the hospital. But I am curious. Mr. Comey
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said that he called you, and you called your agents and said that
Mr. Comey was not to be removed from the room.
Why did you feel that there might be an attempt to remove him
from the room?
Mr. MUELLER. It was based on my conversation with Mr. Comey,
in which he indicated he had a concern that he would not be participating in discussions in which he felt he should be participating
as the Acting Attorney General.
Mr. COHEN. And were there FBI agents at the room protecting
General Ashcroft?
Mr. MUELLER. Yes. He had a detail of FBI agents throughout his
tenure.
Mr. COHEN. All right. And so, he was concerned that Mr. Card
and Mr. Gonzales, or Judge Gonzales, were not going to include
him in the conversation. Is that correct?
Mr. MUELLER. All I can tell you is what I learned from him.
Mr. COHEN. So he believed that.
Mr. MUELLER. Yes.
Mr. COHEN. Why did you rush there?
Mr. MUELLER. He requested that I be there to determine what
went on. You would have to ask Mr. Comey why he had me there.
I did go at his request. He was the Attorney General at the time.
Mr. COHEN. So you went there, and when you were there, he said
at one point that you had a brief and memorable conversation—a
brief, memorable exchange with the Attorney General. How memorable was that?
Mr. MUELLER. I had a conversation with him. I couldn’t recite to
you word for word what that conversation was. I do remember him
being there.
Mr. COHEN. Just a memorable conversation——
Mr. MUELLER. It was a conversation, yes.
Mr. COHEN. What was the gist of it, sir?
Mr. MUELLER. I guess it covered very generally what had happened the moments before.
Mr. COHEN. And what had happened the moments before?
Mr. MUELLER. Well, again, I resist getting into the conversations,
the specifics of conversations I had, because I do think the Attorney
General then, the Attorney General now, and others are entitled to
keep those conversations between themselves.
Mr. COHEN. They may be entitled to, but are you entitled to?
And he is no longer the Attorney General, so at this point, he is
not the Attorney General. I am asking you to tell us what the conversation was. I don’t think there is a privilege.
Mr. MUELLER. Excuse me just 1 second.
Mr. COHEN. Sidebar.
Mr. MUELLER. The discussion was that there had been a prior
discussion about an NSA program and that the Attorney General
deferred to Mr. Comey as the person to make whatever decision
was to be made.
Mr. COHEN. He had confidence in Mr. Comey, I take it.
Mr. MUELLER. Yes.
Mr. COHEN. Okay. At some point or another, I think you told
maybe Mr. Watt that you felt that there were problems with some
of the operations there, the wiretaps.
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Mr. MUELLER. At a point in time, in conversations with Mr.
Comey, I had understood that the Department of Justice had some
concerns about the legality of an NSA program. That affected the
FBI in the sense that we received pieces of information from the
NSA.
My purpose was to determine that whatever we did as the Bureau in handling that was done according to the directive and the
appropriate directive of the Department of Justice.
So my concern was to assure that whatever activity we undertook as a result of the information we received was done appropriately and legally. At some point in time, he expressed concern
about the legality of it.
Mr. COHEN. And because of that concern, at some point did you
express to Mr. Watt, I believe that was correct, earlier, that you
considered resignation?
Mr. MUELLER. I don’t believe I expressed that. I did not dispute
what Mr. Comey had said. But, again, in this area, I would say
that I should not get into the conversations I had with individuals.
Mr. COHEN. Well, this wouldn’t be a conversation. I go back to
Mr. Comey’s testimony to the Senate—was about resignations. And
Mr. Schumer asked, ‘‘Was one of those people that might have resigned the Director?’’ And he said, ‘‘I believe so. You would have
to ask him, but I believe so.’’
So I am not asking you about a conversation with Mr. Comey,
I am asking you, was he correct? Or better yet, just were you that
person?
Mr. MUELLER. I was that person to whom he refers, yes.
Mr. COHEN. And were you considering resigning? You don’t have
to relay the conversation, this is just your own mind——
Mr. MUELLER. Understand why I cannot say that I do not dispute what Mr. Comey says, because Mr. Comey says ask Mr.
Mueller. I will tell you that I don’t believe that it is appropriate
of me to get into conversations that I have had with principals on
that issue.
Mr. COHEN. And I don’t want a conversation. I want what is in
your psyche. Did you consider it yourself? That is not a conversation, that is a state of mind.
Mr. MUELLER. Well, to the extent that I followed through on the
state of mind, then it is a conversation. Again, I would resist getting into that conversation.
Mr. COHEN. My time is almost up. If I could have 30 more seconds, Mr. Chairman? And I would just like to ask this.
You made a comment about some task forces doing a great job
in reducing crime in New York and Los Angeles. I am from Memphis. We have a serious crime problem there. Is there any plan to
have any task forces there, street task forces, or additional personnel to help us with our crime problem?
Mr. MUELLER. I am quite confident we have at least one, if not
more, safe streets task forces in Tennessee, in particularly in Memphis. And I will get back to you on that.
Mr. COHEN. No matter how many it is, I want one more. [Laughter.]
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Mr. MUELLER. I would have to go look, but I do not believe that
to be the case at all.
Mr. GOHMERT. All right, thank you.
And I do appreciate the Chairman’s flexibility.
And, Mr. Mueller, I do thank you for coming up here and visiting
with you. I think this helps us to have a better relationship. Thank
you.
Mr. MUELLER. Thank you, sir.
Mr. CONYERS. The Chair recognizes yet another prosecutor, the
gentleman from Alabama, Mr. Artur Davis.
Mr. DAVIS. Thank you, Chairman Conyers.
Mr. Mueller, I didn’t know that my friend from Texas was going
to be the first witness to beat you up today. That is news to those
of us on this side.
Let me, in the time that I have, go back to something that we
have obviously talked about a lot today, and it is the circumstances
around the March 10 visit from the Attorney General to thenWhite House counsel Gonzales’ office to Mr. Ashcroft, then the Attorney General.
And I will preface it by saying that I know you feel that we have
plowed over this ground a lot today. We are doing it for an obvious
reason. There have been serious questions raised about whether
the current Attorney General was candid and truthful in his testimony at the United States Senate. And I know that you, if you had
an opinion of that, would not venture it to us.
But it is important and we have some obligation to try to elucidate facts around as much as we can. So in that spirit, let me try
to fill in some of gaps that some of my colleagues may have left
today.
What did you understand John Ashcroft’s condition to be on
March 10, 2004?
Mr. MUELLER. He had gone through a difficult operation and was
being closely monitored in the hospital.
Mr. DAVIS. Had you been in touch with him in the interim between March 10 and his operation?
Mr. MUELLER. No. The operation preceding March 10?
Mr. DAVIS. Yes, that is right. That is right.
Mr. MUELLER. No, I had not. I had not.
Mr. DAVIS. Did you understand him to be in a condition to receive visitors on these serious matters?
Mr. MUELLER. I did not, no.
Mr. DAVIS. Had you felt anything was pressing enough for you
to get in touch with him during that timeframe?
Mr. MUELLER. No.
Mr. DAVIS. Were you surprised when you received the phone call
from Mr. Comey indicating that there was going to be this visit to
Mr. Ashcroft by Mr. Gonzales and Mr. Card?
Mr. MUELLER. It was out of the ordinary.
Mr. DAVIS. And was one of the reasons it was out of the ordinary
because you didn’t understand Mr. Ashcroft to be in a condition to
receive visitors on serious matters?
Mr. MUELLER. No. It was a request from Mr. Comey that was out
of the ordinary.
Mr. DAVIS. What was out of the ordinary?
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Mr. MUELLER. To be requested to come to the hospital at that
particular time, early in the evening.
Mr. DAVIS. And I think you have testified, or there has been testimony from Mr. Comey, that he asked you to have a conversation
with FBI agents and to instruct them not to remove him from the
room. Is that essentially accurate testimony on Mr. Comey’s part?
Mr. MUELLER. I have no dispute with Mr. Comey as in that regard. My own recollection is somewhat uninformed.
Mr. DAVIS. Well, that certainly strikes me as unusual. You are
the FBI Director. A senior official calls you and says, ‘‘Make sure
that I am not evicted from the room,’’ and I am sure that must
have struck you as being an unusual request, didn’t it?
Mr. MUELLER. Yes.
Mr. DAVIS. Did you take notes and memorialize your conversation with Mr. Comey, at that point?
Mr. MUELLER. No, at that point, I did not.
Mr. DAVIS. At some point, did you memorialize your conversations regarding this visit with Mr. Comey?
Mr. MUELLER. I may have, yes.
Mr. DAVIS. Do you still have those notes?
Mr. MUELLER. Yes.
Mr. DAVIS. And are they available to the Committee if the Committee was to ask for them?
Mr. MUELLER. I would have to get back to you on that.
Mr. DAVIS. Can you think of a reason or a privilege that would
prevent the Committee from receiving these notes?
Mr. MUELLER. Deliberative, but I would have to get back to you
on that.
Mr. DAVIS. Well, but as we sit here, can you think of any privilege that would preclude the Committee?
Mr. MUELLER. Deliberative. Deliberative.
Mr. DAVIS. Okay. That is your answer.
Let me move forward. I think you have indicated that you did
not encounter Mr. Gonzales or Mr. Card at the hospital. Is that
right?
Mr. MUELLER. Correct.
Mr. DAVIS. But you did speak with Mr. Ashcroft after the conversation that he had with Mr. Card and Mr. Gonzales. Is that
right?
Mr. MUELLER. I did.
Mr. DAVIS. Did you make any notes regarding your conversation
with Mr. Ashcroft?
Mr. MUELLER. Yes.
Mr. DAVIS. And do you still have those notes in your possession?
Mr. MUELLER. Yes.
Mr. DAVIS. Can you think of any reason why those notes should
not be disclosed to the Committee?
Mr. MUELLER. The same response that I gave before in response
to your earlier question, deliberative.
Mr. DAVIS. Now—this is an important question—tell me why you
decided to make notes of your conversation with Mr. Ashcroft?
Mr. MUELLER. It was out of the ordinary.
Mr. DAVIS. What was out of the ordinary, Mr. Mueller?
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Mr. MUELLER. Being asked to go to the hospital and be present
at that time.
Mr. DAVIS. Did you share those notes with anyone in the Administration?
Mr. MUELLER. No.
Mr. DAVIS. Who have you shared them with prior to today?
Mr. MUELLER. My counsel.
Mr. DAVIS. Counsel——
Mr. MUELLER. Office of General Counsel.
Mr. DAVIS. Okay. Is that the only individual, Office of General
Counsel?
Mr. MUELLER. Yes. Well, there may have been persons in my immediate staff, but——
Mr. DAVIS. Have you made any other notes or memorandum regarding the March 10 visit that you have characterized as unusual?
Mr. MUELLER. No.
Mr. DAVIS. Do you know if any notes or memorandum were made
regarding the visit itself? I understand you didn’t make them as
you weren’t there, but regarding the visit by Mr. Card and Mr.
Gonzales to Mr. Ashcroft, do you know if there was any notetaker
present.
Mr. MUELLER. I do not know.
Mr. DAVIS. I am sorry. Did you finish your answer? I am sorry.
Mr. MUELLER. I was going to anticipate your next question is I
have not seen any such notes.
Mr. DAVIS. Okay, and——
Mr. CONYERS. I hate to tell the gentleman this, but with two
other Members and the vote on, we are now really——
Mr. DAVIS. If you would just indulge me 10 seconds, Mr. Chairman, I would ask the Committee to take note of Mr. Mueller’s very
candid statement to us that he does have notes regarding this very
important conversation, and I would ask the Senate to certainly be
aware of it.
And I would certainly ask this Committee and our colleagues in
the Senate to make a formal inquiry to obtain those thanks
Thank you for being candid, Mr. Mueller.
Mr. CONYERS. Thank you very much.
The Chair recognizes the gentlelady from Florida, Debbie
Wasserman Schultz.
Ms. WASSERMAN SCHULTZ. Thank you, Mr. Chairman.
Director Mueller, I am going to change the subject and ask some
questions related to the Internet and the ICAC task forces.
As you know, the Internet has facilitated an explosion of child
exploitation. And Department of Justice officials testified before the
Energy and Commerce Committee in the last Congress that there
are hundreds of thousands of individuals trafficking in child pornography in the United States.
Everyone that I have talked to—from Mark Lunsford in Florida
who is Jessica Lunsford’s father, Marc Klaas, Polly Klaas’s father
in California and a number of other parents who have formed the
Surviving Parents Coalition, to the National Coalition to Protect
Children—everyone tells me that this problem is only getting worse
and not better.
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TUESDAY, MAY 1, 2007

SEN. ROCKEFELLER: This hearing has begun, and I welcome all of our
testifiers. And other members of the committee will be coming in. I know
some of the caucuses just broke up.
The Select Committee on Intelligence meets today in open session,
something we don't ought to do, to consider whether the scope and application
regarding the Surveillance Act needs to changed to reflect the evolving needs
for the timely collection of foreign intelligence. An extraordinarily
complicated subject, this is. At the committee's request, the administration
has undertaken a comprehensive review of the Foreign Intelligence
Surveillance Act, commonly referred to as FISA. Out of this review, the
administration proposed -- it believes would modernize the laws governing the
way in which we gather foreign intelligence with the use of electronic
surveillance.
Consideration of the administration's proposal and alternatives will
be rooted in the Intelligence Committee's 30-year experience with our
nation's long and delicate effort to strike that elusive right balance
between effective intelligence collection for our national security and the
constitutional rights and privacy interests of Americans.
The Intelligence Committee's existence came out of the work of the
Church Committee and others in the mid-'70s to bring to light abuses in the
electronic surveillance of Americans. One of the committee's first tasks was
to work with the Senate Judiciary Committee and with the Ford and Carter
administrations from 1976 to 1978 to enact the Foreign Intelligence
Surveillance Act. As we take a fresh look at the current law, we will again
be working with our colleagues in the Senate Judiciary Committee.
FISA involves both the judicial process on the one hand and the
collection of intelligence. Our committee's contribution to this process

1

will be our ability to assess the relationship between the public realm of
legislative reforms and the classified realm of intelligence collection. By
necessity, much of the committee's assessment must occur in a classified
setting; yet most of what we do, in contrast to the Judiciary Committee, will
occur in closed session, I believe it is important to hold our hearing today
in open session.
The purpose of today's hearing is to enable the administration to
explain to the Senate and to the American people as openly as possible the
reasons why public law on these vital matters should be changed.
I would like to make a few observations about the administration's
legislative proposal before us.
One part of the administration's bill proposes to terminate
controversies now in litigation in various courts arising from the
warrantless surveillance program that the president has labeled "the
Terrorist Surveillance Program." It would bar any lawsuit against any person
for the alleged provision to any element of the intelligence community's
information or assistance for any alleged communications intelligence
activity.
Under the administration's proposal, this immunity provision would
be limited to alleged assistance from September 11th, 2001, to 90 days after
enactment of any change in the law, were there to be one. We will carefully
examine this immunity process and proposal and possible alternatives to it -it is not without controversy -- as we
will all sections of the
administration bill. But I do believe that the administration is going to
have to do its part, too.
The vice chairman and I have stressed to the administration
repeatedly that the committee must receive complete information about the
president's surveillance program in order to consider legislation in this
area. This is a matter of common sense -- cannot legislate in the blind.
have made some progress towards that end, but there are key pieces of
requested information that the committee needs and has not yet received.

We

These include the president's authorizations for the program, and
the Department of Justice's opinion on the legality of the program. My
request for these documents is over a year in length, and Vice Chairman Bond
and I restated the importance of receiving these documents in our March
letter, that in fact called this hearing. The administration's delay in
providing these basic documents is incomprehensible, I think, inexcusable,
and serves only to hamper the committee's ability to consider the liability
of the Defense proposal before it -- inadequate information.
Congress is being asked to enact legislation that brings to end
lawsuits that allege violations of the rights of Americans. In considering
that request, it is essential that the committee know whether all involved,
government officials and anyone else, relied on sound, legal conclusions of
the government's highest law officer. The opinions of the attorney general
are not just private advice. They are an authoritative statement of law
within the executive branch.
From our government's beginning in 1789 until 1982, there had been
43 published volumes of opinions of attorney generals. Since then there have
been 24 published volumes of the opinions of DOJ's Office of Legal Counsel.
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From time to time, of necessity, a few will be classified. While those
cannot be published, they can and should be provided to the congressional
intelligence committees. We're in the classified business too, and we stick
to it. There is simply no excuse for not providing to this committee all of
the legal opinions on the president's program.
The administration's proposal to modernize FISA, if enacted, would
be the most significant change to the statute since its enactment in 1978.
It will be our duty to carefully scrutinize these proposed changes and ask
many questions. And let me identify three.
First, from the beginning, FISA has required the approval of the
FISA Court for the conduct of electronic surveillance done by wiretapping,
quote, "in," end quote, the United States of America of communications,
quote, "to or from," end quote, a person in the United States. The Judiciary
Committee explained in its 1977 report to the Senate that this covers the
wiretapping in the United States of the international communications of
persons in the United States. The administration would eliminate that
requirement from the definition of electronic surveillance. An important
question is whether that change
will give the attorney general authority,
without a court warrant, to wiretap in the United States international
communications that are to or from a person in the United States, most of
whom will be United States citizens.
If so, what are the reasons for changing the judgment of the
Congress in 1978 that a FISA order should be required for such wiretapping in
the United States? How will that protect the private interests of U.S.
citizens and permanent residents in their international communications?
Second, the administration proposal would expand the power of the
attorney general to order the assistance of private parties, without first
obtaining a judicial FISA warrant that is based on the probable cause
requirements in the present law. A limited form of judicial review will be
available after those orders are issues. Although there are exceptions, our
American legal tradition does not generally give our attorney general the
power to give such orders. Instead, it gives the attorney general the power
to go to the courts and ask for such orders. If the administration's
proposal necessarily -- I mean, is it necessary, period? And does it take a
step further down a path that we will regret as a nation?
Thirdly, the attorney general announced in January that the
administration had replaced the president's surveillance program with the
orders of the FISA court. While many of my colleagues believe that the
president's program should have been placed under court review and
authorization much earlier, it was nonetheless good news. The question that
we must now ask is whether just months after that important development, any
part of the administration's bill will enable the president to resume
warrantless collection with this legislation as the statutory basis for so
doing.
Before turning to the vice chairman for his opening statement, I
make a concluding remark or so. The administration proposal was submitted to
us by the director of National Intelligence, director Mike McConnell, who
will take the lead in presenting it to us today. The leadership of the DNI in
this matter is a positive example of reform at work, and we welcome it.
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General Keith Alexander, the director of the National Security
Agency, is representing the National Security Agency here today. The NSA,
people should know, has a limited ability to speak for itself in public, but
we can, the rest of us, and so I'd like to share this thought with my
colleagues and with the American public.
NSA does not make the rules. It has no wish to do so. Congress
sets policy for the NSA in law, and the president issues directives that the
NSA must follow. Every American should have confidence, as we do from our
close observation of this important truth, that the ranks of the NSA are
filled with dedicated and honorable people who are committed to protecting
this nation while scrupulously following the laws and procedures designed to
protect the rights and liberties of Americans.
Also on our panel is Keith Wainstein, the assistant attorney general
for national security. He is the first to hold that newly created position.
He has that for the first time. In our preparation for our hearing and other
matters in recent months, we have been aided enormously by key personnel in
his division as well as the Office of Legal Counsel.
Finally, the main purpose of today's hearing is to give the
administration a chance to place on the public record its proposal for change
in public law. We also have invited interested members of the public,
particularly individuals or organizations who have assisted the Congress from
time to time with their views on FISA matters, to submit statements for our
record about these legislative proposals.
I now turn to our distinguished vice chairman, Senator Bond.
SEN. CHRISTOPHER BOND (R-MO): Thank you very much, Mr. Chairman. I
join with you in welcoming the panelists and to say how gratifying it is to
see the intelligence community coming together working in a much more
collaborative mood, an attitude that is very helpful.
We wish only that we could have the legislative structure that would
facilitate such a cooperative working, and I join with you, having visited
NSA, in paying the highest respect and regards to the work of the people at
the NSA.
Since September 11th, we've fought a myriad of enemies united in
their ideological hatred of America -- agile, widespread, technologically
advanced. To prevail against them, our intelligence community needs tools
that are flexible and can meet changing threats and circumstances. The
purpose of today's hearing is to discuss whether the current statute provides
enough flexibility, and if not, how do we update it.
Before I address serious aspects of the administration's proposal,
let me share some concerns about holding this particular hearing in a public
setting before this committee covers this issue behind closed doors.
The issue of FISA Modernization has come to the fore because of the
very unfortunate public disclosure of the president's highly classified
Terrorist Surveillance Program. Our committee has been engaged in the
oversight of the president's program since its inception, and now every
member of this committee, as I think they should, and an increased number of
staff are read into the program, and we appreciate the clearance that has
been expanded.
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But as I've said before, the early warning system that is now under
FISA is essential to defeating our enemies who are determined to inflict
grave harm upon our citizens and upon the infrastructure of this nation. I
believe that having an open hearing before a closed hearing is not advisable,
and I've given the chairman recommendations in this regard.
Other committees, like the Senate Judiciary Committee, have already
considered aspects of this issue in open session because they were looking at
it from a judicial point of view. Those members were not read in, for the
most part, to the president's program. Our committee looks at the issue from
an intelligence and operational point of view, and are members therefore are
read into the program.
There are several key reasons why I believe that proceeding first in
open session is inadvisable. First, this is an area where there is a very
fine line between what is classified, sensitive or just shouldn't be
highlighted in public.
Second, we've put witnesses before us in a bad position when they
may be unable to respond to our question because the best responses are
classified, including the best reasons to justify the new legislation they
are proposing.
Third, although members of this committee will go to a closed
session and likely be satisfied with classified answers, the public may be
left with the false impression that either the witnesses are not forthcoming
or not fully answering our questions or even have good arguments. Worse yet,
and with this topic in particular, if one of us were to make an honest
mistake in wandering into sensitive territory, we could risk public exposure
of vital intelligence collection methods that would significantly harm our
intelligence capabilities.
Please don't understand (sic) me, Mr. Chairman. I have confidence
in our membership. However, I believe one of the reasons our committee was
created was to explore sensitive areas of national intelligence, to hash them
out behind closed doors and to determine the best way to discuss them
publicly, and then proceed with the public statements and report of -- on
them responsibly to the Senate with unclassified legislation.
And as the chairman said, I believe that it is very important that
there be a public discussion, and I agree with the chairman that that is a
significant element. But I am troubled by proceeding first in public with a
very sensitive national intelligence matter. I think we could serve our
constituents and our national interests and the witnesses before us,
ourselves and the American people if we had first proceeded in closed
session. But that issue has been resolved.
I would caution, however, that all of us, members and witnesses,
will have to be especially diligent to ensure that questions and responses do
not reveal any classified or sensitive information. And we all share that
responsibility. And I would encourage the witnesses that we understand
you're not trying to be less than forthcoming if you reserve answers to a
later closed session.
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Turning now to the subject at hand, to examine the FISA statute, the
administration has offered some important suggestions. And I expect that our
witnesses will tell us why the changes are necessary and answer questions.
For instance, the administration proposed to update the definition
for the term "electronic surveillance" that will make it technology-neutral,
unlike the current definition, which makes distinctions between wire, radio
and other communications. The administration proposal would modify the time
period for emergency authorizations from 72 to 168 hours, to ease the strain
on vital resources within the Department of Justice and the FBI.
A long-overdue change is to update the FISA definition of the term
"contents" to make it consistent with the definition used by the FISA pen
register provision and the criminal wiretap statute. It simply makes no
sense to have two different definitions for the same term in the same
statute.
An important -- another important improvement is to streamline FISA
applications and orders. This streamlining would be consistent
with one
of the recommendations this committee's staff audit made on the FISA project
in 2005.
In summary, these are just some of the important issues we're going
to discuss today. And we must remember that change simply for change's sake
is not the goal. Ensuring the collection capabilities of our intelligence
community now and in the future should be the goal.
As we learned from the events of September 11th, what we do here
will have lasting effects not just on our intelligence sources and methods,
but on our country's security.
Mr. Chairman, I'm sure that all of us look forward to a full and
frank discussion about FISA modernization, the administration's proposal, and
the impact on our sources and methods. Our witnesses have considerable
experience and credibility in matters of national security and intelligence,
and I look forward to hearing their opinions.
I do understand the public interest in this subject, and I'll have
some questions for the administration during open session. However, as any
full discussion will involve classified intelligence sources and methods, I
would urge all my colleagues to exercise extra care in their questions and
comments this afternoon.
With that, Mr. Chairman, I thank you for holding the hearing, and I
look forward to hearing from our witnesses.
SEN. ROCKEFELLER: Thank you. I appreciate your comments very much,
and I join you in always the concern of crossing the line. I do think it's
important, however, that assuming that we can discipline ourselves not to
cross the line, which I fully believe, I certainly know that you all can, and
I certainly think that we can, that having this put before the American
public in broad terms is useful, and then we go after it in a more vigorous
way in closed session.
Having said that, Director McConnell, please proceed.
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MR. MIKE McCONNELL: Good afternoon, Chairman Rockefeller, Vice
Chairman Bond, members of the committee. Thank you for inviting us to come
today to engage with the Congress on legislation that will modernize the
Foreign Intelligence Surveillance Act, as you mentioned, FISA -- I'll refer
to it as FISA from this point on -- which was passed in 1978.
In response to your guidance from last year on the need to revise
FISA, the administration has worked for over the past year, with many of you
and your staff experts, to craft the proposed legislative draft. It will
help our intelligence professionals, if passed, protect the nation by
preventing terrorist acts inside the United States.
Since 1978, FISA has
served as the foundation to conduct electronic surveillance of foreign powers
or agents of foreign powers inside the United States. We are here today to
share with you the criticality -- critical important role that FISA plays in
protecting the nation's security, and how I believe the proposed legislation
will improve that role, while continuing to protect the civil and the privacy
rights of all Americans.
The proposed legislation to amend FISA has four key characteristics.
First, it makes the statute technology-neutral. It seeks to bring FISA up to
date with the changes in communications technology that have taken place
since 1978. Second, it seeks to restore FISA to its original focus on
protecting the privacy interests of persons inside the United States. Third,
it enhances the government's authority to secure assistance by private
entities, which is vital for the intelligence community to be successful.
And fourth, it makes changes that will streamline FISA administrative
processes so that the intelligence community can use FISA as a tool to gather
foreign intelligence information more quickly and more effectively.
The four critical questions, four critical questions that we must
address in collection against foreign powers or agents of foreign powers are
the following. First, who is the target of the communications? Second,
where is the target located? Third, how do we intercept the communications?
And fourth, where do we intercept the communications? Where we intercept the
communications has become a very important part of the determination that
must be considered in updating FISA.
As the committee is aware, I've spent the majority of my
professional life in or serving the intelligence community. In that
capacity, I've been both a collector of information and a consumer of
intelligence information. I had the honor of serving as the director of the
National Security Agency from 1992 to 1996. In that position, I was fully
aware of how FISA serves a critical function enabling the collection of
foreign intelligence information.
In my first 10 weeks on the job as the new director of National
Intelligence, I immediately can see the results of FISA-authorized collection
activity. The threats faced by our nation, as I have previously testified to
this committee, are very complex and there are very many. I cannot overstate
how instrumental FISA has been in helping the intelligence community protect
the nation from terrorist attacks since September 11th, 2001.
Some of the specifics that support my testimony, as has been
mentioned, cannot be discussed in open session. This is because certain
information about our capabilities could cause us to lose the capability if
known to the terrorists. I look forward to elaborating further on aspects of
the issues in a closed session that is scheduled to follow.
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I can, however, make the following summary-level comment about the
current FISA legislation. Since the law was drafted in a period preceding
today's global information technology transformation and does not address
today's global systems in today's terms, the intelligence community is
significantly burdened in capturing overseas communications of foreign
terrorists planning to conduct attacks inside the United States.
Let me repeat that for emphasis. We are significantly burdened in
capturing overseas communications of foreign terrorists planning to conduct
attacks inside the United States. We must make the requested changes to
protect our citizens and the nation.
In today's threat environment, the
FISA legislation is not agile enough to handle the community's and the
country's intelligence needs. Enacted nearly 30 years ago, it has not kept
pace with 21st century developments in communications technology. As a
result, FISA frequently requires judicial authorization to collect the
communications of non-U.S. -- that is, foreign -- persons located outside the
United States.
Let me repeat again for emphasis. As a result, today's FISA
requires judicial authorization to collect communications of non-U.S. persons
-- i.e., foreigners -- located outside the United States. This clogs the FISA
process with matters that have little to do with protecting civil liberties
or privacy of persons in the United States. Modernizing FISA would greatly
improve that process and relieve the massive amounts of analytic resources
currently being used to craft FISA applications.
FISA was enacted before cell phones, before e-mail and before the
internet was a tool used by hundreds of millions of people worldwide every
day.
There are two kinds of communications. It's important to just
recapture the fact, two kinds of communications: wire and wireless. It's
either on a wire -- could be a copper wire, a fiber wire -- it's on a wire or
it's wireless, meaning it's transmitted through the atmosphere.
When the law was passed in 1978, almost all local calls were on a
wire. Almost all local calls, meaning in the United States, were on a wire,
and almost all long-haul communications were in the air, were known as
wireless communications. Therefore, FISA in 1978 was written to distinguish
between collection on a wire and collection out of the air or against
wireless.
Now in the age of modern communications today, the situation is
completely reversed. It's completely reversed. Most long-haul
communications -- think overseas -- are on a wire -- think fiberoptic pipe.
And local calls are in the air. Think of using your cell phone for mobile
communications.
Communications technology has evolved in ways that have had
unforeseen consequences under FISA, passed in 1978. Technological changes
have brought within FISA's scope communications that we believe the 1978
Congress did not intend to be covered. In short, communications currently
fall under FISA that were originally excluded from the act. And that is
foreign-to-foreign communications by parties located overseas.
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The solution is to make FISA technology-neutral. Just as the
Congress in 1978 could not anticipate today's technology, we cannot know what
technology may bring in the next thirty years. Our job is to make the
country as safe as possible by providing the highest quality intelligence
available. There is no reason to tie the nation's security to a snapshot of
outdated technology.
Additionally, FISA places a premium on the location of the
collection. Legislators in 1978 could not have been expected to predict an
integrated global communications grid that makes geography an increasingly
irrelevant factor. Today, a single communication can transit the world even
if the two people communicating are only located a few miles apart. And yet
simply because our law has not
kept pace with technology, communications
intended to be excluded from FISA are in fact included. There is no real
consequence -- this has real consequence on the intelligence community
working to protect the nation.
Today intelligence agencies may apply, with the approval of the
attorney general and the certification of other high level officials, for
court orders to collect foreign intelligence information under FISA. Under
the existing FISA statute, the intelligence community is often required to
make a showing of probable cause.
Frequently, although not always, that person's communications are
with another foreign person overseas. In such cases, the statutory
requirement is to obtain a court order, based on a showing of probable cause,
that slows, and in some cases prevents altogether, the government's effort to
conduct surveillance of communications it believes are significant to
national security, such as a terrorist coordinating attacks against the
nation located overseas.
This is a point worth emphasizing, because I think many Americans would be
surprised at what the current law requires. To state the case plainly: when
seeking to monitor foreign persons suspected of involvement in terrorist
activity who are physically located in foreign countries, the intelligence
community is required under today's FISA to obtain a court order to conduct
surveillance. We find ourselves in a position, because of the language in
the 1978 FISA statute, simply -- we have not kept pace with the revolution in
communications technology that allows the flexibility we need.
As stated earlier, this committee and the American people should
know that the information we are seeking is foreign intelligence information.
Specifically, this includes information relating to the capabilities,
intentions and activities of foreign powers or agents of foreign powers,
including information on international terrorist activities. FISA was
intended to permit the surveillance of foreign intelligence targets while
providing appropriate protection through court supervision to U.S. citizens
and other persons located inside the United States.
Debates concerning the extent of the president's constitutional
powers were heated in the mid-'70s, as indeed they are today. We believe
that the judgment of the Congress at that time was that the FISA regime of
court supervision was focused on situations where Fourth Amendment interests
of persons in the United States were implicated. Nothing -- and I would
repeat -- nothing in the proposed legislation changes this basic premise in
the law.
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Additionally, this proposed legislation does not change the law or
procedures governing how NSA or any other government agency treats
information concerning U.S. or United States persons. For example, during
the course of normal business under current law, NSA will sometimes -- and I
repeat -- sometimes encounter information to, from or about a U.S. person;
yet this fact does not in itself cause FISA to apply to NSA's overseas
surveillance activities.
Instead, at all times, NSA applies procedures approved by the
attorney general to minimize the acquisition, retention and dissemination of
information concerning U.S. persons. These procedures have worked well for
decades to ensure constitutional reasonableness of NSA's surveillance
activities.
They eliminate from intelligence reports incidentally acquired
information concerning U.S. persons that does not constitute foreign
intelligence.
The information is not targeted, stored, retained or used by
the intelligence community.
Some observers may be concerned about reverse targeting. This could
occur when a target of electronic surveillance is really a person inside the
United States who is in communication with the nominal foreign intelligence
target overseas. In such cases, if the real target is in the United States,
the intelligence community would and should be required to seek approval from
the FISA Court in order undertake such electronic surveillance.
It is vitally important, as the proposed legislation reflects, that
the government retain a means to secure the assistance of communications
providers. As director of NSA, a private-sector consultant both to
government and to industry, and as now the director of National Intelligence,
I understand that it is in our interest and our job to provide the necessary
support. To do that, we frequently need the sustained assistance of those
outside the government to accomplish our mission.
Presently, FISA establishes a mechanism for obtaining a court order
directing a communications carrier to assist the government to exercise
electronic surveillance that is subject to court approval under FISA.
However, the current FISA does not provide a comparable mechanism with
respect to authorized communications intelligence activity. I'm
differentiating between electronic surveillance and communications
intelligence. The new legislative proposal would fill these gaps by
providing the government with means to obtain the aid of a court to ensure
private-sector cooperation with lawful intelligence activities and ensure
protection of the private sector.
This is a critical provision that works in concert with the proposed
change to the definition of "electronic surveillance." It is crucial that
the government retain the ability to ensure private- sector cooperation with
the activities that are "electronic surveillance" under the current FISA but
that would no longer be if the definition were changed. It is equally
critical that private entities that are alleged to have assisted the
intelligence community in preventing future attacks on the United States be
insulated from liability for doing so. The draft FISA modernization proposal
contains a provision that would accomplish this objective. When discussing
whether significant changes to FISA are appropriate, it is useful to consider
FISA's long history. Indeed, the catalysts of FISA's enactment were abuses
of electronic surveillance that were brought to light in the mid-'70s.
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The revelations of the Church and Pike committees resulted in new
rules for United States intelligence agencies, rules meant to inhibit abuses
while providing and protecting and allowing our intelligence capabilities to
protect the nation.
I want to emphasize to this committee and to the American public
that none of these changes, none of those being proposed, are intended to nor
will they have the effect of disrupting the foundation of credibility and
legitimacy of the FISA court, as established in 1978. Indeed, we will
continue to conduct our foreign intelligence collection activities under
robust oversight that arose out of the 1978 Church-Pike investigations and
the enactment of the original FISA act.
Following the adoption of FISA, a wide-ranging new oversight
structure was built into U.S. law. A series of laws and executive office
orders established oversight procedures and substantive limitations on
intelligence activities, appropriately so.
After FISA, this committee and its House counterpart were created.
Oversight mechanisms were established within the Department of Justice and
with each intelligence agency, including a system of inspectors general.
More recently, additional protections have been implemented community-wide.
The Privacy and Civil Liberties Oversight Board was established by
the Intelligence Reform and Terrorism Prevention Act of 2004. This board
advises the president and other senior executive branch officials to ensure
that concerns with respect to privacy and civil liberties are appropriately
considered in the implementation of all laws, regulations and executive
branch policies related to efforts to protect the nation against terrorism.
Unlike in the 1970s, the intelligence community today operates with
detailed, constitutionally-based, substantive and procedural limits under the
watchful eyes of this Congress, numerous institutions within the executive
branch and, through FISA, the judiciary.
The Judicial Joint Inquiry Commission into Intelligence Activities
Before and After the Terrorist Attacks of September 11, 2001, recognized that
there were systematic problems with FISA implementation. For example, the
commission noted that "there were gaps in NSA's coverage of foreign
communications and in FBI's coverage of domestic communications."
As a
result of these and other reviews of the FISA process, the Department of
Justice and the intelligence community have continually sought ways to
improve. The proposed changes to FISA address the problems noted by that
commission.
Mr. Chairman, we understand that amending FISA is a major proposal.
We must get it right. This proposal is being made thoughtfully and after
extensive coordination for over a year. But for this work to succeed, this
must be -- there must be bipartisan support for bringing FISA into the 21st
century.
Over the course of the last year, those working on this proposal
have appeared at hearings before Congress, and have consulted with
congressional staff regarding provisions of this bill. This consultation
will continue. We look to the Congress to partner in protecting the nation.
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I ask for your support in modernizing FISA so that we may continue to serve
the nation for years to come.
As I stated before this committee in my confirmation hearing earlier
this year, the first responsibility of intelligence is to achieve
understanding and to provide warning. As the new head of the nation's
intelligence community, it is not only my desire but my duty to encourage
changes to policies and procedures and, where needed, legislation to improve
our ability to provide warning of terrorist activity and other threats to the
nation. I look forward to answering the committee's questions regarding this
important proposal to bring FISA into the 21st century.
SEN. ROCKEFELLER: Thank you, Mr. Director.
informative, and we appreciate it.

That was forthright and

Mr. Wainstein.
MR. KENNETH WAINSTEIN: Thank you. Chairman Rockefeller, Vice
Chairman Bond and members of the committee, I want to thank you for this
opportunity to testify about our proposal to modernize FISA. My colleagues
and I have been working closely with this committee and your staff on this
and several other FISA-related issues. And I want to express my appreciation
on the part of all of us up here for your cooperative approach on these
complicated and very important matters.
While the proposal before you today contains a number of important
and needed improvements to the FISA process, I'd like to focus my opening
statement on laying out the merits of one particular
improvement that
we're advocating, which is our proposal to revise the definition of
electronic surveillance in the FISA statute. To do that I'll begin with a
brief discussion of Congress's intent when it drafted FISA almost 30 years
ago. I'll then address the sweeping changes in telecommunications technology
that have caused the statute to deviate from its original purpose, so that it
now covers many intelligence activities that Congress intended not to cover.
I will discuss how this unintended consequence has impaired our
intelligence capabilities, and I'll urge you to modernize FISA to bring it
back in line with its original purpose.
In enacting FISA back in 1978, Congress established a regime of
judicial review and approval, and applied that regime to the government's
foreign intelligence surveillance activities. But Congress applied that
regime not as to all such activities, but only as to those that most
substantially implicated the privacy interests of people in the United
States. In defining the scope of the statute, Congress was sensitive to the
importance of striking an appropriate balance between the protection of
privacy on one hand and the collection of critical foreign intelligence
information on the other. Congress struck that balance by designing a process
that focused primarily on intelligence collection activities within the
United States, where privacy interests are the most pronounced, and not on
intelligence collection activities outside the United States, where
cognizable privacy interests are minimal or non-existent.
Congress gave effect to this purpose through its careful definition
of the statutory term "electronic surveillance," which is the term that
identifies those collection activities that fall within the scope of the
statute, and by implication, those that fall outside of it. Congress
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established this dichotomy by defining electronic surveillance by reference
to the manner of the communication under surveillance, by distinguishing
between wire communications, which, as the director said, were primarily the
local and domestic traffic in 1978, and radio communications, which were
primarily the international traffic of that era. Based on the communications
reality of that time, that dichotomy more or less accomplished the
congressional purpose of distinguishing between domestic communications which
fell within FISA, and communications targeted at persons overseas which did
not.
That reality has changed, however. It has changed with the enormous
changes in communications technology over the past 30 years. With the
development of new communications over cellular telephones, the Internet, and
other technologies that Congress did not anticipate and could not have
anticipated back in 1978, the foreign domestic dichotomy that Congress built
into the statute has broken down. As a result of that, FISA now covers a
wide range of foreign activities that it did not cover back in 1978, and as a
result of that, the executive branch and the FISA Court are now required to
spend a substantial share of their resources every year to apply for and
process court orders for surveillance activities against terror suspects and
terrorist associates who are located overseas -- resources that would be far
better spent protecting the privacy interests of persons here in the United
States.
We believe this problem needs to be fixed, and we submit that we can
best fix it by restoring FISA to its original purpose. And to do that, we
propose redefining the term "electronic surveillance" in a technology-neutral
manner. Rather than focusing, as FISA does today, on how a communication
travels or where it is intercepted, we should define FISA's scope by who is
the subject of the surveillance, which really is the critical issue for civil
liberties purposes. If the surveillance is directed at a person in the
United States, FISA generally should apply. If the surveillance is directed
at a person outside the United States, it should not.
This would be a simple change, but it would be a critically
important one. It would refocus FISA's primary protections right where they
belong, which is on persons within the United States.
It would realign FISA and our FISA Court practice with the core
purpose of the statute, which is the protection of the privacy interests of
Americans inside America. And it would provide the men and women of the
intelligence community with the legal clarity and the operational agility
that we need to surveil potential terrorists who are overseas. Such a change
would be a very significant step forward both for our national security and
for our civil liberties.
I want to thank you, all the members of the committee, for your
willingness to consider this legislative proposal as well as the other
proposals in the package that we submitted to Congress, and I stand ready to
answer any questions that you might have.
Thank you.
SEN. ROCKEFELLER:

Thank you, sir, very much.

We appreciate that.

And as I understand it, Director McConnell, all the other members of
the panel are available also to answer questions.
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MR. McCONNELL:

Yes, sir, that's correct.

SEN. ROCKEFELLER: If I might start, the administration's proposed
change to FISA would exempt any international communications in and out of
the United States from requiring the review and approval of a FISA judge
before the surveillance took place unless a U.S. person was the specific
target of the surveillance. In other words, phone calls between foreign
targets and Americans located in the U.S. could be intercepted without regard
to whether a probable cause standard was demonstrated to the court. This
change in law, if enacted, would increase the number of communications
involving U.S. persons being intercepted without a court warrant, which would
be -- and that would be at unprecedented levels.
So my question, in a sense, is a little bit like what Mr. Wainstein
was talking about; that if you're targeting a foreign person -- and I stay
within bounds here, but if you're targeting a foreign person, you're also at
the same time picking up a United States citizen. You're not just sort of
picking up one and not the other. So I'm not sure how that protects the
United States citizen, number one. I need to know that.
Secondly, what private safeguards are there in the administration's
bill for the communications of Americans who are not
a target but whose
communications would be otherwise legally intercepted under a bill, which is
sort of the same question that I just asked. If the court does not play a
role in reviewing the appropriateness of surveillance that may ensnare the
international phone calls of Americans, who -- under the administration's
proposal -- would oversee those exempt communications to ensure that U.S.
persons were not being targeted?
MR. McCONNELL:

Sir, I have to --

SEN. ROCKEFELLER:

Who watches?

MR. McCONNELL: Let me be careful in how I frame my answer, because
I will quickly get into sources and methods that we would not desire those
plotting against us, terrorists, to understand or know about.
But in the lead to your statement, where you said a person inside
the United States calling out, in all cases that would be subject to a FISA
authorization. In the context of intelligence, it would be a foreign power
or an agent of foreign power, calling out.
Now, if a known terrorist called in and we're targeting the known
terrorist, and someone answers the telephone in the United States, we have to
deal with that information.
SEN. ROCKEFELLER: And I understand that and don't disagree with
that, in fact support that. But my question is, in the process of carrying
that out, properly, because you're -- you have reason to believe, so to speak
-- nevertheless the U.S. citizen is being recorded and is a part of the
record. And therefore is that person's privacy targeted or not, even if that
person is not the purpose of the action?
MR. McCONNELL: The key is "target" and would not be a target of
something we were attempting to do. And since FISA was enacted in 1978,
we've had the situation to deal with on a regular basis.
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Recall in my statement I said in those days most overseas
communications were wireless. Americans can be using that overseas
communications. So as a matter of due course, if you're targeting something
foreign, you could inadvertently intercept an American.
The procedures that were established following FISA in 1978 are
called minimize. There is a(n) established rigorous process -SEN. ROCKEFELLER:
MR. McCONNELL:

I understand.

And so that was how -- that is how you would protect

it.
Let me turn it over to General Alexander, who have a -- more current
than I am on specific detail.
LTG KEITH ALEXANDER: Sir, if I might, if you look at where on the
network you intercept that call, if we were allowed to intercept that
overseas without a warrant, we'd pick up the same call talking to a person in
the U.S. In doing that, we have rules upon which we have to abide to
minimize the U.S. person's data that's handed down to us from the attorney
general. Everyone at NSA is trained on how to do that.
It would apply the same if that were done in the United States under
the changes that we have proposed. So we have today a discrepancy on where
we collect it.
And the second -- as Director McConnell pointed out, the
minimization procedures would be standard throughout the world on how
we do
it. If a U.S. person was intercepted, if it was overseas or in the States,
in both cases we'd minimize it.
SEN. ROCKEFELLER: I will come back to that.
call on the distinguished vice chairman.
SEN. BOND:

My time is up, and I

I thank the distinguished chairman.

And I think that -- Mr. Chairman, that answer is one which we should
fully develop in a closed session, because I think that we're -- we -there's lots more to be said about that. And I think that question would be
-- will be a very interesting one to explore later.
I'd ask Admiral McConnell or General Alexander, without getting in
any classified measures, can you give us some insight maybe, General, or a
specific example how important FISA is to defending ourselves against those
who have vowed to conduct terrorist attacks on us?
MR. McCONNELL: Sir, let me start for a general observation, and I
want to compare when I left and when I came back. And then I'll turn it to
General Alexander for specifics.
The way you've just framed your question -- when I left in 1996,
retired, it was not significant. It was almost insignificant. And today it
is probably THE most significant ability we have to target and be successful
in preventing attacks.
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LTG ALEXANDER: Sir, as Director McConnell said, it is the key on
the war on terrorism. FISA is the key that helps us get there.
Having said that, there's a lot more that we could and should be
doing to help protect and defend the nation.
MR. McCONNELL: Senator, I just might add -- since I'm coming back
to speed and learning the issues and so on -- what I'm amazed with is under
the construct today, the way the definitions have played out and applied
because technology changes, we're actually missing a significant portion of
what we should be gathering.
SEN. BOND: I think probably we want to get into that later, but I
would, I guess, in summary, you would say that this -- you said this is the
most important tool, and the information that you've gained there has allowed
us on a number of occasions to disrupt activities that would be very harmful
abroad and here.
Is that a fair statement?
MR. McCONNELL:

Inside and outside the United States.

SEN. BOND: All right. Mr. Wainstein, the proposal includes a new
definition for an agent of a foreign power who possesses foreign intelligence
information.
Can you give us an example of the type of person this provision is
intended to target, and how that meets the particularity and reasonableness
requirement of the Fourth Amendment?
MR. WAINSTEIN: Thank you, Senator. Speaking within the parameters
of what we can talk about here in open session -- and I think that's a
particular concern in this particular case, where identifying any example
with great particularity could actually really tip off our adversaries.
Let me just sort of keep in general terms, that this new definition
of an agent of foreign power would fill a gap in our coverage right now,
which is that there are situations where a person, a non-U.S. person -- this
is only non-U.S. person -- is here in the United States. That person
possesses significant foreign intelligence information that we would want to
get that could relate to the intent of foreign powers who might want to do us
harm. But because we cannot connect that person to a particular foreign
power -- under the current
formulation of agent of foreign power, we're
not able to go to the FISA Court and get approval, get an order allowing us
to surveil that person.
So, you know, keep in mind, this is a FISA Court order. We'd do
this pursuant to the FISA Court's approval. This is intended to provide that
-- fill that gap, similar to what Congress did when it gave us the lone wolf
provision a couple years ago, allowing us to target some terrorists whom we
could not connect to a particular foreign power.
That's critically important, and I would ask if I could defer to a
closed session -SEN. BOND:

We'll finish that up.
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Another broader question. The recent inspector general's report
detailed too many errors in the FBI's accounting for and issuing national
security letters. As a result, there -- some have suggested that the
national security letter authorities should be changed or limited. What
impact would changing the standard from -- relevance to a higher standard
have on FBI operations, particularly in obtaining FISA surveillance and
search authorities?
MR. WAINSTEIN:
SEN. BOND:
Powell --

Well, the --

Or is that Mr. Powell -- is that Mr. Wainstein or Mr.

MR. BENJAMIN POWELL: I don't know what numbers what would be cut
out if the standard were changed. I think it is important to note -- and
this committee has available to it the classified inspector general report
that goes into great detail of where NSLs have been used in specific cases to
obtain very critical information to enable foreign intelligence
investigations to go forward, so I think if the standard were changed, that
would lead to a real impact on those investigations. But Mr. Wainstein is
closer to those and may want to comment.
MR. WAINSTEIN: I'll just -- I'll echo what Mr. Powell said. And I
believe that the remedy or the way of addressing the failings -- which were
failings; it's been acknowledged as serious failings by the director of the
FBI and the attorney general -- is not to scale back on the authority but to
make sure that that authority is well-applied. And there are many things in
process right now to make sure that'll happen.
SEN. BOND:

Just follow the rules.

Thank you very much, Mr. Chairman.
SEN. ROCKEFELLER:

Thank you, Vice Chairman Bond.

Senator Wyden.
SEN. RON WYDEN (D-OR):

Thank you, Mr. Chairman.

Admiral, I very much appreciated our private conversations and
discussion about how we balance this efforts in terms of fighting terrorism
ferociously and protecting privacy. And what I want to examine with you is,
what's really going to change on the privacy side?
For example, in the debate about national security letters, when
Congress expanded the authority to issue these letters to thousands of
Americans, most of the very same terms were used then that have been used
this afternoon, efforts, for example, such as minimizing the consequences of
the law. But recently the director of the FBI has admitted that there was
widespread abuse of the national security letter authority, that there were
instances when agents claimed emergency powers despite the lack of an actual
emergency.
What is going to change now with this new effort, so that we don't
have administration officials coming, as the attorney general recently did,
to say, made a mistake -- widespread abuse?
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MR. McCONNELL: First of all, the proposal is privacy-neutral. It
doesn't change anything. NSLs are not a part of FISA.
SEN. WYDEN: I understand that. But what concerns me, Admiral, is,
we were told exactly the same thing with national security letters. We asked
the same questions. We were told that there would be efforts to minimize the
consequences. And I want to know, what's going to be different now than when
we were told there wouldn't be abuses in the national security letters?
MR. McCONNELL: Sir, let me separate the two, if I could, to comment
on -- FISA grew out of abuses that occurred in the '70s, as I mentioned in my
opening statement. As a result of that, the hearings that were held by this
body with regard to how we administer it going forward, the intelligence
community was given very strict guidance with regard to the law and the
implementing instructions and so on. There are instructions, and I think if
you check back in time, the signature on the -- the instruction that NSA
lives by still has my name on it. It's called USID (sp) 18.
Now what I'm setting up for you is a community whose job is
surveillance, whose very existence is for surveillance, and that community
was taught daily, regularly, signed a note each year, retrained. And we
focused on it in a way to carry out exactly the specifics of law. Let me
contrast that with the FBI. FBI has a new mission. It's a new focus. And
think of it as the -- in the previous time as, arrest and convict criminals.
Now it's to protect against terrorism, so it's a new culture adopting to a
new set of authorities.
Now they were admitted by the director of FBI and the attorney
general. Mistakes were made and they're cleaning that up. But it was done
in a time when it was different in change, and that culture is evolving to do
it -SEN. WYDEN: So you're saying that those who will handle the new
FISA statute are more expert and will want to inquire in secret session about
that.
Now another section of the bill would grant immunity from liability
to any person who provided support to the warrantless wiretapping program or
similar activities. Would this immunity apply even to those who knowingly
broke the law?
MR. McCONNELL: Of course not, Senator.
anybody who knowingly broke the law.

It would never apply to

SEN. WYDEN: How is the bill going to distinguish between
intentional lawbreakers from unintentional lawbreakers? One of the things
that I've been trying to sort out, and we've -- strange discussion about some
of the classified materials -- is, how are you going to make these
distinctions? I mean, if we find out later that some government official did
knowingly break the law in order to support the warrantless wiretapping
program, could that then be used to grant them immunity? We need some way to
make these distinctions.
MR. McCONNELL: Well, first of all, Senator, you're using the phrase
"warrantless surveillance." Part of the objective in this proposal is to put
all of the surveillance under appropriate authority, to include warrants
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where appropriate. Now if someone has violated the law, and it's a violation
of the law, there could be no immunity.
SEN. WYDEN: In January of this year, Attorney General Gonzales
wrote to the Judiciary Committee and stated that any electronic surveillance
that was being committed as part of the warrantless wiretapping program
would, and I quote, "now be conducted subject to the approval of the Foreign
Intelligence Surveillance Court."
Does this mean that the federal government is now obtaining warrants
before listening to Americans' phone calls?
MR. McCONNELL: Sir, the way you're framing your question, as if the
intent was to listen to Americans' phone calls, that's totally incorrect.
The -SEN. WYDEN:

Well, simply --

MR. McCONNELL: The purpose is to listen to foreign phone calls.
Foreign. Foreign intelligence. That's the purpose of the whole -- think of
the name of the act: Foreign Intelligence Surveillance Act -- not domestic,
not U.S.
SEN. WYDEN:

But is the federal government getting warrants?

MR. McCONNELL:
SEN. WYDEN:
Americans?

For?

Before it's listening to a call that involves

MR. McCONNELL: If there is a U.S. person, meaning foreigner in the
United States, a warrant is required, yes.
SEN. WYDEN: The government is now, then, completely complying with
the warrant requirement?
MR. McCONNELL:
SEN. WYDEN:

That is correct.

Okay.

Thank you, Mr. Chairman.
SEN. ROCKEFELLER:

Thank you, Senator Wyden.

And we now go to Senator Feingold.
SEN. RUSSELL FEINGOLD (D-WI): Thank you very much, Mr. Chairman,
for holding this hearing. And I have a longer statement I'd like to place in
the record. And I'd ask the chairman if I could do that.
SEN. ROCKEFELLER:

Without objection.

SEN. FEINGOLD: I thank the witnesses for testifying today.
Can
each of you assure the American people that there is not -- and this relates
to what -- the subject Senator Wyden was just discussing -- that there is not
and will not be any more surveillance in which the FISA process is side-
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stepped based on arguments that the president has independent authority under
Article II or the authorization of the use of military force?
MR. McCONNELL: Sir, the president's authority under Article II is - are in the Constitution. So if the president chose to exercise Article II
authority, that would be the president's call.
What we're attempting to do here with this legislation is to put the
process under appropriate law so that it's conducted appropriately to do two
things -- protect privacy of Americans on one hand, and conduct foreign
surveillance on the other.
SEN. FEINGOLD: My understanding of your answer to Senator Wyden's
last question was that there is no such activity going on at this point. In
other words, whatever is happening is being done within the context of the
FISA statute.
MR. McCONNELL:

That's correct.

SEN. FEINGOLD: Are there any plans to do any surveillance
independent of the FISA statute relating to this subject?
MR. McCONNELL: None that -- none that we are formulating or
thinking about currently.
But I'd just highlight, Article II is Article II, so in a different
circumstance, I can't speak for the president what he might decide.
SEN. FEINGOLD:
that's all it is.

Well, Mr. Director, Article II is Article II, and

In the past you have spoken eloquently about the need for openness
with the American people about the laws that govern intelligence activity.
Just last summer, you spoke about what you saw as the role of the United
States stating that, quote, "Because of who we are and where we came from and
how we lived by law," unquote, it was necessary to regain, quote, "the moral
high ground."
Can you understand why the American people might question the value
of new statutory authorities when you can't reassure them that you consider
current law to be binding? And here, of course, you sound like you're
disagreeing with my fundamental assumption, which is that Article II does not
allow an independent program outside of the FISA statute, as long as the FISA
statute continues to read as it does now that it is the exclusive authority
for this kind of activity.
MR. McCONNELL: Sir, I made those statements because I believe those
statements with regard to moral high ground, and so on. I live by them.
And what I'm attempting to do today is to explain what it is that is
necessary for us to accomplish to be able to conduct the appropriate
surveillance to make -- to protect the American people, consistent with the
law.
SEN. FEINGOLD:

Let me ask the other two gentlemen.
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General Alexander, on this point with regard to Article II, I've
been told that there are no plans to take warrantless wiretapping in this
context, but I don't feel reassured that that couldn't reemerge.
LTG ALEXANDER:

Well, I agree with the way Director McConnell laid

it out.
I would also point out two things, sir. The program is completely
auditable and transparent to you so that you and the others -- and Senator
Rockefeller, I was remiss in (not) saying to you and Senator Bonn thank you
for statements about NSA. They are truly appreciated.
Sir, that program is auditable and transparent to you so that you as
the oversight can see what we're doing. We need that transparency and we are
collectively moving forward to ensure you get that. And I think that's the
right thing for the country.
But we can't change the Constitution. We're doing right now
everything that Director McConnell said is exactly correct for us to.
SEN. FEINGOLD: Well, here's the problem. If we're going to pass
this statute, whether it's a good idea or a bad idea, it sounds like it won't
be the only basis on which the administration thinks it can operate. So in
other words, if they don't like what we come up with, they can just go back
to Article II. That obviously troubles me.
Mr. Wainstein?
MR. WAINSTEIN: Well, Senator, as the other witnesses have pointed
out, the Article II authority exists independent of this legislation and
independent of the FISA statute. But to answer your question, the
surveillance that was conducted, as the attorney general announced, that was
conducted pursuant to the president's terrorist surveillance program, is now
under FISA Court order.
SEN. FEINGOLD: Another topic. It would be highly irresponsible to
legislate without an understanding of how the FISA Court has interpreted the
existing statute. Mr. Wainstein, will the Department of Justice immediately
provide the committee with all legal interpretations of the FISA statute by
the FISA Court along with the accompanying pleadings?
MR. WAINSTEIN:
of the statute?

I'm sorry, Senator; all FISA Court interpretations

SEN. FEINGOLD: All legal interpretations of the FISA statute by the
FISA Court, along with the accompanying pleadings.
MR. WAINSTEIN:
SEN. FEINGOLD:
activity.

In relation to all FISA Court orders ever -In relation to relevant orders to this statutory

MR. WAINSTEIN: Well, I'll take that request back, Senator. That's
the first time I've heard that particular request, but I'll take it back.
SEN. FEINGOLD: Well, I'm pleased to hear that, because I don't see
how the Congress can begin to amend the FISA statute if it doesn't have a
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complete understanding of how the statute has been interpreted and how it's
being currently used. I don't know how you legislate that way. MR.
WAINSTEIN: Well, I understand, but obviously, every time they issue an
order, that is -- that can be an interpretation of how the FISA statute is -interpretation of the FISA statute. And as you know from the numbers that we
issue, we have a couple thousand FISAs a year. So that would be quite a few
documents.
SEN. FEINGOLD: This is an important matter. If that's the number
of items we need to look at, that's the number we will look at.
Thank you, Mr. Chairman.
SEN. ROCKEFELLER:

Thank you, Senator Feingold.

Senator Nelson.
SEN. BILL NELSON (D-FL): Mr. Chairman, most of my questions I'm
going to save for the closed session, but I would like to ascertain the
administration's state of mind with regard to the current law. In the case
where there is a foreign national in a foreign land calling into the United
States, if you do not know the recipient's nationality and therefore it is
possible it is a U.S. citizen, do you have to, in your interpretation of the
current law, go and get a FISA order?
MR. McCONNELL: No,
country and our objective is
call into the United States,
me double-check that. I may

sir, not if it -- if the target is in a foreign
to collect against the foreign target, and they
currently it would not require a FISA. And let
be -- I'm dated.

LTG ALEXANDER: If it's collected in the United States, it would
require a FISA if we do not know who the end is to, or under the program it
would have to be collected. If it were known, both ends foreign, known a
priori, which is hard to do in this case, you would not. If it was collected
overseas, you would not.
SEN. BILL NELSON:
second answer.

Let's go back to your second -- General, your

LTG ALEXANDER: If you know both ends -- where the call is going to
go to before he makes the call, then you know that both ends were foreign; if
you knew that ahead of time, you would not need a warrant.
SEN. NELSON:

If you knew that.

LTG ALEXANDER:

If you knew that.

SEN. NELSON: If you did not know that the recipient of the call in
the U.S. is foreign, then you would have to have a FISA order.
LTG ALEXANDER: If you collected it in the United States.
collected it overseas, you would not.

If you

SEN. NELSON: Well, since in digital communications, if these things
-- little packets of information are going all over the globe, you might be
collecting it outside the United States, you might be collecting it inside
the United States.
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MR. McCONNELL: And Senator, that's our dilemma. In the time in
1978 when it was passed, almost everything in the United States was wire, and
it was called electronic surveillance. Everything external in the United
States was in the air, and it was called communications intelligence.
So what changed is now things in the United States are in the air,
and things outside are on wire. That's the -SEN. NELSON: I understand that, but -- now, I got two different
answers to the same question from you, Mr. Director, and from you, General.
MR. McCONNELL: It depends on where the target is and where you
collect it. That's why you heard different answers.
SEN. NELSON:
States --

So if you're collecting the information in the United

MR. McCONNELL:

It requires a FISA.

SEN. NELSON: Okay. Under the current law, the president is allowed
72 hours in which he can go ahead and collect information and, after the
fact, go back and get the FISA order.
Why was that suspended before in the collection of information?
LTG ALEXANDER: Sir, I think that would best be answered in closed
session to give you exactly the correct answer, and I think I can do that.
SEN. NELSON: And -- well, then, you can acknowledge here that is -it was in fact suspended.
SEN. ROCKEFELLER:
this where it is.
SEN. NELSON:

I would hope that that would be -- we would leave

All right.

SEN. ROCKEFELLER:

I'll just stop there.

Thank you, Senator Nelson.

Senator Feinstein.
SEN. DIANNE FEINSTEIN (D-CA): Thank you very much, Mr. Chairman.
The administration's proposal, Admiral, doesn't address the authority that
the president and attorney general have claimed in conducting electronic
surveillance outside of FISA. While the FISA Court issued a ruling that
authorized the surveillance ongoing under the so-called TSP, Terrorist
Surveillance Program, the White House has never acknowledged that it needs
court approval. In fact, the president, under this reasoning, could restart
the TSP tomorrow without court supervision if he so desired.
Now, Senator Specter and I have introduced legislation which very
clearly establishes that FISA is the exclusive authority for conducting
intelligence in the United States.
Here's the question: Does the administration still believe that it
has the inherent authority to conduct electronic surveillance of the type
done under the TSP without a warrant?
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MR. McCONNELL: Ma'am, the effort to modernize would prevent an
operational necessity to do it a different way. So let me -- I'm trying to
choose my words carefully.
SEN. FEINSTEIN: Yes, but my question is very specific. Does the
president still believe he has the inherent authority to wiretap outside of
FISA? It's really a yes or no question.
MR. McCONNELL:
SEN. FEINSTEIN:

No, ma'am, it's not a yes or no question.
Oh --

MR. McCONNELL: Sorry -- I'm sorry to differ with you. But if
you're asking me if the president is abrogating his Article II
responsibilities, the answer is no. What we're trying to frame is -- there
was an operational necessary for TSP that existed in a critical period in our
history, and he chose to exercise that through his Article II responsibility.
We're now on the other side of that crisis, and we're attempting to
put it consistent with law, so it's appropriately managed and subjected to
the appropriate oversight.
SEN. FEINSTEIN: Well, the way I read the bill, very specifically,
the president reserves his authority to operate outside of FISA. That's how
I read this bill. I think that's the defining point of this bill.
Not only that; in Section 402, Section 102(a), notwithstanding any
other law, the president, acting through the attorney general, may authorize
electronic surveillance without a court order under this title, to inquire
(sic) foreign intelligence information for periods of up to one year. And
then it goes on to say if the attorney general does certain things.
MR. McCONNELL:
SEN. FEINSTEIN:
That's the question.

Yeah.
I mean, clearly this carves out another space.

MR. McCONNELL: That same situation existed in 1978, when the
original FISA law was passed. What we're attempting to balance is emergency
response to a threat to the nation, consistent with our values and our laws.
So the way this operated for 30 years, almost 30 years -- we operated day to
day, and it was appropriately managed and appropriate oversight. We had a
crisis. The president responded to the crisis, and we're now attempting to
accommodate new threats that we didn't understand in 2002, to be able to
respond to protect the nation, to protect the nation and its citizens today,
consistent with the appropriate oversight.
Does that mean the president would not exercise Article II in a
crisis? I don't think that's true. I think he would use his Title II
responsibilities -- (inaudible) -- Article II.
MR. POWELL: And Senator, if I may add, Section 402 is not meant to
carve out in any way or speak to what the scope of the president's power is.
That is meant to speak to Title III and criminal warrants and making clear
what the certification procedure was. I was a part of this working group for
over a year and a half, and the decision was specifically taken not to speak
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to, one way or the other, the scope of the president's constitutional power
under Article II or to address this -- that in this proposal in any way,
whether to expand it or contract it; it was simply meant to be silent on what
the president's Article II powers are.
I would also note, in the idea that the president can sidestep FISA
or use Article II authority to simply place the statute aside, that is not my
understanding of the Department of Justice position or the president's
position. When you look at the legal analysis that has been released by the
Department of Justice on the Terrorist Surveillance Program, that speaks to a
very limited set, speaking to al Qaeda and its affiliates, in which we are
placed in a state of armed conflict with, and speaking to the authorization
of the use of military force passed by the -- by this Congress.
It does not speak to any kind of broad Article II authority of the
president to simply decide to set FISA aside in toto and conduct electronic
surveillance in a broad manner, unconnected to things like the authorization
for the use of military force or the state of armed conflict that we entered
into with al Qaeda.
So I have not seen anything from the Department of Justice or the
president that would suggest that he would simply set aside FISA or has the
authority to simply conduct electronic surveillance under Article II
essentially unconnected to events in the world.
SEN. FEINSTEIN: I can see that my time is up. But there is nothing
in this bill which reinforces the exclusive authority of FISA? There is
nothing in this bill that confines the president to work within FISA?
MR. POWELL: This bill does nothing to change what FISA currently
says, which is electronic surveillance shall be -- FISA shall be the
exclusive means for conducting electronic surveillance unless otherwise
authorized by statute. This bill simply leaves that statement as is. It
does not strike it, it does not change it. It leaves it unchanged.
SEN. FEINSTEIN:

My time is up, but this is a good issue to pursue.

Thank you, Mr. Chairman.
SEN. ROCKEFELLER:

Thank you, Senator Feinstein.

Senator Whitehouse.
SEN. SHELDON WHITEHOUSE (D-RI):

Thank you, Chairman.

We'll talk more about this obviously in the closed session, but I
wanted to make a couple of points. And before I do, Director, let me say
that I'm going to be speaking rather generally. As between you and I, I
believe you to be an honorable and trustworthy man. I think that you are
here with a view to be professional; that is your motivation. You are not an
ideologue or a partisan in your desire to help prepare the intelligence
function of the United States, and I applaud you for that.
But that said, you are still asking for substantial changes in your
authority. And as an aside, I think the new technologies that have emerged
do suggest some adjustment to FISA. It may be over or underinclusive in
certain areas. But as we look through the lens of the past in terms of
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evaluating how much we can trust you with institutionally -- you know, these
are tough times. As you said, we had FISA -- the reason we have FISA in the
first place is because of
past abuses. We've just found out about the
litany of national security letter abuses within the Department of Justice.
The attorney general has thoroughly and utterly lost my confidence, and at
this stage, any element of the FISA legislation that depends on the attorney
general will need some other backstop in order to have my confidence.
We are coming out of this Article II regime of
warrantless wiretapping, and to this day, we have never
presidential authorization that cleared that program to
general-Department of Justice opinions that declared it

the TSP Program of
been provided the
go or the attorney
to be lawful.

Now, if this program is truly concluded, the TSP program, and if
this is the new day in which everything is truly going to be under FISA, I
can't imagine for the life of me why those documents that pertain to a past
and closed program should not be made available to the committee and to us.
And so, to me, it's very concerning as we take these next steps for you to be
saying impliedly, "Trust us, we need this authority, we'll use it well," when
we're coming off the record of the national security letters; we're coming
off terrible damage done to the Department of Justice by this attorney
general; we're coming off a continuing stone-wall from the White House on
documents that I cannot for the life of me imagine merit confidentiality at
this stage.
And in the context of all of that -- you got some up-hill sledding
with me, and I want to work with you and I want to do this, but it would be a
big step in the right direction, in terms of building the trust. Mr. Powell,
I heard you just talk about how important it was that to the extent we've
been disclosed, these opinions, that there was not transparency. We've been
talking a lot about transparency and all that kind of stuff.
Where's the transparency as to the presidential authorizations for
this closed program? Where is the transparency as to the attorney general
opinions as to this closed program? That's a pretty big "We're not going to
tell you" in this new atmosphere of trust we're trying to build.
If you have a response, sir, you'd like to make to that -MR. McCONNELL:

I do, sir.

SEN. WHITEHOUSE:
framed as a question.

-- I'd be delighted to hear it.

I know it was not

MR. McCONNELL: I do have a response. I think the appropriate
processes were created as a result of abuses of the `70s. They were
inappropriate. We've got oversight committees in both the Senate and the
House. We're subjected to the appropriate oversight, rigorous, as it should
be. Laws were passed to govern our activities. Those were inspected. We
have inspector's general, and the process has worked well.
I've made a recommendation based on just coming back to the
administration with what we should do with regard to disclosing
additional
information to this committee, and that recommendation is being considered as
we speak. Certainly, it's easier for me to share that information with you
and to have a dialogue about what is said, and how it worked, and did it work
well, and should we change it.
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But until I get working through the process, I don't have an answer
for you yet. But oversight is the appropriate way to conduct our activities
going forward consistent with the law.
SEN. WHITEHOUSE:
MR. WAINSTEIN:
briefly, Mr. Chairman?

It's wonderful to hear you say that.

If I may, Senator -- may I just respond to that very

SEN. WHITEHOUSE:

Please.

MR. WAINSTEIN: Senator, to the extent that you've voiced some
concern about lack of confidence in the Department of Justice and our role in
FISA -SEN. WHITEHOUSE:
attorney general.

No.

Just to be clear -- lack of confidence in the

MR. WAINSTEIN: Well, if I may just say that I'm the head of a
brand-new division that's focused on national security matters, and a large
part of our operation is making sure that we play within the lines. We got a
lot of people dedicated to that, and I can tell you that our deputy attorney
general and our attorney general are very conscientious about handling all
FISA matters, get reported to regularly, handle -- their responsibilities are
to sign off on those packages very carefully and conscientiously.
And as far as the NSL matter goes, both the director of the FBI and
the attorney general were quite concerned about that and have put in place a
very strong set of measures to respond to it. So I think if you look at
their response to that problem, which was a very serious problem, I would
hope that that would give you some more confidence.
SEN. WHITEHOUSE:
SEN. ROCKEFELLER:

Thanks.
Thank you, Senator Whitehouse.

Senator Snowe.
SEN. OLYMPIA J. SNOWE (R-ME):

Thank you, Mr. Chairman.

Director McConnell, obviously this is creating this delicate
balance. And I know in your testimony, you indicated, as we redefine the
electronic surveillance and obviously amend the Foreign Intelligence
Surveillance Act, that to provide the greater, you know, flexibility in terms
of communication, that we don't upset the delicate balance with respect to
privacy questions.
Last September, Kate Martin, the director of the Center for National
Security Studies, testified before the Crime, Terrorism and Homeland Security
Subcommittee of the House Judiciary Committee and indicated that this bill
would radically amend the FISA Act and eliminate the basic framework of the
statute and create such large loopholes in the current warrant requirement
that judicial warrants for secret surveillance of Americans' conversations
and e-mails would be the exception rather than the rule. How would you
respond to such a characterization? And could you also explain to the
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committee how exactly the framework has been preserved through this renewed
version of FISA?
MR. McCONNELL: Well, first of all, I characterize the statements
you just read as uninformed, because the way it was framed -- it's as
if we
were targeting without any justification communications of U.S. citizens,
which is not the case, simply not the case. If there is a reason to target
any communications and it's inside the United States, it would require a FISA
warrant in the current law and in the future law.
So the only thing we're doing with the bill, the proposal, is just
to update it to make it technology neutral. All things regarding privacy
stay the same.
SEN. SNOWE: And so there's no -- in your estimation, then, there
aren't any provisions in this proposal that would create such large
loopholes.
MR. McCONNELL:
SEN. SNOWE:

Indeed not.

No.

No deviation, other than to make it technology neutral.

MR. McCONNELL:

Zero.

None.

SEN. SNOWE: I noted in your statement that you mentioned additional
protections besides obviously, submitting -- coming before the respective
intelligence committees and also to the leadership regarding the Privacy and
Civil Liberties Oversight Board that was established by the legislation that
created the department in 2004. Exactly what has that board accomplished to
this date? As I understand, it was just constituted last year in terms of
all the appointments being completed. So exactly what has this board done in
the interim that would suggest that they will provide additional oversight?
MR. McCONNELL: I've only met them recently and engaged with them
and we have a regular cycle for meeting and discussing their activities, but
it is oversight of the process to look at activities, to see what's being
conducted, and they have a responsibility to report on it to the president
and to others of us. They work in my organization to carry out their duties,
which is to ensure that all of our activities are consistent with civil
liberties and the appropriate protection of privacy.
MR. POWELL: Senator, there’s also –- they've just released their
first report. It's a detailed report, talks about the numbers of programs
that they have reviewed, including an in-depth review of what was formerly
the terrorist surveillance program before being placed under FISA. I think
you'll find that report informative about what their findings were about the
program. They've done some in- depth reviews of various programs both inside
and outside the intelligence community, including they've attended NSA's
training that is provided to its operators, and that is a public report.
Vito, I don't know if you want -- you've interacted with them more.
They've spent a lot of time in different programs across this government, and
that report lays it out, and it's up on the Web.
MR. VITO POTENZA: No, Senator, there's not much more to add to
that. They did come out to NSA. They -- as Mr. Powell said, they sat in on
training, they reviewed the -- specifically the Terrorist Surveillance
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Program. They came out at least twice and spent a considerable amount of
time with us.
SEN. SNOWE:

And when were they fully constituted as a board?

MR. McCONNELL: We have the head of the board here in the audience
somewhere. Let me -- get him to -- he was here. Still with us?
Senator, I'll get back to you on it.
but we'll provide it to you.

I don't know the exact time,

SEN. SNOWE: And certainly would they be giving I think reasonable
assurances to the American people that they will be overseeing and protecting
their privacy -MR. McCONNELL:
SEN. SNOWE:

That's their purpose.

-- consistent with the law?

MR. McCONNELL: That is their purpose, and as just mentioned, the
first report is posted on the website. I didn't know it was actually already
on the website.
SEN. SNOWE:

Thank you.

SEN. ROCKEFELLER:

Thank you, Senator Snowe.

Senator Levin.
SEN. CARL LEVIN (D-MI):

Thank you, Mr. Chairman.

The FISA Court interpreted -- or issued some orders in January.
These are the orders which were the subject of some discussion here today.
Do we have copies of all those orders, the January orders of the FISA Court?
MR. WAINSTEIN: Yes. And the -- all members of the committee I
think have been briefed in on them or -SEN. LEVIN:

But do we have copies of the orders?

MR. WAINSTEIN:
SEN. LEVIN:

How many are there?

MR. WAINSTEIN:
SEN. LEVIN:

I cannot get into how many orders there are.

You can't get into the number?

MR. WAINSTEIN:
SEN. LEVIN:

How many copies?

How many orders?

MR. WAINSTEIN:
SEN. LEVIN:

I believe you all have copies, yes.

Not in open session.

Into the number of orders?

MR. WAINSTEIN:

Yeah, not in open session, Senator.
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SEN. LEVIN:

Okay.

MR. WAINSTEIN:

Have those orders been followed?

Yes, sir.

SEN. LEVIN: And have you been able to carry out the new approach
that those orders laid out so far?
MR. WAINSTEIN: I'd prefer to, if we could, defer any questions
about the operation of the orders to closed session.
SEN. LEVIN: No, I'm not getting into the operations.
know, have you been able to implement those orders?
MR. WAINSTEIN:
SEN. LEVIN:

I want to

We have followed the orders, yes, sir.

Without any amendments to the statute?

MR. WAINSTEIN: There have been no amendments to the statute since
the orders were signed in January.
SEN. LEVIN: And you've been able to follow the new orders without
our amending the statute?
MR. WAINSTEIN:

We have --

LTG ALEXANDER:

Sir, could I answer?

SEN. LEVIN: Just kind of briefly, I mean let me ask the question a
different ways. Are the orders dependent upon our amending the statute?
LTG ALEXANDER:
SEN. LEVIN:

No, the current orders are not.

Okay.

LTG ALEXANDER:
what you need us to do.

Nor are the current orders sufficient for us to do

SEN. LEVIN: I understand that. But in terms of the orders being
implementable, they do not depend upon our amending the statute.
Is that correct?
LTG ALEXANDER:
does not require that.
SEN. LEVIN:

That's correct.

The current state that we're in

Good.

LTG ALEXANDER: But I would also say, that's not satisfactory to
where you want us to be.
MR. McCONNELL:
missing things that --

Senator, what you need to capture is, we were

SEN. LEVIN: I understand.
the implementation of the orders.

I understand that we're not deterring
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Now the -- back in January, the -- there was an article that says
that the administration continues to maintain that it is free to operate
without court approval. There seemed to be some question about that here
today. Is that not the administration's position?
MR. McCONNELL:
understand, sir.
SEN. LEVIN:

That is not the administration's position that I

Okay.

Back in January on the 17th, the attorney general wrote to Senators
Leahy and Specter the following, that a judge of the Foreign Intelligence
Surveillance Court issued orders authorizing the government to target for
collection international communications into or out of the United States,
where there is probable cause to believe that one of the communicants is a
member or agent of al Qaeda or an associated terrorist organization. Has
that remained the test for when you want to be able to target a communication
that is -- where the target is in the United States? Is that, there must be
probable cause to believe that one of the communicants is a member or agent
of al Qaeda or an associated terrorist organization?
MR. POWELL:
in closed session.

Senator, I think it would be best if we get into that

SEN. LEVIN: Well, is there any change in that?
key issue, the probable cause issue --

This to me is the

MR. POWELL: Senator, you have copies of those orders that lay out
very specifically what those tests are. What the attorney general's letter
did was speak to what the president had laid out in his December 17th, 2005
radio address as the Terrorist Surveillance Program.
SEN. LEVIN:

I understand.

MR. POWELL:

And that is what that letter is addressed to, Senator -

SEN. LEVIN: My question is, is there any change, that that is what
you are limiting yourselves to, situations where, if the target is in the -if the eavesdropping takes place in the United States, that there must be
probable cause to believe that one of the communicants is a member or agent
of al Qaeda or an associated terrorist organization? Is there any change
from that? This is what the attorney general wrote us. Is there any change
from that since January 17th?
LTG ALEXANDER:
SEN. LEVIN:

Sir, we can't answer that in open session.

Well, he wrote it in open session.

It's an open

letter.
SEN. BOND: Mr. Chairman, I would suggest to the chairman that this
question we can explore fully in the closed session.
SEN. LEVIN:

Well --

SEN. ROCKEFELLER:

I would leave that --
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SEN. LEVIN:

This is a letter --

(Cross talk.)
SEN. ROCKEFELLER:
MR. McCONNELL:

If that presents a problem say so --

It presents a problem for us, sir.

SEN. ROCKEFELLER:

It is not --

MR. McCONNELL: It presents a problem for us. The way it was framed
and the way it was written at the time is absolutely correct. That -- and the
way the senator's framing his question that -- it pushes it over the edge for
how we can respond to it, because there's been some additional information.
SEN. LEVIN:

Could the attorney general write that letter today?

MR. McCONNELL:

We can discuss it in closed session, sir.

MR. POWELL: Senator, the point of the attorney general's letter, as
I understood it, was to address those things that the president -- had been
discussed, that were being done under the Terrorist Surveillance Program.
And what his letter addresses is to say that those things that the president
had discussed under the program were now being done under orders of the FISA
court. And today, as we sit here, the attorney general's letter remains the
same: that those things that the president had discussed are -- continue to
be done under the orders of the FISA court. So to that extent, there's no
change to the attorney general's letter.
LTG ALEXANDER: Sir, if I could, to just clarify this one step
further, there are other things that the FISA court authorizes day in and day
out that may be included in that order, that go beyond what the attorney
general has written there. Every day we have new FISA applications
submitted.
MR. McCONNELL:

What you were tying this to, Senator, was al Qaeda.

SEN. LEVIN: Mr. Chairman, I think what -- if the chair and vice
chair are willing, I think we ought to ask the attorney general then if this
letter still stands. In terms of the test which is being applied for these
targeted communications, it's a very critical issue. The president of the
United States made a representation to the people of the United States as to
what these intercepts were limited to. And the question is, is that still
true? And it's a very simple, direct question, and we ought to ask the
attorney general, since he wrote, made a representation in public; the
president has made a representation in public. If that's no longer true, we
ought to know it. If it is still true, we ought to know it. So I would ask
the chairman and vice -SEN. ROCKEFELLER: The senator is correct, and that will happen and
that will be discussed in the closed session.
SEN. LEVIN:

Thank you.

My time is up.

Thank you.

SEN. ROCKEFELLER: No, thank you, Senator Levin. I'm -- after Vice
Chairman Bond has asked his question, I'm yielding my time to the senator
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from Florida, and I guess then to the senator from Oregon, and then
eventually I'll get to ask a question, too.
Senator Bond.
SEN. BOND: Thank you, Mr. Chairman. I think maybe to clear up some
of the confusion -- and some of the questions couldn't be answered -- it's my
understanding you're before us today asking for FISA updates to enable NSA to
obtain under that statute vital intelligence that NSA is currently missing.
And secondly, when we talk about Article II and the power of the
president under Article II, presidents from George Washington to George Bush
have intercepted communications to determine the plans and intentions of the
enemy under the Foreign Intelligence Surveillance authority in that. And
prior to the TSP, as I understand it, the most recent example was when the
Clinton administration used Article II to authorize a warrantless physical
search in the Aldrich Ames espionage investigation.
The Supreme Court in the Keith case in `72 said that the warrant
requirement of the Fourth Amendment applies to domestic security
surveillance, but it specifically refused to address whether the rule applied
with respect to activities of foreign powers or their agents. And then in the
Truong case in 1980, the Fourth Circuit noted the constitutional
responsibility of the president for the conduct of the foreign policy of the
United States in times of war and peace in the context of warrantless
electronic surveillance. And it did say that it limited the president's
power with a primary purpose test and the requirement that the object be -the search be a foreign power, its agent or collaborator.
Finally, despite Congress' attempts to make FISA the exclusive means
of conducting electronic surveillance for national security purposes, my
recollection from law school is that the Constitution is the supreme law of
the land. It is a law.
Congress cannot change that law in the Constitution without amending
the Constitution. And the Foreign Intelligence Court of Review, in In re
Sealed Case, in 2002, Judge Silverman wrote, "We take for granted that the
president does have the authority" -- that's the authority to issue
warrantless surveillance orders -- "and assuming that is so, FISA could not
encroach on the president's constitutional power. We should remember that
Congress has absolutely no power or authority or means of intercepting
communications of foreign enemies. But -- so even at his lowest ebb, the
president still exercises sufficient significant constitutional authority to
engage in warrantless surveillance of our enemies."
And I know that there are two admitted lawyers on the panel. Are
you a lawyer also? Three. Is that right? Is that correct? Mr. Powell, Mr.
Wainstein, Mr. Potenza? Thank you.
SEN. ROCKEFELLER:
(Laughter.)

Just for the record, they nodded "yes."

SEN. BOND: But we didn't want to disclose all the lawyers on there.
I have that problem myself.
I wanted to ask, since we're asking kind of unrelated questions, Mr.
Wainstein, the 9/11 commission and this committee tried to get a look at all
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the intelligence and the policy decisions leading up to 9/11. And I'm
beginning to hear that we did not -- maybe the 9/11 commission did not get
all the information.
For example, in the case of Mr. Sandy Berger, he admitted removing
five copies of the same classified document from the National Archives;
destroyed three copies. We know that he was there on two other occasions; we
don't know whether he removed other original documents. He removed
classified notes without authorization. What we don't know is what was
actually in the PDBs that were stuffed in his BVDs. In his plea agreement,
he agreed to take a polygraph at the request of the government, and for some
reason, the Department of Justice has not gotten around to polygraphing him
to ascertain what was in the documents and why he removed them.
Are you going to try to find out that information, and when can you
let us know, Mr. Wainstein?
MR. WAINSTEIN: Senator Bond, I know that that is an area of inquiry
from other members of Congress, and there's been a good bit of traffic back
and forth on that particular issue. I have to admit that right now I'm not
up on exactly where that is. So if it's okay with you, I will submit a
response in writing.
SEN. BOND:

We'd like to find out.

Thank you, Mr. Chairman.
MR. WAINSTEIN:

Thank you, sir.

SEN. ROCKEFELLER:

Thank you, Mr. Vice Chairman.

And now Senator Nelson, to be followed by Senator Wyden, to be
followed by myself.
SEN. BILL NELSON (D-FL):

Thank you, Mr. Chairman.

I want to go back to the line of questioning before. You already
said that under current law, if there is someone who is deemed to be of
interest outside of the United States that's calling in, even though we may
not know that the person in the United States is a U.S. citizen, that that -under current law, that would require a FISA order?
MR. McCONNELL:
SEN. NELSON:
United States --

Okay.

MR. McCONNELL:
SEN. NELSON:

Depends on where the intercept takes place.
And so if the intercept takes place in the

It requires an order.

Okay.

Now --

MR. POTENZA: Senator, if I may, I would just add to that -- if it's
on a wire in the United States, it requires a FISA order.
SEN. NELSON:

So if it's a cell phone, it doesn't require -- if it -

-
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MR. POTENZA: A separate section of FISA would cover that.
particular situation you were talking about is the wire section.

But the

MR. McCONNELL: In '78, they separated it between "wire" and
"wireless." And so if a wireless call was made from overseas into the United
States via satellite, it's -- would be available for collection.
SEN. NELSON: Right. Is it the case under current law where all
parties to a communication are reasonably believed to be in the United
States, that the government would need to go to a FISA court to obtain an
order authorizing the collection?
MR. McCONNELL:
SEN. NELSON:

Yes, sir, that's correct.

Under your new proposal, is that the case?

MR. McCONNELL:

That's correct.

Yes, sir, it is correct.

SEN. NELSON: The proposed definition of electronic surveillance
depends on whether a person is reasonably believed to be in the United
States. What kind, Mr. Wainstein, of guidance would the Justice Department
give when someone is reasonably believed to be in the United States?
MR. WAINSTEIN: Sir, I can't give you specific indicia that we would
use. We might be able to elaborate more in closed session as to what NSA,
what kind of indicia NSA actually uses right now. But it's exactly that -it's -- in telecommunications, it's not always with certainty these days
exactly where a communicant is.
SEN. NELSON:

But --

MR. WAINSTEIN: And we have to use the information we have to make a
reasonable determination as to where that person is.
MR. McCONNELL: But if we know, we -- if the collector knows you're
in the United States, it requires FISA.
SEN. NELSON: Okay. Now, if you know that two people are in the
United States, and you are collecting that information in the United States,
normally that would require a FISA order.
MR. McCONNELL:

Yes, sir.

SEN. NELSON: Does that include if you know one of those people on
the communication in the United States is a member of al Qaeda?
MR. McCONNELL:
SEN. NELSON:

Yes, sir.

It still does.

Okay.

Mr. Chairman, I want to turn back to the question that I asked
before. And you stop me, as you did before, if you don't want me to proceed.
But it was openly discussed in all of the public media that the 72-hour rule
under current law was not obeyed with regard to the intercepts that have
occurred. And my question was -- well, I first asked why, but then I asked
did it in the administration. I would like an administration witness to
answer if what we read in the New York Times and the Washington Post and the
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L.A. Times and the Miami Herald about the 72-hour requirement not being
complied with, is that true that it wasn't complied with, the law, the
current law?
MR. POWELL: Senator, when you're referring to the 72-hour rule, I
think you're referring to the emergency authorization provisions by which the
attorney general, if all of the statutory requirements are met to the
attorney general's satisfaction, he may authorize surveillance to begin and
then has 72 hours after that to go to the FISA Court. If that is what you're
referring to, Senator -SEN. NELSON:
MR. POWELL:
SEN. NELSON:

Well, that's what I stated in my previous question -Yes, Senator.
-- when the chairman stopped me.

MR. POWELL: Senator, what the president discussed in his radio
address, I believe, of December 17th, talking about one-end communications
involving al Qaeda or an affiliate, those were done under the president's
authorization and the president's authority were not done pursuant to FISA or
attorney general emergency authorizations by which after 72 hours you would
go to the FISA Court, to that extent the emergency authorizations provision
of FISA was not a part of that terrorist surveillance program.
SEN. NELSON: Well, here's the
is we want to go after the bad guys, we
need, but we're a nation of laws and we
dictator who takes the law into his own

trick, and I'll conclude. The trick
want to get the information that we
want to prevent the buildup of a
hands, saying, "I don't like that."

So now we have to find the balance. And that's what we need to
craft, because there is legitimate disagreement of opinion on the
interpretation that the president broke the law the last time. Senator Bond
would say, no, he didn't, because he had an Article 2 constitutional right to
do that.
Well, this is what the American people are scared about, that their
civil rights and civil liberties are going to be invaded upon because
somebody determines, outside of what the law says in black and white, that
they think better than what it says. And so we've got to craft a new law
that will clearly make that understandable.
Thank you, Mr. Chairman.
SEN. ROCKEFELLER:
get you in just a second.

Thank you, Senator Nelson.

Senator Wyden, I'll

The chairman would say very strongly here at this point that this in
fact a creative process, and that those who watch or listen or whatever -it's okay that we do this. What it does say is that what we were discussing
is incredibly important for the national security, as is what we're talking
about, incredibly important for individual liberties. It is wholly
understandable, and it is wholly predictable in this senator's view, that
there would be areas where we would come to kind of a DMZ zone, unhostile,
and where one side or another would get nervous.

36

It is the judgment of this chairman that in a situation like that,
when you're dealing with people who run the intelligence, that you respect
their worry, because you do not have to worry about the fact that the
information will come out. Because we do have a closed hearing, and all
members will be at that closed hearing. And they will hear the answers to
the questions that have been asked.
So that -- I don't have a hesitation if I feel, and the vice
chairman on his part has that same right. If there's a feeling that we're
getting too close to the line, let's not worry too much about that. We have
not crossed that line. The senator from Florida extended my cutoff, as he
said, a little bit further. There was not particular objection on your part,
and so the situation has been resolved.
But I just wanted to make that clear. If -- when we're in open
session, this is the only committee on this side of the Capitol
Building
which runs into conflicts of this sort, potential conflicts of this sort.
And we darn well better be very, very careful in the way that we resolve them
and err in my -- and from my point of view, on the sense of caution.
Because if we're going to craft something, and Senator Bond and I
have been talking about this a little bit during the hearing. If we're going
to craft something which can get bipartisan support, which is what we need,
we need to have not only trust but also the integrity of discourse.
Words can do great damage. They can do great good.
great damage. Silence can do great good.

Silence can do

So I consider all of this useful, and I now turn to Senator Wyden.
SEN. RON WYDEN (D-OR): Thank you, Mr. Chairman. I happen to agree
that both you and Senator Bond have made valid points on this. And what
concerns me is, too much of this is still simply too murky.
And I think, with your leave, Admiral McConnell, let me just kind of
wide through a couple of the other sections that still concern me.
Section 409 on physical searches creates a new reason to hold
Americans' personal information obtained in a physical search, even when a
warrant is denied. And I want to kind of walk you through kind of existing
law and then the change and get your reaction.
Current law allows the attorney general to authorize a secret
emergency search of an American's home, provided that the government gets a
warrant within three days of the search. If the arrant is denied, then
information gathered in the search may not be used unless it indicates a
threat of death or harm to any person. I think virtually nobody would
consider that out of bounds. That's a sensible standard in current law.
But the bill would permit the government to retain information
gathered in the secret search of an American's home, even if the warrant is
later denied, if the government believes there is something called
significant foreign intelligence information. How is that definition arrived
at? What is the process for that additional rationale for keeping
information on hand after a warrant is denied?
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MR. McCONNELL: Sir, I'll turn to the lawyers for a more official
definition of that. But the way I would interpret it as an operator is, it
would be threat information, something of a planning nature that had
intelligence value, that would allow us to prevent some horrendous act. So
it would be something in the context of threat.
SEN. WYDEN:

What amounts of an imminent act.

MR. McCONNELL: Imminent or a plan for, you know blowing -- a bridge
or something of that nature.
SEN. WYDEN:
appreciate it.

I was searching for the word "imminent," and I

The lawyers -- I'll move on, unless you all want to add to it. But I
was searching for the word "imminent." Do y'all want to that? Because I want
to ask one other question.
MR. POWELL: Well, I just want to make it clear, Senator, that you
did represent the proposal correctly, that the words "significant foreign
intelligence information" would go broader, to just something that is
imminent or a terrorist event. So the proposal is broader there, to allow
the government -- retain and act upon valuable foreign intelligence
information that's collected unintentionally, rather than being required to
destroy it if it doesn't fall in the current exception. But you represented
the proposal correctly, Senator.
SEN. WYDEN: All right. Let me ask a question now about 408, and
this goes back to the point that I asked you, Admiral, earlier about -- that
a section of the bill grants immunity from liability to any person who
provided support to the warrantless wiretapping program or similar
activities. I asked whether the immunity would apply even to persons who
knowingly broke the law, and I asked what is in Section 408 that
distinguishes intentional lawbreakers from unintentional ones. And I still
can't find it after we've gone back and reviewed it. Can you and the lawyers
point to something there -- it's at page 35, Section 408 -- that allows me to
figure out how we make that distinction?
MR. POWELL: Right, Senator. 408, the liability defense -- what it
would do is say that the attorney general or a designee of the attorney
general would have to certify that the activity would have been intended to
protect the United States from a terrorist attack.
The attorney general would actually have to enter a certification
for anybody to be entitled to this defense. I don't believe the attorney
general or the designee would issue such a certification for somebody who was
acting in the manner that you've described.
SEN. WYDEN: So that essentially is how you would define the last
seven or eight lines of page 35 is that the attorney general would have to
make that certification.
MR. POWELL: That's correct, Senator. It's not a defense that
somebody could just put forth without having the attorney general involved in
a certification process.
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SEN. WYDEN: Gentlemen, I think you've gotten the sense from the
committee that one of the reasons that the bar is high now is that the
American people have been told repeatedly -- both with respect to the
national security letters and, I touched on earlier, the Patriot Act and
other instances -- we've been told in language similar to that used today
that steps were being taken to assure that we're striking the right balance
between fighting terrorism and protecting people's privacy. And that is why
we're asking these questions. That's why we're going to spend time wading
through text.
Admiral, you've heard me say both publicly and privately, you've
been reaching out to many of us on the committee to go through these specific
sections. You've got a lot of reaching out to do based on what I've heard
this afternoon and, I think, what I've heard colleagues say today.
But we're interested in working with you on a bipartisan basis, and
I look forward to it.
Thank you, Mr. Chairman.
MR. McCONNELL:

Thank you, Senator.

SEN. ROCKEFELLER:

Thank you, Senator Wyden.

I'll conclude with three questions, unless the vice chairman has
further questions. (Short pause.)
This would -- this is listed as all witnesses. I'd like to minimize
-- a little minimization there. A criticism of the administration's bill is
that while the reasons given for the bill are
focused on the need to
respond to the threat of international terrorism, the administration's bill
would authorize warrantless surveillance of all international calls for any
foreign intelligence purpose.
How would you respond to a suggestion that a more narrow approach be
considered that would specifically address communications associated with
terrorism, as opposed to the blanket foreign intelligence purposes in the
administration's proposal?
MR. McCONNELL: Sir, if it's inside the United States, regardless,
it would require a warrant, as it does today. So if it were -- if the
foreign intelligence originated in a foreign location and it has to do with
intelligence of interest to the United States, such as weapons of mass
destruction shipment or something to do with a nation state not necessarily
associated with terrorism, that would still be a legitimate foreign
intelligence collection target. So something inside the United States
requires a warrant. External United States, what we're arguing is it should
not require a warrant, as we have done surveillance for 50 years.
SEN. ROCKEFELLER:

Thank you.

Mr. Wainstein, the administration's bill would expand the power of
the attorney general to order the assistance of private parties without first
obtaining a judicial FISA warrant that is based on the probable cause
requirements in the present law. A limited form of judicial review would be
available under the administration's bill after those orders are issued.
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Why is this change necessary? Has the FISA Court's review of
requested warrants been a problem in the past?
MR. WAINSTEIN: Mr. Chairman, I believe what you're referring to is
Section 102, large A. And what that does is it says that for those
communication interceptions that no longer fall under FISA with a
redefinition of electronic surveillance, that there's a mechanism in place
for the attorney general to get a directive that directs a communications
company to assist in that surveillance, because there's no longer a FISA
Court order that can be used to -- that can be served on that company. So
this way the attorney general has a mechanism to get a directive to ask a
company to provide the assistance that's necessary.
If that company disagrees with that and wants to challenge that
order, this proposal also sets up a mechanism by which that company can
challenge that order to the FISA Court. So there is judicial review of any
compulsion of a communications provider to provide communications assistance
to the government.
SEN. ROCKEFELLER:

And there are precedents in American law for

such?
MR. WAINSTEIN: Yes, in a variety of different ways, both in the
criminal side and in the national security side, yes, sir.
SEN. ROCKEFELLER: Okay. My final question is also to you, sir. The
administration argues that if these FISA amendments were enacted, there could
be greater attention paid to the privacy protections of persons in the United
States. Among these amendments, however, are previous -- are provisions that
would presumably limit the amount of information being provided to the
Foreign Intelligence Surveillance Court.
The proposed amendments, for example -- and here we get back to what
has already been discussed -- provide for the use of, quote, "summary
description," unquote, rather than "detailed description," quote, unquote in
FISA application when it comes to, quote, "the type of communications or
activities to be subjected to surveillance."
Is the Department of Justice seeking to limit the information a
judge of the FISA Court has available upon which to base a decision and issue
and order for electronic surveillance? And if that be the case, why?
MR. WAINSTEIN: Mr. Chairman, I appreciate the question. And those
specific proposed revisions essentially say that instead of providing very
detailed explication of those points that you just cited, the government can
provide summary information. And that's a recognition of the fact that right
now the typical FISA Court package that goes to the court is, you know, 50-60
pages, something in that range. It's a huge document. And a lot of that
information is completely -- or more or less irrelevant to the ultimate
determination of probable cause. It needs to be there in summary fashion,
but not in detailed fashion.
So that's all those streamlining provisions are doing. They're not
in any way denying the FISA court the critical information they need to make
the findings that are required under the statute.
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And in terms of our statements that this overall bill will protect
the privacy rights of Americans, frankly, it's a very practical point, which
is that right now we spend a lot of time -- in the Department of Justice, NSA
and the FISA Court -- focusing on FISA packages that really don't relate to
the core privacy interests of Americans. They relate to these FISA
intercepts, which really weren't intended to be covered by FISA. If those
are taken out of FISA so that we're focusing back on privacy interests of
Americans, then all that personnel, all that attention will be focused where
it should be, on Americans and all Fourth Amendment interests here in the
United States.
MR. POWELL: And, Senator, if I could add -- because there's a lot
of attention to Department of Justice and attorney resources -- a critical
piece on this is that these applications in some -- in many cases resembled
finished intelligence products. The burden is on the analysts and the
operators, so it's not a matter of more resources for the Department of
Justice that we could bring lawyers on board and bring them in, and they
would somehow magically understand the cases and be able to produce what are
essentially finished intelligence products, in some cases, for the court; we
think that goes where we've gotten to, and the place with the statute has
gone beyond what anybody ever intended.
The burden of that falls on the analysts and operators at the -- of
the intelligence community, not the lawyers, Senator. We ask the questions
and we write them down and we put the packages together, but it's a huge
burden to put this type of product together with people who are very limited,
whose time is very limited, and they need to spend time sitting with me and
Ken's staff to produce these products. So it's not just a question of
Department of Justice resources -- I think that would be a solvable problem - the issue really becomes kind of the limited analysts and operators that
are working these cases in real time.
SEN. ROCKEFELLER: If the -- what you suggest is -- and I'm actually
growing a little weary of this term, the "burden" -- the "burden" -- there
are a lot of burdens in government, there's a lot of paperwork in government.
Go work for CMS someday and you'll get a real lesson in burden. Is that what
-- is the burden that you're referring to -- too much paperwork, don't have
time, can't respond in time -- is that what the courts are saying or is that
what you are saying?
MR. POWELL: Yeah, I think the issue is not the -- it's the issue of
-- it's not the burden to focus on what the balance was struck in 1978, to
focus on U.S. persons in the United States. What we have done is taken a
framework that was designed to prevent domestic abuses that threatened our
democratic institution. That was meant to protect against that and the
abuses that happened -- and we can talk about those -- and we've just simply,
because of the way technology has developed, transferred that framework to
people who were never intended to be a part of that, and where that danger,
frankly, is not -- does not exist.
So it's taken a framework designed to prevent domestic abuses, and
because -- simply because of technological changes, transferred this to
foreign entities, and I don't think anybody -- any -- I have not heard any
reasonable argument that those activities directed at foreign entities not in
the United States somehow present the same threats that we were concerned
about domestically. So we've shifted the entire framework -- simply because
of technology, we've shifted a good portion of that framework to a situation
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that is completely different, and we are put back in place that original
balance that we believe was struck in 1978, Senator.
SEN. ROCKEFELLER: Well, it occurs to me -- and these are my closing
remarks -- is that changing technology is a part of every aspect of all of
our lives.
And so we all live with it every day in many ways -- some catch up,
some don't. You have to be ahead of the curve, and you have to be able to
respond very rapidly.
I think it's going to be very important -- and Senator Bond and I
have discussed this during this hearing and before -- that we come out with a
solution that works on this. I think it would be very damaging if we did
not. I think it would be very damaging if we came out with a solution which
went along purely partisan lines and was based upon arguments from one end to
another.
Having said that, I'm not sure it's going to be easy, and what I
want to -- and that's why the intelligence, the orders, the -- that we have
not received chafe at the vice chairman and myself. When you're not
completed -- when you're not given complete information on something which is
so fundamental and where the line between privacy and security has to be so
exact, then there can be a real sense of frustration if only because you fear
you're not acting on complete information. It has nothing to do with our
trusting of all of you. It has to do with the process which is meant to
inform the intelligence committees in the Senate and the House of what the
legal underpinning is.
So I would repeat my request, particularly to the director of
National Intelligence, that this is a matter not just of letters that have
been written and requests which have been made, but a matter of really
important fundamental ability of us to work together as a committee to
produce a good product. I want a product that works for America. Senator
Bond wants a product that works for America. There are going to have to be
some adjustments made, as there inevitably will, or else we just go on in
some kind of a food fight which is no good for anybody at all.
So I would ask that cooperation, and I would renew my request for
the information that I asked for in my opening statement.
SEN. BOND: Mr. Chairman, I join with you in asking for the legal
justifications. Now I recognize in some attorney-client relationships the
opinions reflect the negative side rather than the positive side, and I don't
know what would be in those -- in that information.
But suffice it to say that we need specifically, succinctly the legal
justifications and a copy of the kind of orders that went out, so we can see
what went on.
On the other hand, when we're on another issue, when we're talking
about FISA applications, Mr. Powell, how many FISA applications are made a
year?
MR. POWELL: I think Mr. Wainstein will have the numbers. I have
them in my bag, Senator. They're in a report that is publicly filed each
year. I -- Ken may now have the --
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MR. WAINSTEIN:
SEN. BOND:

2,183, and they average about 50 pages?

MR. WAINSTEIN:
SEN. BOND:
each year that would
each year we go back
was a question about

I think the most recent number was 2,183 for 2006.

About that, yes, sir.

So 50 pages times that. My math is a little slow. But
be over -- roughly 110,000 pages. And to go back -would be another 100,000. I think we ought to -- there
having all FISA orders.

I think we need to come to a reasonable agreement on maybe -- I
don't know where we would put 100,000 pages of orders. And I think that we
need to look at that and find a way to issue a request that can be responded
to and that we can handle. But I do believe very strongly that clear,
succinct legal justification will -- should be shared with us when we're in
the closed hearings.
And we got into the fringe areas of a lot of things that the
chairman and I know why it could not be answered. And while it may appear
that there was a lack of forthcoming by our witnesses, we knew -- know full
well what it is that prevents your answering it. And we will look forward to
getting all those answers.
And I think it will become clear to all of us, the chairman and the
vice chairman and the members, when we -- when you can lay out the specific
reasons that we danced around today as to why and what and where FISA needs
to be changed. And I thank you, Mr. Chairman, and I thank our witnesses.
SEN. ROCKEFELLER:

And the hearing is adjourned.

(Sounds gavel.)

(END OF OPEN SESSION)
Permission to post received by the Federal News Service.
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INTRODUCTION

Good morning Chairman Rockefeller, Vice Chairman Bond,
and Members of the Committee.
I am pleased to be here today in my role as the head of the
Intelligence Community (IC) to express my strong support for the
legislation that will modernize the Foreign Intelligence Surveillance
Act of 1978 (FISA).
Since 1978, FISA has served as the foundation to conduct
electronic surveillance of foreign powers and agents of foreign
powers in the United States. My goal in appearing today is to share
with you the critically important role that FISA plays in protecting the
nation’s security, and how I believe the proposed legislation will
improve that role, while continuing to protect the privacy rights of
Americans.
The proposed legislation to amend FISA has several key
characteristics:
•

It makes the statute technology-neutral. It seeks to
bring FISA up to date with the changes in
communications technology that have taken place
since 1978;

•

It seeks to restore FISA to its original focus on
protecting the privacy interests of persons in the
United States;

•

It enhances the Government’s authority to secure
assistance by private entities, which is vital to the
IC’s intelligence efforts;

UNCLASSIFIED

1

UNCLASSIFIED
•

And, it makes changes that will streamline the FISA
process so that the IC can use FISA as a tool to
gather foreign intelligence information more quickly
and efficiently.

As the Committee is aware, I have spent the majority of my
professional life in the IC. In that capacity, I have been both a
collector and a consumer, of intelligence information. I had the honor
of serving as Director of the National Security Agency (NSA) from
1992 to 1996. In that position, I was fully aware of how FISA serves
a critical function in enabling the collection of foreign intelligence
information.
In my first eight weeks on the job as the new Director of
National Intelligence, I immediately can see the results of FISAauthorized collection activity. I cannot overstate how instrumental
FISA has been in helping the IC protect the nation from terrorist
attacks since September 11, 2001.
Some of the specifics that support my testimony cannot be
discussed in open session. This is because certain information about
our capabilities could cause us to lose capability. I look forward to
elaborating further on all aspects of the issues in a closed, classified
setting.
I can, however, make a summary level comment about the
current FISA legislation. Since the law was drafted in a period
preceding today’s global information technology transformation and
does not address today’s global systems in today’s terms, the
community is significantly burdened in capturing overseas
communications of foreign terrorists planning to conduct attacks
inside the United States. We must make the requested changes to
protect our citizens and the nation.
TODAY’S NATIONAL
SECURITY THREATS

Because I believe that the proposed legislation will advance
our ability to protect the national security, I would like to take a few
minutes to discuss some of the current threats. The most obvious is
the continued threat from international terrorists. Despite the fact that
we are in the sixth year following the attacks of September 11, 2001,
and despite the steady progress we have made in dismantling the al
Qaeda organization, significant threats from al Qaeda, other terrorist
organizations aligned with it, and its sympathizers remain.
Today, America confronts a greater diversity of threats and
challenges to attack inside our borders than ever before. As a result,
the nation requires more from our IC than ever before.
I served as the Director of NSA at a time when the IC was
first adapting to the new threats brought about by the end of the Cold
War. Moreover, these new threats are enhanced by dramatic, global
advances in telecommunications, transportation, technology, and new
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centers of economic growth.
Although the aspects of Globalization are not themselves a
threat, they facilitate terrorism, heighten the danger and spread of the
proliferation of Weapons of Mass Destruction (WMD), and contribute
to regional instability and reconfigurations of power and influence —
especially through increasing competition for energy.
Globalization also exposes the United States to complex
counterintelligence challenges. Our comparative advantage in some
areas of technical intelligence, where we have been dominant in the
past, is being eroded. Several non-state actors, including international
terrorist groups, conduct intelligence activities as effectively as
capable state intelligence services. Al Qaeda, and those aligned with
and inspired by al Qaeda, continue to actively plot terrorist attacks
against the United States, our interests and allies.
A significant number of states also conduct economic
espionage. China and Russia’s foreign intelligence services are
among the most aggressive in collecting against sensitive and
protected U.S. systems, facilities, and development projects
approaching Cold War levels.

FISA NEEDS TO BE
TECHNOLOGY-NEUTRAL

In today’s threat environment, the FISA legislation is not
agile enough to handle the country’s intelligence needs. Enacted
nearly thirty years ago, it has not kept pace with 21st Century
developments in communications technology. As a result, FISA
frequently requires judicial authorization to collect the
communications of non-U.S., i.e., foreign persons, located outside the
United States. Currently, FISA forces a detailed examination of four
questions:
Who is the target of the communications?
Where is the target located?
How do we intercept the communications?
Where do we intercept the communications?
This analysis clogs the FISA process with matters that have
little to do with protecting privacy rights of persons inside the United
States. Modernizing the FISA would greatly improve the FISA
process and relieve the massive amounts of analytic resources
currently being used to craft FISA applications.
FISA was enacted before cell phones, before e-mail, and
before the Internet was a tool used by hundreds of millions of people
worldwide every day. When the law was passed in 1978, almost all
local calls were on a wire and almost all long-haul communications
were in the air, known as “wireless” communications. Therefore,
FISA was written to distinguish between collection on a wire and
collection out of the air.
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Now, in an age of modern telecommunications, the situation
is completely reversed; most long-haul communications are on a wire
and local calls are in the air. Think of using your cell phone for
mobile communications.
Communications technology has evolved in ways that have
had unforeseen consequences under FISA. Technological changes
have brought within FISA’s scope communications that the IC
believes the 1978 Congress did not intend to be covered. In short,
communications currently fall under FISA that were originally
excluded from the Act.
The solution is to make the FISA technology-neutral. Just as
the Congress in 1978 could not anticipate today’s technology, we
cannot know what changes technology may bring in the next thirty
years. Our job is to make the country as safe as possible by providing
the highest quality intelligence available. There is no reason to tie the
nation’s security to a snapshot of outdated technology.
Communications that, in 1978, would have been transmitted
via radio or satellite, are transmitted principally via fiber optic cables.
While Congress in 1978 specifically excluded from FISA’s scope
radio and satellite communications, certain fiber optic cable
transmissions currently fall under FISA’s definition of electronic
surveillance. Congress’ intent on this issue is clearly stated in the
legislative history:
“the legislation does not deal with international signals
intelligence activities as currently engaged in by the National Security
Agency and electronic surveillance
conducted outside the United
States.”
Similarly, FISA places a premium on the location of the
collection. Legislators in 1978 could not have been expected to
predict an integrated global communications grid that makes
geography an increasingly irrelevant factor. Today a single
communication can transit the world even if the two people
communicating are only a few miles apart.
And yet, simply because our law has not kept pace with our
technology, communications intended to be excluded from FISA, are
included. This has real consequences to our men and women in the
IC working to protect the nation from foreign threats.

FOREIGN INTELLIGENCE
COLLECTION UNDER
FISA

Today, IC agencies may apply, with the approval of the
Attorney General and the certification of other high level officials, for
court orders to collect foreign intelligence information under FISA.
Under the existing FISA statute, the IC is often required to make a
showing of probable cause, a notion derived from the Fourth
Amendment, in order to target for surveillance the communications of
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a foreign person overseas.
Frequently, although not always, that person's
communications are with another foreign person overseas. In such
cases, the current statutory requirement to obtain a court order, based
on a showing of probable cause, slows, and in some cases prevents
altogether, the Government's efforts to conduct surveillance of
communications it believes are significant to the national security.
This is a point worth emphasizing, because I think many
Americans would be surprised at what the current law requires. To
state the case plainly: there are circumstances under which when the
Government seeks to monitor, for purposes of protecting the nation
from terrorist attack, the communications of foreign persons, who are
physically located in foreign countries, the Government is required
under FISA to obtain a court order to authorize this collection. We
find ourselves in this position because the language in the FISA
statute, crafted in 1978, simply has not kept pace with the revolution
in communications technology.
Moreover, this Committee and the American people should
be confident that the information the IC is seeking is foreign
intelligence information. Writ large, this includes information
relating to the capabilities, intentions and activities of foreign powers,
organizations or person, including information on international
terrorist activities. FISA was intended to permit the surveillance of
foreign intelligence targets, while providing appropriate protection
through court supervision to U.S. citizens and to other persons in the
United States.
While debates concerning the extent of the President's
constitutional powers were heated in the mid-1970s, as indeed they
are today, we believe that the judgment of Congress at that time was
that FISA’s regime of court supervision was focused on situations
where Fourth Amendment interests of persons in the United States
were implicated. It is important to note that nothing in the proposed
legislation changes this basic premise in the law.
Another thing that this proposed legislation does not do is
change the law or procedures governing how NSA, or any other
government agency, treats information concerning United States
persons. For example, during the course of its normal business under
current law, NSA will sometimes encounter information to, from or
about U.S. persons. Yet this fact does not, in itself, cause the FISA to
apply to NSA's overseas surveillance activities.
Instead, at all times, NSA applies procedures approved by the
U.S. Attorney General to all aspects of its activities that minimize the
acquisition, retention and dissemination of information concerning
U.S. persons. These procedures have worked well for decades to
ensure the constitutional reasonableness of NSA's surveillance
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activities, and eliminate from intelligence reports incidentally
acquired information concerning U.S. persons that does not constitute
foreign intelligence.
Some observers may be concerned about “reverse targeting”
in which the target of the electronic surveillance is really a person in
the United States who is in communication with the nominal foreign
intelligence target overseas. In such cases, if the real target is in the
United States, FISA would require the IC —to seek approval from the
FISA Court in order to undertake such electronic surveillance.
In short, the FISA’s definitions of “electronic
surveillance” should be amended so that it no longer matters
how collection occurs (whether off a wire or from the air). If the
subject of foreign intelligence surveillance is a person
reasonably believed to be in the United States or if all parties to
a communication are reasonably believed to be in the United
States, the Government should have to go to court to obtain an
order authorizing such collection. If the government seeks to
acquire communications of persons outside the United States, it
will continue to be conducted under the lawful authority of
Executive Order 12333, as they have been for decades.

SECURING ASSISTANCE
UNDER FISA

The proposed legislation reflects that it is vitally important
that the Government retain a means to secure the assistance of
communications providers. As Director of NSA, a private sector
consultant to the IC, and now Director of National Intelligence, I
understand that in order to do our job, we frequently need the
sustained assistance of those outside of government to accomplish our
mission.
Presently, FISA establishes a mechanism for obtaining a
court order directing a communications carrier to assist the
Government with the exercise of electronic surveillance that is
subject to Court approval under FISA. However, as a result of the
proposed changes to the definition of electronic surveillance, FISA
does not provide a comparable mechanism with respect to authorized
communications intelligence activities. The proposal would fill this
gap by providing the Government with means to obtain the aid of a
court to ensure private sector cooperation with lawful intelligence
activities.
This is a critical provision that works in concert with the
proposed change to the definition of “electronic surveillance.” It is
crucial that the government retain the ability to ensure private sector
cooperation with activities that are “electronic surveillance” under
current FISA, but that would no longer be if the definition were
changed. It is equally critical that private entities that are alleged to
have assisted the IC in preventing future attacks on the United States
be insulated from liability for doing so. The draft FISA
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Modernization proposal contains a provision that would accomplish
this objective.
THE FISA PROCESS SHOULD
BE STREAMLINED

In addition to updating the statute to accommodate new
technologies, protecting the rights of people in the United States, and
securing the assistance of private parties, the proposed legislation also
makes needed administrative changes. These changes include:
(1) streamlining applications made to the FISA Court, and (2)
extending the time period the Department of Justice has to prepare
applications following Attorney General authorized emergency
collection of foreign intelligence information.
The Department of Justice estimates that these processoriented changes potentially could save thousands of attorney work
hours, freeing up the Justice Department’s National Security lawyers
and the FISA Court to spend more of their time and energy on cases
involving United States persons - - precisely the cases we want them
to be spending their efforts on. And, if we combine the streamlining
provisions of this bill with the technology-oriented changes proposed,
the Intelligence Community will be able to focus its operational
personnel where they are needed most.

FISA WILL CONTINUE TO
PROTECT CIVIL LIBERTIES

When discussing whether significant changes to FISA
are appropriate, it is always appropriate to thoughtfully consider
FISA’s history. Indeed, the catalysts for FISA’s enactment were
abuses of electronic surveillance that were brought to light. The
revelations of the Church and Pike committees resulted in new
rules for U.S. intelligence agencies, rules meant to inhibit
abuses while preserving our intelligence capabilities. I want to
emphasize to this Committee, and to the American people, that
none of the changes being proposed are intended to, nor will
have the effect of, disrupting the foundation of credibility and
legitimacy that FISA established.
Instead, we will continue to conduct our foreign intelligence
collection activities under robust oversight that arose out of the
Church and Pike investigations and the enactment of FISA.
Following the adoption of FISA, a wide-ranging, new intelligence
oversight structure was built into U.S. law. A series of laws and
Executive Orders established oversight procedures and substantive
limitations on intelligence activities. After FISA, the House and
Senate each established intelligence oversight committees. Oversight
mechanisms were established within the Department of Justice and
within each intelligence agency – including a system of inspectors
general.
More recently, additional protections have been implemented
community-wide. The Privacy and Civil Liberties Oversight Board

UNCLASSIFIED

7

UNCLASSIFIED
was established by the Intelligence Reform and Terrorism Prevention
Act of 2004. The Board advises the President and other senior
executive branch officials to ensure that concerns with respect to
privacy and civil liberties are appropriately considered in the
implementation of all laws, regulations, and executive branch policies
related to efforts to protect the Nation against terrorism. Unlike in the
1970s, the IC today operates within detailed, constitutionally-based,
substantive, and procedural limits under the watchful eyes of
Congress, numerous institutions within the Executive Branch, and,
through FISA, the judiciary.
With this robust oversight structure in place, it also is
important to ensure that the IC is more effective in collecting and
processing information to protect Americans from terrorism are other
threats to the security of the United States. FISA must be updated to
meet the new challenges faced by the IC.
The Congressional Joint Inquiry Commission into IC
Activities Before and After the Terrorist Attacks of September 11,
2001, recognized that there were systemic problems with FISA
implementation. For example, the Commission noted that “there
were gaps in NSA’s coverage of foreign communications and FBI’s
coverage of domestic communications.” As a result of these and
other reviews of the FISA process, the Department of Justice and IC
have continually sought ways to improve.
The proposed changes to FISA address the problems noted by
the Commission. At the same time, a concerted effort was made in
our proposal to balance the country's need for foreign intelligence
information with the need to protect core individual civil rights.
CONCLUSION

This proposed legislation seeks to accomplish several goals:
•

First, the changes proposed are intended to make FISA
technology-neutral, so that as communications technology
develops - - which it absolutely will - - the language of the
statute does not become obsolete.

•

Second, this proposal is not intended to change privacy
protections for Americans. In particular, this proposal makes
no changes to the findings required to determine that a U.S.
person is acting as an agent of a foreign power. The proposal
returns the FISA to its original intent of protecting the
privacy of persons in the United States.

•

Third, the proposed legislation enhances the Government’s
ability to obtain vital assistance of private entities.

•

And fourth, the proposed legislation allows the Government
to make some administrative changes to the way FISA
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applications are processed. As Congress has noted in its
reviews of FISA process, streamlining the FISA process
makes for better government.
This Committee should have confidence that we understand
that amending FISA is a major proposal. We must get it right. This
proposal is being made thoughtfully, and after extensive coordination
for over a year.
Finally, I would like to state clearly my belief that bipartisan
support for bringing FISA into the 21st Century is essential. Over the
course of the last year, those working on this proposal have appeared
at hearings before Congress, and have consulted with Congressional
staff regarding provisions of this bill. This consultation will continue.
We look to the Congress to partner in protecting the nation. I ask for
your support in modernizing FISA so that it will continue to serve the
nation for years to come.
As I stated before this Committee in my confirmation hearing
earlier this year, the first responsibility of intelligence is to achieve
understanding and to provide warning. As the new head of the
nation’s IC, it is not only my desire, but my duty, to encourage
changes to policies and procedures, and where needed, legislation, to
improve our ability to provide warning of terrorist activity and other
threats to our security.
I look forward to answering the Committee’s questions
regarding this important proposal to bring FISA into the 21st Century.
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