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 1 Tuesday , October  7, 2008                               2:00 p.m.       

 2 P R O C E E D I  N G S 

 3 THE CLERK:  Calling civil 08-4548, RealNetworks,

 4 Inc., versus DVD Copy Control Associates, et al.

 5 THE COURT:  May I have your appearances, please.

 6 MR. DIBOISE:  Good afternoon, Your Honor.  

 7 My name is James DiBoise.  I'm with Wilson, Sonsi ni

 8 Goodrich & Rosati.  

 9 With me are my colleagues, Michael Berta, Colleen

10 Bal and Bryan Ketroser.

11 Also with me are the general counsel of

12 RealNetworks, Bob Kimbell and the deputy general counsel,

13 Bill Way.

14 THE COURT:  Good afternoon.

15 MR. WILLIAMS:  Bart Williams from Munger Tolles &

16 Olson, along with Kelly Klaus and Rohit Singla an d Mr. Bob

17 Rotstein.

18 We are also joined at counsel table by Mr. Greg

19 Goeckner and Mr. Dan Robbins.

20 THE COURT:  Who are?

21 MR. WILLIAMS:  They are lawyers for the MPAA

22 representing, in this capacity, the individual de fendants and

23 counter-complainant studios.

24 THE COURT:  Okay, thank you.

25 Now, I've received a fair amount of paper, not a lot
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 1 of time to read it.  It seems as though there is some

 2 difference of opinion as to how this real DVD ope rates.  

 3 Am I correct in that, Mr. DiBoise?

 4 MR. DIBOISE:  Your Honor -- 

 5 THE COURT:  In other words, as -- if I listen to

 6 each side, I would think that these were two diff erent pieces

 7 of software or instrumentalities, or whatever.

 8 MR. DIBOISE:  The -- the actual implementation of

 9 real DVD is characterized correctly by Mr. Buzzar d's

10 declaration.  I do not know that there is any tec hnical

11 complaint by the studios as to what Mr. Buzzard s ays; however,

12 they do characterize and mischaracterize certain aspects of how

13 the Real DVD player works.

14 Having said that, I can understand Your Honor's

15 confusion, because it does appear from the studio 's papers that

16 they mischaracterized certain steps that the Real  DVD takes.

17 THE COURT:  I didn't say that; I said there is a

18 difference of opinion.

19 MR. DIBOISE:  Difference of opinion, Your Honor.

20 THE COURT:  As to how it operates.

21 Is that correct?

22 MR. WILLIAMS:  That is correct, Your Honor.  I think

23 there is a fundamental difference of opinion, at least as

24 stated in the briefs, as to how the process works , although our

25 position is that there are a number of concession s in
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 1 Mr. Buzzard's declaration.  When it really gets d own to the

 2 weeds, as to how the authentication and encryptio n works, we

 3 actually believe that there is some agreement by their expert

 4 on some critical issues.  But, I think it's fair to say that

 5 the plaintiffs and counter-defendants believe, as  stated in

 6 their papers, that we have mischaracterized the w orkings of

 7 this product, and we don't believe we have.

 8 THE COURT:  Now, there also seems to be some

 9 difference of opinion as to what is allowable und er the

10 agreement.  

11 For want of a better term, I can call it the CSS

12 agreement; would that be appropriate?

13 MR. DIBOISE:  That is absolutely correct, Your

14 Honor.

15 THE COURT:  And that is what it's called.

16 I was looking at whether it was DVDC -- what is i t,

17 DCCA, or whatever it is?

18 MR. DIBOISE:  DVD CCA -- 

19 THE COURT:  Yes.

20 MR. DIBOISE:  -- is a defendant, but that is the

21 entity that licenses the CSS encryption.

22 THE COURT:  Is there, in fact, a difference in what

23 this allows -- 

24 MR. DIBOISE:  Yes.

25 THE COURT:  -- with respect to copying, et cetera?
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 1 MR. DIBOISE:  Yes.  That's the core issue, Your

 2 Honor.

 3 THE COURT:  Get to the core of it, then, right?

 4 Is that correct, there is a disagreement?

 5 MR. WILLIAMS:  Yes, there is a disagreement, Your

 6 Honor.

 7 THE COURT:  Okay.  Wherein does it say either that

 8 it does allow for copying or does not allow for c opying?

 9 MR. DIBOISE:  Your Honor, nowhere in the agreement

10 does it say thou shalt not copy.

11 THE COURT:  It doesn't say thou shalt anywhere in

12 the agreement, as I recall, so -- 

13 MR. DIBOISE:  What it does -- 

14 THE COURT:  Does it say anything about copying?

15 MR. DIBOISE:  Not in any of the specific provisions

16 of the CSS license does it say you shall not use this

17 technology to make copies.

18 THE COURT:  What does it say in that respect?

19 MR. WILLIAMS:  Sure, Your Honor.  

20 If I may, is there any way I could use the overhe ad

21 to point the Court to specific provisions?

22 THE COURT:  I've got it in front of me; I can read

23 sections, numbers, and things like that.

24 MR. WILLIAMS:  Very well, Your Honor.

25 THE COURT:  Okay.
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 1 MR. WILLIAMS:  The first thing we point the Court to

 2 is the name of the entity, that is, the licensor in this case,

 3 that is the DVD CCA, the CCA -- 

 4 THE COURT:  Yes.

 5 MR. WILLIAMS:  Right?  The idea behind the whole

 6 organization is to protect copies.  That's the Co py Control

 7 Association is the name of the organization.  And , it is an

 8 organization, association, that we say exists for  the purpose

 9 of controlling copies, so I would start there.

10 The next specific provisions I would point the Co urt

11 to is the very first recital, and this is Exhibit  F to

12 Mr. Pomerantz's declaration.  The recital A, on t he very first

13 page, says that, "CSS was developed to provide re asonable

14 security for content on DVD discs and thereby, to gether with

15 the terms and conditions of this agreement, to pr ovide

16 protection for such copyrighted content against u nauthorized

17 consumer copying."  The entire fabric of this agr eement is to

18 prevent unauthorized consumer copying.

19 The next provision that I would refer the Court t o

20 is paragraph 9.2 of that same document.  It appea rs on page 22

21 of 33 of the document.  And, it's under the headi ng, "Equitable

22 Relief."  This is a provision that refers to, spe cifically, the

23 category of people that are -- consist of my clie nts, that is,

24 people who are eligible licensees under the agree ment, that is,

25 the studios.
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 1 What it notes here in paragraph 9.2 is the lastin g

 2 effect and harm of widespread unauthorized copyin g of

 3 copyrighted content.  And indeed, it goes on to s ay, in that

 4 section, that to the extent there are any violati ons of any of

 5 the provisions of this agreement, that the harm w ould be

 6 irreparable.

 7 And it specifically states that the licensor and the

 8 licensee recognize that; thus, we would argue tha t irreparable

 9 harm is assumed if the licensee, in this case, Re al, violates

10 the license.

11 THE COURT:  Well, is there -- is there any place in

12 the agreement where it defines unauthorized copyi ng or copying?

13 MR. WILLIAMS:  Not -- not as terms, no, Your Honor.

14 There is no callout, there is no separate definit ion section

15 that deals with those specific terms.

16 THE COURT:  And, is there anything in the agreement

17 that incorporates by reference the DMCA or refere nces the DMCA?

18 MR. WILLIAMS:  Umm, there is nothing in the

19 agreement that specifically refers to the DMCA wi th respect to

20 the notion of copying, no, there is not, but the DMCA is a

21 statute that has specifically been described in v arious cases

22 as a statute that is meant to prohibit traffickin g in a device

23 that circumvents technical measures, such as the CSS controls,

24 that is, the Content Scramble System controls tha t are dealt

25 with under this license.
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 1 So, in cases like Judge Illston's opinion in 321

 2 studios, which was a couple of years ago from this distric t,

 3 that case specifically held that the CSS controls  are

 4 specifically meant to be technical measures.  And  so, if you

 5 violate those technical measures by trafficking i n a device

 6 that contravenes the DMCA, that is a violation of  that statute.

 7 If I may, Your Honor, there is one more provision

 8 that I wanted to refer to that is probably the st rongest

 9 provision.  It's not in the publicly-filed papers , but it's in

10 the confidential papers the are filed because it includes a

11 technical specification under the CSS.

12 THE COURT:  Is this in the agreement itself between

13 RealNetworks and --

14 MR. WILLIAMS:  It is referenced --

15 THE COURT:  DCAA -- 

16 MR. WILLIAMS:  I'm sorry, Your Honor.

17 THE COURT:  -- whatever?

18 MR. WILLIAMS:  It is referenced in the agreement.

19 If you'll note, Your Honor, paragraph 1.13 of tha t

20 agreement -- 

21 THE COURT:  Um-hmm.

22 MR. WILLIAMS:  -- specifically incorporates by

23 reference various procedural specifications and t echnical

24 specifications.  It specifically incorporates tho se by

25 reference.
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 1 One of the technical specifications -- 

 2 THE COURT:  Which section of the agreement are you

 3 referring to?

 4 MR. WILLIAMS:  That is section 1.13 of that same

 5 Exhibit N.

 6 THE COURT:  Okay, I see what you are talking about.

 7 MR. WILLIAMS:  Okay?

 8 MR. DIBOISE:  Exhibit N?

 9 MR. WILLIAMS:  Yes.

10 MR. DIBOISE:  I think you mean Exhibit F.

11 MR. WILLIAMS:  Oh, pardon me.  Exhibit F, the CSS

12 license agreement that you have in front of you.

13 MR. DIBOISE:  Your Honor, if I might respond?

14 THE COURT:  Well, I don't think -- are you finished?

15 MR. DIBOISE:  Sorry.

16 MR. WILLIAMS:  No, I wasn't.

17 THE COURT:  Sort of sounded like he finished in

18 mid-sentence, there.

19 MR. WILLIAMS:  One of the technical specifications

20 that we refer to and that we filed under seal, an d this is

21 Exhibit G to Mr. Pomerantz's declaration -- 

22 THE COURT:  Um-hmm.

23 MR. WILLIAMS:  -- specifically talks about this

24 particular environment and making digital-to-digi tal copying of

25 protected content in the environment of a persona l computer.
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 1 And, it indicates that the whole idea of the auth entication and

 2 encryption, that is part of the CSS protections, is to prevent

 3 that type of digital-to-digital copying.  And we would refer

 4 Your Honor to that -- 

 5 THE COURT:  Do you have a copy there?

 6 MR. WILLIAMS:  Yes, I do.

 7 May I hand it to your clerk, Your Honor?

 8 THE COURT:  Yes.

 9 MR. WILLIAMS:  Counsel?

10 MR. DIBOISE:  I have one.

11 MR. WILLIAMS:  Okay.

12 And, it's under section 1.1 there, Your Honor.

13 THE COURT:  And, you're referring me to what

14 portion?

15 MR. WILLIAMS:  Under section 1.1, there is a

16 paragraph the begins "the objectives" -- 

17 THE COURT:  Yes?

18 MR. WILLIAMS:  And it goes on.  I would refer the

19 Court to the four lines that are indented there, where there is

20 a reference to a particular type of authenticatio n and

21 encryption.  It defines the purpose of this techn ical

22 specification that is part of the CSS and we feel  makes clear

23 that the purpose of the CSS protections is to pre vent copying

24 of -- digital-to-digital copying -- of DVDs onto personal

25 computers.
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 1 THE COURT:  And, how do we know that this is, in

 2 fact, what is referred to in 1.13 when it uses th e terms

 3 "procedural specifications" or "technical specifi cations" or,

 4 quote "CSS specifications"?

 5 MR. WILLIAMS:  Your Honor, let me -- let me tell you

 6 what I know about it, and perhaps one of my colle agues can give

 7 more information, but here's what I know:  We had  to

 8 specifically make a request to get this technical  specification

 9 going through the DVD CCA, signing agreements tha t we would not

10 disclose the technical specifications.  We asked for all the

11 technical specifications and then reviewed them w hen they were

12 sent to us just in the past week or so, and this is one of the

13 technical specifications.

14 And, I'm looking at my colleagues.  Mr. Singla ma y

15 have a more specific description of how it is we got this copy.

16 MR. SINGLA:  Well, Your Honor -- 

17 THE COURT:  I'm not so concerned right now, unless

18 somebody calls to my attention some reason why I should be.

19 What I want to know is, then, how do we know that

20 that is a part of this contract?  For example, th ere are some

21 membership categories that are appended to the co ntract.  And

22 then -- and I assume these are -- in connection w ith

23 RealNetworks that certain of these are checked of f and a number

24 of others are not; is that correct?

25 MR. WILLIAMS:  That's correct.
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 1 MR. DIBOISE:  Yes, Your Honor.

 2 Let me back --

 3 THE COURT:  Those particular designations as to, I

 4 gather, what it is that RealNetworks said it was going to be

 5 doing, that resulted in these particular membersh ip categories

 6 being checked off; is that correct?

 7 MR. DIBOISE:  They are checked off, but you need to

 8 understand the mechanism by which this license is  created.

 9 THE COURT:  Um-hmm.

10 MR. DIBOISE:  The only thing that Real DVD -- I'm

11 sorry, that RealNetworks saw at the time that it signed the

12 license with the DVD CCA is the material that is attached to

13 Exhibit F.  None of the technical specifications or procedural

14 specifications were part of the agreement that th ey saw at the

15 time they saw it.

16 The technical specifications, as Mr. Williams

17 indicated, are tightly controlled by the DVD CCA and weren't

18 sent to anyone at RealNetworks until after the ag reement had

19 been signed by RealNetworks.

20 THE COURT:  But, at some point, then, after you

21 signed that agreement you came in possession of - -

22 MR. DIBOISE:  Mr. --

23 THE COURT:  Of what is contained in this Exhibit G.

24 MR. DIBOISE:  I saw Exhibit G when Mr. Pomerantz

25 filed his declaration in the Central District of California on
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 1 September 30th, 2008.  That is the first time tha t anyone -- 

 2 THE COURT:  Well -- 

 3 MR. DIBOISE:  I'm --

 4 THE COURT:  Did someone from RealNetworks come into

 5 possession of this, not you personally?

 6 MR. DIBOISE:  Mr. Buzzard saw them.

 7 THE COURT:  Um-hmm.

 8 MR. DIBOISE:  And was part of the team that devised

 9 and designed and created Real DVD.  He was in pos session of

10 that specification.

11 THE COURT:  I see.  That's what I want to know,

12 okay.

13 So, at time after having become a party to this

14 license agreement and received this -- these spec ifications; is

15 that correct?

16 MR. DIBOISE:  Yes.

17 THE COURT:  Okay.

18 MR. DIBOISE:  And -- 

19 THE COURT:  And they are deemed incorporated by

20 reference to paragraph 1.13?

21 MR. DIBOISE:  That's the position of the studios and

22 the DVD CCA.

23 THE COURT:  Is that incorrect?

24 MR. DIBOISE:  We would dispute some aspects of that.

25 THE COURT:  Well, what purpose do they serve if they
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 1 are not the specifications referenced in 1.13?  W hat are they?

 2 MR. DIBOISE:  They -- I may have misspoken a bit.

 3 We don't dispute that the technical specification s

 4 say what they say.  They are designed to teach th e technical

 5 people how to build a product in compliance with the license.

 6 We do disagree with the studio's characterization  of

 7 the content of those specifications, so that when  Mr. Buzzard

 8 at RealNetworks and the team of engineers who wer e authorized

 9 to have access to that -- to the technical specif ications,

10 that's the document that they used in order to bl ueprint what

11 it was that we should do in Real DVD.

12 That aspirational, in a sense, nature of the

13 document that is before you I am sure, and I know  from

14 Mr. Buzzard's declaration, that as far as bus aut hentication

15 goes and the bus decryption, both of those proced ures are

16 followed within Real DVD.  And that's the only ev idence before

17 the Court today, is that Mr. Buzzard's declaratio n says we

18 followed faithfully these specifications to make the product.

19 What the studios are trying to do is to take this

20 technical specification and somehow or other boot strap it into

21 the entire purpose of the agreement, which is whe re Your Honor

22 started out this question, which is, where in thi s agreement

23 does it say that the purpose of the agreement, or  that the

24 purpose -- the agreement itself prohibits copying ?

25 This doesn't prohibit copying, it just says if
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 1 you're going to read data from your DVD drive to the personal

 2 computer, you must make certain that that bus, th e connector,

 3 the road that takes that data from the DVD to the  computer

 4 itself, must be encrypted.  And, in fact, the Rea l DVD does

 5 that.

 6 MR. WILLIAMS:  Your Honor, if I may respond?

 7 THE COURT:  Yes.

 8 MR. WILLIAMS:  The response to that is this is one

 9 of the specific places where the parties are in d isagreement as

10 to how the Real DVD product works.  In the declar ations that we

11 have provided from Dr. Bell and Dr. Kelly, they t ake great

12 pains, and they go very, very -- step by step in describing

13 exactly how it is that this technology does not u se, in fact,

14 bus authentication or bus encryption from the poi nt in time

15 that a copy has been made of a DVD.

16 Mr. Singla is the technical lawyer here who can g o

17 into the real details of it, but I can tell you t his, that the

18 way that this product works is they have a licens e that allows

19 them to access some of the encryption codes and t he keys, the

20 CSS keys -- by "they," I mean RealNetworks.  Real Networks uses

21 those keys, accesses those keys in a manner that was not

22 contemplated by their license, because, after all , their

23 license was for the purpose of allowing RealNetwo rks to make a

24 DVD player.

25 So, what they do is, they designed a technology t hat
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 1 allows one to make a copy onto a hard drive of a computer of a

 2 DVD.  And, after that copy is made, and we can go  step by step

 3 with an overhead that I think really would illust rate it, after

 4 that copy is made, Your Honor, neither bus encryp tion nor bus

 5 authentication, none of those things take place, because once

 6 it goes onto the hard drive of a computer, there is not even a

 7 DVD disc drive the one typically uses when you in sert it into

 8 the tray of a DVD.

 9 There is normally a communication, an

10 authentication, if you will, between the player, on the one

11 hand, and the disc drive on the other.  What Real  does is, they

12 say, well, once we have made the copy, we don't n eed to use the

13 player -- or, excuse me, the disc drive, and ther efore, all the

14 technical specifications that require that a disc  drive be used

15 and that authentication occur no longer have to b e used.

16 And so, by that sleight of hand, they say, look, we

17 are compliant.  We used all those authentication measures at

18 the beginning, before the copy was made.  But, Yo ur Honor, once

19 that copy is made, and there is nothing in Mr. Bu zzard's

20 declaration that contradicts this, once that copy  is made, none

21 of those protections except for the encryption of  the content

22 of the movie, that is the only protection that re mains, once

23 the copy is made onto a hard drive of the compute r.

24 There are about you three or four others that

25 Mr. Singla can describe whenever Your Honor would  like, if
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 1 you'd like, that are not used once the copy is ma de, and that

 2 is the manner in which there is a bypassing or an  avoidance of

 3 the CSS protective measures.

 4 THE COURT:  Well, is -- is there anything in the

 5 agreement that, as far as you read it, your inter pretation of

 6 it, proscribes their making a copy, or copying, I  should say,

 7 to the hard drive?

 8 MR. WILLIAMS:  No.  In fact, there is not --

 9 THE COURT:  Does the agreement prevent that, prevent

10 copying, as you interpret it?  Does it prevent or  bar copying

11 to the hard drive?

12 MR. WILLIAMS:  Yes, it does.  It prevents copying of

13 any type in a playable form.  So, if a copy is ma de of a DVD

14 that can be played, that is prohibited because of  the passages

15 that I already described to you, the recital at t he beginning,

16 I believe it was section 9.2, and other sections,  the technical

17 specifications that specifically say that the pur pose of this

18 whole framework of protections is to prevent unau thorized

19 copying of the DVDs.  That's the whole purpose of  it.

20 THE COURT:  Well, what is meant by -- it says

21 "unauthorized consumer copying"; what is meant by  that?

22 MR. WILLIAMS:  Very simple:  Unauthorized consumer

23 copying is exactly what Real DVD does.

24 THE COURT:  No, no, that's not what I asked you.

25 What does it mean?  Does it mean any copying of a ny copyrighted
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 1 work that is on -- that is on DVD and that can, y ou know, be

 2 played?

 3 MR. WILLIAMS:  That's correct, Your Honor.  It's the

 4 first thing that shows up on a DVD when you play it on a

 5 computer.  It says that this is copyrighted mater ial.  The

 6 copyright owner is whatever studio or whomever ow ns that movie.

 7 That may be played only on a player that is a lic ensed player

 8 that has worked with DVD CCA in order to have the  codes that

 9 allow the DVD to be played.

10 If you take a DVD that you purchase at a store an d

11 you put it on your computer and you put it in the  disc drive

12 and play it, there is nothing that allows you to make a copy of

13 that DVD, and, indeed, all of these protections p revent one

14 from making a copy of that DVD that can be played .

15 The way that RealNetworks tries to finesse that i s

16 by saying that, well, any computer can make a cop y of the data

17 that constitutes the content of a movie.  And tha t's true, but

18 they can make a copy by using the Microsoft Windo ws, for

19 example.  They can make a copy, but it is not a c opy that can

20 be played, it's a copy that is jumbled and that n eeds these

21 access codes in order to be played.

22 THE COURT:  And then, that's how the decryption that

23 they are doing essentially unscrambles it for the  purpose of

24 allowing it to be played; is that it?

25 MR. WILLIAMS:  That's correct, that's exactly right.
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 1 And that decryption, that you just mentioned, is the final step

 2 before it's actually played onto the screen.

 3 There are two or that other steps that have to ta ke

 4 place as different layers of protection before it  can be

 5 played; what Real DVD does is it eliminates those  first three

 6 or four protections, maintains the encryption pro tection to

 7 which they have the access codes, and then it is employed by

 8 the consumer, bypassing those first three.  Becau se the whole

 9 idea, as you can see from the technical specifica tion, is that

10 the protections are meant to prevent digital-to-d igital copying

11 in the personal computer environment.  That's the  whole idea of

12 these protections, and they have been bypassed in  that way.

13 MR. DIBOISE:  Your Honor, if I might?

14 THE COURT:  Hold on.

15 I gather that there are any number of different

16 types of parties, and then they would become type s of members,

17 I guess, that can sign onto or enter into this li cense

18 agreement.  And, for example, some of the lists, those included

19 on the list are DVD player manufacturer, DVD driv er

20 manufacturer, et cetera, right?

21 MR. WILLIAMS:  That's correct, Your Honor.

22 THE COURT:  Now, and you referred -- I thought you

23 referred to RealNetworks as having signed this ag reement and

24 being a DVD manufacturer, or DVD -- but they are not

25 manufacturing DVDs or players or drivers, or anyt hing like
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 1 that, right?

 2 MR. WILLIAMS:  Well, actually -- 

 3 THE COURT:  What they've signed up for and what I

 4 would like to know is the significance of this is  a descrambler

 5 manufacturer, and what are you descrambling, in t his context,

 6 that is legitimate for the purposes of what you s ay the

 7 agreement is supposed to achieve?  What is a desc rambler

 8 manufacturer do?  And, I have no clue either as t o what an

 9 authenticator module for CSS decryption module, w hat it does.

10 MR. DIBOISE:  Your Honor -- 

11 THE COURT:  I think Mr. Singla is jumping up behind

12 you.

13 (Laughter.)  

14 MR. WILLIAMS:  Sure, Your Honor.

15 THE COURT:  I want to get this straightened out and

16 then I'll talk to you.

17 MR. DIBOISE:  The reason I'm sitting down is I just

18 have a hip problem, and it occasionally relieves -- 

19 THE COURT:  No, that's fine, you may sit down.  If

20 you want to stay seated and use the mic, you can do that as

21 well.

22 MR. DIBOISE:  It's just my -- 

23 THE COURT:  Okay sure, have a seat.  

24 MR. SINGLA:  As Mr. Williams mentioned, my purpose

25 here is just to try to help explain some of this technology and
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 1 what all these terms mean.

 2 So, the Court, having very correctly referenced t he

 3 fact that the categories include DVD player and D VD drive, so

 4 the CSS's license envisions that the term "DVD Pl ayer," with a

 5 capital "P" is someone who -- may I put up a slid e just to

 6 illustrate?

 7 THE COURT:  Yes, yes.

 8 What are you using here?

 9 MR. SINGLA:  We're going to use the TV screen here.

10 THE COURT:  You're going to use this one here?

11 MR. SINGLA:  Yes, I think that should work.

12 If we get Slide 15 up?

13 THE COURT:  Can you turn that so that -- well, isn't

14 it playing on your -- should be playing on your s creens there.

15 No?

16 MR. DIBOISE:  I can see it now, Your Honor.

17 THE COURT:  Okay.  Okay.

18 MR. SINGLA:  So, on the left you'll see what is

19 called a DVD player.

20 THE COURT:  Right.

21 MR. SINGLA:  In the context of the CSS license, the

22 capital P, player.  Those are like the Sony box y ou have

23 underneath your computer, okay?  That is not what  this case is

24 about.  Those machines have a relative low risk o f copying

25 because it's a closed box system, there is no com puter
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 1 programs, you can't attach a hard drive.

 2 What this case is about is the right category, wh ich

 3 is when you have a computer system with a DVD dri ve attached to

 4 it.  We call that DVD Player, they call that DVD player, with a

 5 small "P."  It's not a DVD player, as that term i s defined in

 6 the CSS license, unfortunately, the way that both  parties have

 7 been talking about this.

 8 THE COURT:  Okay.

 9 MR. SINGLA:  Under the CSS license, a software

10 player, not a Sony box, but a software player lik e Real DVD, is

11 known as a descrambler and an authenticator of mo dule for a

12 de-encryption module.

13 THE COURT:  Who knew.

14 (Laughter.)  

15 THE COURT:  Certainly not I.

16 MR. SINGLA:  And, this is explained in Dr. Bell's

17 declaration, which was submitted on Friday.  But the idea is

18 that the authenticator module is the part of thei r program that

19 talks to the DVD drive and authenticates.  And, t he descrambler

20 module is the part of their program that knows ho w to take the

21 movie and decrypt it, undo the encryption and rev eal what it

22 shows, and play it up on a screen.

23 If we could get Slide 17?

24 So, this is a DVD.  And what Real has been talkin g

25 about is, you see it says "encrypted movie data"?
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 1 THE COURT:  Um-hmm.

 2 MR. SINGLA:  The data that constitutes the movie is

 3 encrypted.  And that is one form of protection pr ovided by the

 4 CSS technology.  And that is what Real focuses on  because they

 5 maintain that.  In the copy they make -- we don't  deny they

 6 keep on their copy.  The copy that they make is s till

 7 encrypted.  

 8 And so, they say, their declarant said, in their

 9 papers they say we don't circumvent anything, we maintain the

10 CSS protections, but there are many, as Mr. Willi am mentioned,

11 there are many other layers to CSS protections th at are

12 completely circumvented.

13 And, I don't think there is a factual dispute, wh en

14 you dig down and see what they are saying.  For p urposes -- I

15 think we are accepting, really, their own charact erization and

16 the way their witness described it.

17 If we could get the next slide?

18 There is also on the disk, and this is not in

19 dispute, what is called a "secure lead-in area."  These are all

20 protections that were designed as part of CSS to protect movies

21 from copying.  And, the secure lead-in area are t he keys, the

22 codes that allow the decryption module, that part  of the

23 program, to unlock the movie, decrypt the movie, okay?

24 We have a next set?

25 That is half the equation under the CSS
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 1 technological system.  The second half of the pro tections are

 2 contained in the DVD drive.  And this is all, aga in, in

 3 Dr. Bell's declaration.  He is one of the people,  and he is

 4 here today, he is one of the people who led the c ommittee in

 5 the mid '90s to develop this entire system.  He w orked at IBM

 6 at the time, and to give the studios comfort that  they could

 7 release movies on DVD.  And his declaration expla ins all of

 8 this.

 9 So, there is a series of protection layers that

10 are -- this is the physical drives that come in y our computer.

11 And our laptops have a DVD drive in them, or an e xternal one.

12 One is a drive with that locking mechanism.  The second is

13 authentication protocols; that is what talks to t he

14 authentication module in the program.  And, the t hird is the

15 bus encryption, and I'll talk about that a bit mo re.  That's a

16 way in which the communication between the drive and the

17 computer are themselves rescrambled to make addit ionally sure

18 that nobody can tap into that line and get access  to the movie.

19 If we can go to the next slide?

20 I think it's worthwhile, in listening to the Cour t's

21 questions, to kind of go through just a high leve l how CSS

22 works.  I don't really think this is in dispute.  I think it's

23 in Dr. Felten's declaration also.  I don't think he really

24 disputes this.

25 THE COURT:  I think in reality it probably helps to
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 1 see it as opposed to having a jumble of words, so me of which

 2 makes sense and some of which doesn't.

 3 MR. SINGLA:  It took us a while as the lawyers tried

 4 to understand this from Dr. Bell.

 5 The first thing is when you put a DVD in the driv e

 6 the drive locks; the drive will physically lock.  It will

 7 refuse to let you look at any part of the DVD.  T hat is the

 8 first layer of protection that is provided.

 9 The next step?

10 The drive goes in and it locks.  Cute little

11 animation.

12 The next step?

13 Now, once the drive locks, it will not unlock unt il

14 there is authentication.  Authentication is a com puter science

15 term that is used in computer science to mean hav ing two

16 entities talk to each other, have a dialogue and make sure that

17 they can verify the other entity that they are de aling with is

18 legitimate, trustworthy.  So there is a conversat ion.  And

19 again, I don't think this is in dispute.

20 The DVD drive asks the player, this is the Real D VD

21 player they would ask, for example, their softwar e, for some

22 security codes.  And the Real DVD player sends th em security

23 codes.  And then, the player does another thing w here it takes

24 those security codes and encrypts them, sends it back and says

25 encrypt this for me, and it does that.  And it's doing this to
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 1 make sure that the player knows CSS, is CSS compl iant,

 2 understands the algorithms, and is a legitimate e ntity for it

 3 to deal with and to send the movie to.

 4 The next slide.

 5 At that point, the drive will unlock.  And at tha t

 6 point, the computer can read what is on the DVD.  And when

 7 Dr. Felten and Real says the movie can be copied at this stage,

 8 that's what they are saying; at this stage, once there is an

 9 authentication protocol that takes place, the mov ie file can be

10 literally copied.

11 But what can't be copied is the lead-in area.  If

12 you recall the last slide, there was a part of th e disc that

13 has secret keys, those are physically blocked fro m being read

14 at this stage.  You, as a consumer, when you open  up a DVD on

15 your computer, even if it's been authenticated an d unlocked,

16 you still can't get to those keys, so you still c an't watch the

17 movie.  That is, again, another security feature in CSS.  The

18 idea here is that just encryption alone was not c onsidered

19 enough.  People wanted layers of protection, lock s upon locks.

20 If you go to the next slide?

21 What happens is -- 

22 I'm sorry, go back one, if possible.  There we go .

23 -- is that the player and the drive negotiate a,

24 agree on bus encryption, which is a way to furthe r protect

25 those keys, you know, sort of the jewels, the key s.  And they
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 1 are transmitted over the wire between the drive a nd the

 2 computer, right?

 3 This is another layer of protection on top of all

 4 the other encryption.  They make sure that -- and  the reason

 5 is, literally, and it says this in the specificat ion, if

 6 someone were to tap into that line, you know, ins ert themselves

 7 in between the drive and the computer, the CSS sp ecifications

 8 and technology wants to make sure that that perso n can't make

 9 any use of this, so they have a further layer of encryption

10 there.

11 Next slide.

12 It's only after all of that is done that the keys ,

13 and you can see a little animation -- our IT peop le love this

14 kind of thing -- is finally sent to the player.  And it's only

15 at this stage the movie can be played.  What happ ens after that

16 is then the DVD will actually encrypt the movie.  So as the

17 Court can see, there are layers of encryption her e protection

18 here beyond just the encryption.

19 Next step, here.

20 Now, what -- one form of circumvention that is go ing

21 on, and this is what Mr. Williams and Mr. DiBoise  we're arguing

22 about, is whether -- and we don't dispute this, w hen Real does

23 all this, they do all this, they do all this just  as it's

24 specified in the specifications, but they do it t o make a copy.

25 And so, our contention is that that's not authori zed, to use it
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 1 this to make a copy.  That is one form of circumv ention that

 2 relies upon the license, the language of the lice nse, how you

 3 interpret it our view of federal law that says th at when you

 4 have a copyright or patent license, anything that  is not given

 5 expressly is retained by the copyright holder.  B ut, there are

 6 other forms of circumvention that don't rely upon  that license.

 7 I think if that's the concern, that don't rely up on the

 8 license -- and again, I don't think this is reall y in dispute.

 9 MR. DIBOISE:  It is, Your Honor.

10 MR. SINGLA:  We can talk about it, you can respond.

11 Why don't we talk about the next -- get the next

12 slide.

13 THE COURT:  Well, so far, in terms of how the Real

14 DVD operates, is this a correct?

15 MR. DIBOISE:  At 30,000 feet, yes.

16 THE COURT:  Um-hmm.

17 MR. DIBOISE:  So Your Honor's question was where in

18 this license does it say thou shalt not -- 

19 THE COURT:  I know.  That was back sometime ago.

20 MR. DIBOISE:  Well, that's the point, Your Honor,

21 because they can't point to anything in this agre ement that

22 says you shall not make a copy.  What they want t o do is go

23 through the secret handshake and these other poin ts.

24 The only point I want to make is -- 

25 THE COURT:  I didn't cut them off from that.  You
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 1 know that I can perfectly well cut them off if I want to.

 2 MR. SINGLA:  I'm sorry, Your Honor.

 3 THE COURT:  Yes?

 4 MR. SINGLA:  There are ways in which they

 5 circumvent.  This is the one form of circumventio n, we contend,

 6 at least, and they dispute, is that there is -- t his is done to

 7 make a copy instead of playing the movie.

 8 If we get to the next slide, this is another form  of

 9 circumvention.  I don't really think there is a d ispute, and

10 this is very little to do with the license, and t hat is when

11 they play back the copy, now they have made a cop y onto the

12 hard disc using all of these protocols, all the i nformation

13 they learned from the license, they go through al l that.

14 Instead of playing the movie, they copy it onto t heir hard

15 drive.

16 When they do that, and play the movie back from t he

17 hard drive, none of those layers of protection ar e maintained.

18 They don't exist anymore on the drive, they've be en removed.

19 Circumvention under the DMCA is not just unencryp ted; the DMCA

20 defines circumvention to mean removing a protecti on,

21 deactivating a protection, impairing a protection .  So the

22 movie on a hard drive -- the hard drive doesn't l ock.  They

23 don't say it does.  There is no declaration or co ntention by

24 the other side saying that the hard drive copy, t he hard drive

25 will physically lock the way the DVD drive did.  The hard drive
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 1 doesn't authenticate with the player the way the DVD drive did.

 2 Again, this is a protection in the CSS technology  that is no

 3 longer there in the copy.  It has nothing to do w ith the

 4 license.

 5 THE COURT:  Well, is there any kind of encryption or

 6 any kind of locks that are left?

 7 MR. SINGLA:  Yes, there is.

 8 THE COURT:  Once it is, in fact, on the hard drive?

 9 MR. SINGLA:  Yes, Your Honor.

10 So, the -- the bottom-most layer of protection

11 provided by the CSS system is the encryption of m ovie itself.

12 And that is maintained.  They maintain that.  The y maintain the

13 CSS encryption; they made a decision to keep that .  But, all of

14 the other protections are removed.

15 And, you know, the Court has asked for language f rom

16 the contract.  Now, again, it's our position that  if the

17 contract doesn't give them explicit license to do  this, to make

18 these copies and deactivate these protections, th en they don't

19 have, you know, they are not authorized.  They ar e not,

20 literally, authorized.

21 But, there is language in the specification that are

22 clearly violated by what they do.  So one example  -- 

23 If we can get Slide 26?

24 This is an excerpt from the procedural

25 specification.  It was submitted this morning att ached to
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 1 Mr. Pomerantz's supplemental declaration.  I can give the Court

 2 a copy, if it needs.

 3 Does the Court need a copy?

 4 THE COURT:  Well, I will tell you in a minute.

 5 Is that Exhibit A?

 6 MR. SINGLA:  I believe it is Exhibit A.

 7 THE COURT:  Yes?

 8 MR. SINGLA:  What that is, Your Honor, that is one

 9 page of those procedural specifications.  I have the entire

10 document, if the Court likes.  I think it was an error on our

11 part to just give the Court one page.

12 THE COURT:  Yes.  It always makes me a little

13 nervous to see one extracted page without referen ce to

14 anything.

15 MR. SINGLA:  This is a copy for the Court, and I

16 have a copy for Counsel, obviously.

17 If the Court turns to section 6.2.3, which I beli eve

18 is on Slide 26 up here, the Court will see the la nguage there

19 that says, and I want to -- and I kind of went th rough some of

20 that, frankly, to help the Court -- help me expla in to the

21 Court this language because it is a little techni cal.  So I'm

22 going to translate this into English.

23 It says, "the authenticator in a CSS description

24 module shall correctly engage in and complete the

25 authentication process with the DVD drive and ens ure that the
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 1 CSS keys are received by the descrambler only if the

 2 authentication process is successful."

 3 So, what this is saying, Your Honor, is that the

 4 part of their program called the authentication m odule that

 5 they've licensed from the DVD CCA, it should only  be handing

 6 over those CSS keys, the secret keys, to the desc rambler

 7 module, the other part of their program they lice nsed from DVD

 8 CCA, if the authorization of the drive took place .  That is the

 9 requirement.  It says that right there, uses the word "shall,"

10 "shall correctly engage and shall hand them over only if the

11 authentication process is successful."

12 Now, when they play back a movie that they have

13 copied from the hard disc, this doesn't happen, b ecause the

14 consumer -- this isn't in dispute, either, in fac t, they

15 advertise this as a feature of their product.  If  the consumer

16 copies the movie with their program onto the hard  disc, they

17 can unplug that drive, turn the computer offer, t urn it on and

18 play it, but there is no DVD drive there for the authenticator

19 module to authenticate anything.  But, they still  hand over

20 these keys to the descrambler module.

21 Similarly, they say they can take a movie, their

22 program allows them to take a movie, and copy it onto a thumb

23 drive, one of those little USB drives, and take t hat into

24 another computer that the consumer owns and plug it in.  Now

25 that computer maybe has never even had a DVD driv e attached to
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 1 it, and yet the copy of Real DVD on that computer , the

 2 authenticator hands over those keys to the descra mbler module

 3 without any authentication, without any drive bec ause there is

 4 no drive there.

 5 And this is -- again, we certainly don't hang our

 6 hat on the idea there has to be expressed prohibi tions in the

 7 license, but, to the extent the Court is asking, are for the,

 8 you know, specific examples, or they are suggesti ng there is

 9 nothing, I mean, these are -- this is just a flat -out place in

10 which they violate the terms of the contract.  Se ction 4.2 of

11 the license says they have to comply with every p art of the

12 specifications, including this, and they don't do  that.

13 I could also, if the Court wants, walk the Court

14 through the specification, and there is section a fter section

15 after section designed to prevent copying.  I mea n, the

16 specifications, this document right here, has thi ngs about how,

17 when you play a DVD, the computer, if it outputs something to

18 the television has to make sure that it's -- it c an't be

19 copied, that when you copy -- when you read a DVD  disc and

20 you -- it looks like someone has made a copy of a  movie onto

21 that disc, you can't read it.  I mean, there is s ection after

22 section that would be rendered pointless if they were right,

23 and they were permitted to just freely make copie s of movies.

24 There is a third circumvention that takes place

25 that, again, is independent of this license.
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 1 Can I get Slide 27?

 2 Every DVD has on it as part of the DVD format wha t

 3 are called "CGMS signals."  This is in Dr. Fenten 's

 4 declaration, their expert's, and it's in Dr. Bell 's

 5 declaration, our expert, one of the people who he lped develop

 6 the entire DVD and CSS formats.  He was the co-ch air of a

 7 120-person committee who designed that.

 8 And the CGMS signals are all over this.  There is ,

 9 like, literally, more than a million of them.  An d every place

10 in the disc it says, on a DVD disc it says, don't  copy this.

11 You can set to 0-0, do make copies, or 1-1, don't  make a copy.

12 And it's all over the disc, these markings.  And the Real

13 program circumvents that. It still makes a copy, even though

14 the DVDs are marked all over the place, "don't co py," they have

15 signals, do not copy.

16 The irony here, Your Honor -- 

17 If I could get --

18 Well, the Court may have seen in our papers

19 something that the other side didn't even respond  to, which is

20 they brought a lawsuit under the DMCA against a c ompany called

21 StreamBox, this was back 7 or 8 years ago.  And I  believe

22 attached as Exhibit N to Mr. Pomerantz's declarat ion is the one

23 public document we have been able to get from the  lawsuit just

24 from PACER or maybe West Law, which is the -- whi ch is the

25 reply brief that they submitted in support of a p reliminary
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 1 injunction.  They got a preliminary injunction ag ainst this

 2 company, StreamBox, for violating the DMCA.  And the basis for

 3 that, Your Honor, was, at that time, when the sho e was on the

 4 other foot, when someone is trying to circumvent their copy

 5 protection technologies, their video streams that  they would

 6 allow users to view, consumers on view on the com puter, were

 7 marked with something they called a "copy switch, " exactly the

 8 same thing as the CGMS signals on DVDs.  It was a  little

 9 switch -- I have a copy I can just hand up to the  Court, since

10 we can't seem to get the -- may I hand this up?

11 THE COURT:  Yes.

12 MR. SINGLA:  This is Exhibit N to Mr. Pomerantz's

13 declaration.  And I apologize, it has two little marks from me

14 for the passage I'd like to point the Court to.

15 Now, the Court sees, I believe on page 2 there.

16 THE COURT:  Yes?

17 MR. SINGLA:  Forget this technology, we'll just look

18 at it.

19 They say there in the second paragraph that this VCR

20 program that they sued on, they got an injunction  against this

21 company, that it circumvents their security syste m, and the

22 secret handshake, that is an authentication proto col.  That is

23 what I was just saying that they don't respect in  the CSS

24 system.

25 And then it says, "It is precisely because a Real
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 1 player is not on the receiving end that the user is able to

 2 copy the streaming content, even though the conte nt owner has

 3 left the copy switch off."

 4 This copy switch is the exact same thing as the C GMS

 5 signals.  They had a little place in their video stream where

 6 the content provider of Real or a movie or televi sion station

 7 on the Internet could put a little signal saying don't copy

 8 this.  And just like we have on DVDs a little sig nal, in fact,

 9 millions of them, that say don't copy this.  

10 And this program, this VCR program that they

11 enjoined, didn't respect that circumvented that, made a copy

12 anyways.  And Real said to the Court, "The VCR th us circumvents

13 both the access and copy protection."

14 And -- I'm sorry, can we switch back to the slide s?

15 And then they won on that argument, Your Honor.

16 That very argument they won --

17 Slide 29.  

18 They got a decision in the StreamBox case in the

19 year 2000, enjoining this company, StreamBox, and  they

20 persuaded the Court successfully that the copy sw itch in the

21 ordinary course of its operation, when it is on, restricts and

22 limits the ability of people to make perfect digi tal copies of

23 copyrighted material.  The copy switch therefore constitutes a

24 technological measure that effectively protects a  copyright

25 owner's rights."
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 1 And the Court held that circumventing this was a

 2 violation of the DMCA that required an injunction , a permanent

 3 injunction -- sorry, TRO.  And that was exactly w hat is going

 4 on here, we have these CGMS signals all over our DVDs saying

 5 don't copy, and they bypass and circumvent that a nd makes

 6 copies anyways.

 7 So -- 

 8 THE COURT:  Now, I'm giving a little time to be

 9 heard from Mr. DiBoise also.

10 MR. SINGLA:  Yes, Your Honor.

11 THE COURT:  But, in talking about these

12 specifications and these additional documents tha t are not a

13 part of the actual licensing agreement, would I b e correct in

14 assuming that what really incorporates these by r eference, if

15 you will, is what is contained in paragraph 4?

16 MR. SINGLA:  4.2, yes, Your Honor.

17 THE COURT:  Of the CSS specification -- where the

18 heading is CSS specification?

19 MR. SINGLA:  Yes, Your Honor.

20 THE COURT:  And refers to delivery and compliance;

21 is that -- 

22 MR. SINGLA:  Let me pull my copy here.

23 Yes, so 4.2 -- and the Court is ahead of me here on

24 getting the page number.

25 MR. WILLIAMS:  4.2.
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 1 MR. SINGLA:  4.2 says, "license see shall comply

 2 with the CSS specifications."  4.21, under "Gener al."

 3 THE COURT:  Yes.

 4 MR. SINGLA:  "As may be amended from time to time."

 5 And then 1. -- Mr. Williams will help me out here .

 6 MR. WILLIAMS:  13.

 7 MR. SINGLA:  1.13.

 8 THE COURT:  That one we have had reference before.

 9 MR. SINGLA:  So that is the provision -- 

10 THE COURT:  That one is a little less specific

11 than -- 

12 MR. SINGLA:  Right.  That just defines the term.

13 THE COURT:  Um-hmm.

14 MR. SINGLA:  The Court is correct.  This is here,

15 the Court is absolutely correct, in 4.1 and 4.2, which says

16 they shall comply.

17 THE COURT:  Hold just one moment, both of you,

18 please.

19 MR. SINGLA:  Yes, Your Honor.

20 (Court and clerk confer.)  

21 THE COURT:  In addition to copying to the hard

22 drive, and you referred to copying, for example, to a thumb

23 drive or to an external hard drive, or whatever, you know, that

24 it is owned by the person who has purchased, I gu ess, the Real

25 DVD, is there any reason why copies cannot be mad e to other
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 1 thumb drives, I mean, that you can take a thumb - - you know,

 2 you can have 90 friends and invite them over with  their thumb

 3 drives and wine.

 4 MR. SINGLA:  That is an excellent question.  

 5 THE COURT:  And you got 90 copies floating around

 6 out there.

 7 MR. SINGLA:  Right, now you can make 90 copies, but

 8 you can only play them back on five computers.  S o they have

 9 voluntarily -- 

10 THE COURT:  Is that it?  They can only play them

11 back on five computers?

12 MR. SINGLA:  That is our understanding from what

13 they are saying.  We accept that for purposes of this hearing.  

14 THE COURT:  I see.  

15 MR. SINGLA:  We haven't had discovery yet.  They say

16 you can only play it back on five, so we accept t hat for now.

17 THE COURT:  Why five?

18 MR. SINGLA:  That's question that we had, Your

19 Honor.

20 THE COURT:  Is that the $19.99 piece that you have

21 to buy and put on each computer, then, or somethi ng?

22 MR. SINGLA:  Yes, Your Honor.

23 And if you -- exactly.  If you took their argumen ts

24 literally, that the license allows them to just u se these

25 specifications and secret information and codes t o make copies
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 1 at will, why not 100?  Why not 1000?  According t o them, they

 2 could remove even the CSS encryption and allow co nsumers to

 3 make freely copyable, freely playable movies.  An d there's

 4 nothing in the CSS license, according to them, th at would

 5 prevent that.

 6 I mean, what they are saying, their argument is t hat

 7 basically, the CSS license, by taking a license t hey have

 8 gotten free, quote "authorization," end quote, to  just ignore

 9 the DMCA and ignore the entire copy protection sc heme and do

10 whatever they want.

11 THE COURT:  Well, do you understand the technology

12 to be such that, in fact, if someone else had pai d the $29.99

13 for their computer, what is that protecting? "X" number of

14 computers -- 

15 MR. SINGLA:  My understanding from their web site is

16 today, they way they have implemented it for now,  at least, is

17 that when you pay $29.99, you can play movies bac k on one

18 computer, the same computer from which you made t he copy.

19 THE COURT:  Um-hmm.  

20 MR. SINGLA:  And if you want to pay $19.99 more, you

21 can add up to five computers.  It doesn't have to  be your own;

22 could be your dormmates, your roommates, your fri ends down the

23 street, your sister, your cousin, up to five othe r computers

24 that you could play copies made -- 

25 THE COURT:  Okay, my question is, okay, so then
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 1 you're willing to splurge and spend another $29.9 9 -- 

 2 MR. SINGLA:  I believe it's just five.

 3 THE COURT:  No, but this is a whole new purchase

 4 now, a new transaction, $29.99 and another five.

 5 MR. DIBOISE:  It's $100, if you want five.

 6 THE COURT:  Yeah.  I mean, I can figure that out.

 7 It's almost $20, right, plus the $29.99.  And you  buy that,

 8 that you can copy to all of those what you had, i n fact, copied

 9 to the hard drive on number one, or does that onl y allow you to

10 access those, quote, "five"?

11 MR. SINGLA:  No, I think you're right.  What would

12 happen is, you could download one copy of Real DV D and four

13 connected ones, put those on four computers of yo ur friends,

14 and you could download another $29.99, exactly wh at the Court

15 is saying, version, put that on your computer, th at would be

16 set B, and then you could have four more computer s.  And you

17 could do that ad infinitum, as we understand thei r technology.

18 The other thing is, the five, as the Court

19 indicated, what their position is is that they ar e just sort of

20 voluntarily, as a good Samaritan, limiting it to five, and

21 tomorrow they could change it to 20 or a hundred or a thousand.

22 THE COURT:  Maybe that's how they determined how to

23 define -- and I'll let him tell me that, but defi ne parameters

24 of fair use.

25 MR. SINGLA:  Perhaps, Your Honor.
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 1 THE COURT:  Is that what it is?

 2 MR. DIBOISE:  Certainly, in part, that is what it

 3 is.

 4 THE COURT:  First of all, with respect to how all of

 5 this operates as has been described, not with res pect to these

 6 last few questions I asked, but is there a disput e about what

 7 Mr. Singla showed us on the, you know, on the vid eos here with

 8 the animations, and so forth?

 9 MR. DIBOISE:  Yes.

10 THE COURT:  Is that an accurate -- 

11  MR. DIBOISE:  No, it's not.

12 THE COURT:  -- in terms of how the encryption works

13 and opens up.

14 MR. DIBOISE:  Oh -- 

15 THE COURT:  The various levels of encryption or

16 layers of encryption?

17 MR. DIBOISE:  With respect to the actual

18 specifications on how to implement this and the a ctual language

19 and the technical specifications, we don't disput e what they

20 say.  We do dispute what they interpret that lang uage to mean.

21 So, for example, I could just show you one exampl e and perhaps

22 emphasize this.

23 Could I have your slide back up that shows 6.2.3.

24 MR. SINGLA:  It's Slide, Shannon -- just one second.

25 MR. WILLIAMS:  Twenty-nine?
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 1 MR. SINGLA:  Twenty-nine -- no, that's not it.

 2 MR. DIBOISE:  Your Honor, it is the part of -- 

 3 MR. WILLIAMS:  Twenty-six.

 4 MR. DIBOISE:  Twenty-six?

 5 MR. SINGLA:  It's got my notes.

 6 THE COURT:  There it is.

 7 MR. SINGLA:  That's right, 26.

 8 MR. DIBOISE:  So where it says -- sorry, this is

 9 difficult, "The authenticator in a CSS decryption  module shall

10 correctly engage in the" -- "in and complete the authentication

11 process with the DVD drive and ensure that the CS S keys are

12 received by the descrambler only if the authentic ation process

13 is successful."

14 We are in absolute -- Real DVD does every word of

15 that specification.  They interpret that specific ation to mean

16 that you have to do, have to have the physical DV D in a

17 physical DVD drive each time there is a play back .  That is not

18 in that specification.

19 At the time Real DVD gets the key for the

20 authentication, it goes through all the authentic ation steps

21 that are required by the technical specification.   And there is

22 nothing in that specification that -- or elsewher e in the

23 agreement that says physical disc, the DVD, has t o be in a

24 drive when you access those keys.

25 MR. SINGLA:  I think -- 
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 1 MR. DIBOISE:  It just means that -- 

 2 THE COURT:  Hold on.  

 3 MR. SINGLA:  Okay.

 4 MR. DIBOISE:  -- that you have to make certain, when

 5 you access that lead-in area where these keys are  hidden, that

 6 you go through the authentication process.  And, in fact, Real

 7 DVD does that.

 8 MR. SINGLA:  If I could -- 

 9 THE COURT:  But then you can essentially copy, not

10 with impunity, but copy 1 plus 4; is that -- is t hat correct?

11 MR. DIBOISE:  You mean make five copies?

12 THE COURT:  Yeah.

13 MR. DIBOISE:  This doesn't have anything to do with

14 making copies.

15 THE COURT:  I know it doesn't have anything to do

16 with making copies, but, once you get past all th e scrambling,

17 and so forth, or descramble, decrypt, then, do yo u have to --

18 what happens to all of that encryption, then?

19 MR. DIBOISE:  It's right on the copy on the hard

20 drive.

21 THE COURT:  All of it?

22 MR. DIBOISE:  All of it.

23 THE COURT:  And everything that enables you to

24 essentially unlock and open up and go in, and the  various

25 layers that he was talking about?  
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 1 You don't dispute that there are all those variou s

 2 layers, right?

 3 MR. DIBOISE:  No, we don't.  And, when we play it

 4 back, we go through each -- 

 5 THE COURT:  You are saying that all of those layers

 6 remain there?

 7 MR. DIBOISE:  On the copy on the hard drive.  And

 8 they have to be there -- sorry, Your Honor, I apo logize.  

 9 They have to be there in order to play back, whet her

10 it's on computer one or computer five that you ar e authorized

11 to use.

12 That is why we are in compliance with the license

13 agreement; if there were a specific requirement t hat said there

14 must be a physical DVD in the DVD drive at the ti me that you do

15 this, they would point it out to you. It isn't th ere.

16 And another reason we know it's not there is beca use

17 every DVD player, now I'm talking about the stand -alone

18 machines that you can buy and come with your comp uter, makes a

19 copy, at a minimum, into the RAM of the computer or into

20 whatever buffer area exists in a stand-alone DVD player so that

21 it doesn't prohibit the making of a copy because there is a

22 copy being made in the normal legitimate way of t he playback of

23 a DVD.

24 What they are concerned about is the fact that th e

25 copy on the hard drive created by Real DVD is per sistent, is a
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 1 permanent copy on that user's hard drive.

 2 THE COURT:  Which is not the case when you play a

 3 DVD in a regular DVD player.  Once you take it ou t, it's gone,

 4 right?

 5 MR. DIBOISE:  Right, but you have the DVD.  

 6 THE COURT:  Well -- 

 7 MR. DIBOISE:  There is no difference, Your Honor.

 8 THE COURT:  You have the DVD, yes.

 9 MR. DIBOISE:  Yes.  And all those protections that

10 were on the -- 

11 THE COURT:  Or I suppose if you rent it, you don't

12 have the DVD, right?

13 MR. DIBOISE:  You had it at the time you watched

14 it -- 

15 THE COURT:  Yeah.

16 MR. DIBOISE:  And, at the time you made the copy.

17 THE COURT:  And now that it resides on your hard

18 drive, you can give back the DVD, but you will ha ve it forever,

19 right?

20 MR. DIBOISE:  To -- yes, to watch, not to do

21 anything else with.

22 THE COURT:  Except that, except that you can use, by

23 way of your external hard drive or thumb drive, o r whatever,

24 what, for an additional $19.99 you can copy it, c orrect?

25 MR. DIBOISE:  To an account that is authorized to
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 1 you.

 2 THE COURT:  Well, that's -- 

 3 MR. DIBOISE:  So for $19.99.

 4 THE COURT:  That's what I want to know, number one.

 5 Is -- and is that, you know, I guess what you are  saying is

 6 that that's fair use?

 7 MR. DIBOISE:  The ultimate copy is fair use.  The

 8 end user's copy is fair use.

 9 THE COURT:  How about all the rest of these copies

10 for $19.99?

11 MR. DIBOISE:  There aren't additional -- there is

12 only, at most, five copies.

13 THE COURT:  Okay, that the's what I mean.

14 MR. DIBOISE:  Those five copies we submit -- 

15 THE COURT:  Are all fair use.

16 MR. DIBOISE:  In the consumer's hands are fair use.

17 MR. WILLIAMS:  Your Honor, if I may -- 

18 THE COURT:  Yes.

19 MR. WILLIAMS:  May I be heard on the issue of fair

20 use?

21 THE COURT:  Yes.

22 MR. WILLIAMS:  There is no question in the papers

23 that have been provided by RealNetworks that they  try to go

24 into the realm of fair use and whether or not the ir intention,

25 or purported intention, that the ultimate user of  this
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 1 technology be someone who is just making copies o f DVDs that

 2 they own -- 

 3 THE COURT:  Um-hmm.

 4 MR. WILLIAMS:  But the case law is pretty clear.

 5 And there is case after case that says in the DMC A context

 6 there is no defense of fair use.  And, we cite in  our papers

 7 case after case after case that suggests that.  A nd the reason

 8 for that is that the device under the DMCA is tra fficking in a

 9 technology -- 

10 THE COURT:  Um-hmm.

11 MR. WILLIAMS:  -- that circumvents.

12 So as long as we establish, and we think that it' s

13 manifest that we do, and I wanted to get back to one point that

14 Counsel made, as long as we establish, and I woul d say the

15 burden is not on us, but to the extent that the C ourt believes

16 that we have established that there are any of th ese

17 authentication or encryption procedures that are bypassed after

18 the copy is made, the fact that Real intends, or purports to

19 intend, that the use will be made is for folks wh o own the DVD

20 is of no moment one way or the other.  The violat ion of Section

21 1201(a)(2) and 1201(b)(1) occurs at the time that  you enter

22 into the marketplace a device that circumvents.

23 If I may -- 

24 THE COURT:  I understand what -- 

25 MR. WILLIAMS:  Okay.
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 1 THE COURT:  -- you're saying, but somehow I got a

 2 feeling that they were working fair use into this  somehow.

 3 MR. WILLIAMS:  That's right.

 4 MR. DIBOISE:  Fair use drives the product, not

 5 whether or not Real DVD complies with the CSS lic ense to do

 6 what we do.  Remember, Your Honor, this is an iss ue of whether

 7 what Real DVD does, the device that is alleged to  be sold to

 8 circumvent certain access protections, does that illegally.

 9 And, our submission is that, if you are authorize d to do what

10 Real DVD does, we are not circumventing anything.

11 THE COURT:  Well, this is an interesting question:

12 What are you authorized to do?

13 MR. DIBOISE:  That's in the agreement.  In the

14 agreement, it tells us what we need to do to be a ble to read a

15 DVD and be able to play it back.  And the Real DV D player

16 follows faithfully the specifications in the agre ement with

17 respect to what we must do to be able to read a D VD and be able

18 to play it back.

19 THE COURT:  Doesn't say anything about copying.

20 MR. DIBOISE:  Doesn't say anything about copying and

21 the copy -- which is what Real wants to do.  I me an, after all,

22 Your Honor, Real is a half billion-dollar company  whose entire

23 business is dependent on preserving the protectio n and security

24 of digital content.  That's what it distributes.

25 Here we are taking every step to make certain tha t
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 1 what is on the DVD, whatever encryption scheme th at is on the

 2 DVD, remains on the copy that is made by Real DVD .  There is no

 3 circumvention. We have to come back --

 4 To get on to the fair use issue, is because they

 5 want to say because you make a copy, you therefor e are

 6 circumventing protection.  And ipso facto, if the re is a copy

 7 made, it means you violate the DMCA.  That's not the inquiry,

 8 it's whether or not there is something in this ag reement that,

 9 since we are licensed to do what we do, we can ma ke a copy as

10 long as we preserve all the restrictions on playb ack.  That's

11 the issue that you have to decide, not whether or  not fair use

12 copies, whether five is fair use, whether three i s fair use,

13 whether one is fair use.

14 THE COURT:  Well, I'm trying to get at what you

15 thought you were doing and whether or not that wa s something --

16 MR. DIBOISE:  Right, obviously, Your Honor -- 

17 THE COURT:  -- that was lurking there.  

18 MR. DIBOISE:  -- in the minds of the designers of

19 the product as well as the marketing folks, we wa nted to make

20 certain that what we ultimately place in the hand s of the

21 consumer would comply with the legitimate legal f air use.  And,

22 that is why they are protections built into the e ntire product

23 as well as limiting the number of times computers  you can have

24 to play it back on.

25 I submit, Your Honor, with respect to, I think a

Sahar McVickar, C.S. R. No. 12963, RPR
Official Court Reporter, U.S. District Court

(415) 626-6060

Case3:08-cv-04548-MHP   Document44    Filed10/09/08   Page51 of 121



    52

 1 question was in your mind, is that spending $100 to be able to

 2 view one copy on five different computers is a lo t more

 3 expensive than going to handbrake- or download.co m and

 4 downloading a program for free that would enable you to play a

 5 DVD on a thousand computers.

 6 THE COURT:  Is that legitimate?

 7 MR. DIBOISE:  No, because those rippers don't

 8 maintain -- 

 9 THE COURT:  Then why are you comparing yourself to

10 those that are, you know, whatever billion dollar s or however

11 billion dollars you say your company is?

12 MR. DIBOISE:  Because that's the harm -- 

13 THE COURT:  Were why are you measuring yourself

14 against those who are not legitimate?

15 MR. DIBOISE:  Because that's harm that they complain

16 of.  They say if you allow Real DVD to be downloa ded, look at

17 what's going on in this marketplace.  What we are  saying is we

18 maintain the protection; we are not part of that marketplace.

19 THE COURT:  Well, the recitals in the license

20 agreement talk about providing protection for suc h copyrighted

21 content against unauthorized consumer copying. Ca n a consumer

22 who gets a DVD, whether they buy one or whether t hey rent it,

23 are they authorized to copy that?

24 MR. DIBOISE:  Yes, under -- if they purchase it,

25 they are authorized to copy it.  As far as I unde rstand it,
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 1 once you have rented it, you can copy it as well.   But I could

 2 stand corrected on that one.

 3 MR. WILLIAMS:  No.  

 4 If I may, Your Honor, a consumer may not copy.  T hat

 5 is the first thing that comes up on a DVD.  If yo u play it --

 6 you are allowed to play it if you own it, you are  not allowed

 7 to copy it if you -- if that were true, then nobo dy -- 

 8 THE COURT:  You wouldn't need all this.  You'd burn

 9 a bunch of CDs and give them away, I suppose.

10 MR. WILLIAMS:  Sorry, Your Honor.

11 THE COURT:  You were wrong, right?

12 MR. DIBOISE:  No.

13 THE COURT:  No?

14 MR. DIBOISE:  That's not what the product is

15 marketed for.

16 THE COURT:  That's not the question.  The question I

17 asked is what is unauthorized consumer copying?  Because the

18 purpose of this section is to provide protection against that

19 unauthorized copying.

20 MR. DIBOISE:  And, the only point that I'm corrected

21 on is that, as far as we know, there is no case t hat has

22 interpreted that in terms of fair use.

23 MR. WILLIAMS:  Your Honor -- 

24 THE COURT:  I'm not talking about fair use now.

25 MR. DIBOISE:  That would be the protection.
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 1 THE COURT:  I'm talking about what is unauthorized

 2 consumer copying?  It's copying of anything that is

 3 copyrighted, right, without authorization, correc t?

 4 MR. WILLIAMS:  That's correct, Your Honor.

 5 MR. DIBOISE:  Correct, but we don't circumvent that

 6 protection.

 7 MR. WILLIAMS:  Well -- 

 8 MR. DIBOISE:  I mean, that's the whole point of the

 9 license, Your Honor.  It says in order to do that , here are the

10 protections and the provisions you must comply wi th in order to

11 accomplish that goal.  We accomplished that goal.

12 Now, I think what's bothering Your Honor is that

13 there may be some wiggle room here in the license  agreement.

14 And, in fact, the studios knew that there was wig gle room in

15 the license agreement, and they tried twice in 20 07 to amend

16 the DVD CCA license agreement to put in an explic it no copying

17 provision; both of those attempts failed.

18 The issue is -- I understand Your Honor's concern

19 with unauthorized copying, but what we do to prev ent

20 unauthorized copying is follow faithfully every p art of the CSS

21 encryption scheme in compliance with every techni cal

22 specification that they set out for us.

23 We have done what they asked us to do to prevent

24 unauthorized consumer copying.  The fact that the y didn't write

25 in big bold letters or include a clause that says  you must have
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 1 a physical DVD in a DVD drive when you play this back is not

 2 Real's fault.  We faithfully follow the license t erms.

 3 MR. WILLIAMS:  Your Honor, may I respond?

 4 THE COURT:  Yes.

 5 MR. WILLIAMS:  Here is the fundamental difference:

 6 You just heard Mr. DiBoise say that we, the studi os, needed to

 7 put into the CSS license language in big bold let ters that says

 8 you may not copy, and that fundamentally reverses  the way that

 9 the law works when we are dealing with federal co pyright law.

10 That is the whole reason we are here today.

11 We are here today because RealNetworks saw that

12 there was a State Court judge, Judge Nichols in S anta Clara,

13 who found that this CSS license, in his opinion, was not

14 violated by making of copies.  He did that, and h e got to that

15 conclusion in his own way.

16 But, the reason why this Court should not allow t hat

17 fact to get around the protections of the DMCA is  the

18 following:  Under federal copyright law, it is ma nifest under

19 SOS versus Payday, a Ninth Circuit case from 1989, that

20 copyright licenses are assumed to prohibit that w hich is not

21 authorized.

22 The issue is not prohibition, the issue is

23 authorization.  And it is fair to say that over t he last week

24 these parties have pointed to every provision in the CSS

25 license that bears on this question of copying.  We have gone
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 1 to great lengths to give you recital No. 1, the t echnical

 2 specification, section 93.2.

 3 Juxtaposed against that, the best that RealNetwor ks

 4 can do in responding appears on page 14 of their brief, where

 5 they write as follows, and I quote, this is line 10 through 12

 6 on page 14 of their brief:

 7 "The CSS license agreement authorizes Real to,

 8 quote, 'use and implement,' closed quote, "CSS te chnology.  And

 9 there is no limitation on these rights if Real co mplies with

10 the specifications as required."In other words, t here is

11 nothing in the license that allows them to copy.

12 For purposes of federal law, Your Honor, the inqu iry

13 is whether it is authorized, not whether it is pr ohibited; that

14 is to say, the burden is on them to establish tha t it is

15 authorized, and they cannot establish that.

16 THE COURT:  What are they authorized to do under

17 this agreement?

18 MR. WILLIAMS:  What they are authorized to do are

19 the things that are checked at the back of the CS S license;

20 that is, they are make a player, small "p," as Mr . Singla

21 described it, they are making a DVD player of tha t type.  And

22 they are not authorized -- and they are allowed t o show it --

23 they are not authorized to make a copy.

24 In direct response to the question that you posed  to

25 Mr. DiBoise as to whether or not a consumer can c opy
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 1 copyrighted material, the answer, of course, is, no, a consumer

 2 may not copy a copyrighted material.  What Real D VD does is it

 3 allows a consumer to do just that; you take the D VD that you

 4 have either purchased or rented or borrowed, you put it into

 5 the machine, it says play or save and play, if yo u hit save,

 6 that is a buzzword for copy.  And every time ther e is a

 7 advertisement for Real DVD that says you may save , that means

 8 that you are making a copy.  That is unauthorized .

 9 The difference here, the question that's before t he

10 Court is whether or not there are protections tha t are

11 violated, and there are once the copy is made.  Y ou heard

12 Mr. DiBoise say that there is nothing in this lic ense that says

13 that you have to have a player -- excuse me, a di sc drive that

14 is hooked up to the machine; well, actually, Mr. Singla showed

15 you some provisions of the license that talk abou t how you have

16 to go through the authentication process.

17 And even in the declarations from Mr. Buzzard tha t

18 they provided, and we ask the Court to look at pa ragraphs 8 and

19 9 of Mr. Buzzard's declaration, even his declarat ions do not

20 say that these authentications and bus encryption  and bus

21 authentication measures are done after the copy i s made.  And

22 how could they be?  Because if they were done aft er the copy of

23 the movie were made, the computer would lock.  Th ere would be

24 no ability for the player and the drive to commun icate because

25 there is no drive, they have taken the drive out.   They have
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 1 thus by-passed or avoided the protections.

 2 What we would suggest, Your Honor, is that there are

 3 already cases that have been decided that deal wi th this

 4 question of whether or not you can make a copy ve rsus whether

 5 you can make a watchable copy.  And, one of the c ases we cited

 6 is a Southern District of New York case, Macrovision versus

 7 Sima Products Corporation from 2006.  The issue in that case

 8 was that Macrovision is a manufacturer of its own  protection

 9 scheme called ACP.  And this ACP system prevents the making of

10 a watchable copy of a video over an analog system  as opposed to

11 a digital system.

12 What the Court found -- that was Judge Owen in th e

13 Southern District of New York, he found that Macr ovision's ACP

14 system only prevented the making of watchable cop ies, it did

15 not prohibit copying, per se.  But the court held  that

16 Macrovision, quote, "has made a clear showing tha t Sima is in

17 violation of 1201(a)(2) of the DMCA and for makin g a

18 technology" -- excuse me, "for making a technolog y that

19 rendered those copies watchable."  And it makes p erfect sense,

20 that is exactly what is going on in this case.

21 What they are doing is making a copy, and their

22 response is theoretically, at least, a computer c an always make

23 a copy, but it cannot make a watchable copy.  And , that is what

24 they are doing, a watchable copy that one may wat ch without

25 even having a DVD introduced into the system.
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 1 So, if the Court applies the federal law as oppos ed

 2 to the state law that was being applied in the Kaleidescape

 3 case by Judge Nichols, who specifically said he w as not -- he

 4 used the phrase "tip-toeing into the area of fede ral copyright

 5 law," he said he was applying California state la w.

 6 What Real did was they saw that decision, they

 7 immediately then and only then went out and got a  license from

 8 DVD CCA.  They put their technical people on it, and they

 9 devised a system that instead of just being a pla yer was a

10 copier.  And then they are going to sell it to th e public and

11 intervene on the profits of the companies that to ok all the

12 risk, that made the movies, most of which flopped , some of them

13 make it.

14 And, instead of the studio clients getting paid,

15 some portion of it the money goes to Real because  all that

16 happens is that a person puts this on -- this equ ipment on

17 their machine.  There are 3000 some-odd who alrea dy have it.

18 Each of them can put it on five computers, that i s 15,000

19 copies.  And then there is an unlimited number of  movies that

20 can be done for each of those individuals making the copies.

21 And that is the vice of this system.

22 THE COURT:  How does the technology here differ from

23 what was involved in Kaleidescope (sic) or Kaleidescape, I

24 guess it is.

25 MR. SINGLA:  Your Honor, that is addressed in Mr. --
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 1 Dr. Bell's declaration.

 2 THE COURT:  I know, but that -- 

 3 MR. SINGLA:  I'll just explain at a high level,

 4 sure.

 5 In the Kaleidescape litigation, it was a very large

 6 $10,000 system.  And it was a self-contained syst em.  It's not

 7 a computer, it's more like a DVD drive that you b uy from Sony

 8 to attach to your TV.  So it's this huge box, and  it has a slot

 9 where you put in DVDs.  And, it will copy them on to hard discs

10 maintained inside that box, and it will put them and play them

11 on your television.

12 So, it's not a system that is part of a computer

13 system, so it's covered by different provisions o f the CSS

14 specifications.  And the Court will recall, there  a slide that

15 I put up with a stand-alone player versus the sof tware player,

16 so there is different CSS provisions that applied  to both.

17 So the Kaleidescape case didn't involve some of the

18 same provisions that we are talking about today t hat apply to

19 software players.  It was not a descrambler modul e and

20 authenticator module for decryption module, becau se it was a

21 stand-alone player.

22 MR. DIBOISE:  Your Honor, if I might?

23 THE COURT:  Yes.

24 MR. DIBOISE:  That's incorrect.  The license that

25 Kaleidescape had checked the identical boxes that Real DVD
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 1 checked in order to get the specifications.  And the

 2 distinction about whether it's a PC or some other  type of

 3 operating system, I think, is a distinction witho ut a

 4 difference.  It's a computer system, it just happ ens not to use

 5 Windows -- 

 6 THE COURT:  It must have some computerized function

 7 in order to be able to do what it did.

 8 MR. DIBOISE:  But before -- 

 9 THE COURT:  But it saves a copy to something

10 equivalent to a hard drive, right?  

11 MR. DIBOISE:  It saves it right to a hard drive,

12 many hard drives.  It is a hard drive.

13 THE COURT:  And that's it, it's not making any other

14 copies?

15 MR. DIBOISE:  It goes right to that hard drive.

16 THE COURT:  Um-hmm.

17 MR. DIBOISE:  Now, that hard drive in a Kaleidescape

18 home can be networked, and the signal sent to as many players

19 or outlets as one wants to build into your home o r your boat or

20 any other system that you have.

21 I do want to return to one question, Your Honor, if

22 I might.  You asked me, what is unauthorized copy ing, and the

23 reason that is important and I want to come back to it is I

24 think you need to be in the proper framework.  If  this were

25 about unauthorized copying, which is copying thou sands --
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 1 making thousands of copies and distributing them and making

 2 money from those copies, you know, that would be a copyright

 3 infringement or a contributory infringement case.   This is a 

 4 DMCA alleged violation.  This issue is whether we  are 

 5 circumventing anything to be able to do what we d o.  And again, 

 6 that is why it's a license case, it's what we are  authorized or 

 7 not authorized to do under the CSS license.  To t alk about the 

 8 copies only has relevance here to the extent that  there is 

 9 something specifically in the agreement that says  a copy is not 

10 permitted. 

11 THE COURT:  Well, the DMCA was not adopted in a

12 vacuum.

13 MR. DIBOISE:  Well, no, Your Honor, but it does say

14 unauthorized copies.

15 THE COURT:  It is intended to protect copyrighted

16 works and to prevent use of various kinds of -- 

17 MR. DIBOISE:  Correct.

18 THE COURT:  -- devices, and so forth, to get around

19 that or to -- 

20 MR. DIBOISE:  Correct.

21 THE COURT:  -- avoid.

22 MR. DIBOISE:  To avoid unauthorized -- 

23 THE COURT:  Unauthorized copies.

24 MR. DIBOISE:  -- copies.  And the Real DVD makes

25 authorized copies from the DMCA perspective becau se we don't do
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 1 anything to violate the license we have.

 2 The studios don't like that, but does it violate the

 3 DMCA?  The issue is whether we circumvent, not wh ether we make

 4 copies or enable consumers to make copies.

 5 And, Your Honor, if we are in compliance with the

 6 agreement, then we are not circumventing their te chnology.

 7 Even if it permits, for lack of a better word, an  authorized

 8 copy here, because remember, this is not a copy, this is

 9 literally a bit-for-bit image of the DVD that has  all of the

10 protections on it, you can't take that image that  is created

11 and play it on anything other than the four other  authorized

12 accounts.

13 THE COURT:  Do we know that?

14 MR. DIBOISE:  That's -- yes, that is in

15 Mr. Buzzard's declaration.

16 THE COURT:  Do we know that?  

17 MR. SINGLA:  Your Honor, for current purposes, we

18 don't know that for sure.  We haven't had discove ry, but we

19 take them at their word, I think for current purp oses, that is

20 the case.

21 Of course, as the Court indicated, you could buy

22 another five and put out five more computers.  An d the five, of

23 course, is a completely arbitrary limit that they  have set

24 themselves.

25 MR. DIBOISE:  You can't do that, Your Honor.  You
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 1 can't take it and play it on five more if you aut horize it.

 2 It's tied to your personal computer and your pers onal account,

 3 so it's not being multiplied.  The maximum amount  of any one

 4 copy where it can be played is five.

 5 MR. SINGLA:  One thing I want to clear up that came

 6 up a while ago, and then I'm going to turn it ove r to

 7 Mr. Williams, because I'm just here to talk about  the

 8 technology, I want to make sure that there is not  confusion

 9 about the technology because I don't think there really is,

10 although I'm afraid the way it's being described might create

11 some confusion.

12 If you look at Mr. Buzzard's declaration -- 

13 Mr. Fenten's declaration -- Dr. Fenten's declarat ion, these are

14 their witnesses, their witnesses.  Their witnesse s do not

15 dispute that when there is a copy made by Real DV D and that

16 copy is played back, no authentication takes plac e, no bus

17 encryption takes place, the drive does not lock, the keys are

18 not held in a lead-in area.  They don't say that;  they don't

19 claim that.  There is no such contention that tho se protections

20 are maintained on the copies.  That is simply ind isputably not

21 true.  But -- 

22 MR. DIBOISE:  Your Honor -- 

23 THE COURT:  Hold on.

24 MR. SINGLA:  What they say is -- Mr. Williams

25 referred to this earlier -- is, well, we don't ne ed to maintain
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 1 those protections anymore because we don't have a  DVD drive

 2 involved.  But that is our whole point; half of t he CSS

 3 protections are enforced and implemented by the D VD drive.

 4 And, by bypassing the drive, removing the drive f rom the system

 5 in the language of the DMCA, they have removed, b ypassed

 6 deactivated all of those protections.

 7 This is not -- I mean, we would encourage the Cou rt

 8 to look at Mr. Buzzard and Dr. Fenten's declarati on because

 9 they never claim that they do these steps once a copy is made.

10 For example, you can take a thumb drive of a movi e, you copy --

11 this computer, take it over to this computer over  here that has

12 never ever had a DVD drive attached to it, ever, and maybe it

13 doesn't even have an outlet for a DVD drive, and you can still

14 watch that movie.  So there is no way that the co mputer and the

15 version of the descrambler on that computer could  have

16 authenticated with the drive, encrypted anything on a bus or

17 done any of those protections.  That's the only p oint I wanted

18 to make.

19 MR. DIBOISE:  Those protections aren't bypassed.

20 And I do disagree, RealNetworks disagrees with wh at most of

21 what Mr. Singla just said about the way our produ ct operates.

22 THE COURT:  Well, maybe that is really one of the

23 critical questions.  

24 MR. DIBOISE:  Your Honor -- 

25 THE COURT:  And, maybe, there really is a dispute
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 1 among the experts.  And, maybe, the Court should just

 2 appointment its own expert and find out exactly h ow it does

 3 operate.

 4 MR. DIBOISE:  It is Dr. Felten, and not Dr. Fenten.

 5 And if I might, Your Honor -- 

 6 THE COURT:  Um-hmm. 

 7 MR. DIBOISE:  The example that Mr. Singla just gave

 8 about taking a thumb drive here and going over an d putting it

 9 in there, if this computer over here is playing R eal DVD, the

10 authentication step has taken place.  And it can' t play back

11 without the authentication step having taken plac e.

12 THE COURT:  What is the authentication?  That

13 machine also plays Real DVD?

14 MR. DIBOISE:  No, that the descrambler -- I'm sorry

15 -- yeah, the descrambler is receiving a signal th at it is

16 authorized to receive.  That's the authentication  process.  And

17 that step takes place when Real DVD pulls the bit -for-bit image

18 off of the DVD and places it, again, bit-for-bit encrypted into

19 the hard drive.  Because what happens in the play back, as I

20 understand it, is that the lead-in keys, the lead -in area is

21 there as well so that the authentication step tak es place.  It

22 just doesn't take place with the DVD drive, but t hat

23 authentication step takes place.

24 MR. SINGLA:  If you look at their -- 

25 MR. DIBOISE:  And you can't play it there.  
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 1 MR. SINGLA:  If you look at their expert's

 2 declaration -- 

 3 THE COURT:  And that's -- but what we are seeing as

 4 a result of that is an authorized copy; is that y our position?

 5 MR. DIBOISE:  If you want to adopt that language

 6 from this license agreement, the answer to that i s yes, because

 7 it is authorized use and implementation of the CS S license

 8 agreement.

 9 MR. SINGLA:  I -- 

10 MR. DIBOISE:  From a copyright end user perspective,

11 and, if they were bringing a claim for copyright infringement

12 or inducing copyright infringement or contributor y copyright

13 infringement, then we would be talking about more  their use --

14 but that is not the issue, it's whether we're cir cumventing any

15 technological step -- tech -- sorry, can't get it  out.

16 THE COURT:  Technological, something like that?

17 MR. DIBOISE:  Thank you.

18 Right.  It's whether we faithfully put those step s

19 onto the copies that is on the hard drive.

20 So you have to be a licensed authenticator and a

21 licensed descrambler and a licensed descriptor to  be able to

22 play it back with Real DVD.  None of those things  are necessary

23 if all you are doing is making copies.

24 THE COURT:  Okay.

25 MR. WILLIAMS:  Yes, Your Honor, I would like to put
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 1 this issue to bed because counsel has said, at le ast three

 2 times, that they do not make any changes, that au thentication

 3 takes place with the use of the DVD player, and I  just want to

 4 refer the Court to paragraph 51 of Dr. Felten's d eclaration,

 5 and I'll read it.  Dr. Felten, their expert's dec laration says.

 6 "Real DVD does not need to authenticate to the dr ive

 7 in these cases because it does not need to use th e drive at

 8 all.  I understand that the DVD specifications on ly require

 9 software players to authenticate themselves to th e drive when

10 they are going to use the drive.  This rule is co nsistent with

11 common sense.

12 He then goes on to use an analogy, and he says, " If

13 I stay at home from work today, this is not a cir cumvention of

14 the lock on my office door.  To say otherwise def ies logic,

15 especially in light of the fact that I have a law fully acquired

16 key to the office and am authorized to use that k ey to enter

17 the office."

18 The point I am making, Your Honor, is that this i s

19 their expert saying that Real DVD does not need t o authenticate

20 to the drive.  Now, that is a declarative sentenc e by their

21 expert conceding that they do not authenticate to  the drive,

22 they do not authenticate to anything once the cop y is made

23 because if they did, the program would seize up a nd stop.

24 As for the analogy that Dr. Felten uses, the fact s

25 are inapposite.  The question is not whether Dr. Felten decides
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 1 to go to work and thereby bypasses the lock on hi s door, this

 2 is more akin, this situation is more akin to a cu stodian who

 3 has a key to the door, who has a license to be in side of

 4 Dr. Felten's office, but for a specific purpose, the purpose

 5 being to clean it, the purpose being to dust it, perhaps, but

 6 not to sit in Dr. Felten's chair and put his legs  up and read

 7 the materials there, and certainly not to steal a ny materials

 8 inside Dr. Felten's office.  

 9 Yet that's exactly what they do in this case: the y

10 use the authentication keys, it's given to the co nsumer, a copy

11 is made, and then the consumer goes inside that d oor by making

12 the copy up to five, could be 20, could be 100.  That's just

13 out of the goodness of their hearts.  It's not ba sed on any

14 principled limitation on the law or the number of  copies they

15 could make.  So, we do dispute the issue that the re is

16 authentication going on under the Real DVD system  once the copy

17 is made.  

18 MR. SINGLA:  And, Your Honor -- 

19 MR. DIBOISE:  So, if I might -- 

20 MR. SINGLA:  Just one little point.

21 THE COURT:  Hold on one moment.

22 What is it?

23 MR. SINGLA:  The slide that is still up -- 

24 THE COURT:  Um-hmm.

25 MR. SINGLA:  And we keep coming back to this only
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 1 because Real's defense is that there is nothing t hat they are

 2 doing that violates the CSS specification.  And a gain, we

 3 believe they haven't pointed to anything that say s you can make

 4 a copy that authorizes a copy.  But, even under t heir reading

 5 of the law, it says, "the authenticator in the CS S decryption

 6 module shall correctly engage in and complete the

 7 authentication process with the DVD drive before the keys are

 8 given to the descrambler."

 9 It doesn't say when you need to use the drive. It

10 says it would only hand over the keys if it authe nticates.  And

11 Dr. Felten, as Mr. Williams said, he indicates th ey don't

12 authenticate with the drive once they made a copy .  You can

13 take the thumb drive -- I'm just making the same point because

14 I don't understand how they are testing this beca use their own

15 expert admits this:  Once you take that thumb dri ve and you

16 move it to a second computer, there is no DVD dri ve there,

17 doesn't need to be.  There is no way there could be any

18 authentication, and that is what he is saying her e.  And that

19 is completely inconsistent with 6.23.  So, just f rom a

20 technical perspective, I want to make sure that's  -- 

21 THE COURT:  Okay we are here, essentially, on a TRO;

22 I don't know that, really, it's going to be possi ble to resolve

23 this in any authoritative way without having -- s etting some

24 time for the testimony of the experts and taking their

25 testimony and/or my appointing my own expert to e ssentially
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 1 take a look at what the technology does.  And, be cause, it

 2 seems to me, that there really is a significant d ispute about

 3 what it does and what it's capable of doing, and I think that

 4 is what is critical.

 5 But, I have to say that I think this notion that you

 6 can somehow look at what, you know, DMCA provides  for with

 7 respect to the technology involved cannot be look ed at separate

 8 and apart from the copyright laws and the fact th at -- and the

 9 question of whether or not there is authorized or  unauthorized

10 copying.

11 I mean, the DMCA is not there in a vacuum; it was

12 put there for a purpose.  And, it has to do to wi th the means

13 by which certain technologies were making it poss ible, in the

14 digital age, to gain access to materials that are  copyrighted

15 in ways that have the potential to violate the, y ou know, the

16 copyright laws.  So, I mean, it's not -- we can't  just look at

17 it, as I said, in a vacuum.  I don't know how it can really be

18 resolved without doing that.  And I may want to j ust appoint my

19 own expert -- 

20 MR. DIBOISE:  Your Honor, if I -- 

21 THE COURT:  -- to take a look at all of this and see

22 what he or she has to say.

23 MR. DIBOISE:  I just want to make is certain that

24 Your Honor is clear on the mechanism of these cop ies that

25 everyone keeps talking about.
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 1 When Real DVD -- 

 2 THE COURT:  I'm clear on what you are saying, and

 3 I'm clear on what they are saying -- 

 4 MR. DIBOISE:  Well -- 

 5 THE COURT:  What I'm saying is everybody has an

 6 expert and everybody's got their own idea about h ow to be

 7 persuasive, but somewhere in between it all, the Court has to

 8 filter out what is true and what isn't.

 9 MR. DIBOISE:  I just want to make certain Your Honor

10 understands that the copy that is made by Real DV D cannot be

11 copied by anybody, right?  That copy, that -- so you copy it to

12 the thumb drive, you cannot copy from that thumb drive to

13 another hard drive, to another thumb drive.  It c an only be

14 coped to one thumb drive.

15 THE COURT:  Or four.

16 MR. DIBOISE:  No.  You can play it back from that

17 one drive on the other four computers.  So there are not five

18 copies being made, there is one copy being made t hat can be

19 viewed on up to five computers.

20 THE COURT:  Well, you're downloading it onto a thumb

21 drive, right?

22 MR. DIBOISE:  Yes.

23 THE COURT:  Okay, what is downloading it?

24 MR. DIBOISE:  It's copied.

25 THE COURT:  Yes.  Voila.  
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 1 MR. DIBOISE:  I'm saying one copy is made onto the

 2 thumb drive, not five copies on five different th umb drives.

 3 THE COURT:  Well, but if you've got another thumb

 4 drive or you have some other kind of external har d drive,

 5 you're downloading it to that one.  I mean -- 

 6 MR. DIBOISE:  You would have to go through the whole

 7 process of taking it off the DVD itself again to make another

 8 copy.

 9 THE COURT:  Well, you would have to -- all you have

10 to do is you got all those, you know, wonderful l ittle plugs on

11 the side, whatever you want to call them -- 

12 MR. WILLIAMS:  Ports.

13 THE COURT:  Ports, right.  Thank you -- putting in,

14 you know, and accessing -- putting your thumb dri ve in on one

15 side, your can put your external hard drive in ov er here, with

16 any luck, you probably got a couple more ports yo u can use, and

17 each one of those you are downloading separately.

18 MR. DIBOISE:  Can't do that.

19 THE COURT:  Oh, well -- 

20 MR. DIBOISE:  You can copy it to one device.

21 THE COURT:  Talk to your expert, then.

22 MR. DIBOISE:  My experts and Mr. Buzzard says that

23 in their declarations.

24 THE COURT:  Then I would like to have another expert

25 questioned -- or I would like to question them, b ecause I think
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 1 that's a -- 

 2 Do you agree, Mr. Singla, with what I just said?

 3 MR. SINGLA:  No, Your Honor, with that exact

 4 statement I do not agree.  In fact, there's a dec laration -- 

 5 THE COURT:  Do you agree with him?

 6 MR. SINGLA:  I don't agree.

 7 THE COURT:  You agree with me?

 8 MR. SINGLA:  Yes, Your Honor, I agree with you.

 9 THE COURT:  That's what I wanted you to say.

10 (Laughter.)  

11 THE COURT:  You don't have to, you don't have to,

12 but tell me if -- 

13 MR. SINGLA:  No, the Court's exactly right.

14 THE COURT:  I mean, this is -- I can't believe what

15 I'm hearing.

16 MR. SINGLA:  Yeah, the Court is exactly right.  In

17 fact, our experts -- this is in their literature.

18 THE COURT:  If I take out one thumb drive and put

19 another thumb drive in, I'm going to have to down load it again.

20 MR. DIBOISE:  Yes, you have to make another copy.

21 THE COURT:  I make another copy.  

22 MR. SINGLA:  Exactly.

23 THE COURT:  Yes.

24 MR. DIBOISE:  Of -- 

25 THE COURT:  Is that the magic there, another copy?
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 1 MR. DIBOISE:  But, that copy still can only be

 2 played -- it doesn't do you any good to have to h ave another

 3 copy.  It can only be played on the same five com puters.

 4 THE COURT:  Well, that's what I would like to find

 5 out.

 6 MR. DIBOISE:  Well -- I understand but, Your Honor,

 7 that is what our declarants say.  They don't disp ute that they

 8 say that.

 9 THE COURT:  Well, every expert says something that

10 satisfies their client.  And I, you know, and the  expert on the

11 other side will say something to satisfy their cl ient.  I would

12 like to be able to get to the truth.

13 MR. DIBOISE:  I understand that, Your Honor, but -- 

14 THE COURT:  To the extent that you are going to let

15 me -- 

16 MR. DIBOISE:  I -- 

17 THE COURT:  And believe me, you will let me.

18 (Laughter.)  

19 MR. DIBOISE:  I will, of course, Your Honor.  I'm

20 just saying that Mr. Buzzard was the person who h ad the specs

21 in front of him, who designed and implemented the  Real DVD, and

22 is the person who had in front of him the specifi cations.

23 Mr. Kelly did not have in front of him, I believe , the actual

24 technical specifications.

25 THE COURT:  We'll get to the bottom of it, I'm sure.
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 1 Is there anything else that needs to be addressed

 2 today?

 3 MR. DIBOISE:  Depends on who your thoughts are about

 4 setting another hearing.

 5 THE COURT:  Well, why don't you talk among

 6 yourselves.  Let's take a short break and see if you can talk

 7 among yourselves.  

 8 There is a period -- and you can talk to

 9 Mr. Bowser -- there is a period of time coming up  fairly soon

10 when I'm not going to be available for a short wh ile, so I

11 think what we have to do is keep the TRO in place  until we have

12 a hearing.

13 MR. DIBOISE:  Your Honor, can we be heard on that

14 issue with respect to -- 

15 THE COURT:  Not right now, we'll take a break.

16 MR. DIBOISE:  That's fine.

17 MR. SINGLA:  A procedural question.

18 THE COURT:  Yes.

19 MR. SINGLA:  What is the Court -- is the Court

20 envisioning a hearing with experts on both sides,  and we are

21 trying to get timing for that?

22 THE COURT:  Possibly.

23 MR. SINGLA:  Okay.

24 THE COURT:  If you have some other thoughts or -- as

25 I said, I will possibly appoint my own expert -- 
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 1 MR. SINGLA:  Okay.

 2 THE COURT:  -- to essentially do what is necessary

 3 and report to the Court.

 4 And Mr. Klaus, you might even know who that exper t

 5 might be, since he served the Court very well and  he is

 6 available, I understand.

 7 MR. DIBOISE:  Might we know who that is, Your Honor?

 8 THE COURT:  Well, let me see what you have to say

 9 when you come back after the break, about ten min utes.

10 MR. WILLIAMS:  Thank you, Your Honor.

11 THE COURT:  Okay.  Thank you.

12 (Recess taken at 3:41 p.m.)  

13 (Proceedings resumed at 4:00 p.m.)  

14 THE COURT:  Just a couple of questions to see if I

15 can understand what you're saying.

16 First of all, is it unauthorized copying if, say,

17 you have the Real DVD player, and you -- I'm not talking now

18 about having bought a video or rented a video, or  whatever, and

19 accessing in the fashion you have talked about, b ut you have a

20 friend who has several videos, and you want to --  you want to

21 save them and use your Real DVD player; can you d o that?

22 MR. DIBOISE:  Yes.

23 THE COURT:  Okay.  And then you can essentially also

24 access it in the same way with -- if you've got t he four

25 external hard drives, whatever they may be.  And I know you
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 1 don't want to say that is copying -- 

 2 MR. DIBOISE:  No, no, I'm just not certain -- 

 3 THE COURT:  -- downloading.  And you could download

 4 those friends' videos or movies, right?

 5 MR. DIBOISE:  I understand, Your Honor.  I think you

 6 don't grasp -- when you said "four hard drives" i s where I

 7 think that Your Honor has an incorrect exception.

 8 THE COURT:  I said external hard drives.

 9 MR. DIBOISE:  I understand.

10 THE COURT:  You know, I mean, they are very small.

11 MR. DIBOISE:  You could do that, Your Honor.

12 THE COURT:  You could download things to those or

13 you could download them to flash drives, or thumb  drives, or

14 whatever you want to call them, right?

15 MR. DIBOISE:  You could.

16 If you owned a DVD -- 

17 THE COURT:  Um-hmm.  

18 MR. DIBOISE:  -- just like you could give that DVD

19 to every friend that you had, 20, 100, a thousand , if you had

20 that many friends, you could give that DVD, and t hey could

21 share it, pass it along to everyone else, that's true.  The

22 copy that can be made from that is really -- it's  exactly what

23 was in front of the Court in Sony v. Betamax because you can't

24 make a copy of your copy to pass on to another th ousand friends

25 to -- and have them make another copy of a copy o f a copy.  Our
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 1 system is locked to that first copy you make, or a second copy

 2 you make, but the second copy you make can still only be played

 3 on your five authorized machines.

 4 And, I don't know whether this was in the minds o f

 5 the designers, or whatever, but it acts just like  iTunes does

 6 from Apple; you can authorize up to five of your computers to

 7 play back digital content that you download in iTunes.  And the

 8 number 5 is probably not magic, it was determined  from probably

 9 a product perspective as well as mindful of the u ltimate -- 

10 THE COURT:  Somebody in marketing, probably.

11 MR. DIBOISE:  Correct.  So, but the copy you make is

12 locked in.

13 And Judge, this is not just sticking something in

14 the drive and, boom, it's copied. To download a m ovie of seven

15 gigabytes can take anywhere from, depending upon the speed of

16 your processor, four, six, seven hours, depending  upon what

17 they have put on -- how much data is really in th e disc.  So

18 it's not a process that just gets multiplied and multiplied

19 where you go and have a thousand machines hooked up, and you

20 just put one disc in and it's copied to a thousan d, you know,

21 or burned to a thousand DVDs at a time, or someth ing. That's

22 not this product.  It's really tied to you, the o ne user.  You

23 could, if you wanted to, make another copy, but a gain, that

24 copy on that machine still tied to your five mach ines.

25 MR. WILLIAMS:  Your Honor, our declarants -- 
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 1 THE COURT:  Yes -- 

 2 MR. DIBOISE:  Now -- 

 3 THE COURT:  Yes, go ahead.

 4 MR. WILLIAMS:  I'm sorry.

 5 Our declarants say that, as a matter of fact, it

 6 only takes 20 to 40 minutes to download a movie.  They did it

 7 using the actual product on several movies.  And I just wanted

 8 to clear that up.  It's not a matter of four to s even hours per

 9 movie.

10 THE COURT:  Well, some people have a lot of time on

11 their hands, and, unfortunately, it appears that there are more

12 and more people who have more time on their hands , regrettably.

13 And also, is it your contention that all of these

14 various accesses, if I may call them that, that a re used, in

15 other words, all of these various encryptions tha t essentially

16 have to be bypassed -- not bypassed, but accessed , you know,

17 when you step through those various encryptions t hat are used,

18 all the protections that we saw, you know, for ex ample, in the

19 animation, that all of those are maintained all t he way

20 through, you know, whether you download this to a nother drive

21 or if you just maintain it on your computer, all of those

22 encryption and locks, so to speak, remain in plac e?

23 MR. DIBOISE:  Yes, to the extent that the slides you

24 saw are faithful to what the CSS license actually  says.

25 THE COURT:  What does that mean? 
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 1 MR. DIBOISE:  It means -- 

 2 THE COURT:  I mean, there are various layers of

 3 encryption, right?

 4 MR. DIBOISE:  So, let's take the one that everyone

 5 was talking about that was up here:  If you take the

 6 authenticator having to access the DVD drive -- 

 7 THE COURT:  Um-hmm.

 8 MR. DIBOISE:  -- it doesn't say every time it has to

 9 access the DVD drive at all, it just says when yo u do it, you

10 have to access and get the authenticator codes.  Every time

11 Real DVD plays back, it has to access that specif ic code that

12 was on the DVD but now resides on the hard drive to be able to

13 get the secret handshake so you can decrypt.

14 THE COURT:  How many of those so-called "codes" are

15 there, and are all of them retained?

16 MR. SINGLA:  Your Honor, if I could just -- 

17 MR. DIBOISE:  Yes.

18 THE COURT:  Hold on.

19 MR. DIBOISE:  I mean, I don't know the number of

20 them.  If we think through the process, I'll try and do it out

21 loud with you.

22 THE COURT:  Um-hmm.

23 MR. DIBOISE:  At the time the drive is inserted, the

24 disc is inserted into a DVD drive, it is locked, it receives a

25 access code from the DVD player -- 
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 1 THE COURT:  Um-hmm.

 2 MR. DIBOISE:  -- and that unlocks the disc so it

 3 spins.

 4 Then, when it asks to access the content on the D VD,

 5 it asks for you to, one, authenticate again that you are a

 6 authorized person to be able to access the conten t on the DVD.

 7 Then, it lets you access the actual content that' s encrypted,

 8 and it gives you the key to be able to decrypt th at content.

 9 As this information is passing back and forth

10 between the DVD and the computer where the -- the  computer, the

11 display mechanism in this case, there is a bus, a  road, pathway

12 that has -- that is encrypted.

13 THE COURT:  Um-hmm.

14 MR. DIBOISE:  That step is complied with.

15 When it gets onto the hard drive, the encryption is

16 retained on the bus as well, but that encryption resides in the

17 microprocessor within your computer, there is no external drive

18 that you access.

19 So, while it did comply with the specification wh en

20 it came off the DVD drive, because there is no dr ive there we

21 don't go through that step again because it's jus t in the

22 driver.  And when it plays back, it uses our auth orized keys to

23 be able to decrypt the actual content on the DVD or on the hard

24 drive to be able to transform it into something t hat is

25 playable.  So each step is complied with.
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 1 MR. WILLIAMS:  Your Honor -- 

 2 MR. DIBOISE:  The only step that they contend isn't

 3 complied with is going to a DVD drive when you pl ay back from

 4 the hard drive.  And that's purpose of Mr. -- Dr.  Felten's

 5 declaration, is that you don't go to the DVD driv e if you are

 6 playing back from your copy that maintains all of  these

 7 protections, you just don't do it because you don 't have to do

 8 it.  I mean, it's not circumventing anything; it' s just there

 9 isn't a DVD drive to handshake with.

10 MR. WILLIAMS:  Your Honor -- 

11 MR. DIBOISE:  And, there is nothing in that spec

12 that we kept looking at that says you have to go back there

13 every time you play back.  It comes back to what the

14 permissible uses are within the license agreement .

15 THE COURT:  Well, let me ask you this:  Without a

16 license agreement, could you, without violating t he copyright

17 laws, copy a movie to your computer's hard drive?

18 MR. DIBOISE:  Who's the "you," Your Honor?

19 THE COURT:  You, any of us.

20 MR. DIBOISE:  Yes, I can do it.

21 THE COURT:  You can do it, physically, without being

22 in violation?

23 MR. DIBOISE:  I can make a fair use copy of a DVD

24 without using Real DVD.

25 THE COURT:  Okay.
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 1 MR. SINGLA:  There is, of course, the DMCA, that

 2 would prevent a consumer, anybody, from making a copy of a DVD.

 3 THE COURT:  How many of those copies could you make?

 4 MR. DIBOISE:  If one -- Your Honor, if I might

 5 change this into the speculative consumer?  If on e might, using

 6 any of these other rippers, could make as many co pies as they

 7 had media to store them on -- 

 8 THE COURT:  I'm talking about and not violate the

 9 copyright laws.

10 MR. DIBOISE:  Oh, they could make one, maybe two,

11 maybe three.  Depends on what the spectrum of fai r use is in

12 that context.

13 THE COURT:  Yes?

14 MR. WILLIAMS:  Your Honor, the point I was going to

15 make is -- well, let me deal with this last issue  first.

16 A person could not legally make a copy of their D VD

17 onto their hard drive.  First, the copy that they  would make

18 would not be a playable copy unless they used one  of these

19 ripper-type softwares.  The copy would not be pla yable.  If

20 they were to make a copy for a so-called "fair us e," the fact

21 that they are making a copy for a fair use using Real DVD

22 violates DMCA, that is our contention.

23 If you take the Real DVD out of the equation, my

24 understanding is that the copy that one could mak e onto their

25 hard drive from a DVD that they owned or rented, the copy that
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 1 they made would not be a playable copy.

 2 THE COURT:  Is that what you understand to be the

 3 case?

 4 MR. DIBOISE:  You can make a copy without -- 

 5 THE COURT:  In other words, there would have to be

 6 some device, and it may be some device the violat es the DMCA,

 7 right?

 8 MR. DIBOISE:  Right, you can make a copy without

 9 violating the DMCA of the DVD; whether you can pl ay it back and

10 see something that is useful to see might, and pr obably does,

11 violate the DMCA.

12 MR. WILLIAMS:  And if I may -- 

13 MR. DIBOISE:  Unless you were authorized -- 

14 THE COURT:  Violation the copyright laws.

15 MR. DIBOISE:  Well, no -- 

16 THE COURT:  You are saying -- 

17 MR. DIBOISE:  Violates the DMCA.

18 THE COURT:  You would have to have a device that

19 allows you to do that and thereby violating the c opyright laws.

20 MR. DIBOISE:  No, violating the DMCA.  The copyright

21 law is not violated; it's circumventing the encry ption that is

22 against the law.

23 You could still make your -- 

24 THE COURT:  Okay, I see -- 

25 MR. DIBOISE:  -- fair use right -- 
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 1 THE COURT:  I see what you are saying.  Okay, I see

 2 what you're saying.

 3 MR. DIBOISE:  -- of the copy.  You have to come back

 4 to the DMCA on that point.

 5 Again, that point is crucial, because that is why

 6 what Real DVD does is legal, because we are licen sed to do that

 7 decryption for playback.

 8 THE COURT:  Now, you did not seem to have any

 9 difficulty, though, in discussing these CSS speci fications

10 in -- pretty much you didn't come right out and s ay it, but I

11 got the sense you don't disagree, let's put it th at way, with

12 the fact that these specifications -- 

13 (Holding up document.) 

14 THE COURT:  -- are referenced in and therefore a

15 part of the license agreement; is that correct?

16 MR. DIBOISE:  Your Honor, you are asking an ultimate

17 legal question.

18 THE COURT:  Um-hmm.

19 MR. DIBOISE:  At this point in the case -- 

20 THE COURT:  You are a lawyer.

21 (Laughter.)  

22 MR. DIBOISE:  I understand.

23 (Laughter.)  

24 MR. DIBOISE:  At this point in the case, we haven't

25 examined all the arguments we might have to conte nd that some
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 1 of the super secret, you know, technical specific ations that we

 2 didn't see until after we signed the license agre ement don't

 3 form a part of the contract.

 4 MR. SINGLA:  Your Honor, the document that the Court

 5 held up is not super secret.  It was not filed un der seal.

 6 That's not one of these documents.

 7 If you are asking about that document -- 

 8 MR. DIBOISE:  Your Honor -- 

 9 MR. SINGLA:  That is a public document.

10 MR. DIBOISE:  That document we saw and signed it.

11 THE COURT:  Yeah, okay, okay.

12 MR. DIBOISE:  But there is nothing in that document

13 that prohibits what Real DVD does.

14 THE COURT:  Okay.

15 Yes?

16 MR. WILLIAMS:  Your Honor, may I just go back to

17 what Mr. DiBoise was saying when he recounted the  different

18 protections just a couple of minutes ago and make  just this

19 point:  When I heard him describe it this last ti me after we

20 came back from the break, it's fairly clear to me , I think,

21 that we are in total agreement, actually, and tha t our experts

22 are in total agreement with what they said, which  is to say

23 that when they first access the DVD, they use all  of these

24 different encryption codes and protections.  But,  just as I

25 said before the break, once the copy is made, tho se
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 1 protections, authentication, bus encryption, et c etera, are not

 2 done by Real DVD.

 3 And I believe I heard Mr. DiBoise say, and the

 4 record will -- 

 5 THE COURT:  And, by the copy that is then on the

 6 hard drive.

 7 MR. WILLIAMS:  Correct.  And, so once it's on the

 8 hard drive, I believe I heard him to say that the  only

 9 authentication that takes place is a Real DVD aut hentication as

10 opposed to a CSS authentication.  And, I believe I heard him

11 say that the justification for that is that, well , we aren't

12 using a hard drive anymore, just as in paragraph 52 of

13 Dr. Felten's declaration which I pointed the Cour t to, we don't

14 need to use those authentication measures because  we aren't

15 using a hard drive --

16 MR. SINGLA:  A disc drive.

17 MR. WILLIAMS:  A disc drive.  Pardon me.  

18 So, I believe that the parties are in agreement o n

19 that.  And, I just wanted to let the Court know.

20 MR. SINGLA:  Right.  It's like they are saying they

21 don't need it:  If you took the lock off the door , and now you

22 say I don't need to use the key, I don't need to do anything, I

23 haven't circumvented anything, they have -- in th e copy they

24 made, I think Mr. Williams is exactly right, that  Mr. DiBoise

25 now agrees that the copy that they made no longer  has bus
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 1 encryption, the authentication protocols, the dri ve locking.

 2 None of that is there anymore.

 3 THE COURT:  I understood that it had one layer of --

 4 MR. DIBOISE:  Your Honor -- 

 5 THE COURT:  Of encryption.

 6 MR. SINGLA:  Yes.

 7 MR. WILLIAMS:  That's true.

 8 THE COURT:  In other words -- 

 9 MR. DIBOISE:  I'm sorry, Your Honor, there are two

10 layers of encryption -- 

11 THE COURT:  Two layers?  

12 MR. DIBOISE:  On the Real DVD.

13 Let's come back to this analogy.

14 THE COURT:  Um-hmm.

15 MR. DIBOISE:  It isn't that you take the lock off

16 the door. The answer to that analogy is there is no door,

17 because you don't have to go through it.

18 The actual bus authentication and the actual

19 authentication with the DVD itself is maintained by Real DVD

20 when it accesses the DVD in the DVD drive.  When it goes to the

21 copy on the hard drive, there is no bus going to a DVD drive

22 and no DVD drive there for us to authenticate aga inst.

23 MR. SINGLA:  There is a bus, Your Honor -- 

24 MR. DIBOISE:  Do you mind, sir?

25 THE COURT:  Hold on, please.
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 1 MR. DIBOISE:  There is no DVD drive bus for us to

 2 authenticate against, that's the point.  They are  trying to

 3 take that clause and say that that requires a DVD  and a DVD

 4 drive in order for you to comply with the specifi cations, but

 5 that specification does not say that.  It just sa ys when you

 6 access the DVD drive, you must perform these step s, and Real

 7 DVD does that.

 8 Now, when Real DVD accesses the copy on the hard

 9 drive, we take their encryption and then re-encry pt it again,

10 using our own proprietary encryption process, whi ch is a lot

11 harder -- well, frankly, Your Honor, it hadn't be en cracked.

12 And that is in Dr. Felten's declaration, that the  AES128

13 encryption scheme has never been cracked.  And th at is what we

14 put -- when it's stored on our drives, that encry ption sits on

15 top of the CSS encryption.  And, the only bus tha t exists is

16 between the hard drive on the system and the micr oprocessor.

17 And, over that bus, again, it's the AES128

18 encryption protects any transfer that is going on  there from

19 Real DVD.  There is no a way that somebody could circumvent our

20 system to be able to stream out -- 

21 THE COURT:  When you say "AES," what do you mean by

22 AES?  

23 MR. DIBOISE:  That is a specific encryption program

24 that is utilized by Real DVD to protect the copy that is placed

25 onto a hard drive.  Dr. Felten describes that in his
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 1 declaration, paragraph -- 

 2 THE COURT:  Is there any of the original encryption

 3 that is left?

 4 MR. DIBOISE:  It's all there.  

 5 So we encrypted -- 

 6 THE COURT:  Hold on.  

 7 Is there any of the original encryption that is l eft

 8 on top of which -- well, in other words, you woul d have to

 9 access through this AES encryption, which you hav e it now on

10 your hard drive.  And then, having penetrated tha t, do you

11 also, then, have to penetrate the original encryp tion that is

12 on the disc?

13 MR. DIBOISE:  Yes.

14 THE COURT:  Okay, somebody at your table agrees with

15 you.

16 MR. SINGLA:  That's right, Your Honor.

17 The thing is, there are these layers of

18 protection -- 

19 THE COURT:  Right.  So some of the layers are gone.

20 MR. SINGLA:  One layer is preserved; the other three

21 are gone.  I mean, there is not really a dispute here.  Their

22 argument is that is okay because we no longer hav e a drive

23 involved so we don't need to do it; our position is, I mean,

24 just very frankly, our position is, no, those are  parts of the

25 CSS system.  We use the drive to enforce them.  W hen you take
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 1 the drive out of the loop, you have removed, deac tivated,

 2 impaired these protections we put in place.  They  say there is

 3 no longer a drive, so we don't need to do it.

 4 So I think, really, there is not a dispute of how  it

 5 works, sounds like.  I think we agree with what m ost of what

 6 Mr. DiBoise is saying.  It's really is that circu mvention from

 7 our perspective; that is, you take the component that enforces

 8 a lot of the protection, if you take it out of th e loop, to us

 9 that is circumventing, impairing the protections.   They say

10 it's not.

11 MR. DIBOISE:  Your Honor, the -- every DVD player

12 today -- I'm sorry, yeah, DVD player, stand-alone , buy it from

13 Matsushita, wherever you buy it from, takes that authentication

14 key and sticks it in its buffer.  And, from that,  pointed

15 forward as the movie is played back, it's not goi ng to the

16 lead-in area to read the keys, but looking to its  unencrypted

17 buffer.

18 So, if what they are saying is true here, then ev ery

19 other DVD player is, you know, utilizing and not accessing the

20 actual lead-in area of the DVD when they play it back.  It's

21 accessing the RAM of either the player or the com puter that you

22 are playing it back on.

23 That's -- the reason I bring that up, and it's

24 hyper-technical, is because the license agreement  permits DVD

25 players to do that.  It doesn't say you shall not  do that.  And
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 1 they, those DVD player manufacturers use and impl ement the CSS

 2 license to preserve the encryption content, just as Real DVD

 3 uses and implements, which is what the contract s ays, those

 4 encryption processes to make certain that no one can take that

 5 copy and make thousands of other copies and play them back.  We

 6 lock down the copy to the system that makes the c opy.

 7 THE COURT:  Well, but, do the same provisions that

 8 apply to manufacture of a DVD player under this a greement apply

 9 to someone who manufactures software of this natu re, of the

10 nature we are talking about here?

11 MR. DIBOISE:  There are -- sorry, I don't know if

12 you are finished.

13 THE COURT:  Yeah, no, that's okay.

14 MR. DIBOISE:  There are additional specifications, I

15 believe, technical specifications that must be co mplied with by

16 the stand-alone DVD players that we, as a softwar e

17 implementation, don't have to comply with.

18 Is that correct?

19 MR. SINGLA:  That's right.  And visa-versa; there

20 are specifications that the software players comp ly with that

21 the hardware players don't have to comply with be cause it's a

22 different environment, different risks of copying , different

23 ways they work.  So there is overlap in the speci fications, but

24 there is differences also.

25 MR. WILLIAMS:  And the reason -- if I may, the
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 1 reason why it matters, that those layers of bus e ncryption and

 2 authentication that are removed after the copy is  made, the

 3 reason that matters is that the whole purpose of the CSS system

 4 is to prevent unauthorized consumer copying.  It all works

 5 together so that the consumer may not make a copy .

 6 Under this system, the consumer is allowed to mak e a

 7 playable copy where you don't even have a DVD in the system

 8 whatsoever.  That is the vice.  That is the reaso n why it is a

 9 violation.

10 And, you don't have to take our word for it, ther e

11 are those provisions we put in front of you, the technical

12 spec, that talks specifically about the personal computer

13 environment and the notion that the whole purpose  is to prevent

14 digital-to-digital copying in the personal comput er

15 environment.

16 THE COURT:  Now, where does this leave us with

17 respect to what we need to do what we need with r espect to a

18 motion for preliminary injunction?

19 MR. DIBOISE:  Your Honor, before we get there -- 

20 THE COURT:  We are on the tail end of, or in the

21 middle, I guess, of a TRO here.

22 MR. WILLIAMS:  We did some discussing in the

23 hallway.

24 THE COURT:  What did you come up with?

25 MR. DIBOISE:  Your Honor, part of it -- I think
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 1 we're pretty much in agreement with what I -- the  parts of our

 2 discussion that we have heard.  I think it should  be a

 3 reasonable schedule, to get the information, pres ent it to you

 4 in an orderly fashion, and with enough time for u s to make

 5 certain that we can present to you clear argument s and clear

 6 facts.

 7 THE COURT:  And testimony.

 8 MR. DIBOISE:  Sorry?

 9 THE COURT:  And testimony.

10 MR. DIBOISE:  And, we are also happy to embrace your

11 idea, if the Court wants its own technical expert  to vet what

12 each side presents, we are happy to do that as we ll.  And, I

13 think we could probably work out an agreement sub ject to

14 whatever your court calendar is like.  

15 But the issue, from our perspective that I didn't

16 want to lose sight of is the harm, the balance of  the harms

17 here if you continue the temporary ban.  We don't  believe that

18 they are suffering anywhere near the harm that Re al suffers by

19 continuing this temporary ban on the availability  of the

20 product.

21 Crucial issues on that are two-fold.  One, it's t he

22 incremental harm that Real DVD presents to them t hat you should

23 take into account, not this billions of dollars o f copying the

24 are thrown about by the MPAA and other entities.  It is solely

25 the incremental threat caused by Real DVD.
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 1 That's the point that Mr. Klein, Dr. Bresnahan's --

 2 sorry, Dr. Klein and Dr. Bresnahan's testimony to  you in our

 3 declarations.  There are so many copies out there .

 4 If there was one thing that I would suggest that

 5 Your Honor read, we submitted in Mr. Klein -- Dr.  Klein's

 6 original declaration, in Dr. Bresnahan's declarat ion in our

 7 opposition brief, there's an article, a short rev iew in PC

 8 Magazine, a mainstream computer publication reviewing this

 9 product, in which the author literally says that comparing Real

10 DVD to be locked down to the same extent as Hanni bal Lecter was

11 locked down; this product does not present any in cremental harm

12 to the studios.  You can go to download.com and f ind dozens of

13 DVD rippers that will do everything and plus that  Real DVD

14 does.

15 So, unless they can point to any specific

16 incremental harm caused by our product, they can' t show any

17 injury.  And there is no injury caused specifical ly by this

18 product.  The only thing that they say in their b riefing is

19 that there is some reputational harm, that some h ow or another

20 RealNetworks is such a force in the marketplace t hat we are

21 going to charge the consumer's perceptions about what is or

22 isn't available -- what is or isn't legal about m aking a copy

23 of a DVD.

24 I mean, if you step back and think about it, ever y

25 movie that you watch tells you not to make a copy .  They and
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 1 the studios might empower -- in controlling this marketplace

 2 has so much more effect than RealNetworks can pos sibly have on

 3 this issue.

 4 You know, we have a product; other people are out

 5 there readying another product that is going to l ook just like

 6 it.  We are heading into the Christmas season; we  anticipate

 7 making at least half of our profits off this prod uct by being

 8 able to set sell it, at this point in time, as we  head into the

 9 season.  And, to stop us from being able to make sales now when

10 the harm to them, you know, I don't think they ca n really even

11 quantify it in the context of whether or not we c ause any more

12 harm or any incremental additional harm.

13 And then finally, on the harm issue, you know, if  we

14 did, I think that they would be able to have expe rts and people

15 try and come up with a methodology to quantify it .  They can

16 quantify the overall harm and have it come back t o specific

17 countries, specific, you know, profiled users.  A nd, I think

18 that there is obviously a way to take survey data  and other

19 methods to be able to quantify this harm, should they prevail

20 at trial, not at a TRO proceeding, that the harm in the short

21 term is much greater to RealNetworks than it is t o the studios.

22 MR. WILLIAMS:  Your Honor, the harm -- 

23 THE COURT:  Yes.  

24 MR. WILLIAMS:  -- to the studios is enormous, as the

25 Court, I believe was concluding at the last heari ng, and here
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 1 is the reason:  In the last month, last month 175  million DVDs

 2 were rented, and another 30 -- or, excuse me, 50 million

 3 newly-released DVDs were purchased.  What this pr oduct allows

 4 people to do is to rent a DVD and make the copy w ithout having

 5 to purchase it, that is point number one.

 6 Point number two:  There are already 4000 -- 3000 ,

 7 excuse me -- copies of this product in the market place; there

 8 will be thousands and thousands more, presumably,  if they are

 9 allowed to sell it.  Every single person who buys  it will have

10 the unlimited capacity to make copies of DVDs tha t they own,

11 rent or borrow.  That is undisputed.

12 To the extent there is a perception issue that we

13 have raised, here's the perception, and it's a li ttle different

14 than I think Mr. DiBoise said the perception is, that right now

15 those who rip or have this ripping software, peop le understand

16 that that is illegal.  The entire advertising pro gram of this

17 company is that this particular program is 100 pe rcent

18 legitimate, 100 percent legal.  They say you may now make

19 copies of DVDs in a legal fashion.

20 If we could just put up Slide No. 9?  

21 The advertisements all say that.  So, if they are

22 allowed to put this product on the market as it h as been

23 marketed, they are trying specifically to take ad vantage of the

24 fact that there is a -- something different, some thing new

25 about this product, i.e., that it is 100 percent legitimate and
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 1 legal.

 2 And they are basing all of that, of course, on th e

 3 Kaleidescape decision, which is not a decision that, by its

 4 terms, even dealt with federal law, which is befo re Your Honor.

 5 And so, in order to put this out on the market, w hat

 6 would happen is that all of the current vehicles that people

 7 have to download, rent a DVD onto their hard driv e of their

 8 computer, which can be done through iTunes or amazon.com, for

 9 those our clients get paid.  But, going into the future, if the

10 Court -- it's already lost three thousand of them , but if the

11 Court were to take off the TRO, then they continu e to sell, and

12 people don't have to get rentals or purchases ont o their

13 computer hard drive by paying our clients.

14 So, it's not just a harm to the studios, it's the

15 harm to the player manufacturers as well because the player

16 manufacturers go through this process of getting a license.

17 They are now going to be circumvented as well bec ause people

18 will not want to use their products because they can use Real

19 DVD, a 100 percent legitimate, supposedly, progra m that allows

20 people to do the downloads.

21 So, the question is, what are the harms to them

22 under this scenario?  And the harms to them are p urely

23 self-inflicted.  We suggested that before they re lease this

24 product that they wait and do exactly what we are  doing right

25 now, have briefing, figure it out whether this th ing is legal.
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 1 Did they wait?  No.  They put it out on the marke t

 2 anyway, despite the fact that even though Mr. Pom erantz, our

 3 partner, wrote them and said, look, why don't we just have a

 4 shortened briefing schedule to figure this out in  front of a

 5 district judge, and they said, no.  Why?  Because  they wanted

 6 to get it out on the market.

 7 One point I haven't made, and this goes to the

 8 question of irreparable harm.

 9 If we could have Slide No. 12, please.

10 This entire framework, Your Honor, is based upon the

11 notion that there is a wink and a nod to people i n the

12 marketplace about what they can do.  Slide No. 12  that we are

13 showing right now is a quote from the Seattle Times from

14 Mr. Rob Glaser, who is the CEO of RealNetworks.

15 What Mr. Glaser says is the equivalent, we would

16 argue, to a wink and a nod.  He says, look, we ha ve this

17 technology, we ask people, we say to them, "If yo u want to

18 steal, we remind you what the rules are and we di scourage you

19 from doing it, but we are not your nanny."

20 I mean, it might as well be, what happens in Vega s

21 stays in Vegas.  You don't tell my mom; I won't t ell yours.  He

22 might as well be winking in the photo because the  point is that

23 although they say that the purpose is for people who buy the

24 DVD, the technology doesn't have any way of deter mining whether

25 someone bought it or ripped it or borrowed it or rented it.
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 1 There is no way they can do that.  So, the people  who will be

 2 using the product under this system are people wh o have been

 3 told it's legitimate and can use it in this other  way.

 4 The harm to the studios, to the manufacturers, wo uld

 5 be irreparable because they are losing for every single sale,

 6 which we can't quantify.  Once they're purchased,  once people

 7 download this product, it's on their computer for ever.  There

 8 is no way that we can quantify how many DVDs they  copied once

 9 it's on the computer, the technology does not all ow that.

10 So our ability to calculate those lost profit

11 damages is very suspect, and that is the reason w hy there would

12 be irreparable harm, and the TRO should be mainta ined for this

13 short period while we figure out -- while Your Ho nor satisfies

14 herself -- 

15 MR. DIBOISE:  The period is not going to be that

16 short, Your Honor.  And that is part of the probl em here, it's

17 probably going to be 4 to 6 weeks.  We don't know  what your

18 schedule is.  It may be longer, depending upon yo ur schedule.

19 With respect to some of these comments, I mean, i f

20 you go to  Google and put in "DVD ripper" and just go to the

21 sponsored page sites, click on them and see the n umber of

22 rippers that are available that all say they are 100 percent

23 legal, legitimate.  They market it the exact same  way.  There

24 is no difference in the way that the bad rippers market their

25 product versus Real DVD.
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 1 And, in fact, if you look at our actual product

 2 literature that was submitted in the declaration of

 3 Jacqueline Lang, we say right out front, you can only copy

 4 this, we say only -- it's the reverse, if you don 't own -- it

 5 asks you if you own the DVD, if the answer is no,  you are

 6 supposed to press play, not save.  We say you may  not use your

 7 DVD to copy others -- I mean, sorry, your Real DV D to copy

 8 others.

 9 The reputational harm issue is too ephemeral as w ell

10 as it's going to be subject to so many different

11 interpretations.  But the key thing is, they are going to be

12 able to tell from the worse case scenario from th eir

13 perspective, rent, rip and return, if there is a significant

14 decrease in the number of purchases versus rental  they are

15 going to be able to see that.  And then, we are g oing to have

16 something we can talk about to be able to present  to you and

17 say, hey, this fear is Real.

18 You know, we have out there a Real world in which  if

19 you choose to make a copy of a DVD you can do it.   That's what

20 these sales statistics and rental statistics all reveal.  And

21 let's see if the products out there in a month or  a month and a

22 half from now, if there a variance in those numbe rs.  If there

23 is not -- 

24 THE COURT:  But the purpose of a TRO is not to

25 provide some control data for some survey or a st udy.  I mean,
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 1 the question is whether, you know, issues such as  likelihood of

 2 success on the merits and balance of hardships, y ou know all

 3 those factors.

 4 MR. DIBOISE:  Right, but it's also to preserve the

 5 status quo.

 6 THE COURT:  Well, the problem is how the status quo

 7 came to be, for one thing.  So, I am going to ext end the TRO,

 8 and here are the reasons:  Because I'm not satisf ied that, in

 9 fact, this technology is not -- is not in violati on of the

10 DMCA; that, in fact, it does comply with what is a very lengthy

11 contract and some specifications that apparently there is some

12 dispute about, you know, whether they apply or no t, but

13 certainly, they raise questions as well.

14 There was an opportunity before rushing to market  to

15 have had these issues revolved, but that didn't h appen.

16 MR. DIBOISE:  Your Honor -- 

17 THE COURT:  And now, having rushed to market, you

18 throw yourselves on the Court -- hold on, I'm not  finished.

19 MR. DIBOISE:  I understand, Your Honor.

20 THE COURT:  And, when I finish, there will be no

21 need to say anything.

22 MR. DIBOISE:  But there is a factual

23 misunderstanding.

24 THE COURT:  Hold on.

25 There was a rush to market when there didn't need  to
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 1 be a rush to market.  You could have waited to ha ve that

 2 decision made.  Having only been out in the marke t a short

 3 period of time, I think the harm is far less to R ealNetworks in

 4 this case than it would be to having who knows ho w many copies

 5 out there, which might then be found to be unauth orized copies.

 6 And, it's not very persuasive to say, well, you s ee,

 7 you know, you're not saying maybe we're legitimat e, you're

 8 saying you are legitimate but comparing yourselve s to all those

 9 illegitimate companies out there.  And this ought  to be looked

10 at more favorably because you've got all those ot her people who

11 are ripping and doing these illegal things, and, therefore, I

12 should, apparently, in looking at the balance of hardships and

13 looking at whether -- you know, who is going to s uffer the

14 greater injury, looking at the fact that you're a pparently

15 going to supplant some part of the illegal market .

16 The problem is that there are serious questions h ere

17 about copyright violations, about DMCA violations , violations

18 of this contract, by a company who rushed to mark et and didn't

19 wait for any kind of an adjudication, by a compan y that can

20 stop right now, early in the inceptions of what i t's doing,

21 rather than having us trying to figure out, down the road, how

22 many copies, and something that may be very diffi cult to

23 determine, how many copies of copyrighted materia l are out

24 there, and what the injuries are that are sustain ed as a result

25 of that.

Sahar McVickar, C.S. R. No. 12963, RPR
Official Court Reporter, U.S. District Court

(415) 626-6060

Case3:08-cv-04548-MHP   Document44    Filed10/09/08   Page104 of 121



   105

 1 I'm not persuaded that the TRO should not stay in

 2 place.

 3 MR. DIBOISE:  Understood.

 4 THE COURT:  So, it will stay in place.

 5 The question is, what needs to be done in order t o

 6 prepare for a hearing.

 7 MR. DIBOISE:  Your Honor, accepting your order -- 

 8 THE COURT:  Yes.

 9 MR. DIBOISE:  And understanding that the TRO stays

10 in place.

11 THE COURT:  Um-hmm.

12 MR. DIBOISE:  One, I just want to make certain the

13 Court is clear that there was at least about a 30 -day period of

14 time in which the parties discussed this.  And --  

15 THE COURT:  I understand that.

16 MR. DIBOISE:  Fine.

17 THE COURT:  I understand.

18 MR. DIBOISE:  There was no rush, it just was the

19 earliest point -- 

20 THE COURT:  Nobody rushed into court during that

21 period of time to try to get it resolved.

22 MR. DIBOISE:  We couldn't.  There was an agreement

23 not to.

24 THE COURT:  Well, okay.

25 Then once that stand -- once that standstill
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 1 agreement came to an end, instead of going into c ourt, you

 2 rushed to market.  

 3 And, you are the new boys on the market, and I th ink

 4 that there is far less -- I mean, it's not like s ome startup

 5 company that doesn't have, you know, other -- oth er products

 6 out there on the market, and so forth.  But, the copying --

 7 bringing back copies -- it's impossible to bring back that

 8 which has been copied after it's been copied and copied

 9 illegally, so we need to get those issues resolve d.  And, I'm

10 not persuaded to my satisfaction that they are re solved in

11 favor of RealNetworks at this point.

12 So what do you need to know and do before we coul d

13 have such a hearing?  Do you need to take any dep ositions of

14 any of the experts?

15 MR. SINGLA:  Yes, Your Honor.  We have been thinking

16 about this quite a bit during the break and since  the break,

17 and as I understand what the Court is asking, if I'm

18 understanding correctly, the Court wants to get t o the bottom

19 of what exactly does Real DVD do.

20 THE COURT:  And I think cross-examination helps, you

21 know?

22 MR. SINGLA:  Certainly, Your Honor.

23 THE COURT:  There is something about that process

24 that seems to help, you know?

25 (Laughter.)  
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 1 MR. DIBOISE:  I think there are some folks in

 2 England the came up with that.

 3 THE COURT:  Yeah, yeah.

 4 MR. SINGLA:  We are all for cross-examination.

 5 THE COURT:  Doesn't always get to the truth, but it

 6 sheds light, anyway.

 7 MR. SINGLA:  We are at a real disadvantage on that

 8 issue because they obviously know exactly how the ir product

 9 works, and we don't.  We haven't done any discove ry.  Our

10 papers and our arguments have been based on -- as  I said, we

11 have taken them at their word about how their pro duct works.

12 We have had no way to test it.  And there is a lo t of details

13 about it that we haven't -- you know, they are no t in the

14 product or promotion literature.

15 So, to answer the question the Court has raised, as

16 I understand it, we are going to need details abo ut their

17 product, design documents, specifications, source  code.  I

18 think if the Court appoints it own special master  or expert in

19 the case, he is going to need their source code a nd have time

20 and the ability to analyze and see exactly what i t does.

21 For example, just as an example, they say they

22 maintain the CSS encryption on the copies; we hav en't disputed

23 that because we believe them.  But, we have no wa y to test that

24 right now.  If we are going to litigate this and have a

25 hearing, we need the ability to make sure that's true.  And the
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 1 only way to do that, that I know of, is to have a ccess to their

 2 source code, to their design specifications, and to be able to

 3 depose their people.

 4 THE COURT:  Would it move things faster if, instead

 5 of all of that, I just appointed a court-appointe d expert that

 6 everybody agreed to do the delving and digging, a nd so forth,

 7 to make a report?  But that, then, that would be in lieu of

 8 having your experts testify and, you know, having  them deposed,

 9 and all of that, and I don't know whether you wan t to do that.

10 MR. SINGLA:  Our view, Your Honor, we have thought

11 about that, is that would make sense, except I th ink the

12 difficulty for the special master is not going to  be he is not

13 going to have a record on which to make the analy sis.  I think

14 that we're going to need to -- he is going to nee d the same

15 data and documents.

16 THE COURT:  Right.

17 MR. SINGLA:  But, I think he is also going to need

18 deposition records, testimony.  So we may get sou rce code and

19 design records to understand those, even for him to understand

20 them.

21 I've been involved in cases involving source code

22 and these kinds of design specifications, and som eone like

23 Mr. Buzzard, he might not be the right person, wh oever it is,

24 we will need to depose that person and make sure we understand

25 what is going on and make sure the special master  can then, you
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 1 know, read the deposition and make sure he unders tands what is

 2 going on so he can report back to the Court.

 3 So that is our concern, is that we are going to n eed

 4 some discovery from RealNetworks.

 5 MR. DIBOISE:  Your Honor, we don't dispute this.  I

 6 think we don't need to take the Court's valuable time on this

 7 sort of issue.  We agree that discovery is approp riate as long

 8 as it's going to be equal, as long as the issues we delve into

 9 are equal.

10 THE COURT:  That's fine.  The problem is that we

11 have a TRO -- 

12 MR. DIBOISE:  We understand, Your Honor.

13 THE COURT:  -- and time limits.  And it's going to

14 have to be extended beyond that.

15 MR. DIBOISE:  We understand that.

16 THE COURT:  You want to stay here today, and work

17 with Mr. Bowser on your schedule -- 

18 MR. DIBOISE:  That sounds terrific, Your Honor.  

19 THE COURT:  -- and a date with him?  Although he has

20 family responsibilities as well, so -- 

21 MR. DIBOISE:  Your Honor, the real issue is what

22 your availability is.

23 We have talked about it, they have talked about i t

24 with us; we believe it's going to be in November,  you know, or

25 maybe even late November.  So it's just a questio n of trying to
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 1 match our schedules with counsels' schedules and with the

 2 Court.

 3 THE COURT:  After -- I'll be back here after

 4 November 17th.

 5 MR. DIBOISE:  I think that is enough to tell us what

 6 we need to do.

 7 MR. SINGLA:  Perhaps what we could do is counsel and

 8 we could speak in the next couple of days, try to  work out,

 9 hash out a process.  They can tell us how long th ey need to

10 give us the discovery we need.  We can think abou t exactly what

11 we would ask for and what your master, if you app oint one,

12 would need.  We can talk about whether the specia l master makes

13 sense, try to map out the time line, and maybe ha ve a phone

14 conference, or something, and try to figure out a  date.

15 Does that make sense?

16 MR. DIBOISE:  Sure.  The only thing I can think of

17 that would involve the Court is if we can't agree  on whatever

18 discovery everybody wants.

19 THE COURT:  Let's keep it to what is absolutely

20 necessary for preliminary injunction.  And, we mi ght not even

21 need to plug a special master in, at this point, but see how

22 things look in connection with a preliminary inju nction and

23 then make a ruling there.  And, if we need to go beyond that

24 with the special master, we could do it at that t ime.

25 MR. DIBOISE:  I don't want to sandbag anyone:  We
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 1 also have a slight problem in getting to the DVD CCA CSS

 2 license specifications.  

 3 THE COURT:  Um-hmm.

 4 MR. DIBOISE:  The entity is a defendant, but hasn't

 5 appeared yet.  They have very onerous controls ov er who can see

 6 the documents from the DVD CCA.  Half of the boar d of the DVD

 7 CCA I believe is represented by their clients.

 8 We are going to need access to those folks, as we ll

 9 in the discovery process, so I don't want to have  a fight and

10 come back to you, we might as well have it now, i f they are

11 going to contest our ability to take testimony fr om the folks

12 who implemented it and wrote these specifications .

13 And, I think we are happy to enter into whatever

14 protective order we need and present it to Your H onor to

15 preserve the security of this information, but we  need to have

16 access to these folks.

17 THE COURT:  Well, first of all, if there are DCAA --

18 MR. DIBOISE:  DVD CCA.

19 THE COURT:  DVD -- 

20 MR. DIBOISE:  DVD CC -- 

21 THE COURT:  The DVD I got, but it's how many As?  

22 MR. DIBOISE:  One A.

23 MR. SINGLA:  Copy Control Association.

24 THE COURT:  Oh, oh, that's easy, then.  I was

25 putting on more As.  Okay, CCA, let's call it CCA .
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 1 If, in fact, there were CCA specifications that y ou

 2 did not see, then I don't know how you can be hel d, you know,

 3 liable for not complying with them.  

 4 MR. DIBOISE:  We are talking about the lawyers here.

 5 THE COURT:  No.

 6 MR. DIBOISE:  We haven't seen them.

 7 THE COURT:  Oh, you haven't seen them.

 8 MR. DIBOISE:  Mr. Buzzard, who has submitted a

 9 declaration, has seen them.

10 THE COURT:  And the principles of the company, they

11 signed off, they saw them, et cetera.

12 MR. DIBOISE:  No, they didn't see them.  So there

13 are very few people that the DVD CCA actually per mits -- 

14 THE COURT:  I see.

15 MR. DIBOISE:  -- access to those specifications.

16 So, for example, as I understand it, the lawyers to

17 my right here don't have access to the complete s et of

18 specifications, either.

19 THE COURT:  Okay, I noticed, for example, on the

20 agreement there were several employees; I have no  idea what

21 their respective positions were, but I assume the y were

22 employees of RealNetworks that signed off on thes e -- 

23 MR. DIBOISE:  Yes.

24 THE COURT:  -- license agreement authorizations.

25 MR. DIBOISE:  To make that issue crystal clear -- 
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 1 THE COURT:  Um-hmm?

 2 MR. DIBOISE:  Exhibit G that we talked about a

 3 lot -- 

 4 THE COURT:  Yeah?

 5 MR. DIBOISE:  -- is in the technical specifications.

 6 THE COURT:  Um-hmm.

 7 MR. DIBOISE:  The only lawyers that got to see them

 8 before they were filed with the Court -- 

 9 THE COURT:  Um-hmm -- 

10 MR. DIBOISE:  -- were the folks for the studios.

11 The DVD CCA would not permit us to see that docum ent.  And the

12 first time saw it was when it was filed on Septem ber 30.

13 THE COURT:  But my question is who in the company,

14 then, saw this?  Because how could you comply wit h something if

15 you never saw it?

16 MR. DIBOISE:  Four to five engineers.

17 THE COURT:  I see.  And is that -- would that be the

18 people that signed off on these authorization agr eements?

19 MR. DIBOISE:  Yes.

20 THE COURT:  I see.

21 So, first of all, certainly, you should have acce ss

22 to, and I'm sure you can come up with a confident iality

23 agreement that would allow you to have access to this

24 information so that you can review it in preparat ion.  But, I

25 say that if, in fact, the persons who signed off and agreed to
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 1 this on behalf RealNetworks never saw certain doc uments, I'd

 2 have a real problem with saying that they are bou nd by those

 3 documents because that -- but that's another issu e, I guess.

 4 MR. DIBOISE:  It may not be.  We'll have to wait and

 5 see, Your Honor, what comes out.

 6 THE COURT:  But certainly for those that you have

 7 not been privy to and that you need to have, you should be able

 8 to come up with some kind of air protective order .

 9 MR. SINGLA:  Your Honor, if I could just try to --

10 THE COURT:  Yes.

11 MR. SINGLA:  Some facts on this:  So there is the

12 license; there is the procedural specifications; that is all

13 public, we all have that.  And then, there are th ese technical

14 specifications.  

15 THE COURT:  Um-hmm.  

16 MR. SINGLA:  Now, the technical specifications their

17 clients have that, our clients didn't have, don't  have today,

18 we didn't have.

19 THE COURT:  Have you ever seen them?

20 MR. SINGLA:  We just got them yesterday morning.

21 THE COURT:  Um-hmm.

22 MR. SINGLA:  When RealNetworks convinced -- 

23 MR. DIBOISE:  I'm sorry, sir, you filed one of them.

24 MR. SINGLA:  We got one page.  The lawyers got one

25 page from DVDCC.
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 1 THE COURT:  Was that Exhibit G?

 2 MR. SINGLA:  Exactly.  I stand corrected.  Other

 3 than that one page, we haven't seen them until ye sterday

 4 morning.

 5 And then, the further -- so those documents, now,  I

 6 think both sides' lawyers have and their client h as.  Our

 7 clients don't yet, but we'll have to deal with th at issue if we

 8 have to deal with it.

 9 Then, there is a further level of specifications

10 that our clients don't have, we don't have, their  client does

11 have.  These are these highly confidential, they' re actually

12 literally the codes, you know, that we are talkin g about that

13 go another level of detail: the secret codes.  An d so, we'll

14 have to deal with DVD CCA and RealNetworks and fi gure it out.

15 But, I just want to make clear:  The only party w ho

16 doesn't have those are the studios; we are the on es who don't

17 have those documents.

18 MR. DIBOISE:  Except for Dr. Bell, who is part of

19 the committee who helped draft -- Your Honor, I d on't know why

20 we're arguing about that.

21 THE COURT:  I'm just trying to get some framework.  

22 If they are necessary to the adjudication, then t hey

23 are going to have to be turned over under confide ntiality

24 orders.  And so, I don't want to hear any noise t hat this is so

25 top secret that we can't -- but it be under confi dentiality
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 1 orders, eyes only.  Or, I would say eyes only and  expert's

 2 plus, you know -- 

 3 MR. DIBOISE:  In-house counsel?  

 4 THE COURT:  A couple of experts.

 5 MR. DIBOISE:  The two in-house counsel in the room

 6 with us?  

 7 MR. SINGLA:  I think this is an issue that should be

 8 litigated.  And then, why don't we talk about thi s offline with

 9 DVD CCA and then -- 

10 THE COURT:  Come to some agreement.  The fewer

11 people, the better.  

12 MR. SINGLA:  We don't have these documents.

13 MR. DIBOISE:  I understand that point.  I think he

14 is trying to say that they don't control the DVD CCA.  Whether

15 they do or don't I don't know, but we need some a ccess to them.

16 They are a party to this litigation.

17 THE COURT:  Who is representing them?  

18 MR. DIBOISE:  They just haven't appeared.  We just

19 served them -- 

20 Anybody know?

21 THE COURT:  Who generally represents them; do you

22 know?

23 MR. DIBOISE:  We know that Mr. Coats said -- White &

24 Case represented them in the Nichols trial and he  represents

25 them on the appeal -- I'm sorry, the Kaleidescape case.
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 1 THE COURT:  Um-hmm.

 2 MR. DIBOISE:  I could call them and ask if he's been

 3 engaged.

 4 We have spoken to a lawyer, at Bryan Cave in

 5 St. Louis, who was representing them.  We can ask  them.

 6 They've told us that they're representing them.  We can ask

 7 them as well.  We can all work with them.

 8 THE COURT:  However you are going to do this.

 9 At any rate, with respect to -- I don't know how

10 large this board is, I would certainly say if you  are going to

11 have to depose any of them, fine, but it should b e a discreet

12 number.  So try to pick the ones who are most kno wledgeable.  I

13 hope you don't have to do a PMK deposition just t o figure that

14 out.

15 MR. DIBOISE:  We don't want to spend any more money

16 than we have to.  I'm sure they don't, either.

17 THE COURT:  Or time.

18 MR. DIBOISE:  Or time.  

19 We'll try and do that.  I just don't think we

20 need -- other than having the broad outlines of w hat we want to

21 do, as I said, I didn't want them to be sandbagge d, or the

22 Court to understand that we might need some infor mation outside

23 the control of the lawyers here in this room.

24 THE COURT:  No, I understand.  I understand.

25 MR. SINGLA:  I think we can get all these issues -- 
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 1 THE COURT:  So with all of those issues -- you know,

 2 and I don't do discovery motions.  And I don't wa nt to you

 3 waste your time on them, because that takes too m uch paper, and

 4 it's unnecessary, and some of them are silly.  Re ally try to

 5 work them out.  If you have made an effort to and  you get

 6 stuck, then contact Mr. Bowser, my courtroom depu ty, and we'll

 7 have a phone conference and we will deal with it.

 8 And even though I'm not going to be available som e

 9 of this time, I will be in the country back in DC  and New York,

10 and you can contact me by phone, or they can cont act by phone

11 and let me know, and we'll set up a phone confere nce.

12 MR. SINGLA:  One thing, I think, would be helpful

13 is, just to confirm my understanding with the Cou rt, that the

14 focus of the hearing of the Court is asking for, or is

15 ordering, is on sort of these technical issues we 've been

16 talking about and going back and forth.  In other  words, how

17 does it work, how many copies can be made, how th ose copies

18 function, what do the specifications say, maybe s ome license

19 issues?  It's all of that.

20 THE COURT:  But, it's also some interpretation of

21 the license.

22 MR. SINGLA:  Certainly.

23 THE COURT:  And, any arguments, you know, that may

24 be appropriate about the license and its intersec tion with the

25 DMCA.
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 1 MR. SINGLA:  Thank you.

 2 THE COURT:  Okay?  

 3 MR. DIBOISE:  Understood, Your Honor.

 4 THE COURT:  Does that take care of it?

 5 MR. DIBOISE:  I think so.

 6 THE COURT:  So, then, under the same terms and

 7 conditions the TRO will remain in effect.  And --  

 8 MR. DIBOISE:  The bond will continue?

 9 THE COURT:  And the bond will continue.

10 And, you'll get a date from Mr. Bowser about as s oon

11 as you think, you know, you are ready for it, but , of course,

12 when I get back.

13 MR. WILLIAMS:  We just want to make the point that

14 the last hearing was confidential; we wanted to p oint out that,

15 even at the last hearing, there was some press he re.  I'm sure

16 there is some press here today as well.

17 THE COURT:  Well, the courtroom is packed.  I have

18 no idea who is here.  

19 MR. DIBOISE:  That's right.  So I just wanted to -- 

20 THE COURT:  Lawyers with nothing better to do or the

21 press, I'm not sure.

22 MR. DIBOISE:  Your Honor, unfortunately the hearing

23 that was sealed, I didn't know since I participat ed by

24 telephone from Chicago, there was a reporter here , in the

25 courtroom.
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 1 THE COURT:  Was there?

 2 MR. DIBOISE:  And, an article appeared on Monday

 3 that revealed the number, which is why I didn't o bject when

 4 they talked about the 3000 sales.

 5 So at this point, Your Honor, we don't believe th ere

 6 should be any restrictions -- 

 7 THE COURT:  Well, I don't think you can do that

 8 anymore.  I think what happened -- 

 9 MR. DIBOISE:  What happened, happened.  And, I think

10 both sides, if they want to talk -- I mean, we ar e going to get

11 so many questions, I think we ought to be able to  respond to

12 the press if they have any more inquiry.

13 THE COURT:  That's fine.

14 MR. DIBOISE:  So, we are content to have a chat with

15 the reporters, and I'm sure they'll love it, too.

16 THE COURT:  What happened was -- this can be off the

17 record now.  You want to go back to record, let m e know.

18 (Proceedings concluded at 4:59 p.m. with 

19 off-the-record discussion.)  

20  

21 ---o0o---  

22  

23

24

25
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