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UNITED STATES DISTRICT COURT Eqi ¢ f:‘; i

NORTHERN DISTRICT OF CALIFORNIA
SAN FRANCISCO DIVISION

craigslist, Inc., a Delaware corporation, £°M .E. @ E_ E_ 5 6 |

Plaintiff, COMPLAINT FOR DECLARATORY
JUDGMENT

EMc

GraphOn Corporation, a Delaware
corporation,

Defendant.

Plaintiff craigslist, Inc. (“craigslist”) alleges as follows for its Complaint for Declaratory
Relief against Defendant GraphOn Corporation (“GraphOn”):
PARTIES
1. craigslist is a Delaware corporation, with its principal place of business in San
Francisco, California.
2. Upon information and belief, GraphOn is a Delaware corporation, with its

principal place of business in Santa Cruz, California.
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JURISDICTION

3. This action arises under the patent laws of the United States, 35 U.S.C. §§ 1 ef
seq., and the Declaratory Judgment Act, 28 U.S.C. §§ 2201 and 2202. This Court has subject
matter jurisdiction pursuant to 28 U.S.C. §§1331 and 1338(a).

4, Venue is proper in this district pursuant to 28 U.S.C. §§ 1391(b) and (c), and
1400(b).

INTRADISTRICT ASSIGNMENT

5. This is an Intellectual Property Action to be assigned on a district-wide basis under
Civil Local Rules 3-2(c) and 3-5.

' BACKGROUND

6. craigslist operates the website, www.craigslist.org, which provides online
localized classified ad placement and related online services.

7. GraphOn claims to be the owner of U.S. Patent Nos. 6,324,538 (the “’538
Patent”), which is attached hereto as Exhibit A, 6,850,940 (the 940 Patent™), which is attached
hereto as Exhibit B, 7,028,034 (the “’034 Patent™), which is attached hereto as Exhibit C, and
7,269,591 (the “’591 Patent™), which is attached hereto as Exhibit D. These patents are
collectively referred to hereinafter as the “Patents-in-Suit.”

8. On January 18, 2010, GraphOn, through its counsel Watson Rounds, sent a leticr
to craigslist, a copy of which is attached hereto as Exhibit E.

9. The letter stated that Watson Rounds had “reviewed the [c]raigslist website in
detail” and that it “believe[d] that there may be interest on the part of [c]raigslist in licensing four
of GraphOn’s patents, U.S. Patent No.’s. 6,324,538, 6,850,940, 7,028,034 and 7,269,591.”

10. The letter further stated that: “To date, GraphOn has licensed its portfolio to
AutoTrader.com, Classified Ventures (Cars.com), Careerbuilder.com, Google, Yahoo!, eBay and
others, and it would appreciate the opportunity to add [c]raigslist to this growing list without

time-consuming and costly litigation for both parties.”
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11.  GraphOn has previously commen;:ed litigation against numerous other parties
alleging infringement of some or all of the Patents-in-Suit:

a. On August 24, 2007, GraphOn filed a complaint alleging infringement of
the *538 and 940 Patents against AutoTrader.com, Inc. in the U.S. District Court for the Eastern
District of Texas. At the time of that suit, the *591 and *034 patents had not yet issued.

b. On March 6, 2008, GraphOn filed a complaint alleging infringement of the
Patents-in-Suit against Classified Ventures, LLC, IAC/InterActiveCorp., Match.com, LLC,
Yahoo! Inc., eHarmony.com, and CareerBuilder, LLC in the U.S. District Court for the Eastern
District of Texas.

c. On August 13, 2008, GraphOn filed a complaint alleging infringement of
the Patents-in-Suit against Google Inc. in the U.S. District Court for the Eastern District of Texas. |

12.  In addition, GraphOn’s predecessor-in-interest, Network Engineering Software,
Inc. filed a complaint against eBay, Inc. in the U.S. District Court for the Northern District of
California on March 23, 1999, alleging infringement of U.S. Patent No. 5,778,367, which
contains an identical specification to the Patents-in-Suit, and of which the Patents-in-Suit patents
are continuations.

13.  On February 10, 2010, MySpace, Inc. (“MySpace”’)—after having received a letter
from GraphOn similar to the one received by craigslist—filed a complaint for declaratory
judgment of non-infringement, invalidity and unenforceability of the Patents-in-Suit in the U.S.
District Court for the Northern District of California, MySpace, Inc. v. GraphOn Corporation, 10
CV 604 (EDL).

14.  In view of the foregoing, and specifically that (a) GraphOn has asserted that
craigslist infringes the Patents-in-Suit and should enter into a license agreement with GraphOn or
else face litigation, (b) craigslist believes that it does not infringe the Patents-in-Suit, and
(c) craigslist does not believe that all of the claims of the Patents-in-Suit are valid and
enforceable, there exists an actual and justiciable controversy betwecen the parties. On that basis,

craigslist brings this action for declaratory judgment.
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COUNT1
DECLARATORY JUDGMENT OF NON-INFRINGEMENT

15.  craigslist incorporates and realleges the allegations of Paragraphs 1-14 as if fully
set forth herein.

16.  craigslist has not infringed, nor is it presently infringing, any valid claims of the
Patents-in-Suit.

17.  An actual controversy exists between GraphOn and craigslist with respect to
whether craigslist infringes the Patents-in-Suit.

18.  craigslist seeks a declaratory judgment that it does not infringe any claims of the
Patents-in-Suit.

COUNT II
DECLARATORY JUDGMENT OF INVALIDITY

19.  craigslist incorporates and realleges the allegations of Paragraphs 1-18 as if set
forth fully herein.

20.  An actual controversy exists between GraphOn and craigslist with respect to the
validity of the Patents-in-Suit.

21.  The Patents-in-Suit are invalid for failure to comply with one or more of the
requirements of the patent laws of the United States, including, but not limited to, those codified
at 35 U.S.C. §§ 101, 102, 103 and 112.

22.  craigslist seeks a declaration that the Patents-in-Suit are invalid.

REQUEST FOR RELIEF

WHEREFORE, craigslist requests the following relief:

(1) A declaration that craigslist does not infringe the ’538 patent;

(2) A declaration that the *538 patent is invalid;

3) A declaration that craigslist does not infringe the 940 patent;

) A declaration that the *940 patent is invalid;

(5) A declaration that craigslist does not infringe the 034 patent;
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(6) A declaration that the *034 patent is invalid;

(7) A declaration that craigslist does not infringe the *591 patent;

(8) A declaration that the 591 patent i

(9) A declaration that this is an exceptional case under 35 U.S.C. § 285 and awarding

s invalid;

craigslist its reasonable attorneys’ fees in this action;

(10)  Anaward to craigslist of its costs and expenses in this action; and

(11) A judgment granting craigslist such other and further relief as the Court may deem

just and proper.

DATED: March 18, 2010
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United States Patent

US006324538B1

(12) (10) Patent No.: US 6,324,538 B1
Wesinger, Jr. et al. 5) Date of Patent: *Nov. 27, 2001
(549) AUTOMATED ON-LINE INFORMATION 3,956,615 5/1976 Anderson et al. ... 705/72
SERVICE AND DIRECTORY, . ued
PARTICULARLY FOR THE WORLD WIDE (List continued on next page.)
WEB FOREIGN PATENT DOCUMENTS
(76) Inventors: Ra]ph E. Wesinger, Jr_, 1714 95/12176 * 5/1995 (WO) ....................................... 17/20
Ringwood Ave., San Jose, CA (US) 95/17733 *  6/1995 (WO) ..covirviiviivicciiecnines 17/20
Sorrel Way, Morgan Hill, CA (US)
95037 Cinkosky et al, A new design for the genome sequence
. . . . database, IEEE, pp. 725-729, Nov. 1995.*
(*) Notice:  This patent issued on a continued pros-
ecution application filed under 37 CFR (List continued on next page.)
1.53(d), and is subject to the twenty year . .
patent term provisions of 35 U.S.C. Pr mmary Examu?er —Thomas Black
154(a)(2). Assistant Examiner—Frantz Coby
Subject to any disclaimer, the term of this 7 ABSTRACT
patent is extended or adjusted under 35 A computer network and a database are used to provide a
U.S.C. 154(b) by O days. hardware-independent, dynamic information system in
which the information content is entirely user-controlled.
This patent is subject to a terminal dis- Requests are received from individual users of the computer
claimer. network to electronically publish information, and input is
accepted from the individual users. Entries from the users
(21) Appl. No.: 09/110,708 containing the information to be electronically published are
. automatically collected, classified and stored in the database
(22) Filed: Jul. 7, 1998 in searchablf}:/ and retrievable form. Entries are made freely
Related U.S. Application Data accessible on the computer network. In response to user
requests, the database is searched and entries are retrieved.
(63) Continuation of application No. 08/572,543, filed on Dec. Entrlf?s arc served to users in a .hardware-lndependent page
14, 1995, now Pat. No. 5,778,367. description language. The entries are password protected,
allowing users to retrieve and update entries by supplying a
(51) Int. CL7 oo GO6F 17/30 correct password. Preferably, the process is entirely auto-
mated with any necessary billing being performed by secure,
(52) US.ClL o 707/10; 395/200.48; 395/200.47;, ~ On-line credit card processing. The user making a database
" 305 /200.33’, 395/200.3 4 entry has complete control of that entry both at the time the
? ’ entry is made and in the future after the entry has been made.
(58) Field of Search ... 707/10, 200.48, ~ 1he entry, when served to a client, is transformed on-the-fly
707/200.47. 20034, 200.33: 39 5’ 1200 48’ to the page description language. Where the page description
Y ’ 260 47' 260 34 206 33’ language is HTML and the computer network is the World
b T ) Wide Web, the entry may function as a “mini” homepage for
(56) References Cited the user that made the entry. Provision is made for graphics
and other kinds of content besides text, taking advantage of
U.S. PATENT DOCUMENTS the content-rich nature of the Web.
3,325,297 671967 Bird et al. wooevoeeeerrrrerrrerne 707/530
3,581,072 5/1971 NYMEYET .veeeereerevecrermeervaecnne 705/37 8 Claims, 25 Drawing Sheets
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U.S. PATENT DOCUMENTS 5,633,910 5/1997 Cohen et al. .ccoeeevererreerereennns 379/38
) 5,638,457  6/1997 Deaton et al. .. . 382/100

4,027,605 6/1977 Legille ..ooovvvvvvviiriininne 110/182.5 5,649,192 7/1997 Stucky ... . 707/103
4074816 2/1978 Legille ...... e 414721 5,655,077  8/1997 Jones et al. o 7137201
4,074,835 2/1978 Legille et al. . - 222/558 5,659,741  8/1997 Eberhardt ... . 707/104.1
4,754,428 6/1988 Schultz et al. . .. 709/246 5,659,742 8/1997 Beattie et al. . 707/104.1
4,799,156 1/1989  Shavit et al. - 705/26 5,664,115 9/1997 Fraser .............. ... 705/37
4,805,099 2/1989 Huber .......... .. 707/102 5,664,207 9/1997 Crumpler et al. . 707/505
4,805,134 2/1989 Calo et al. ... . 707/10 5,675,507 10/1997 Bobo, II ....... . 709/206
4,962,475  10/1990 Hernandez et al. .. 707/515 5,677,953  10/1997 Dolphin ... ... 705/51
4,989,141 1/1991 Lyons et al. ... - 705/36 5,678,041 * 10/1997 Baker et al. . v T07/9
4,992,940 2/1991 Dworkin ..... - 705/26 5,682,525  10/1997 Bouve et al. ... . 707/104.1
5,063,507 11/1991 Lindsey et al. w. 705/26 5,684,951  11/1997 Goldman et al. . 7137202
5,107,443 4/1992 Smith et al. ....... . 345/751 5,694,546 12/1997 Reisman ...... ... 705/26
5,136,501 8/1992 Silverman et al. 705/37 5,699,526 12/1997 Siefert ... .. 705727
5,164,807 11/1992 Clark et al. ... .. 705/1 5,706,507 1/1998 Schloss ........... . 707/104.1
5,168,446 12/1992 Wiseman ... - 705/37 5,708,780  1/1998 Levergood et al. . 7097229
5,189,608  2/1993 Lyons etal. ... 705/30 5,710,887 1/1998 Chelliah et al. ... ... 705/26
5,197,004 3/1993 Sobotka et al. .. 705/8 5,710,918 1/1998 Lagarde et al. . ... 707/10
5,197,005 3/1993 Shwartz et al. .... .. 70772 5,715,314 2/1998 Payne et al. ... 705/78
5,204,947 4/1993 Bernstein et al. . .. 345/854 5,715,402 2/1998 Popolo ... ... 705/37
5,235,680 8/1993 Bijnagte ...... - 707/10 5,717,923  2/1998 Dedrick ... . 707/102
5,243,515 9/1993 Lee .......... ... 705/37 5,721,827 2/1998 Logan et al. . . 709217
5,257,366 10/1993 Adair et al. . . 707/104.1 5,721,906 2/1998 SHEfErt .eovvverrverrvenrreerienirsensienns 707/9
5,261,102 11/1993 Hoffman ......c.ccocvcvvcinvcinnc 707/4 5,721,908 2/1998 Lagarde et al. ... 707/10
5,262,943 11/1993 Thibado et al. 600/300 5,724,424 3/1998 Gifford ......coovneee ... 705/79
5,263,157 11/1993 Janis .. - 707/9 5,727,156 3/1998 Herr-Hoyman et al. . . 709/219
5,263,158 11/1993 Janis ............ ... 707/1 5,729,682 3/1998 Marquis et al. ....... v 709/229
5,283,731 2/1994 Lalonde. etal. coooeinnceceeee 705/1 5,732,219 3/1998 Blumer et al. .. . 428/411.1
5,297,249 3/1994 Bernstein et al. ....ccooeeeeenen. 345/854 5,734,718 3/1998 Prafullchandra ... 713/183
5,299,123 3/1994 Wang et al. ... - 707/2 5,734,823 3/1998 Saigh et al. ..... v 7097229
5,301,105 4/1994 Cummings, JI. ..cocovvviivirnnnns 705/2 5,737,395 4/1998 TIrribarren ..... 379/88.18
5,309,437 5/1994 Perlman et al. .....cceeveeeennene 370/401 5,737,592 4/1998 Nguyen et al. ..oovverrvveonrrrennnns 707/4
5,319,542 6/1994 King, Ir. et al. - 705727 5,742,769 4/1998 1lee et al. ..... 7097206
5,335,346 8/1994 Fabbio ...c.ccceceveeevervvveneccnne 711/163 5,742,845 4/1998 Wagner . ... 710/11
5,347,632 9/1994 Filepp et al. ..ccoovvvvniivinnnns 7097202 5,745,556 4/1998 Ronen ... 379/127.05
5,355,474 10/1994 Thuraisingham et al. 707/9 5,748,188  5/1998 Hu et al. .. ... 345/853
5,367,621 11/1994 Cohen et al. ......ccceuenneenee. 5,748,740 5/1998 Curry et al. . ... 705/65
5,386,525 1/1995 Noack ....cccovvivviiviniiinnne 5,748,783 5/1998 Rhoads ..... . 382/232
5,394,471 2/1995 Ganesan et al. - 5,754,939 5/1998 HEIZ .oocvvvveeereisrnrreeneierreeneens 455/3
5,408,655 4/1995 Oren et al. ...cccoeevcececennnne 707/501.1 5,754,981 5/1998 Veeneman et al. ......oceveven... 705/26
5,410,693 4/1995 Yu et al. .coeeeeevveveeeniciinecene 707/100 5,757,917 5/1998 Rose et al. ...... ... 705/79
54127774 5/1995 Agrawal et al. .. 345/804 5,758,324  5/1998 Hartman et al. ...coo.covvvvererrennn. 705/1
5,416,694 5/1995 Parrish et al. ..o 705/8 5,761,649 6/1998 Hill ..ooooovrveerrerreerriseresnreeenens 705/27
5,418,942 5/1995 Krawchuk et al. ....ccccoceveeeenenee 707/3 5,761,656 6/1998 Ben-Shachar ... .
5,426,780 6/1995 Gerull et al. ... 707/3 5,761,661  6/1998 Coussens et al. .......ccooovrvvrreenn. 707/9
5,448,724 * 971995 Hayashi ...cccovvvvviiinnnes 395/182.02 5,761,662 6/1998 DAaSAN ..ovvveerrernrveerrereresnrseenens 707/10
5,455,945 10/1995 Vanderdrift ........cccoeeeevevcnennne 707/2 5,761,673 6/1998 Bookman et al. .. . 709/311
5,459,863 10/1995 Taylor . 707/10 5,778,367 * 7/1998 Wesinger, Ir. et al. ...ccoovvens 707/10
5,471,617  11/1995 Farrand et al. ......ccovnvvinnne 709/100 5,790,793 8/1998 HigleY .ovveovvvernvvernrersensirsnnns
5,483,586 1/1996  Sussman .....c....ceceevveneene 379/218.01 5,802,299  10/1998 Logan et al
5,495,412 2/1996 Thiessen 705/1 5,802,497  10/1998 Manasse ..........ccooeomevrrreensrnn.
5,502,637 3/1996 Beaulieu et al. ...oovvniinnncn. 705/36 5,812,776 1071998 Gifford .....ccoocerrvvemrrrsrvenrrenns 709/217
5,506,984 4/1996 Mille.r ..................................... 707/10 5,813,006  10/1998 Polnerow et al. ... 707/10
5,513,126 4/1996 Harkins et al. . 709/228 5,819,285  10/1998 Damico et al. .......c.ccco..... 707/104.1
5,530,852 * 6/1996 Meske, Jr. et al. ..coueccenncncee 707/10 5,822,745  10/1998 Hekmatpour ..............ccooveennn. 706/59
5,537,546 T/1996  SaULEr ....cevvveveeceereniereneceane 709/230 5,826,241  10/1998 Stein et al. ... 705/26
5,537,590 7/199%6 : 707/2 5,832,497  11/1998 TaylOr .ervvevrvenrvvnrrennrrennres 707/104.1
5,542,024 7/1996 Balient et al. ....ccoiivinnnces 345/853 5,835,712 11/1998 DUffeSne .........ooccovecorvevenres 709/203
5,544,255 8/1996 Smithies et al. ......cceeeunnne 382/119 5,835806  11/1998 Fisher et al. . ... 705/37
5,544,360  8/1996 Lewak et al. .. 707/1 5,842,173 11/1998 Strum et al. ..ooovovevereverrrereennn. 705/1
5,553,239 * 9/1996 Heathet al. .................. 395/187.01 5,850,446  12/1998 Berger et al. .cocoveurierierninnes 705/79
5,557,518 9/1996 ROSEN ....oovveveeuecenrerenrcecncanens 705/69 5,870,552 2/1999 Dozier et al. . 709/219
5,559,958 9/1996 Farrand et al. 714/27 5,878,141 3/1999 Daly et al. oovrveeerverreerrrennnnen. 705/78
5,564,119 10/1996 Krawchuk et al. ......coeevvnnecne. 707/4 5,884,309  3/1999 Vanechanos, J&. .....ccocennees 707/10
5,572,643 * 11/1996 Judson ..........ooeveerrveererennn. 395/793
5,592,375 1/1997 Salmon et al. 705/7 OTHER PUBLICATIONS
5,608,903 * 3/1997 Prasad et al. ..oo.ccovrrrerrrrrrnnnns 707/10
5,623,601 *  4/1997 VU eoovvvvrrrererrreensiiesessiaenes 395/187.01 . . . *
51623652 * 4/1997 Vora et al. . 20710 James, Media and Hypermedia, IEEE, pp. 1-2, Jun. 1990.
5,625,781 * 471997 Cline et al. woovvvvveeeeveverrrrrrnneae 39533  Bomn, A knowledge based Hypertext system for document
5,630,125 * 5/1997 Zellweger ......cowveveeevvveuenee 707/103 generation and checking, IEEE, pp. 1-4, Nov. 1990.*



US 6,324,538 Bl
Page 3

Rosenking et al, A generic system for directory pagination,
IEEE, pp. 166-169, Sep. 1991.*

Story et al, The righ pages image—based electronic library
for alerting and browsing, IEEE, pp. 17-26, Sep. 1992.*
Barclay et al, Vitual Blood, Real Sweat, no tears: lessons
learned from making a publication about electronic publi-
cations, IEEE, pp. 106—-109, Sep. 1995.*

Fernandez, E.B., Summers, R.C., Wood, C.; Database Secu-
rity and Integrity, (c) 1981 Addison—Wesley Publishing
Company.

A book from the Systems Programming Series entitled
“Database Security and Integrity” [Authors Fernandez,
Summers and Wood, dated 1981, pp. 1-320].

A world wide web document entitled “A Multimedia Bul-
letin Board in WWW Environment” [Authors Frega and
Volpentesta, not dated, pp. 1-4].

A world wide web document entitled “Mosaicforms Data-
base Access ?: A Palacobotanic Case Study” [ Author David
A. Gee, not dated, pp. 1-5].

A conference paper entitled “An Interactive Electronic Bul-
letin Board Implementation for Mosaic and HTTP Server”
[Authors J. Halama et al., dated Oct. 1994].

A conference paper entitled “WDB—A Web Interface to
Sybase” [Author B. F. Rasmussen, dated 1995, pp. 72-75].
A journal article from Doctor Dobb’s entitled “World Wide
Web and HTML” [Author Douglas McArthur, dated Dec.
1994, pp. 18-26].

A book entitled “Teach Yourself Web Publishing With
HTML in a Week” [Author Laura Lemay, dated 1995, pp.
272-289].

A magazine article from Windows Sources entitled “Setting
up Shop on the Internet” [Authors Frentzen, Garfinkel,
Seltzer and Sullivan, dated Feb. 1995, pp. 64-143].

A world wide web document entitled “Serving Information
to the web with Hyper—G” [Authors Andrews, Kappe and
Maurer, not dated, pp. 1-6].

A world wide web document entitled “A Protocol for
Scalable Group and Public Annotations” [Authors LaLiberte
and Braverman, not dated, pp. 1-9].

A world wide web document entitled “An Interactive Rela-
tional Database Gateway with Load Balancing” [Author
Michael Bjorn, not dated, pp. 1-7].

A textbook entitled “Internet—Draft,” Hypertext Transfer
Protocol—HTTP/1.0 [Authors Berners—Lee, Fielding, and
Frystyk Nielsen, dated Dec. 19, 1994, pp. 2-43].

A report entitled “MINI SQL: A Lightweight Database
Engine” [Author David J. Hughes, dated Jan. 1995, pp.
1-19].

A world wide web document entitled “World Yellow Pages
Network Yellow White Pages”, [Author unknown, dated
1995, pp. 1-2, 1-3].

A world wide web document entitled “Application Devel-
opment with Database Repositories”, [ Author unknown, not
dated, pp. 1-10].

A world wide web document entitled “GSQL—A Mosaic-
—SQL Gateway” [Author Jason Ng, dated Dec. 1993, pp.
1-2].

A world wide web document entitled “GSQL in Detail”,
[Author Jason Ng, dated Dec. 1993, pp. 1-3].

A world wide web document entitled “The Oracle World
Wide Web Interface Kit” [ Author unknown, not dated, pp.
1-51].

A document entitled “Using the Web to Provide Private
Information” [Author Bjorn Freeman—Benson, not dated,
pp- 1-5].

A paper entitled “Towards Better Integration of Dynamic
Search Technology and the World Wide Web” [Author
Douglas McKee, not dated, pp. 1-7].

A paper entitled “Integrating Structured Databases into the
Web: The More System”, [Authors Eichmann, McGregor
and Danley, not dated, pp. 1-9].

Abook excerpt entitled “Pocket Guides to the Internet: vol.
2: Transferring Files With File Transfer Protocol” [ Authors
Veljkov and Hartnell, dated 1994, pp. 1-6].

A world wide web document entitled “AMAYA—W3C’S
Browser/Editor” [Author Irene Vatton, dated 1998, pp.
1-24].

A paper entitled “Entering The World—Wide Web: A Guide
To Cyberspace” [Author Kevin Hughes, dated May 1994,
pp- 1-28].

A Communications of the ACM journal article entitled “The
World Wide Web; Includes Glossary of Terms; Special
Issue: Internet Technology” [ Authors Berners—Lee, Cailliau,
Luotonen, Nielsen and Secret, dated Sep. 1994, pp. 48-57].
A Unix Review journal article entitled “Hypertext Browsing
on the Internet; World—Web Project; Net Worth; Column”
[Author Steven Baker, dated Oct. 1994, pp. 43-47].

A Computer Shopper journal article entitled “Power In
Pictures: A Web—Page Primer: Easier Than it Looks; World—
Wide Web; Includes Related Article on How to Read Uni-
form Resource Locators”, [ Author Angela Gunn, dated Nov.
1994, pp. 34-39].

A Dr. Dobb’s Journal of Software Tools journal article
entitled “Business Technology: Prodigy Leads Its Peers
Onto The World Wide Web” [ Author Peter H. Lewis, dated
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ICON | - 207
The who’s who of the World Wide Web
201
ICON / > WebBook
203
ICON / > Whois
205
ICON - > Traceroute

This page is brought to you by the guys from
. Intelligent Computing for the Internet

from The Internet Solution Provider.

(C)1995 SRMC.

FIGURE 2A
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ICON WebWho’s Whois

This is a WWW front end to the United States Whois database

Valid Entry Type | Example...
Domain Name
Machine Name 209
Registered Handle -
Registered Name
IP Address

IP Network

Information to lookup: «— 211

FIGURE 2B
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Scientific Research Management Corp. (SRMC-DOM)
1714 Ringwood Avenue
San Jose, CA 95131

Domain Name: SRMC.COM

Administrative Contact:
Lyke, Howie (HL39) (No mailbox)
408 437-1800
Technical Contact, Zone contact:
Coley, Chris (CC339) ccoley@SRMC.COM

408 437-1800 \

Record last update on 04-Jun-95 213
Record created on 13-Dec-94

215

Domain servers in listed order:

NS.SRMC.COM 205.138.192.10

CASD.SRMC.COM 205.138.192.252
SWEB.SRMC.COM 205.138.192.253
SMAIL.SRMC.COM 205.138.192.254

The InterNIC Registration Services Host contains ONLY
Internet information (Networks, ASN’s, Domains, and POC’s).
Please use the whois server at nic.ddn.mil for MILNET
Information.

FIGURE 2C
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Navigational Aid
ICON WebBook
ICON Whois \
217
ICON Traceroute
ICON WebWho

This page is brought to you by the guys from .
Intellgent Computing for the Internet from The
Internet Solution Provider.

(C) 1995 SRMC.

FIGURE 2D
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ICON

WebWho’s Traceroute

This is a WWW front end to the Traceroute utility
Enter the hostname or an address to trace a route to.

Host to traceroute to: 219

e

tracerpite to rs.internic.net (198.41.0.6), 30 hops max, 40
byte packets

1
2
3

4

oo

10

r001-t3.srmc.com (205.138.192..1) 2ms 2ms 1ms
204.70.48.49 (204.70.48.49) 20ms 116ms 83 ms
core-fddi-0.Bloomington.mci.net (204.70.2.129)

186 ms 27 ms 268ms

corel-hssi-2 LosAngeles.mci.net (204.70.1.141)
19ms 26ms 19ms

core-hssi-3. Washington.mci.net (204.70.1.178)
335ms 245ms 348ms

border1-fddi-0. Washington.mci.net (204.70.2.2)
87ms 87ms 86ms

suranet-win-ds3. Washington.mci.net (204.70.56.6)
87ms 88ms 87ms

wtn9-win8-cf.sura.net (128.167.7.9) 88ms 87ms 88ms
netsol-wtn9-cl.sura.net (192.221.63.90) 92ms 93ms
90ms

rsl.internic.net (198.41.0.6) 90ms 90ms 94ms

FIGURE 2E
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Navigational Aid
ICON WebBook
ICON Whois
ICON Traceroute
ICON WebWho

This page is brought to you by the guys from .
Inteligent Computing for the Internet from The
Internet Solution Provider.

(C) 1995 SRMC.

FIGURE 2F
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WebBook
XI - Search
X -Add
I - Update

X - Change password

KX -Login

FIGURE 2G
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Searching

DJ - Categories - Search by going through the categories list
DI - Example - Search by querying each field of the entries

X -Keyword - Search by specifying a keyword

O -MAIN O -SEARCH O -ADD O - UPDATE

B

221

FIGURE 2H
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Choose a category

X BUSINESS - COMMERCIALS, FINANCE....

XI RECREATION - recreation stuffs,

X WEBWHO9S - .

Display how many entries at a time?

O -MAIN O -SEARCH O - ADD O - UPDATE

FIGURE 21
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Choose a category

WEBWHO95

Sub-categories:

X INDEX-.

Display how many entries at a time?

9250 entries available!
9240 entries more

O -Topographical Pictures

O -Xtoys

O -Index - The SoftSource Files

O -Computer ESP

O -Against Computer/Video Games
O -Arrgh! The Entertainment Page
O -CD-ROM Network

O -Complete Gaming HeadQuarters
O -Digital Nostalgia

O -EINet’s Gaming Resource

O -MAIN O -SEARCH O -ADD O - UPDATE

FIGURE 2]
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Enter any field you want to search

Title:

First Name: Last Name:
Middle Name: (optional)
Phone#:

Address:

City: State:

Zipcode: Country:
Email:

URL:

Display how many entries at a time?

O -MAIN O -SEARCH O - ADD O -UPDATE

FIGURE 2K
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Submit a new entry to WebWho

Title: (The way you want your entry to appear in WebWho)
Name: (The way it appears on your credit card)
First Name: Last Name:

Middle Name:(optional)

Phone#1:

Phone#2(optional): Fax:(optional)

Address:

City: State:

Zipcode: Country:

Email:

URL#1:(optional)

URL#1:(optional)

Please enter your 20 keywords in the following text area.
Each keyword should not exceed 20 characters.
Remember to seperate each keyword by space(s).

Enter a description of your entry in the following text area.
It will be displayed along with your entry.

O -MAIN O -SEARCH O -ADD O - UPDATE

FIGURE 2L
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Choose a category

BUSINESS

XI BOOKSTORE -STORE THAT SELLS BOOKS

X! COMPUTER -COMPUTER COMPANIES.

XI REAL ESTATE -BUYING AND SELLING
PROPERTIES.

X WEDDING DESIGN -PLAN AND CORRDINATE
WEDDINGS.

Or define your own
Category:

Description:

O -MAIN O -SEARCH O - ADD O - UPDATE

FIGURE 2M
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ANNE HOGAN PERRY REALTOR

Anne brings to her clients the depth of her business background
teamed with her strong commitment towards professionalism
and client satisfaction. Anne view real estate as a team effort and
partnership; her success stems from the success of her clients.
Referrals from client were the key to Anne’s achievement as
Mary Worrall’s Top Producer for 1994. Anne’s focus areas have
followed those of her clients. From the first time home buyer to
high end sophisticated estate purchaser, all receive the same high
levels of service and enthusiasm. Anne was born and raised on
the “Gold Coast” of Oahu. Prior to moving back to Honolulu in
1993, she lived the past ten years on Maui and Kauai. Her
Kamanina background teamed with her neighbor island exposure
gives her a unique, in depth and first hand perspective on the
statewide real estate market. Anne is one of the few brokers in
Hawaii who has actively sold real estate on four islands.

Name: Perry, Anne H

Phone#1: 8087352411

Phone#2:

Fax:

Address: 4211 WALALAE AVENUE SUITE 100
City: HONOLULU State: HI

Zipcode:96816 Country: USA

FIGURE 2N
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Email: aperry@warrall.com

URL#1: http://www.worrall.com/estate/estate.shtml

URL#2: http://www.worrall.com/estate/estate.shtml

O -MAIN O -SEARCH O - ADD O - UPDATE

FIGURE 20
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Edit your post, then press UPDATE

Title: (The way you want your entry to appear in WebWho)
Name: (The way it appears on your credit card)
First Name: Last Name:

Middle Name:(optional)

Phone#1:

Phone#2(optional): Fax:(optional)

Address:

City: State:

Zipcode: Country:

Email:

URL#1:(optional)

URL#1:(optional)

Please enter your 20 keywords in the following text area.
Each keyword should not exceed 20 characters.
Remember to seperate each keyword by space(s).

Enter a description of your entry in the following text area.
It will be displayed along with your entry.

O -MAIN O - SEARCH O -ADD O - UPDATE

FIGURE 2P



U.S. Patent Nov. 27, 2001 Sheet 19 of 25 US 6,324,538 Bl

Press BACK to edit the keywords and comments again.
Otherwise, press the change button if you want to change
category, or press the done button to update your entry.

The keywords you have entered are:

keywordl: HAWAII
keyword2: REALTOR
keyword3: HONOLULU
keyword4: REALESTATE
keyword5: OCEAN
keyword6: FRONT
keyword7: BROKER
keyword8: PROPERTIES
keyword9:

keyword10:

keyword11:

keyword12:

keyword13:

keyword14:

keywordl5:

keyword16:

keyword17:

keyword18:

keyword19:

keyword20:

FIGURE 2Q
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The following description will be displayed with your entry

Anne brings to her clients the depth of her business background
teamed with her strong commitment towards professionalism
and client satisfaction. Anne view real estate as a team effort and
partnership; her success stems from the success of her clients.
Referrals from client were the key to Anne’s achievement as
Mary Worrall’s Top Producer for 1994. Anne’s focus areas have
followed those of her clients. From the first time home buyer to
high end sophisticated estate purchaser, all receive the same high
levels of service and enthusiasm. Anne was born and raised on
the “Gold Coast” of Oahu. Prior to moving back to Honolulu in
1993, she lived the past ten years on Maui and Kauai. Her
Kamanina background teamed with her neighbor island exposure
gives her a unique, in depth and first hand perspective on the
statewide real estate market. Anne is one of the few brokers in
Hawaii who has actively sold real estate on four islands.

O - Change categories O - Done update

O -MAIN O -SEARCH O - ADD O - UPDATE

FIGURE 2R
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Please enter the identification number of this post

identification number:

O -MAIN O - SEARCH O -ADD O - UPDATE

FIGURE 2S
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Your post has been updated. Thank you!

O -MAIN O - SEARCH O -ADD O - UPDATE

FIGURE 2T
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BY URL
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AUTOMATED ON-LINE INFORMATION
SERVICE AND DIRECTORY,
PARTICULARLY FOR THE WORLD WIDE
WEB

RELATED APPLICATION DATA

This is a continuation of application Ser. No. 08/572,543,
filed Dec. 14, 1995, now U.S. Pat. No. 5,778,367, issued Jul.
7, 1998.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to on-line services, particu-
larly to services for the World Wide Web.

2. State of the Art

The Internet, and in particular the content-rich World
Wide Web (“the Web™), have experienced and continue to
experience explosive growth. The Web is an Internet service
that organizes information using hypermedia. Each docu-
ment can contain embedded reference to images, audio, or
other documents. A user browses for information by follow-
ing references. Web documents are specified in HyperText
Markup Language (HTML), a computer language used to
specify the contents and format of a hypermedia document
(e.g., a homepage). HyperText Transfer Protocol (HTTP) is
the protocol used to access a Web document

Part of the beauty of the Web is that it allows for the
definition of device-, system-, and application-independent
electronic content. The details of how to display or play back
that content on a particular machine within a particular
software environment are left to individual web browsers.
The content itself, however, need only be specified once. In
some sense, then, the Web offers the ultimate in cross-
platform capability.

Pre-existing collections of information, however, such as
databases of various kinds, can rarely be placed directly on
the Web. Rather, gateway programs are used to provide
access to a wide variety of information and services that
would otherwise be inaccessible to Web clients and servers.
The Common Gateway Interface (CGI) specification has
emerged as a standard way to extend the services and
capabilities of a Web server having a defined core function-
ality. CGI “scripts” are used for this purpose. CGI provides
an Application Program Interface, supported by CGI-
capable Web servers, to which programmers can write to
extend the functionality of the server. CGI scripts in large
part produce from non-HTTP objects HTTP objects that a
Web client can render, and also produce from HTTP objects
non-HTTP input to be passed on to another program or a
separate server, e.g., a conventional database server. More
information concerning the CGI specification may be
accessed using the following Universal Resource Locator
(URL): http://hoohoo.ncsaiviuc.edu/cgi/interfac.html

With the explosive growth of the Web, fueled in part by
the extensibility provided by CGI scripts, the need for
“finding aids” for the Web, i.e., tools to allow one to find
information concerning a topic of interest, has grown acute.
Many hard-copy volumes are presently available that are
represented to be “White Pages™ or “Yellow Pages™ for the
Web. Of course, hard copy information becomes rapidly out
of date, and in the case of the Web, is out of date before it
is even printed (let alone distributed), in the sense of failing
to list many interesting resources newly made available on
the Web.

The only effective solution is to have such finding aids be
on-line, available on the Web itself. One such finding aid is
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a class of software tools called search engines. Search
engines rely on automated Web-traversing programs called
robots or spiders that follow link after link around the Web,
cataloging documents and storing the information for trans-
mission to a parent database, where the information is sifted,
categorized, and stored. When a search engine is run, the
database compiled through the efforts of the robots and
spiders is searched using a database management system.
Using keywords or search terms provided by the user, the
database locates matches and possibly near-matches as well.

An example of one such search engine is known as Yahoo,
offered by Yahoo! Corporation of Mountain View, Calif.,
and may be accessed at the URL http://www.yahoo.com.
Persons having pages on the Web, rather than simply waiting
to have their Web page be found by a robot or spider, can
also have their Web page listed in the Yahoo database by
providing information concerning the resource they wish to
list and paying a fee. The result is an on-line-searchable
directory of Web resources that is regularly updated.

While such services are indeed extremely useful,
nevertheless, from the standpoint of a person wishing to
publicize their Web site, they are typically attended by a
number of drawbacks. In particular, the person wishing to
publicize their Web site typically has very limited control of
the content of the resulting listing. Submissions, including
textual description and suggested categories, are often sub-
jected to editorial control that may range from strict to
arbitrary. As a result, a listing may be placed under an
entirely different category from the category intended by the
person making the submission. Furthermore, the textual
description may be heavily edited (in some instances almost
beyond recognition)}—or even deleted—depending on the
exaction of the editor. Because of this editorial process,
posting of the listing is not immediate. Furthermore, once
the listing has been posted to the database, if the person
making the listing later wishes to change the listing in some
respect, the change must again pass through the same
laborious channel. Hence, the process of adding and updat-
ing listings is inconvenient and unsatisfactory.

Moreover, the nature of the listing is rather prosaic. The
listing is in title/brief-description format and does not
include graphical elements or otherwise appeal to the artistic
sensibilities of the viewer. In this sense, the listing is
comparable to the standard telephone book listing, which
appears in plain text, nothing added, as compared, say, to a
quarter-page advertisement with custom artwork and the
like.

To use the foregoing service, one is required have a Web
homepage. If a user has no Web presence but wishes to
establish one, the foregoing service is entirely unavailable.
The typical user must first establish a Web presence by
paying a Web consultant to produce a homepage and then
paying an Internet Service Provider to house that homepage
on the Web. This undertaking can prove to be quite costly for
an individual or a small business.

What is needed, then, is an information service that
overcomes the foregoing disadvantages.

SUMMARY OF THE INVENTION

The present invention, generally speaking, uses a com-
puter network and a database to provide a hardware-
independent, dynamic information system in which the
information content is entirely user-controlled. Requests are
received from individual users of the computer network to
electronically publish information, and input is accepted
from the individual users. Entries from the users containing
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the information to be electronically published are automati-
cally collected, classified and stored in the database in
searchable and retrievable form. Entries are made freely
accessible on the computer network. In response to user
requests, the database is searched and entries are retrieved.
Entries are served to users in a hardware-independent page
description language. The entries are password protected,
allowing users to retrieve and update entries by supplying a
correct password.

Preferably, the process is entirely automated with any
necessary billing being performed by secure, on-line credit
card processing. The user making a database entry has
complete control of that entry both at the time the entry is
made at any time thereafter. The entry, when served to a
client, is transformed on-the-fly to the page description
language. Where the page description language is HTML
and the computer network is the World Wide Web, the entry
may function as a “mini” homepage for the user that made
the entry. Provision is made for graphics and other kinds of
content besides text, taking advantage of the content-rich
nature of the Web.

Because the user controls both the content of an entry and
the manner in which it is classified, the database functions
as a directory to allow the Web public to quickly and
precisely find current and accurate data about the user, the
user’s products and services, etc., without requiring the user
to have a conventional Web homepage. The user’s mini
homepage can be included in many different categories, with
the user having the flexibility to change the categories or the
descriptive content of the page at any time. Preferably,
hyperlink services are also provided, by including within the
page links to an E-mail address or to one or more other
conventional homepages (or other mini homepages). The
E-mail address may be a private E-mail address established
on the host machine, avoiding the need to obtain a conven-
tional E-mail address. An inexpensive way is therefore
provided to set up a Web site with key information that
might otherwise be very costly to widely distribute, and to
achieve an Internet presence with a minimum of effort and
expense.

BRIEF DESCRIPTION OF THE DRAWING

The present invention may be further understood from the
following description in conjunction with the appended
drawing. In the drawing:

FIGS. 1A and 1B are simplified block diagrams of alter-
native embodiments of the system of the present invention;

FIG. 2A through FIG. 2T are screen shots showing use of
the system and method of the present invention;

FIG. 3 is a flowchart of the operational steps involved in
the present system and method;

FIG. 4 is a block diagram showing various ones of the
HTML front-ending tools of FIG. 1 and their functional
interrelationships; and

FIG. 5 is a simplified block diagram showing the manner
in which whois and traceroute services are made readily
available through HTML front-ending and augmented with
hyperlink services.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

Referring to FIG. 1A, there is shown a simplified block
diagram of the system of the present invention. A server site
101 is connected to the a computer network 103 such as the
Web or a Wide Area Network (WAN) other than the Web. At
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the server site, server software runs on a suitable server
platform. In the case of the Web, for example, the server of
FIG. 1A might be a server available from the National
Center for Supercomputing Applications (NCSA), or a
secure server package of a known, commercially-available
type, running on a super-minicomputer such as a SunServer
machine available from Sun Microsystems of Menlo Park,
Calif.,, or on any of a wide variety of suitable UNIX
platforms. Also running, either on the same machine or a
network-accessible machine, is a database management sys-
tem 107. Preferably, the database management system 107
supports Standard Query Language, or SQL. One suitable
database management system is MiniSQL, which is also
commercially available.

SQL databases, however, are not inherently “Web-
friendly.” Accordingly, a variety of HTML front-ending
tools 109 are provided which run as extensions to the server
software, allowing computer network users to each add
entries to a database, search entries in the database, and
update entries by that particular user, all using the Web (or
a Web-like) graphical user interface. The server software and
the HTML front-ending tools communicate through the
Common Gateway Interface 111. In accordance with another
embodiment, shown in FIG. 1B, the HTML front-ending
tools may be fully integrated with the server software. The
HTML front-ending tools and the database communicate
through SQL (113).

When a network user visits the server site, the user is
served a main page in a page description language such as
HTML. The user interacts with the page, making selections
or requests. These selections or requests, although they may
not appears as such to the user, are in effect page requests,
e.g., URLs that access a page directly or that call a CGI
script to perform some sort of processing. The result of the
selection or request may be a page eliciting a further
selection or request, or may be contain the desired informa-
tion itself.

In order to convey the manner in which the automated
information service and directory is used, screen displays of
the graphical user interface will now be described.

When a user first visits the site, he or she is presented with
a main page as shown in FIG. 2A. Along the side of the page
are icons that may be clicked on to select different services.
An icon 201 selects a “WebBook™ service in which database
entries may be searched, viewed and updated. An icon 203
selects a “WebWho Whois™ service, providing a graphical
front end to the United States Whois database, with addi-
tional hypertext link integration. An icon 205 selects the
“WebWho Traceroute™ service, providing a graphical front
end to the Traceroute utility, again with additional hypertext
link integration. An icon 207 in the top left shows the current
page’s icon and is not linked.

When the icon 201 is selected, the user is presented with
a page like that shown in FIGS. 2B, 2C, and 2D. At the top
of the page appears a table 209 presenting examples of valid
entry types for Whois, i.e., Domain Name, Machine Name,
Registered Handle, Registered Name, IP Address and IP
Network Next appears a text input field 211 to receive the
information to be looked up. Next appears an example of the
results of a specific lookup. The user has input his or her
request, and results have been received back and displayed
in a results area 213. As described more fully below, links
are embedded in the results such that, by clicking on an area
215 displaying ccoley@SRMC.COM, for example, an
E-mail utility will be invoked showing a blank E-mail
addressed to ccoley@SRMC.COM. Similarly, domain
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names, [P addresses, etc. may be clicked on, with the result
that Whois is queried once again with respect to the selected
information.

At the bottom of the page appears a Navigational Aid 217
used throughout the user interface where appropriate to
allow the user to return directly to a particular entry point in
the program flow without having to follow numerous links
as is typical of the prior art

When the icon 203 is selected, the user is presented with
a page for the Traceroute utility like that shown in FIG. 2E
and 2F. The various features of the page will be evident from
the preceding description. One feature, however, bears par-
ticular mention. That is, just as clicking a domain name or
the like in Whois produces a further query, bringing up
additional information, similarly, clicking on names or
addresses in FIG. 2C also produces a further query, not of
Traceroute but of Whois. For example, if one wanted to find
additional information about the machine on line number of
1 of FIG. 2C, one could simply click on the IP address
205.138.192.1 displayed in the area 219. This action would
produce the same result as if the user had copied down the
IP address, navigated to Whois and entered the IP address in
the lookup field.

When the icon 205 is selected, the user is presented with
a page like that shown in FIG. 2G. The navigation aid
previously described, although not shown in FIG. 2G, may
also be included if desired. The user is given the options of
searching the database, adding a new entry, updating an
existing entry, changing the user’s password, or logging in.
As described below, login is typically not required to view
a listing of entries satisfying a particular search request,
although login may be required to view an actual entry itself
and is required to update an entry.

When the Search option is selected, the user is presented
with a page like that shown in FIG. 2H. Within WebBook,
a different type of navigational aid 221 is included that
allows the user to quickly move about within WebBook,
between Search, Add and Update, or to go to the main page
of FIG. 2A. The screen of FIG. 2H allows the user to select
between different searching methods, including searching by
Categories (going through a categories list), by Example
(querying each field of the entries), and by Keyword
(specifying a keyword).

When Categories is selected, the user is presented with a
page like that shown in FIG. 2I. In the example shown, three
root-level categories are presented, BUSINESS,
RECREATION, and WEBWHO95. The user selects one of
these categories to show further subcategories, as seen in
FIG. 2], which is displayed in response to the user selecting
WEBWHO95. A single subcategory is shown—INDEX,
having 9250 entries. The entries are listed by title within the
lower part of the page. The user may select how many
entries are to be displayed at a time in order to quicken
response time. Also, presorts are used in order to quickly
display the results of a category or keyword search.

When Example is selected, the user is presented with a
page like that shown in FIG. 2K. The user enters t he
information to be searched in any field or combination of
fields to be searched.

To add a new entry to the database, the user is presented
with a page like that shown in FIG. 2L. Each information
item in the upper portion of the form is required, unless
otherwise indicated. If a required item is not provided, the
program will redisplay the form and request the user to
complete all required items. Optional items include middle
name, alternate phone number, fax number, URL#1, and
URL#2.
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The remainder of the form is used to enter up to twenty
keywords and a description of the user’s entry, to be
displayed with the entry.

Following entry of keywords and a description of the
entry, the user is requested to choose a category for the entry
by presenting the user with a page like that shown in FIG.
2M. The user can navigate the category tree until he or she
has located the desired category and then select that cat-
egory. If none of the categories is adequate, then the user
may define his or her own category, by entering the name of
the category and a short description of the category. The new
category will then be added to the category tree.

A sample mini homepage is shown in FIG. 2N and 20.
The mini homepage may be located by searching the data-
base and then selecting the corresponding entry, or may be
retrieved directly by URL. The URL of the mini homepage
itself should not be confused with URL#1 and URL#2 listed
on the mini homepage. The latter refer to independent
resources. The URL of the mini homepage itself is, for
example, based on a unique transaction ID assigned to each
entry and may be entered into a browser program to view the
mini homepage directly without searching.

When Update is selected (FIG. 2G), the user, having
entered the correct transaction ID and password, is presented
with a page like that shown in FIG. 2P. The corresponding
mini homepage is displayed, and the user is requested to
update the mini homepage (the “post”). When the user has
edited the entry to his or her satisfaction, the user presses
UPDATE. The user is then presented with a further page like
that shown in FIG. 2Q and 2R, giving him or her the
opportunity to review one final time the comments and
keywords. To change the comments or keywords, the user
presses BACK. The user can also change the category of the
entry by pressing the Change category button. To accept and
complete the update, the user presses a Done update button.

A page like that shown in FIG. 28 is then presented. The
user is required to enter the identification number of the post.
If the identification number is entered correctly, the post is
updated, and a page like that shown in FIG. 2T is presented
to the user, confirming the update.

Referring now to FIG. 3, the operational steps involved in
the present system and method are represented. The system
is accessed either directly by the user or by following a link
to the server site, for example the URL WebWho.com. The
name WebWho™ is a trademark of the present assignee.

The user is first presented with a page 301 (indexshtml)
allowing the user to select from different services, including
whois and traceroute. As described previously, whois is an
Internet service that looks up information about a user in a
database. Traceroute is a program that permits a user to find
the path a packet will take as it crosses the Internet to a
specific destination. Whois and traceroute are known ser-
vices. Previously, however, use of these services has typi-
cally required “root-user access” on a UNIX host In accor-
dance with one aspect of the present invention, these
services are HTML front-ended and made available to all
users, together with further hyperlink services that greatly
increase the utility of the underlying whois and traceroute
services.

Referring to FIG. 5, whois and traceroute are made
readily available to all network users through HTML front-
ending using CGI scripts. The actual whois code 501 and
traceroute code 503 remains within the root directory 500 on
a UNIX host. Respective CGI scripts are provided, namely
whois.cgi (505) and traceroute.cgi (507), that have root user
privileges and that provide HTML front-ending between the
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user and their respective services. For example, when a user
selects the WebWho Whois service from the main page of
FIG. 2A, the whois.cgi script 505 is invoked to pass the user
input to the root directory whois service 501 and cause it to
service the user’s request. Output from the root directory
whois service 501 is passed back from the whois.cgi script
505 in HTML format. The same description applies equally
to the traceroute.cgi script and the root directory traceroute
service.

To further augment the whois and traceroute services,
hyperlink services are provided. The root directory whois
and traceroute services are provided with a parsing routine
509 that parses the output of these services to identify E-mail
addresses, domain names, IP names, etc.—character strings
containing period separators and/or the character “@.” The
parser then passes back this information to the CGI scripts
in the form of links, links to the whois.cgi script 505 in the
case of names and links to an E-mail.cgi script 511 in the
case of E-mail addresses. The E-mail.cgi script 511 controls
an E-mail utility 513 that may be located in the root
directory or in a different directory.

Whois and traceroute, as implemented as part of the
present invention, provide powerful new tools for serious
Internet tools. Using whois, the user may type in any address
with a “.com”, “.edu” or “net” extension and find the
physical address, phone number and the individual(s) that
the address represents. This ability may be used as a
powerful marketing tool to find a wealth of information
about people on the Internet. Also, whois can be used to
instantly check a domain name.

Traceroute may be used by System Administers to obtain
information to make their jobs much easier. Previously,
System Administrators have not been allowed to use trac-
eroute on a PC running any operating system other than
UNIX.

Whereas whois and traceroute are more technically
oriented, “WebBook” allows non-technical users to take
advantage of the capabilities of the Web with a minimum of
effort. WebBook allows a user to have HTML-front-ended
access to a database of mini homepages in order to search,
add entries to, or update previous entries in the database.

Referring again to FIG. 3, if WebBook is chosen, a login
routine 303 may request the to enter identifying information
of the type that would normally be found on a business card,
for example. Presently, although Web sites are able to track
the user’s access point to the Web (for example, a particular
slip connection through an Internet Service Provider), this
information often gives no indication who the user really is.
Such information is important in order to evaluate the extent
to which a target audience is being reached.

The user may choose an options that allows the user to
bypass the login request. The request for information as to
the identity of the user therefore may or may not be
complied with; moreover, the information provided may or
may not be accurate. As an incentive to provide the
requested information (and, it is hoped, the correct
information), users providing the requested information may
be given more complete access to the database than users
who do not provide the requested information. Users pro-
viding the requested information are assigned a user ID to be
used during subsequent accesses and are requested to choose
a password. The password may be required to access some
system services. To further encourage voluntary login, users
that have complied with the login request and have been
assigned a user ID may be afforded the ability to customize
the user interface and maintain the resulting look and feel
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between uses. This customization is performed in a known
manner by storing on the host a user preferences file and
accessing the file to restore user preferences when a valid
user ID is provided.

For a period during the initial stages of the service, while
the database is still being built up, it may be desirable to
allow all users complete access to the database regardless of
whether or not they have identified themselves.

Following the login procedure, the user is provided with
a page 305 presenting the different ways that the user may
interact with the database. For example, a user may search
the database, add a new entry to the database, or update a
previous entry to the database by that user. Each of these
options will be described in turn.

If the user chooses to search the database, the user is
provided with a page 307 concerning different search
options. A search may be performed on one or more of a
number of different database fields, depending on the orga-
nization of the database entries. For example, in a preferred
embodiment, the database entries include the following
defined fields:

uid country

fname email

Iname url

mname keywords

title comment

ident category

phone 1 active

phone 2 start__date

fax expire__date
addr infol (Reserved)
city info2 (Reserved)
state info3 (Reserved)
zipcode info4 (Reserved)

In one embodiment, searches may be performed by
category, by keyword, by URL, or by example. To facilitate
rapid retrieval of information, presorted listings may be
stored for each category and keyword or for some number of
the most common categories and keywords. To search by
example, the user is provided with a form having the same
organization as the database entries. The user fills in infor-
mation in the fields of interest. The search then returns
information concerning entries having matching information
in those fields. Entries are displayed in list fashion by title
on a page 309.

The number of entries produced by a search may be very
large. Therefore, instead of displaying a listing for all of the
entries at once, the entries may be displayed ten at a time, for
example. Alternatively, only the first 100 or 200 entries may
be displayed.

While some sites may provide information and services
free of charge, for example as a result of volunteerism or
advertising subsidies, other sites may have a business model
in which users are charged for information or services or
both. For such a site, it becomes critical to protect the
information stored in the database. Therefore, unlike some
existing databases in which actual hypermedia links to Web
homepages are stored in the listed items, in order to prevent
effectual pirating of the database, links are embedded only
in the full entry itself, not in the entry listings. Otherwise a
user could simply store a voluminous listing or various
different listings, with their accompanying hypermedia
links, and thereby capture in large part the entire benefit of
the database Instead, an item in a listing is intended only to
give the user enough information to gauge the user’s further
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interest in an item. If the user is interested in an item, the
user may select that item, causing the full-page entry to be
provided. The full page entry includes links to any E-mail
address or URL that the owner of the entry may have
provided, thereby providing a link to that person’s or orga-
nization’s homepage (or to some other homepage).

If the user bypassed login, as determined in step 311, he
or she will normally be returned to the login procedure when
attempting to select an entry to view it in its entirety. If the
user has logged in, then the user may select an entry and the
corresponding full page 313 will be served to the user.

The fill page entry 313 need not be limited to text alone
but may be a complete hypermedia page, including possible
graphics or other non-textual content. In this manner, for
person’s or organizations not having any independent Web
homepage, the entry can function as a “mini-homepage,”
i.e., a single page hypermedia document. Furthermore, the
mini-homepage may have its own URL, allowing it to be
accessed directly without performing a search of the data-
base. For example, a URL for a mini homepage might be
http://webwho.com/view?id=xxxx, where XxxX represents a
transaction ID assigned to each entry in a manner described
below.

Alink 315 is embedded in the mini-homepage to allow for
the page to be updated. Prior to describing the manner in
which the mini-homepage is updated, however, the manner
of adding a new entry to the database will first be described.

In order to add an entry to the database, a user must login,
during which the user chooses a password, or must have
logged in during a previous visit to the site. When the user
chooses to add a new entry to the database, a unique
transaction ID is created for that entry, to be used throughout
the life of the entry. A unique transaction ID may be created
in any of many different ways. For example, the transaction
ID might be the date (e.g., 951215) and the entry number for
that date (e.g., 00215). Alternatively, the transaction ID
might be the time of day (e.g., HHMMSS) and the process
ID of the host machine process that is servicing the user’s
request. In one embodiment, the transaction ID is a 14digit
hexadecimal number in which eight digits represent the
number of seconds since an arbitrary date (e.g., Jan. 1,
1970), four digits represent the process ID running on the
host machine, and two digits represent a portion of the
machine IP address (to distinguish between different host
machines).

Once a transaction ID has been assigned, the user is then
provided with an entry form 317 having fields corresponding
to the various fields of a database entry as described previ-
ously. The user fills out the form and presses a screen button
when the entry is complete. The form may have one or more
checkboxes 319 to indicate the desire to include with the
entry one or more non-textual elements, such as a graphic
image, etc. Also, if desired, different templates may be
provided governing the appearance of the finished page,
with the user selecting a desired template.

Non-textual content may be obtained from the user in any
of a number of different ways. For example, the user may
transfer to the site a file containing the non-textual content
using the File Transfer Protocol (FTP) with the same user ID
and password as when the entry was added.

During the entry process, the user is prompted to enter
keywords to facilitate later searching of the database and
location of the entry. Furthermore, the HTML front-end
tools may assist in developing keywords for the entry. A
pre-search/sort tool, for example, might take the 2000 top
keywords found in the database within the keyword field and
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do a total text search throughout the database for these
keywords. If one or more of these keywords appears in the
description (“comment” field) of an entry but not in the
keyword list, these keywords are then added to a keyword
extension field for up to some number of keywords, e.g. five.

If the server site is based on a pay-for-service model, the
form will also call for the user to enter a credit card number
as the last piece of information. Secure, on-line credit card
processing will then be performed to bill the user, either on
a one-time basis, on a periodic basis, or on an occasional
basis as future services may require. Although various
methods of processing credit card transaction on-line have
been proposed, with various degrees of attendant security,
such processing is preferably performed in accordance with
a proprietary method developed by the assignee to provide
the highest level of security possible.

After an entry has been made, it may be updated at any
time by one able to provide the transaction ID assigned to
the entry and the user password, i.e., by the user or one
acting on behalf of the user. The update option may be
entered directly, or the entry to be updated may first be
viewed as the result of a search and the update screen button
315 then pressed. The user is then prompted to supply the
correct transaction ID and password (page 321), failing
which the user will not be allowed to update the entry.

If the transaction ID and password are correctly supplied,
then the equivalent of a new entry form will be provided to
the user will the current information pertaining to the entry
already filled in. The user may then modify the entry. If a
charge is made for updating the entry, preferably the credit
card information from the earlier creation of the entry will
have been stored in a highly secure fashion, avoiding the
need to reenter the information. Both security and conve-
nience are thereby enhanced.

Nothing in the process of adding, searching and updating
entries requires manual intervention. Rather, the entire pro-
cess is automated and may be made available continuously,
24 hours a day, 365 days a year. Like a publicly-accessible
bulletin board, the content that is posted on the database is
entirely within the control of the user, both at the time the
entry is posted and all times thereafter.

Referring now to FIG. 4, various ones of the HTML
front-ending tools of FIG. 1 and their functional interrela-
tionships will now be described.

When a user visits the site and the WebWho option is
selected, a page WebWho.html (401) is served to the user,
offering the user various options, including, for example,
options to search the database, add a new entry, update an
existing entry, change the user’s password, or to log in if the
user has not previously done so. In an exemplary
embodiment, the routines illustrated in FIG. 4 are standard
C routines, called from a single CGI script In other
embodiments, the routines may be called by separate scripts,
and may be written other languages such as in a UNIX shell
language, or in one of a number of emerging Internet
computer languages such as Java.

The Options routine 403 reads in the user’s choice and
invokes one of the five following routines: Search (405),
Add (407), Update (409), Changepw (411), and Login (413).
Each of these options will be described in turn.

If Search is chosen, the Search routine 405 initiates one of
several possible search functions. In a preferred
embodiment, these functions include a categories search, an
example search, and a keyword search. According to the
search function chosen, the Search routine invokes one of
the following routines: Categories (415), Example (417),
and Key_ Search (419).
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Categories are represented in computer memory in the
form of a tree structure. A categories search starts from the
root level, with the Categories routine 415 displaying all the
categories available at that level, and all the entries (or up to
some number of entries) belonging to that level. The user
can click on any category to go to the next level, and can
click on any entry to bring up the mini page of the entry.

If Example is chosen, the Example routine 417 displays a
form for the user to fill in any field he or she wants to search
on. The Example routine 417 reads in the information and
displays all the entries that match what has been specified.

If Keyword is chosen, the Key[]search routine 419
displays text boxes to read in up to a specified number of
keywords (e.g., four) to search on. The Key_ search routine
419 displays all the entries that match the specified key-
words.

When a user clicks on one of the entries returned by a
search function, the mini page is displayed by a List__entries
routine 421. List entries displays the mini page for a
particular entry and also contains an update button for the
user to update that particular entry.

When a user specifies that he or she wants to edit the entry
currently being displayed, the Update routine 409 performs
a check to see if that page belongs to the user currently
logged in. If so, updating is initiated by invoking an
Update__post routine 423. Otherwise, an Update_ login rou-
tine 425 is called to allow the user to perform the correct
login sequence. The Update_ login routine 425 reads in a
user ID and password and matches them against the database
to determine if the user is the owner of the mini page
currently being displayed. Updating is not allowed until the
correct user ID and password are entered.

The Update__post routine 423 displays an entry form with
values filled in from the information stored in the database.
It invokes a Do_ update routine 427 to process the new
values being entered. The Do update routine reads in the
new information, makes sure that all the required informa-
tion is filled. If not, a routine Do__missing is invoked. When
all of the required information has been supplied, a Update__
key routine 429 reads in the keywords and comments from
the database entry, displays them, and asks the user to
confirm. The user can go ahead and update the database or
can change the category the entry currently belongs to.

If the user chooses to change the category, a Change cat
routine 431 displays all the categories at the root level. The
user can click on one of the categories to go to the next level
or can specify a new category on the current level. If the user
chooses to go ahead and update the database, another form
is displayed to read in the identification number of the entry.
A Get__ident routine 435 is then invoked. If the user chooses
to change the category, an Update cat routine 433 handles
navigation through the categories tree. It will keep display-
ing the categories on the current level until the user has
decided on a category or has specified a new category.

The routine Get_ident 435 reads in the identification
number and matches it against the identification number
stored in the database for the current entry. If they match, the
database is updated; otherwise, the program declines the
update.

Entries may also be updated directly without searching,
using the Update routine 409. If a user is currently logged in,
the Update routine 409 displays all the entries belonging to
that user. Otherwise, the Update_ login routine 425 performs
a login and displays all the entries belonging to the newly
logged-in user. The remaining update routines have already
been described as a continuation of the search options and
will therefore not be further described.
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When Add is selected, the Add routine 407 displays an
empty form to allow the user to fill in all the information.
The Add routine 407 processes the information that has been
entered, using the Do_ missing routine to make sure that all
the required information is entered. The Do_ missing rou-
tine displays the form again until all the required informa-
tion is entered.

After all the required information has been entered, a
Get__info routine 437 displays another form to read in the
keywords and comments. A Confirm__info routine 439 pro-
cesses the keywords and comment being entered and dis-
plays them again, asking the user to confirm. After the user
confirms the keywords and comments, a Pick_ cat routine
441 acquires the category using the same mechanism pre-
viously described in relation to Update__cat. If the user is not
logged, in he or she is logged in, and a new user ID is
determined. A form is then displayed to read in the user’s
password. A Getpw routine 443 reads in the password and
displays a form to read in credit card information. A Get__cc
routine 445 verifies the credit card information. If the
transaction is authorized, it adds the new entry into the
database; otherwise, it rejects the entry.

The remaining routines are administrative in nature. The
user may wish to change his or her password. If the user is
not currently logged in, a login is performed by calling a
Changepw__login routine 447. Changepw_ login reads in
the user ID and password and matches them against the
values in the database. A form is then displayed to read in the
new password. The Changepw routine 411 actually updates
the database with the new password.

The Login routine 413 reads in the user ID and password
and checks them against the database. If the user D and
password are correct, operation begins at the main page with
the user logged in as the new user.

It will be appreciated by those of ordinary skill in the art
that the invention can be embodied in other specific forms
without departing from the spirit or essential character
thereof. The foregoing description is therefore considered in
all respects to be illustrative and not restrictive. The scope of
the invention is indicated by the appended claims, and all
changes which come within the meaning and range of
equivalents thereof are intended to be embraced therein.

What is claimed is:

1. A method of publishing information on a computer
network comprising the steps of:

creating a database entry containing information recieved

from a user of the computer network, wherein the
information includes data representing text, a universal
resource locator, an image, and a user-selected cat-
egory;

generating a transaction ID corresponding to the database

entry;

password protecting the entries;

displaying the entries in accordance with the user-selected

category,

presenting the information to a user in hyper text markup

language in response to a user’s request.

2. The method of claim 1, wherein the user is charged for
the creation of the database entry.

3. The method of claim 2, wherein the charge is applied
to a user’s credit card.

4. The method of publishing information on a computer
network comprising the steps of:

presenting a data entry form to a user with a plurality of

categories, wherein the categories have subcategories;
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creating a database entry containing the information sub-
mitted via the entry form, wherein the information
includes data representing text, a universal resource
locator, an image, and a user-selected category;

generating a transaction ID corresponding to the database
entry;

password protecting the entry; and

making the entry accessible over the network to other
users of the network.

5. The method of claim 4, further comprising the steps of:

searching the entries in response to a user search criterion;

displaying search results in hyper text markup language as
a sequence of universal resource locators directed to the
database entries; and

presenting the information to be published from a data-
base entry to the user in hyper text markup language in
response to a user selecting one of the entries’ universal
resource locator.

6. The method of claim 5 wherein the entries’ universal

resource locator is a universal resource locator containing
the transaction ID of the entry.
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7. The method publishing information on a computer
network comprising the steps of:
creating a database entry containing information accepted
from a user of the computer network, wherein the
accepted information includes data representing text, a
universal resource locator, an image, and a user-
selected category;
generating a unique transaction ID corresponding to the
database entry;
password protecting the entry;
searching the entries in response to a user search criterion;
displaying search results in hyper text markup language as
a sequence of universal resource locators directed to the
database entries; and,
presenting a datbase entry to the user in hyper text markup
language in response to a user selecting one of the
entries’ universal resource locator.
8. The method of claim 7 wherein the entries’ universal
resource locator is a universal resource locator containing
the transaction ID of the entry.
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ICON | - 207
The who’s who of the World Wide Web
201
ICON / > WebBook
203
ICON / > Whois
205
ICON o > Traceroute

This page is brought to you by the guys from
. Intelligent Computing for the Internet

from The Internet Solution Provider.

(C)1995 SRMC.

FIGURE 2A
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ICON

WebWho’s Whois

US 6,850,940 B2

This is a WWW front end to the United States Whois database

Valid Entry Type | Example...

Domain Name

Machine Name

Registered Handle

Registered Name

IP Address

IP Network

209

Information to lookup:

+«— 211

FIGURE 2B
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Scientific Research Management Corp. (SRMC-DOM)
1714 Ringwood Avenue
San Jose, CA 95131

Domain Name: SRMC.COM

Administrative Contact:
Lyke, Howie (HL39) (No mailbox)
408 437-1800
Technical Contact, Zone contact:
Coley, Chris (CC339) ccoley@SRMC.COM

408 437-1800 \

Record last update on 04-Jun-95 213
Record created on 13-Dec-94

215

Domain servers in listed order:

NS.SRMC.COM 205.138.192.10
CASD.SRMC.COM 205.138.192.252
SWEB.SRMC.COM 205.138.192.253
SMAIL.SRMC.COM 205.138.192.254

The InterNIC Registration Services Host contains ONLY
Internet information (Networks, ASN’s, Domains, and POC’s).
Please use the whois server at nic.ddn.mil for MILNET
Information.

FIGURE 2C
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Navigational Aid
ICON WebBook
ICON Whois \
217
ICON Traceroute
ICON WebWho

This page is brought to you by the guys from .
Intellgent Computing for the Internet from The
Internet Solution Provider.

(C) 1995 SRMC.

FIGURE 2D
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ICON WebWho’s Traceroute

This is a WWW front end to the Traceroute utility
Enter the hostname or an address to trace a route to.

Host to traceroute to: , 219

tracerpite to rs.internic.net (198.41.0.6),|30 hops max, 40
byte packets |
1 r001-t3.srmc.com (205.138.192..1) 2ms 2ms 1ms
2 204.70.48.49 (204.70.48.49) 20ms 116ms 83 ms
3 core-fddi-0.Bloomington.mci.net (204.70.2.129)
186 ms 27 ms 268ms
4 corel-hssi-2.LosAngeles.mci.net (204.70.1.141)
19ms 26ms 19ms
5 core-hssi-3. Washington.mci.net (204.70.1.178)
335ms 245ms 348ms
6 borderl-fddi-0.Washington.mci.net (204.70.2.2)
87ms 87ms 86ms
7 suranet-win-ds3.Washington.mci.net (204.70.56.6)
87ms 88ms 87ms
wtn9-wtn8-cf.sura.net (128.167.7.9) 88ms 87ms 88ms
9 netsol-wtn9-cl.sura.net (192.221.63.90) 92ms 93ms
90ms
10 rsl.internic.net (198.41.0.6) 90ms 90ms 94ms

o0

FIGURE 2E
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Navigational Aid
ICON WebBook
ICON Whois
ICON Traceroute
ICON WebWho

This page is brought to you by the guys from .
Intellgent Computing for the Internet from The
Internet Solution Provider.

(C) 1995 SRMC.

FIGURE 2F
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WebBook
X - Search
X -Add
X - Update
I - Change password
X -Login

FIGURE 2G
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Searching

XI - Categories - Search by going through the categories list
XI - Example - Search by querying each field of the entries

XI - Keyword - Search by specifying a keyword

O -MAIN O -SEARCH O -ADD O - UPDATE

=

221

FIGURE 2H
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Choose a category

X BUSINESS - COMMERCIALS, FINANCE....
X' RECREATION - recreation stuffs.

X WEBWHO9S -.

Display how many entries at a time?

O -MAIN O -SEARCH O -ADD O -UPDATE

FIGURE 2I
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Choose a category

WEBWHO95

Sub-categories:

X INDEX -

Display how many entries at a time?

9250 entries available!
9240 entries more

O -Topographical Pictures

O -Xtoys

O -Index - The SoftSource Files

O -Computer ESP

O -Against Computer/Video Games
O -Arrgh! The Entertainment Page
O -CD-ROM Network

O -Complete Gaming HeadQuarters
O -Digital Nostalgia

O -EINet’s Gaming Resource

O -MAIN O - SEARCH O - ADD O - UPDATE

FIGURE 2J
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Enter any field you want to search

Title:

First Name: Last Name:
Middle Name: (optional)
Phone#:

Address:

City: State:

Zipcode: Country:
Email:

URL:

Display how many entries at a time?

O -MAIN O -SEARCH O - ADD O - UPDATE

FIGURE 2K
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Submit a new entry to WebWho

Title: (The way you want your entry to appear in WebWho)
Name: (The way it appears on your credit card)
First Name: Last Name:

Middle Name:(optional)

Phone#1:

Phone#2(optional): Fax:(optional)

Address:

City: State:

Zipcode: Country:

Email:

URL#1:(optional)

URL#1:(optional)

Please enter your 20 keywords in the following text area.
Each keyword should not exceed 20 characters.
Remember to seperate each keyword by space(s).

Enter a description of your entry in the following text area.
It will be displayed along with your entry.

O -MAIN O -SEARCH O - ADD O - UPDATE

FIGURE 2L
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Choose a category

BUSINESS

X BOOKSTORE -STORE THAT SELLS BOOKS
X COMPUTER -COMPUTER COMPANIES.
X REAL ESTATE -BUYING AND SELLING

PROPERTIES.
XX WEDDING DESIGN -PLAN AND CORRDINATE

WEDDINGS.

Or define your own
Category:

Description:

O -MAIN O -SEARCH O -ADD O - UPDATE

FIGURE 2M
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ANNE HOGAN PERRY REALTOR

Anne brings to her clients the depth of her business background
teamed with her strong commitment towards professionalism
and client satisfaction. Anne view real estate as a team effort and
partnership; her success stems from the success of her clients.
Referrals from client were the key to Anne’s achievement as
Mary Worrall’s Top Producer for 1994. Anne’s focus areas have
followed those of her clients. From the first time home buyer to
high end sophisticated estate purchaser, all receive the same high
levels of service and enthusiasm. Anne was bomn and raised on
the “Gold Coast” of Oahu. Prior to moving back to Honolulu in
1993, she lived the past ten years on Maui and Kauai. Her
Kamanina background teamed with her neighbor island exposure
gives her a unique, in depth and first hand perspective on the
statewide real estate market. Anne is one of the few brokers in
Hawaii who has actively sold real estate on four islands.

Name: Perry, Anne H

Phone#1: 8087352411

Phone#2:

Fax:

Address: 4211 WALALAE AVENUE SUITE 100
City: HONOLULU State: HI

Zipcode:96816 Country: USA

FIGURE 2N
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Email: aperry@warrall.com

URL#1: http://www.worrall.com/estate/estate.shtml

URL#2: http://www.worrall.com/estate/estate.shtml

O -MAIN O -SEARCH O -ADD O - UPDATE

FIGURE 20
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Edit your post, then press UPDATE

Title: (The way you want your entry to appear in WebWho)
Name: (The way it appears on your credit card)
First Name: Last Name:

Middle Name:(optional)

Phone#1:

Phone#2(optional): Fax:(optional)

Address:

City: State:

Zipcode: Country:

Email:

URL#1:(optional)

URL#1:(optional)

Please enter your 20 keywords in the following text area.
Each keyword should not exceed 20 characters.
Remember to seperate each keyword by space(s).

Enter a description of your entry in the following text area.
It will be displayed along with your entry.

O -MAIN O - SEARCH O -ADD O -UPDATE

FIGURE 2P
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Press BACK to edit the keywords and comments again.
Otherwise, press the change button if you want to change
category, or press the done button to update your entry.

The keywords you have entered are:

keywordl: HAWAII
keyword2: REALTOR
keyword3: HONOLULU
keyword4: REALESTATE
keyword5: OCEAN
keyword6: FRONT
keyword7: BROKER
keyword8: PROPERTIES
keyword9:

keyword10:

keyword11:

keyword12:

keyword13:

keyword14:

keyword15:

keyword16:

keyword17:

keyword18:

keyword19:

keyword20:

FIGURE 2Q
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The following description will be displayed with your entry

Anne brings to her clients the depth of her business background
teamed with her strong commitment towards professionalism
and client satisfaction. Anne view real estate as a team effort and
partnership; her success stems from the success of her clients.
Referrals from client were the key to Anne’s achievement as
Mary Worrall’s Top Producer for 1994. Anne’s focus areas have
followed those of her clients. From the first time home buyer to
high end sophisticated estate purchaser, all receive the same high
levels of service and enthusiasm. Anne was born and raised on
the “Gold Coast” of Oahu. Prior to moving back to Honolulu in
1993, she lived the past ten years on Maui and Kauai. Her
Kamanina background teamed with her neighbor island exposure
gives her a unique, in depth and first hand perspective on the
statewide real estate market. Anne is one of the few brokers in
Hawaii who has actively sold real estate on four islands.

O - Change categories O - Done update

O -MAIN O -SEARCH O -ADD O - UPDATE

FIGURE 2R
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Please enter the identification number of this post

identification number:

O -MAIN O - SEARCH O - ADD O - UPDATE

FIGURE 2S
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Your post has been updated. Thank you!

O -MAIN O -SEARCH O -ADD O -UPDATE

FIGURE 2T
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SERVICE AND DIRECTORY,
PARTICULARLY FOR THE WORLD WIDE
WEB
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Ser. No. 09/110,708 filed on Jul. 7, 1998, which is a
Continuation application of application Ser. No. 08/572,543
filed Dec. 14, 1995 which issued as U.S. Pat. No. 5,778,367
on Jul. 7, 1998, the disclosures of which are incorporated
herein by reference.

A portion of the disclosure of this patent document
contains material which is subject to copyright protection.
The copyright owner has no objection to the facsimile
reproduction by anyone of the patent document or the patent
disclosure, as it appears in the Patent and Trademark Office
patent file or records, but otherwise reserves all copyright
rights whatsoever.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to on-line services, particu-
larly to services for the World Wide Web.

2. State of the Art

The Internet, and in particular the content-rich World
Wide Web (“the Web™), have experienced and continue to
experience explosive growth. The Web is an Internet service
that organizes information using hypermedia. Each docu-
ment can contain embedded reference to images, audio, or
other documents. A user browses for information by follow-
ing references. Web documents are specified in HyperText
Markup Language (HTML), a computer language used to
specify the contents and format of a hypermedia document
(e.g., a homepage). HyperText Transfer Protocol (HTTP) is
the protocol used to access a Web document.

Part of the beauty of the Web is that it allows for the
definition of device-, system-, and application-independent
electronic content. The details of how to display or play back
that content on a particular machine within a particular
software environment are left to individual web browsers.
The content itself, however, need only be specified once. In
some sense, then, the Web offers the ultimate in cross-
platform capability.

Pre-existing collections of information, however, such as
databases of various kinds, can rarely be placed directly on
the Web. Rather, gateway programs are used to provide
access to a wide variety of information and services that
would otherwise be inaccessible to Web clients and servers.
The Common Gateway Interface (CGI) specification has
emerged as a standard way to extend the services and
capabilities of a Web server having a defined core function-
ality. CGI “scripts” are used for this purpose. CGI provides
an Application Program Interface, supported by CGI-
capable Web servers, to which programmers can write to
extend the functionality of the server. CGI scripts in large
part produce from non-HTTP objects HTTP objects that a
Web client can render, and also produce from HTTP objects
non-HTTP input to be passed on to another program or a
separate server, e.g., a conventional database server. More
information concerning the CGI specification may be
accessed using the following Universal Resource Locator
(URL):http://hoohoo.ncsa.uive.edu/cgi/interfac.html

With the explosive growth of the Web, fueled in part by
the extensibility provided by CGI scripts, the need for
“finding aids” for the Web, i.e., tools to allow one to find
information concerning a topic of interest, has grown acute.
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Many hard-copy volumes are presently available that are
represented to be “White Pages™ or “Yellow Pages” for the
Web. Of course, hard copy information becomes rapidly out
of date, and in the case of the Web, is out of date before it
is even printed (let alone distributed), in the sense of failing
to list many interesting resources newly made available on
the Web.

The only effective solution is to have such finding aids be
on-line, available on the Web itself. One such finding aid is
a class of software tools called search engines. Search
engines rely on automated Web-traversing programs called
robots or spiders that follow link after link around the Web,
cataloging documents and storing the information for trans-
mission to a parent database, where the information is sifted,
categorized, and stored. When a search engine is run, the
database compiled through the efforts of the robots and
spiders is searched using a database management system.
Using keywords or search terms provided by the user, the
database locates matches and possibly near-mateches as
well.

An example of one such search engine is known as Yahoo,
offered by Yahoo! Corporation of Mountain View, Calif.,
and may be accessed at the URL http://www.yahoo.com.
Persons having pages on the Web, rather than simply waiting
to have their Web page be found by a robot or spider, can
also have their Web page listed in the Yahoo database by
providing information concerning the resource they wish to
list and paying a fee. The result is an on-line-searchable
directory of Web resources that is regularly updated.

While such services are indeed extremely useful,
nevertheless, from the standpoint of a person wishing to
publicize their Web site, they are typically attended by a
number of drawbacks. In particular, the person wishing to
publicize their Web site typically has very limited control of
the content of the resulting listing. Submissions, including
textual description and suggested categories, are often sub-
jected to editorial control that may range from strict to
arbitrary. As a result, a listing may be placed under an
entirely different category from the category intended by the
person making the submission. Furthermore, the textual
description may be heavily edited (in some instances almost
beyond recognition)}—or even deleted—depending on the
exaction of the editor. Because of this editorial process,
posting of the listing is not immediate. Furthermore, once
the listing has been posted to the database, if the person
making the listing later wishes to change the listing in some
respect, the change must again pass through the same
laborious channel. Hence, the process of adding and updat-
ing listings is inconvenient and unsatisfactory.

Moreover, the nature of the listing is rather prosaic. The
listing is in title/brief-description format and does not
include graphical elements or otherwise appeal to the artistic
sensibilities of the viewer. In this sense, the listing is
comparable to the standard telephone book listing, which
appears in plain text, nothing added, as compared, say, to a
quarter-page advertisement with custom artwork and the
like.

To use the foregoing service, one is required have a Web
homepage. If a user has no Web presence but wishes to
establish one, the foregoing service is entirely unavailable.
The typical user must first establish a Web presence by
paying a Web consultant to produce a homepage and then
paying an Internet Service Provider to house that homepage
on the Web. This undertaking can prove to be quite costly for
an individual or a small business.

What is needed, then, is an information service that
overcomes the foregoing disadvantages.
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SUMMARY OF THE INVENTION

The present invention, generally speaking, uses a com-
puter network and a database to provide a hardware-
independent, dynamic information system in which the
information content is entirely user-controlled. Requests are
received from individual users of the computer network to
electronically publish information, and input is accepted
from the individual users. Entries from the users containing
the information to be electronically published are automati-
cally collected, classified and stored in the database in
searchable and retrievable form. Entries are made freely
accessible on the computer network. In response to user
requests, the database is searched and entries are retrieved.
Entries are served to users in a hardware-independent page
description language. The entries are password protected,
allowing users to retrieve and update entries by supplying a
correct password.

Preferably, the process is entirely automated with any
necessary billing being performed by secure, on-line credit
card processing. The user making a database entry has
complete control of that entry both at the time the entry is
made at any time thereafter. The entry, when served to a
client, is transformed on-the-fly to the page description
language. Where the page description language is HTML
and the computer network is the World Wide Web, the entry
may function as a “mini” homepage for the user that made
the entry. Provision is made for graphics and other kinds of
content besides text, taking advantage of the content-rich
nature of the Web.

Because the user controls both the content of an entry and
the manner in which it is classified, the database functions
as a directory to allow the Web public to quickly and
precisely find current and accurate data about the user, the
user’s products and services, etc., without requiring the user
to have a conventional Web homepage. The user’s mini
homepage can be included in many different categories, with
the user having the flexibility to change the categories or the
descriptive content of the page at any time. Preferably,
hyperlink services are also provided, by including within the
page links to an E-mail address or to one or more other
conventional homepages (or other mini homepages). The
E-mail address may be a private E-mail address established
on the host machine, avoiding the need to obtain a conven-
tional E-mail address. An inexpensive way is therefore
provided to set up a Web site with key information that
might otherwise be very costly to widely distribute, and to
achieve an Internet presence with a minimum of effort and
expense.

BRIEF DESCRIPTION OF THE DRAWING

The present invention may be further understood from the
following description in conjunction with the appended
drawing. In the drawing:

FIGS. 1A and 1B are simplified block diagrams of alter-
native embodiments of the system of the present invention;

FIG. 2A through FIG. 2-O are screen shots showing use
of the system and method of the present invention;

FIG. 3 is a flowchart of the operational steps involved in
the present system and method;

FIG. 4 is a block diagram showing various ones of the
HTML front-ending tools of FIG. 1 and their functional
interrelationships; and

FIG. 5 is a simplified block diagram showing the manner
in which whois and traceroute services are made readily
available through HTML front-ending and augmented with
hyperlink services.
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DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

Referring to FIG. 1A, there is shown a simplified block
diagram of the system of the present invention. A server site
101 is connected to the a computer network 103 such as the
Web or a Wide Area Network (WAN) other than the Web. At
the server site, server software runs on a suitable server
platform. In the case of the Web, for example, the server of
FIG. 1A might be a server available from the National
Center for Supercomputing Applications (NCSA), or a
secure server package of a known, commercially-available
type, running on a super-minicomputer such as a SunServer
machine available from Sun Microsystems of Menlo Park,
Calif.,, or on any of a wide variety of suitable UNIX
platforms. Also running, either on the same machine or a
network-accessible machine, is a database management sys-
tem 107. Preferably, the database management system 107
supports Standard Query Language, or SQL. One suitable
database management system is MiniSQL, which is also
commercially available.

SQL databases, however, are not inherently “Web-
friendly.” Accordingly, a variety of HTML front-ending
tools 109 are provided which run as extensions to the server
software, allowing computer network users to each add
entries to a database, search entries in the database, and
update entries by that particular user, all using the Web (or
a Web-like) graphical user interface. The server software and
the HTML front-ending tools communicate through the
Common Gateway Interface 111. In accordance with another
embodiment, shown in FIG. 1B, the HTML front-ending
tools may be fully integrated with the server software. The
HTML front-ending tools and the database communicate
through SQL (113).

When a network user visits the server site, the user is
served a main page in a page description language such as
HTML. The user interacts with the page, making selections
or requests. These selections or requests, although they may
not appears as such to the user, are in effect page requests,
e.g., URLs that access a page directly or that call a CGI
script to perform some sort of processing. The result of the
selection or request may be a page eliciting a further
selection or request, or may be contain the desired informa-
tion itself.

In order to convey the manner in which the automated
information service and directory is used, screen displays of
the graphical user interface will now be described.

When a user first visits the site, he or she is presented with
a main page as shown in FIG. 2A. Along the side of the page
are icons that may be clicked on to select different services.
An icon 201 selects a “WebBook™ service in which database
entries may be searched, viewed and updated. An icon 203
selects a “WebWho Whois™ service, providing a graphical
front end to the United States Whois database, with addi-
tional hypertext link integration. An icon 205 selects the
“WebWho Traceroute™ service, providing a graphical front
end to the Traceroute utility, again with additional hypertext
link integration. An icon 207 in the top left shows the current
page’s icon and is not linked.

When the icon 201 is selected, the user is presented with
a page like that shown in FIG. 2B. At the top of the page
appears a table 209 presenting examples of valid entry types
for Whois, i.e., Domain Name, Machine Name, Registered
Handle, Registered Name, IP Address and IP Network. Next
appears a text input field 211 to receive the information to be
looked up. Next appears an example of the results of a
specific lookup. The user has input his or her request, and
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results have been received back and displayed in a results
area 213. As described more fully below, links are embedded
in the results such that, by clicking on an area 215 displaying
ccoley@SRMC.COM, for example, an E-mail utility will be
invoked showing a blank E-mail addressed to
ccoley@SRMC.COM. Similarly, domain names, IP
addresses, etc. may be clicked on, with the result that Whois
is queried once again with respect to the selected informa-
tion.

At the bottom of the page appears a Navigational Aid 217
used throughout the user interface where appropriate to
allow the user to return directly to a particular entry point in
the program flow without having to follow numerous links
as is typical of the prior art.

When the icon 203 is selected, the user is presented with
a page for the Traceroute utility like that shown in FIG. 2C.
The various features of the page will be evident from the
preceding description. One feature, however, bears particu-
lar mention. That is, just as clicking a domain name or the
like in Whois produces a further query, bringing up addi-
tional information, similarly, clicking on names or addresses
in FIG. 2C also produces a further query, not of Traceroute
but of Whois. For example, if one wanted to find additional
information about the machine on line number of 1 of FIG.
2C, one could simply click on the IP address 205.138.192.1
displayed in the area 219. This action would produce the
same result as if the user had copied down the IP address,
navigated to Whois and entered the IP address in the lookup
field.

When the icon 205 is selected, the user is presented with
a page like that shown in FIG. 2D. The navigation aid
previously described, although not shown in FIG. 2D, may
also be included if desired. The user is given the options of
searching the database, adding a new entry, updating an
existing entry, changing the user’s password, or logging in.
As described below, login is typically not required to view
a listing of entries satisfying a particular search request,
although login may be required to view an actual entry itself
and is required to update an entry.

When the Search option is selected, the user is presented
with a page like that shown in FIG. 2E. Within WebBook, a
different type of navigational aid 221 is included that allows
the user to quickly move about within WebBook, between
Search, Add and Update, or to go to the main page of FIG.
2A. The screen of FIG. 2E allows the user to select between
different searching methods, including searching by Catego-
ries (going through a categories list), by Example (querying
each field of the entries), and by Keyword (specifying a
keyword).

When Categories is selected, the user is presented with a
page like that shown in FIG. 2F. In the example shown, three
root-level categories are presented, BUSINESS,
RECREATION, and WEBWHO95. The user selects one of
these categories to show further subcategories, as seen in
FIG. 2G, which is displayed in response to the user selecting
WEBWHO95. A single subcategory is shown—INDEX,
having 9250 entries. The entries are listed by title within the
lower part of the page. The user may select how many
entries are to be displayed at a time in order to quicken
response time. Also, presorts are used in order to quickly
display the results of a category or keyword search.

When Example is selected, the user is presented with a
page like that shown in FIG. 2H. The user enters the
information to be searched in any field or combination of
fields to be searched.

To add a new entry to the database, the user is presented
with a page like that shown in FIG. 21. Each information
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item in the upper portion of the form is required, unless
otherwise indicated. If a required item is not provided, the
program will redisplay the form and request the user to
complete all required items. Optional items include middle
name, alternate phone number, fax number, URL#1, and
URL#2.

The remainder of the form is used to enter up to twenty
keywords and a description of the user’s entry, to be
displayed with the entry.

Following entry of keywords and a description of the
entry, the user is requested to choose a category for the entry
by presenting the user with a page like that shown in FIG.
2J. The user can navigate the category tree until he or she has
located the desired category and then select that category. If
none of the categories is adequate, then the user may define
his or her own category, by entering the name of the category
and a short description of the category. The new category
will then be added to the category tree.

A sample mini homepage is shown in FIG. 2K. The mini
homepage may be located by searching the database and
then selecting the corresponding entry, or may be retrieved
directly by URL. The URL of the mini homepage itself
should not be confused with URL#1 and URL#2 listed on
the mini homepage. The latter refer to independent
resources. The URL of the mini homepage itself is, for
example, based on a unique transaction ID assigned to each
entry and may be entered into a browser program to view the
mini homepage directly without searching.

When Update is selected (FIG. 2D), the user, having
entered the correct transaction ID and password, is presented
with a page like that shown in FIG. 2L. The corresponding
mini homepage is displayed, and the user is requested to
update the mini homepage (the “post”). When the user has
edited the entry to his or her satisfaction, the user presses
UPDATE. The user is then presented with a further page like
that shown in FIG. 2M, giving him or her the opportunity to
review one final time the comments and keywords. To
change the comments or keywords, the user presses BACK.
The user can also change the category of the entry by
pressing the Change category button. To accept and com-
plete the update, the user presses a Done update button.

A page like that shown in FIG. 2N is then presented. The
user is required to enter the identification number of the post.
If the identification number is entered correctly, the post is
updated, and a page like that shown in FIG. 2-O is presented
to the user, confirming the update.

Referring now to FIG. 3, the operational steps involved in
the present system and method are represented. The system
is accessed either directly by the user or by following a link
to the server site, for example the URL WebWho.com. The
name WebWho™ is a trademark of the present assignee.

The user is first presented with a page 301 (index.shtml)
allowing the user to select from different services, including
whois and traceroute. As described previously, whois is an
Internet service that looks up information about a user in a
database. Traceroute is a program that permits a user to find
the path a packet will take as it crosses the Internet to a
specific destination. Whois and traceroute are known ser-
vices. Previously, however, use of these services has typi-
cally required “root-user access” on a UNIX host. In accor-
dance with one aspect of the present invention, these
services are HTML front-ended and made available to all
users, together with further hyperlink services that greatly
increase the utility of the underlying whois and traceroute
services.

Referring to FIG. 5, whois and traceroute are made
readily available to all network users through HTML front-
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ending using CGI scripts. The actual whois code 501 and
traceroute code 503 remains within the root directory 500 on
a UNIX host. Respective CGI scripts are provided, namely
whois.cgi (505) and traceroute.cgi (507), that have root user
privileges and that provide HTML front-ending between the
user and their respective services. For example, when a user
selects the WebWho Whois service from the main page of
FIG. 2A, the whois.cgi script 505 is invoked to pass the user
input to the root directory whois service 501 and cause it to
service the user’s request. Output from the root directory
whois service 501 is passed back from the whois.cgi script
505 in HTML format. The same description applies equally
to the traceroute.cgi script and the root directory traceroute
service.

To further augment the whois and traceroute services,
hyperlink services are provided. The root directory whois
and traceroute services are provided with a parsing routine
509 that parses the output of these services to identify E-mail
addresses, domain names, IP names, etc.—character strings
containing period separators and/or the character “@.” The
parser then passes back this information to the CGI scripts
in the form of links, links to the whois.cgi script 505 in the
case of names and links to an E-mail.cgi script 511 in the
case of E-mail addresses. The E-mail.cgi script 511 controls
an E-mail utility 513 that may be located in the root
directory or in a different directory.

Whois and traceroute, as implemented as part of the
present invention, provide powerful new tools for serious
Internet tools. Using whois, the user may type in any address
with a “.com”, “.edu” or “net” extension and find the
physical address, phone number and the individual(s) that
the address represents. This ability may be used as a
powerful marketing tool to find a wealth of information
about people on the Internet. Also, whois can be used to
instantly check a domain name.

Traceroute may be used by System Administers to obtain
information to make their jobs much easier. Previously,
System Administrators have not been allowed to use trac-
eroute on a PC running any operating system other than
UNIX.

Whereas whois and traceroute are more technically
oriented, “WebBook” allows non-technical users to take
advantage of the capabilities of the Web with a minimum of
effort. WebBook allows a user to have HTML-front-ended
access to a database of mini homepages in order to search,
add entries to, or update previous entries in the database.

Referring again to FIG. 3, if WebBook is chosen, a login
routine 303 may request the to enter identifying information
of the type that would normally be found on a business card,
for example. Presently, although Web sites are able to track
the user’s access point to the Web (for example, a particular
slip connection through an Internet Service Provider), this
information often gives no indication who the user really is.
Such information is important in order to evaluate the extent
to which a target audience is being reached.

The user may choose an options that allows the user to
bypass the login request. The request for information as to
the identity of the user therefore may or may not be
complied with; moreover, the information provided may or
may not be accurate. As an incentive to provide the
requested information (and, it is hoped, the correct
information), users providing the requested information may
be given more complete access to the database than users
who do not provide the requested information. Users pro-
viding the requested information are assigned a user ID to be
used during subsequent accesses and are requested to choose
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a password. The password may be required to access some
system services. To further encourage voluntary login, users
that have complied with the login request and have been
assigned a user ID may be afforded the ability to customize
the user interface and maintain the resulting look and feel
between uses. This customization is performed in a known
manner by storing on the host a user preferences file and
accessing the file to restore user preferences when a valid
user ID is provided.

For a period during the initial stages of the service, while
the database is still being built up, it may be desirable to
allow all users complete access to the database regardless of
whether or not they have identified themselves.

Following the login procedure, the user is provided with
a page 305 presenting the different ways that the user may
interact with the database. For example, a user may search
the database, add a new entry to the database, or update a
previous entry to the database by that user. Each of these
options will be described in turn.

If the user chooses to search the database, the user is
provided with a page 307 concerning different search
options. A search may be performed on one or more of a
number of different database fields, depending on the orga-
nization of the database entries. For example, in a preferred
embodiment, the database entries include the following
defined fields:

uid country

fname email

Iname url

mname keywords

title comment

ident category

phone 1 active

phone 2 start__date

fax expire__date
addr infol (Reserved)
city info2 (Reserved)
state info3 (Reserved)
zipcode info4 (Reserved)

In one embodiment, searches may be performed by
category, by keyword, by URL, or by example. To facilitate
rapid retrieval of information, presorted listings may be
stored for each category and keyword or for some number of
the most common categories and keywords. To search by
example, the user is provided with a form having the same
organization as the database entries. The user fills in infor-
mation in the fields of interest. The search then returns
information concerning entries having matching information
in those fields. Entries are displayed in list fashion by title
on a page 309.

The number of entries produced by a search may be very
large. Therefore, instead of displaying a listing for all of the
entries at once, the entries may be displayed ten at a time, for
example. Alternatively, only the first 100 or 200 entries may
be displayed.

While some sites may provide information and services
free of charge, for example as a result of volunteerism or
advertising subsidies, other sites may have a business model
in which users are charged for information or services or
both. For such a site, it becomes critical to protect the
information stored in the database. Therefore, unlike some
existing databases in which actual hypermedia links to Web
homepages are stored in the listed items, in order to prevent
effectual pirating of the database, links are embedded only
in the full entry itself, not in the entry listings. Otherwise a
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user could simply store a voluminous listing or various
different listings, with their accompanying hypermedia
links, and thereby capture in large part the entire benefit of
the database. Instead, an item in a listing is intended only to
give the user enough information to gauge the user’s further
interest in an item. If the user is interested in an item, the
user may select that item, causing the full-page entry to be
provided. The full page entry includes links to any E-mail
address or URL that the owner of the entry may have
provided, thereby providing a link to that person’s or orga-
nization’s homepage (or to some other homepage).

If the user bypassed login, as determined in step 311, he
or she will normally be returned to the login procedure when
attempting to select an entry to view it in its entirety. If the
user has logged in, then the user may select an entry and the
corresponding full page 313 will be served to the user.

The full page entry 313 need not be limited to text alone
but may be a complete hypermedia page, including possible
graphics or other non-textual content In this manner, for
person’s or organizations not having any independent Web
homepage, the entry can function as a “mini-homepage,”
i.e., a single page hypermedia document. Furthermore, the
mini-homepage may have its own URL, allowing it to be
accessed directly without performing a search of the data-
base. For example, a URL for a mini homepage might be
http://webwho.com/view?id=xxxx, where XxxX represents a
transaction ID assigned to each entry in a manner described
below.

Alink 315 is embedded in the mini-homepage to allow for
the page to be updated. Prior to describing the manner in
which the mini-homepage is updated, however, the manner
of adding a new entry to the database will first be described.

In order to add an entry to the database, a user must login,
during which the user chooses a password, or must have
logged in during a previous visit to the site. When the user
chooses to add a new entry to the database, a unique
transaction ID is created for that entry, to be used throughout
the life of the entry. A unique transaction ID may be created
in any of many different ways. For example, the transaction
ID might be the date (e.g., 951215) and the entry number for
that date (e.g., 00215). Alternatively, the transaction ID
might be the time of day (e.g., HHMMSS) and the process
ID of the host machine process that is servicing the user’s
request. In one embodiment, the transaction ID is a 14-digit
hexadecimal number in which eight digits represent the
number of seconds since an arbitrary date (e.g., Jan. 1,
1970), four digits represent the process ID running on the
host machine, and two digits represent a portion of the
machine IP address (to distinguish between different host
machines).

Once a trasaction ID has been assigned, the user is then
provided with an entry form 317 having fields corresponding
to the various fields of a database entry as described previ-
ously. The user fills out the form and presses a screen button
when the entry is complete. The form may have one or more
checkboxes 319 to indicate the desire to include with the
entry one or more non-textual elements, such as a graphic
image, etc. Also, if desired, different templates may be
provided governing the appearance of the finished page,
with the user selecting a desired template.

Non-textual content may be obtained from the user in any
of a number of different ways. For example, the user may
transfer to the site a file containing the non-textual content
using the File Transfer Protocol (FTP) with the same user ID
and password as when the entry was added.

During the entry process, the user is prompted to enter
keywords to facilitate later searching of the database and
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location of the entry. Furthermore, the HTML front-end
tools may assist in developing keywords for the entry. A
pre-search/sort tool, for example, might take the 2000 top
keywords found in the database within the keyword field and
do a total text search throughout the database for these
keywords. If one or more of these keywords appears in the
description (“comment” field) of an entry but not in the
keyword list, these keywords are then added to a keyword
extension field for up to some number of keywords, e.g. five.

If the server site is based on a pay-for-service model, the
form will also call for the user to enter a credit card number
as the last piece of information. Secure, on-line credit card
processing will then be performed to bill the user, either on
a one-time basis, on a periodic basis, or on an occasional
basis as future services may require. Although various
methods of processing credit card transaction on-line have
been proposed, with various degrees of attendant security,
such processing is preferably performed in accordance with
a proprietary method developed by the assignee to provide
the highest level of security possible.

After an entry has been made, it may be updated at any
time by one able to provide the transaction ID assigned to
the entry and the user password, i.e., by the user or one
acting on behalf of the user. The update option may be
entered directly, or the entry to be updated may first be
viewed as the result of a search and the update screen button
315 then pressed. The user is then prompted to supply the
correct transaction ID and password (page 321), failing
which the user will not be allowed to update the entry.

If the transaction ID and password are correctly supplied,
then the equivalent of a new entry form will be provided to
the user will the current information pertaining to the entry
already filled in. The user may then modify the entry. If a
charge is made for updating the entry, preferably the credit
card information from the earlier creation of the entry will
have been stored in a highly secure fashion, avoiding the
need to reenter the information. Both security and conve-
nience are thereby enhanced.

Nothing in the process of adding, searching and updating
entries requires manual intervention. Rather, the entire pro-
cess is automated and may be made available continuously,
24 hours a day, 365 days a year. Like a publicly-accessible
bulletin board, the content that is posted on the database is
entirely within the control of the user, both at the time the
entry is posted and all times thereafter.

Referring now to FIG. 4, various ones of the HTML
front-ending tools of FIG. 1 and their functional interrela-
tionships will now be described.

When a user visits the site and the WebWho option is
selected, a page WebWho.html (401) is served to the user,
offering the user various options, including, for example,
options to search the database, add a new entry, update an
existing entry, change the user’s password, or to log in if the
user has not previously done so. In an exemplary
embodiment, the routines illustrated in FIG. 4 are standard
C routines, called from a single CGI script In other
embodiments, the routines may be called by separate scripts,
and may be written other languages such as in a UNIX shell
language, or in one of a number of emerging Internet
computer languages such as Java.

The Options routine 403 reads in the user’s choice and
invokes one of the five following routines: Search (405),
Add (407), Update (409), Changepw (411), and Login (413).
Each of these options will be described in turn.

If Search is chosen, the Search routine 405 initiates one of
several possible search functions. In a preferred
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embodiment, these functions include a categories search, an
example search, and a keyword search. According to the
search function chosen, the Search routine invokes one of
the following routines: Categories (415), Example (417),
and Key_ Search (419).

Categories are represented in computer memory in the
form of a tree structure. A categories search starts from the
root level, with the Categories routine 415 displaying all the
categories available at that level, and all the entries (or up to
some number of entries) belonging to that level. The user
can click on any category to go to the next level, and can
click on any entry to bring up the mini page of the entry.

If Example is chosen, the Example routine 417 displays a
form for the user to fill in any field he or she wants to search
on. The Example routine 417 reads in the information and
displays all the entries that match what has been specified.

If Keyword is chosen, the Key_ search routine 419 dis-
plays text boxes to read in up to a specified number of
keywords (e.g., four) to search on. The Key_ search routine
419 displays all the entries that match the specified key-
words.

When a user clicks on one of the entries returned by a
search function, the mini page is displayed by a List _entries
routine 421. List_entries displays the mini page for a
particular entry and also contains an update button for the
user to update that particular entry.

When a user specifies that he or she wants to edit the entry
currently being displayed, the Update routine 409 performs
a check to see if that page belongs to the user currently
logged in. If so, updating is initiated by invoking an
Update__post routine 423. Otherwise, an Update_ login rou-
tine 425 is called to allow the user to perform the correct
login sequence. The Update_ login routine 425 reads in a
user ID and password and matches them against the database
to determine if the user is the owner of the mini page
currently being displayed. Updating is not allowed until the
correct user ID and password are entered.

The Update__post routine 423 displays an entry form with
values filled in from the information stored in the database.
It invokes a Do_update routine 427 to process the new
values being entered. The Do__update routine reads in the
new information, makes sure that all the required informa-
tion is filled. If not, a routine Do__missing is invoked. When
all of the required information has been supplied, a Update__
key routine 429 reads in the keywords and comments from
the database entry, displays them, and asks the user to
confirm. The user can go ahead and update the database or
can change the category the entry currently belongs to.

If the user chooses to change the category, a Change_ cat
routine 431 displays all the categories at the root level. The
user can click on one of the categories to go to the next level
or can specify a new category on the current level. If the user
chooses to go ahead and update the database, another form
is displayed to read in the identification number of the entry.
A Get__ident routine 435 is then invoked. If the user chooses
to change the category, an Update_ cat routine 433 handles
navigation through the categories tree. It will keep display-
ing the categories on the current level until the user has
decided on a category or has specified a new category.

The routine Get_ident 435 reads in the identification
number and matches it against the identification number
stored in the database for the current entry. If they match, the
database is updated; otherwise, the program declines the
update.

Entries may also be updated directly without searching,
using the Update routine 409. If a user is currently logged in,
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the Update routine 409 displays all the entries belonging to
that user. Otherwise, the Update_ login routine 425 performs
a login and displays all the entries belonging to the newly
logged-in user. The remaining update routines have already
been described as a continuation of the search options and
will therefore not be further described.

When Add is selected, the Add routine 407 displays an
empty form to allow the user to fill in all the information.
The Add routine 407 processes the information that has been
entered, using the Do_ missing routine to make sure that all
the required information is entered. The Do_ missing rou-
tine displays the form again until all the required informa-
tion is entered.

After all the required information has been entered, a
Get__info routine 437 displays another form to read in the
keywords and comments. A Confirm__info routine 439 pro-
cesses the keywords and comment being entered and dis-
plays them again, asking the user to confirm. After the user
confirms the keywords and comments, a Pick_ cat routine
441 acquires the category using the same mechanism pre-
viously described in relation to Update__cat. If the user is not
logged, in he or she is logged in, and a new user ID is
determined. A form is then displayed to read in the user’s
password. A Get__pw routine 443 reads in the password and
displays a form to read in credit card information. A Get__cc
routine 445 verifies the credit card information. If the
transaction is authorized, it adds the new entry into the
database; otherwise, it rejects the entry.

The remaining routines are administrative in nature. The
user may wish to change his or her password. If the user is
not currently logged in, a login is performed by calling a
Changepw__login routine 447. Changepw_ login reads in
the user ID and password and matches them against the
values in the database. A form is then displayed to read in the
new password. The Changepw routine 411 actually updates
the database with the new password.

The Login routine 413 reads in the user ID and password
and checks them against the database. If the user ID and
password are correct, operation begins at the main page with
the user logged in as the new user.

It will be appreciated by those of ordinary skill in the art
that the invention can be embodied in other specific forms
without departing from the spirit or essential character
thereof. The foregoing description is therefore considered in
all respects to be illustrative and not restrictive. The scope of
the invention is indicated by the appended claims, and all
changes which come within the meaning and range of
equivalents thereof are intended to be embraced therein.

What is claimed is:

1. A method for maintaining a network accessible data-
base on a server processing system comprising:

receiving a request from a client processing system con-

nected to said server processing system over a network
for a user to add a record to said network accessible
database;

receiving user authorization information from said client

processing system;
determining whether a user is authorized to add said
record from said user authorization information respon-
sive to receiving said user authorization information;

receiving said information to be included in said record
responsive to transmitting said request;

generating said record with said information;

storing said record in said network accessible database;

and
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storing an identification of said user indicating said user
is authorized to modify said record in said network
accessible database.

2. The method of claim 1 wherein said information
includes non-textual content.

3. The method of claim 2 wherein said non-textual content
includes an image.

4. The method of claim 2 wherein said non textual content
is included in a file.

5. The method of claim 1 wherein said information
includes a description of information provided by said user
over said network.

6. The method of claim 1 wherein said step of generating
said record includes:

generating a display of said information accessible over
said network.
7. The method of claim 6 wherein said display is a web
page.
8. A product for maintaining a network accessible data-
base on a server processing system comprising:

instructions for directing a processing unit to:
receive a request from a client processing system
connected to said server processing system over a
network for a user to add a record to said network
accessible database,
receive user authorization information from said client
processing system,
determine whether a user is authorized to add said
record from said user authorization information
responsive to receiving said user authorization
information,
receive said information to be included in said record
responsive to transmitting said request,
generate said record with said information,
store said record in said network accessible database,
and store an identification of said user indicating said
user is authorized to modify said record in said
network accessible database; and a media readable
by said processing unit that stores said instructions.
9. The product of claim 8 wherein said information
includes non-textual content.
10. The product of claim 9 wherein said non-textual
content includes an image.
11. The product of claim 9 wherein said non-textual
content is included in a file.
12. The product of claim 8 wherein said information
includes a description of information provided by said user
over said network.
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13. The product of claim 8 wherein said instructions to
generate said record includes:

Instructions for directing said processing unit to:
generate a display of said information accessible over
said network.
14. The product of claim 13 wherein said display is a web
page.
15. An apparatus for maintaining a network accessible
database on a server processing system comprising:

means for receiving a request from a client processing
system connected to said server processing system over
a network for a user to add a record to said network
accessible database;

means for receiving user authorization information from
said client processing system;

means for determining whether a user is authorized to add
said record from said user authorization information
responsive to receiving said user authorization infor-
mation;

means for receiving said information to be included in
said record responsive to transmitting said request;

means for generating said record with said information;

means for storing said record in said network accessible
database; and

means for storing an identification of said user indicating
said user is authorized to modify said record in said
network accessible database.

16. The apparatus of claim 15 wherein said information
includes non-textual content.

17. The apparatus of claim 16 wherein said non-textual
content includes an image.

18. The apparatus of claim 16 wherein said non textual
content is included in a file.

19. The apparatus of claim 15 wherein said information
includes a description of information provided by said user
over said network.

20. The apparatus of claim 15 wherein said means for
generating said record includes:

means for generating a display of said information acces-

sible over said network.

21. The method of claim 20 wherein said display is a web
page.
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ICON | - 207
The who’s who of the World Wide Web
201
ICON / > WebBook
203
ICON S > Whois
205
ICON - > Traceroute

This page is brought to you by the guys from
. Intelligent Computing for the Intemnet

from The Internet Solution Provider.

(C)1995 SRMC.

FIGURE 2A
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ICON WebWho’s Whois

This is a WWW front end to the United States Whois database

Valid Entry Type | Example...

Domain Name
Machine Name 209
Registered Handle -
Registered Name
IP Address

[P Network

Information to lookup: «— 211

FIGURE 2B
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Scientific Research Management Corp. (SRMC-DOM)
1714 Ringwood Avenue
San Jose, CA 95131

Domain Name: SRMC.COM

Administrative Contact:
Lyke, Howie (HL39) (No mailbox)
408 437-1800
Technical Contact, Zone contact:
Coley, Chris (CC339) ccoley@SRMC.COM

408 437-1800 ~_

Record last update on 04-Jun-95 213
Record created on 13-Dec-94

215

Domain servers in listed order;

NS.SRMC.COM 205.138.192.10

CASD.SRMC.COM 205.138.192.252
SWEB.SRMC.COM 205.138.192.253
SMAIL.SRMC.COM 205.138.192.254

The InterNIC Registration Services Host contains ONLY
Internet information (Networks, ASN’s, Domains, and POC’s).
Please use the whois server at nic.ddn.mil for MILNET
Information.

FIGURE 2C
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Navigational Aid
ICON WebBook
ICON Whois \
217
ICON Traceroute
ICON WebWho

This page is brought to you by the guys from ______
Intellgent Computing for the Internet from The
Internet Solution Provider.

(C) 1995 SRMC.

FIGURE 2D
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ICON WebWho’s Traceroute

This is a WWW front end to the Traceroute utility
Enter the hostname or an address to trace a route to.

Host to traceroute to: , 219

tracerpite to rs.internic.net (198.41.0.6),[30 hops max, 40
byte packets |
1 r001-t3.srmc.com (205.138.192..1) 2ms 2ms 1lms
2 204.70.48.49 (204.70.48.49) 20ms 116ms 83 ms
3 core-fddi-0.Bloomington.mci.net (204.70.2.129)
186 ms 27 ms 268ms
4 corel-hssi-2.LosAngeles. mci.net (204.70.1.141)
19ms 26ms 19ms
5 core-hssi-3.Washington.mci.net (204.70.1.178)
335ms 245ms 348ms
6 borderl-fddi-0.Washington.mci.net (204.70.2.2)
87ms 87ms 86ms |
7 suranet-win-ds3.Washington.mci.net (204.70.56.6)
87ms 88ms 87ms
8 wtn9-wtn8-cf.sura.net (128.167.7.9) 88ms 87ms 88ms
9 netsol-wtn9-cl.sura.net (192.221.63.90) 92ms 93ms
90ms
10 rsl.internic.net (198.41.0.6) 90ms 90ms 94ms

FIGURE 2E



U.S. Patent Apr. 11,2006 Sheet 8 of 25 US 7,028,034 B2

Navigational Aid
ICON WebBook
ICON Whois
ICON Traceroute
ICON WebWho

This page is brought to you by the guys from ____.
Inteligent Computing for the Internet from The
Internet Solution Provider.

(C) 1995 SRMC.

FIGURE 2F
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WebBook

FIGURE 2G
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Searching

X - Categories - Search by going through the categories list
X - Example - Search by querying each field of the entries

X - Keyword - Search by specifying a keyword

O -MAIN O -SEARCH O -ADD O - UPDATE

/T

221

FIGURE 2H
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Choose a category

B BUSINESS - COMMERCIALS, FINANCE....
I RECREATION - recreation stuffs.

X WEBWHO9S -

Display how many entries at a time?

O -MAIN O -SEARCH O -ADD O - UPDATE

FIGURE 21
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Choose a category

WEBWHO95

Sub-categories:

X INDEX -

Display how many entries at a time?

9250 entries available!
9240 entries more

O -Topographical Pictures

O -Xtoys

O -Index - The SoftSource Files

O -Computer ESP

O -Against Computer/Video Games
O -Arrgh! The Entertainment Page
O -CD-ROM Network

O -Complete Gaming HeadQuarters
O -Digital Nostalgia

O -EINet’s Gaming Resource

O -MAIN O - SEARCH O -ADD O -UPDATE

FIGURE 2]
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Enter any field you want to search

Title:

First Name: Last Name:
Middle Name: (optional)
Phone#:

Address:

City: State:

Zipcode: Country:
Email:

URL:

Display how many entries at a time?

O -MAIN O -SEARCH O -ADD O -UPDATE

FIGURE 2K
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Submit a new entry to WebWho

Title: (The way you want your entry to appear in WebWho)
Name: (The way it appears on your credit card)
First Name: Last Name:

Middle Name: (optional)

Phone#1:

Phone#2(optional): Fax:(optional)

Address:

City: State:

Zipcode: Country:

Email.

URL#1:(optional)

URL#1:(optional)

Please enter your 20 keywords in the following text area.
Each keyword should not exceed 20 characters.
Remember to seperate each keyword by space(s).

Enter a description of your entry in the following text area.
It will be displayed along with your entry.

O - MAIN O -SEARCH O -ADD O -UPDATE

FIGURE 2L
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Choose a category

BUSINESS

X BOOKSTORE -STORE THAT SELLS BOOKS

X COMPUTER -COMPUTER COMPANIES.

X REAL ESTATE -BUYING AND SELLING
PROPERTIES.

X WEDDING DESIGN -PLAN AND CORRDINATE
WEDDINGS.

Or define your own
Category:

Description:

O -MAIN O -SEARCH O -ADD O -UPDATE

FIGURE 2M
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ANNE HOGAN PERRY REALTOR

Anne brings to her clients the depth of her business background
teamed with her strong commitment towards professionalism
and client satisfaction. Anne view real estate as a team effort and
partnership; her success stems from the success of her clients.
Referrals from client were the key to Anne’s achievement as
Mary Worrall’s Top Producer for 1994. Anne’s focus areas have
followed those of her clients. From the first time home buyer to
high end sophisticated estate purchaser, all receive the same high
levels of service and enthusiasm. Anne was born and raised on
the “Gold Coast” of Oahu. Prior to moving back to Honolulu in
1993, she lived the past ten years on Maui and Kauai. Her
Kamanina background teamed with her neighbor island exposure
gives her a unique, in depth and first hand perspective on the
statewide real estate market. Anne is one of the few brokers in
Hawaii who has actively sold real estate on four islands.

Name: Perry, Anne H

Phone#1: 8087352411

Phone#2:

Fax:

Address: 4211 WALALAE AVENUE SUITE 100
City: HONOLULU State: HI

Zipcode:96816 Country: USA

FIGURE 2N
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Email: aperry@warrall.com

URL#1: http://www.worrall.com/estate/estate.shtml

URL#2: http://www.worrall.com/estate/estate.shtml

O -MAIN O -SEARCH O -ADD O -UPDATE

FIGURE 20
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Edit your post, then press UPDATE

Title: (The way you want your entry to appear in WebWho)
Name: (The way it appears on your credit card)
First Name: Last Name:

Middle Name:(optional)

Phone#1:

Phone#2(optional): Fax:(optional)

Address:

City: State:

Zipcode: Country:

Email:

URL#1:(optional)

URL#1:(optional)

Please enter your 20 keywords in the following text area.
Each keyword should not exceed 20 characters.
Remember to seperate each keyword by space(s).

Enter a description of your entry in the following text area.
It will be displayed along with your entry.

O - MAIN O -SEARCH O -ADD O -UPDATE

FIGURE 2P
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Press BACK to edit the keywords and comments again.
Otherwise, press the change button if you want to change
category, or press the done button to update your entry.

The keywords you have entered are:

keywordl: HAWAII
keyword2: REALTOR
keyword3: HONOLULU
keyword4: REALESTATE
keyword5: OCEAN
keyword6: FRONT
keyword7: BROKER
keyword8: PROPERTIES
keyword9:

keyword10:

keywordl 1:

keyword12:

keywordl3:

keyword14:

keywordls:

keyword16:;

keyword17:

keyword18:

keyword19:

keyword20:

FIGURE 2Q
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The following description will be displayed with your entry

Anne brings to her clients the depth of her business background
teamed with her strong commitment towards professionalism
and client satisfaction. Anne view real estate as a team effort and
partnership; her success stems from the success of her clients.
Referrals from client were the key to Anne’s achievement as
Mary Worrall’s Top Producer for 1994. Anne’s focus areas have
followed those of her clients. From the first time home buyer to
high end sophisticated estate purchaser, all receive the same high
levels of service and enthusiasm. Anne was born and raised on
the “Gold Coast” of Oahu. Prior to moving back to Honolulu in
1993, she lived the past ten years on Maui and Kauai. Her
Kamanina background teamed with her neighbor island exposure
gives her a unique, in depth and first hand perspective on the
statewide real estate market. Anne is one of the few brokers in
Hawaii who has actively sold real estate on four islands.

O - Change categories O - Done update

O -MAIN O -SEARCH O-ADD O -UPDATE

FIGURE 2R
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Please enter the identification number of this post

identification number:

O -MAIN O -SEARCH O -ADD O - UPDATE

FIGURE 28
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Your post has been updated. Thank you!

O -MAIN O -SEARCH O - ADD O - UPDATE

FIGURE 2T
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WEBWHOCOM ———3 __— V!

WHOIS — WHOIS.CGI

| TRACEROUTE
— TRACEROUTE.CGI
WEBWHO - 309
INDEX.CGI . 307
l - 303 pd
) BY URL
LOGIN [* BY CATEGORY ENTRY
> BY EXAMPLE
BYPASS BYKEYWORD [—*| st
305
N ¥ 7y PAGE
ADD
Y
UPDATE BYPASS?
321 B
313
\ 2 _~
TRANSACTION ID UPDATE
S~
PASSWORD FORM 315
i DATA ENTRY
317 ENTRY L]
\ FORM POSSIBLE
GRAPHICS
319~ GRAPHIC
TRANSACTION ID
o —— CREDIT CARD PROCESSING

FIGURE 3
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METHOD AND APPARATUS FOR
PROVIDING A DYNAMICALLY-UPDATING
PAY-FOR-SERVICE WEB SITE

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of U.S. patent applica-
tion Ser. No. 10/703,823, filed Nov. 7, 2003, which is a
continuation of U.S. patent application Ser. No. 09/952,985,
filed Sep. 14, 2001 now U.S. Pat. No. 6,850,940, which is a
continuation of U.S. patent application Ser. No. 09/110,708,
filed Jul. 7, 1998, now issued as U.S. Pat. No. 6,324,538,
which is a continuation of U.S. patent application Ser. No.
08/572,543, filed Dec. 14, 1995, now issued as U.S. Pat. No.
5,778,367.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to on-line services, particu-
larly to services for the World Wide Web.

2. State of the Art

The Internet, and in particular the content-rich World
Wide Web (“the Web™), have experienced and continue to
experience explosive growth. The Web is an Internet service
that organizes information using hypermedia. Fach docu-
ment can contain embedded reference to images, audio, or
other documents. A user browses for information by follow-
ing references. Web documents are specified in HyperText
Markup Language (HTML), a computer language used to
specify the contents and format of a hypermedia document
(e.g., a homepage). HyperText Transfer Protocol (HTTP) is
the protocol used to access a Web document.

Part of the beauty of the Web is that it allows for the
definition of device-, system-, and application-independent
electronic content. The details of how to display or play back
that content on a particular machine within a particular
software environment are left to individual web browsers.
The content itself, however, need only be specified once. In
some sense, then, the Web offers the ultimate in cross-
platform capability.

Pre-existing collections of information, however, such as
databases of various kinds, can rarely be placed directly on
the Web. Rather, gateway programs are used to provide
access to a wide variety of information and services that
would otherwise be inaccessible to Web clients and servers.
The Common Gateway Interface (CGI) specification has
emerged as a standard way to extend the services and
capabilities of a Web server having a defined core function-
ality. CGI “scripts” are used for this purpose. CGI provides
an Application Program Interface, supported by CGl-ca-
pable Web servers, to which programmers can write to
extend the functionality of the server. CGI scripts in large
part produce from non-HTTP objects HTTP objects that a
Web client can render, and also produce from HTTP objects
non-HTTP input to be passed on to another program or a
separate server, e.g., a conventional database server. More
information concerning the CGI specification may be
accessed using the following Universal Resource Locator
(URL): http://hoohoo.ncsa.uiuc.edu/cgi/interfac.html

With the explosive growth of the Web, fueled in part by
the extensibility provided by CGI scripts, the need for
“finding aids” for the Web, i.e., tools to allow one to find
information concerning a topic of interest, has grown acute.
Many hardcopy volumes are presently available that are
represented to be “White Pages™ or “Yellow Pages™ for the
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Web. Of course, hard copy information becomes rapidly out
of date, and in the case of the Web, is out of date before it
is even printed (let alone distributed), in the sense of failing
to list many interesting resources newly made available on
the Web.

The only effective solution is to have such finding aids be
on-line, available on the Web itself. One such finding aid is
a class of software tools called search engines. Search
engines rely on automated Web-traversing programs called
robots or spiders that follow link after link around the Web,
cataloging documents and storing the information for trans-
mission to a parent database, where the information is sifted,
categorized, and stored. When a search engine is run, the
database compiled through the efforts of the robots and
spiders is searched using a database management system.
Using keywords or search terms provided by the user, the
database locates matches and possibly near-matches as well.

An example of one such search engine is known as Yahoo,
offered by Yahool Corporation of Mountain View, Calif., and
may be accessed at the URL http://www.yahoo.com. Persons
having pages on the Web, rather than simply waiting to have
their Web page be found by a robot or spider, can also have
their Web page listed in the Yahoo database by providing
information concerning the resource they wish to list and
paying a fee. The result is an on-line-searchable directory of
Web resources that is regularly updated.

While such services are indeed extremely useful, never-
theless, from the standpoint of a person wishing to publicize
their Web site, they are typically attended by a number of
drawbacks. In particular, the person wishing to publicize
their Web site typically has very limited control of the
content of the resulting listing. Submissions, including tex-
tual description and suggested categories, are often sub-
jected to editorial control that may range from strict to
arbitrary. As a result, a listing may be placed under an
entirely different category from the category intended by the
person making the submission. Furthermore, the textual
description may be heavily edited (in some instances almost
beyond recognition)—or even deleted—depending on the
exaction of the editor. Because of this editorial process,
posting of the listing is not immediate. Furthermore, once
the listing has been posted to the database, if the person
making the listing later wishes to change the listing in some
respect, the change must again pass through the same
laborious channel. Hence, the process of adding and updat-
ing listings is inconvenient and unsatisfactory.

Moreover, the nature of the listing is rather prosaic. The
listing is in title/brief-description format and does not
include graphical elements or otherwise appeal to the artistic
sensibilities of the viewer. In this sense, the listing is
comparable to the standard telephone book listing, which
appears in plain text, nothing added, as compared, say, to a
quarter-page advertisement with custom artwork and the
like.

To use the foregoing service, one is required have a Web
homepage. If a user has no Web presence but wishes to
establish one, the foregoing service is entirely unavailable.
The typical user must first establish a Web presence by
paying a Web consultant to produce a homepage and then
paying an Internet Service Provider to house that homepage
on the Web. This undertaking can prove to be quite costly for
an individual or a small business.

What is needed, then, is an information service that
overcomes the foregoing disadvantages.
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SUMMARY OF THE INVENTION

The present invention, generally speaking, uses a com-
puter network and a database to provide a hardware-inde-
pendent, dynamic information system in which the infor-
mation content is entirely user-controlled. Requests are
received from individual users of the computer network to
electronically publish information, and input is accepted
from the individual users. Entries from the users containing
the information to be electronically published are automati-
cally collected, classified and stored in the database in
searchable and retrievable form. Entries are made freely
accessible on the computer network. In response to user
requests, the database is searched and entries are retrieved.
Entries are served to users in a hardware-independent page
description language. The entries are password protected,
allowing users to retrieve and update entries by supplying a
correct password.

Preferably, the process is entirely automated with any
necessary billing being performed by secure, on-line credit
card processing. The user making a database entry has
complete control of that entry both at the time the entry is
made at any time thereafter. The entry, when served to a
client, is transformed on-the-fly to the page description
language. Where the page description language is HTML
and the computer network is the World Wide Web, the entry
may function as a “mini” homepage for the user that made
the entry. Provision is made for graphics and other kinds of
content besides text, taking advantage of the content-rich
nature of the Web.

Because the user controls both the content of an entry and
the manner in which it is classified, the database functions
as a directory to allow the Web public to quickly and
precisely find current and accurate data about the user, the
user’s products and services, etc., without requiring the user
to have a conventional Web homepage. The user’s mini
homepage can be included in many different categories, with
the user having the flexibility to change the categories or the
descriptive content of the page at any time. Preferably,
hyperlink services are also provided, by including within the
page links to an E-mail address or to one or more other
conventional homepages (or other mini homepages). The
E-mail address may be a private E-mail address established
on the host machine, avoiding the need to obtain a conven-
tional E-mail address. An inexpensive way is therefore
provided to set up a Web site with key information that
might otherwise be very costly to widely distribute, and to
achieve an Internet presence with a minimum of effort and
expense.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention may be further understood from the
following description in conjunction with the appended
drawing. In the drawing:

FIGS. 1A and 1B are simplified block diagrams of alter-
native embodiments of the system of the present invention;

FIG. 2A through FIG. 2T are screen shots showing use of
the system and method of the present invention;

FIG. 3 is a flowchart of the operational steps involved in
the present system and method;

FIG. 4 is a block diagram showing various ones of the
HTML front-ending tools of FIG. 1 and their functional
interrelationships; and
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FIG. 5 is a simplified block diagram showing the manner
in which whois and traceroute services are made readily
available through HTML front-ending and augmented with
hyperlink services.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

Referring to FIG. 1A, there is shown a simplified block
diagram of the system of the present invention. A server site
101 is connected to the computer network 103 such as the
Web or a Wide Area Network (WAN) other than the Web. At
the server site, server software runs on a suitable server
platform. In the case of the Web, for example, the server of
FIG. 1A might be a server available from the National
Center for Supercomputing Applications (NCSA), or a
secure server package of a known, commercially-available
type, running on a super-minicomputer such as a SunServer
machine available from Sun Microsystems of Menlo Park,
Calif., or on any of a wide variety of suitable UNIX
platforms. Also running, either on the same machine or a
network-accessible machine, is a database management sys-
tem 107. Preferably, the database management system 107
supports Standard Query Language, or SQL. One suitable
database management system is MiniSQL, which is also
commercially available.

SQL databases, however, are not inherently “Web-
friendly.” Accordingly, a variety of HTML front-ending
tools 109 are provided which run as extensions to the server
software, allowing computer network users to each add
entries to a database, search entries in the database, and
update entries by that particular user, all using the Web (or
a Web-like) graphical user interface. The server software and
the HTML front-ending tools communicate through the
Common Gateway Interface 111. In accordance with another
embodiment, shown in FIG. 1B, the HTML front-ending
tools may be fully integrated with the server software. The
HTML front-ending tools and the database communicate
through SQL (113).

When a network user visits the server site, the user is
served a main page in a page description language such as
HTML. The user interacts with the page, making selections
or requests. These selections or requests, although they may
not appears as such to the user, are in effect page requests,
e.g., URLs that access a page directly or that call a CGI
script to perform some sort of processing. The result of the
selection or request may be a page eliciting a further
selection or request, or may be contain the desired informa-
tion itself.

In order to convey the manner in which the automated
information service and directory is used, screen displays of
the graphical user interface will now be described.

When a user first visits the site, he or she is presented with
a main page as shown in FIG. 2A. Along the side of the page
are icons that may be clicked on to select different services.
An icon 201 selects a “WebBook™ service in which database
entries may be searched, viewed and updated. An icon 203
selects a “WebWho Whois” service, providing a graphical
front end to the United States Whois database, with addi-
tional hypertext link integration. An icon 205 selects the
“WebWho Traceroute” service, providing a graphical front
end to the Traceroute utility, again with additional hypertext
link integration. An icon 207 in the top left shows the current
page’s icon and is not linked.

When the icon 201 is selected, the user is presented with
a page like that shown in FIGS. 2B, 2C, and 2D. At the top
of'the page appears a table 209 presenting examples of valid
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entry types for Whois, i.e., Domain Name, Machine Name,
Registered Handle, Registered Name, IP Address and IP
Network. Next appears a text input field 211 to receive the
information to be looked up. Next appears an example of the
results of a specific lookup. The user has input his or her
request, and results have been received back and displayed
in a results area 213. As described more fully below, links
are embedded in the results such that, by clicking on an area
215 displaying ccoley@SRMC.COM, for example, an
E-mail utility will be invoked showing a blank E-mail
addressed to ccoley@SRMC.COM. Similarly, domain
names, [P addresses, etc. may be clicked on, with the result
that Whois is queried once again with respect to the selected
information.

At the bottom of the page appears a Navigational Aid 217
used throughout the user interface where appropriate to
allow the user to return directly to a particular entry point in
the program flow without having to follow numerous links
as is typical of the prior art.

When the icon 203 is selected, the user is presented with
a page for the Traceroute utility like that shown in FIGS. 2E
and 2F. The various features of the page will be evident from
the preceding description. One feature, however, bears par-
ticular mention. That is, just as clicking a domain name or
the like in Whois produces a further query, bringing up
additional information, similarly, clicking on names or
addresses in FIG. 2C also produces a further query, not of
Traceroute but of Whois. For example, if one wanted to find
additional information about the machine on line number of
1 of FIG. 2C, one could simply click on the IP address
205.138.192.1 displayed in the area 219. This action would
produce the same result as if the user had copied down the
1P address, navigated to Whois and entered the IP address in
the lookup field.

When the icon 205 is selected, the user is presented with
a page like that shown in FIG. 2G. The navigation aid
previously described, although not shown in FIG. 2G, may
also be included if desired. The user is given the options of
searching the database, adding a new entry, updating an
existing entry, changing the user’s password, or logging in.
As described below, login is typically not required to view
a listing of entries satisfying a particular search request,
although login may be required to view an actual entry itself
and is required to update an entry.

When the Search option is selected, the user is presented
with a page like that shown in FIG. 2H. Within WebBook,
a different type of navigational aid 221 is included that
allows the user to quickly move about within WebBook,
between Search, Add and Update, or to go to the main page
of FIG. 2A. The screen of FIG. 2H allows the user to select
between different searching methods, including searching by
Categories (going through a categories list), by Example
(querying each field of the entries), and by Keyword (speci-
fying a keyword).

When Categories is selected, the user is presented with a
page like that shown in FIG. 2I. In the example shown, three
root-level categories are presented, BUSINESS, RECRE-
ATION, and WEBWHO95. The user selects one of these
categories to show further subcategories, as seen in FIG. 23,
which is displayed in response to the user selecting WEB-
WHO9S5. A single subcategory is shown—INDEX, having
9250 entries. The entries are listed by title within the lower
part of the page. The user may select how many entries are
to be displayed at a time in order to quicken response time.
Also, presorts are used in order to quickly display the results
of a category or keyword search.
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When Example is selected, the user is presented with a
page like that shown in FIG. 2K. The user enters the
information to be searched in any field or combination of
fields to be searched.

To add a new entry to the database, the user is presented
with a page like that shown in FIG. 2L. Each information
item in the upper portion of the form is required, unless
otherwise indicated. If a required item is not provided, the
program will redisplay the form and request the user to
complete all required items. Optional items include middle
name, alternate phone number, fax number, URL#1, and
URL#2.

The remainder of the form is used to enter up to twenty
keywords and a description of the user’s entry, to be
displayed with the entry.

Following entry of keywords and a description of the
entry, the user is requested to choose a category for the entry
by presenting the user with a page like that shown in FIG.
2M. The user can navigate the category tree until he or she
has located the desired category and then select that cat-
egory. If none of the categories is adequate, then the user
may define his or her own category, by entering the name of
the category and a short description of the category. The new
category will then be added to the category tree.

A sample mini homepage is shown in FIG. 2N and 20.
The mini homepage may be located by searching the data-
base and then selecting the corresponding entry, or may be
retrieved directly by URL. The URL of the mini homepage
itself should not be confused with URL#1 and URL#2 listed
on the mini homepage. The latter refer to independent
resources. The URL of the mini homepage itself is, for
example, based on a unique transaction ID assigned to each
entry and may be entered into a browser program to view the
mini homepage directly without searching.

When Update is selected (FIG. 2G), the user, having
entered the correct transaction ID and password, is presented
with a page like that shown in FIG. 2P. The corresponding
mini homepage is displayed, and the user is requested to
update the mini homepage (the “post”). When the user has
edited the entry to his or her satisfaction, the user presses
UPDATE. The user is then presented with a further page like
that shown in FIGS. 2Q and 2R, giving him or her the
opportunity to review one final time the comments and
keywords. To change the comments or keywords, the user
presses BACK. The user can also change the category of the
entry by pressing the Change category button. To accept and
complete the update, the user presses a Done update button.

A page like that shown in FIG. 28 is then presented. The
user is required to enter the identification number of the post.
If the identification number is entered correctly, the post is
updated, and a page like that shown in FIG. 2T is presented
to the user, confirming the update.

Referring now to FIG. 3, the operational steps involved in
the present system and method are represented. The system
is accessed either directly by the user or by following a link
to the server site, for example the URL, WebWho.com. The
name WebWho.™ is a trademark of the present assignee.

The user is first presented with a page 301 (index.shtml)
allowing the user to select from different services, including
whois and traceroute. As described previously, whois is an
Internet service that looks up information about a user in a
database. Traceroute is a program that permits a user to find
the path a packet will take as it crosses the Internet to a
specific destination. Whois and traceroute are known ser-
vices. Previously, however, use of these services has typi-
cally required “root-user access” on a UNIX host. In accor-
dance with one aspect of the present invention, these
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services are HTML front-ended and made available to all
users, together with further hyperlink services that greatly
increase the utility of the underlying whois and traceroute
services.

Referring to FIG. 5, whois and traceroute are made
readily available to all network users through HTML front-
ending using CGI scripts. The actual whois code 501 and
traceroute code 503 remains within the root directory 500 on
a UNIX host. Respective CGI scripts are provided, namely
whois.cgi (505) and traceroute.cgi (507), that have root user
privileges and that provide HTML front-ending between the
user and their respective services. For example, when a user
selects the WebWho Whois service from the main page of
FIG. 2A, the whois.cgi script 505 is invoked to pass the user
input to the root directory whois service 501 and cause it to
service the user’s request. Output from the root directory
whois service 501 is passed back from the whois.cgi script
505 in HTML format. The same description applies equally
to the traceroute.cgi script and the root directory traceroute
service.

To further augment the whois and traceroute services,
hyperlink services are provided. The root directory whois
and traceroute services are provided with a parsing routine
509 that parses the output of these services to identify E-mail
addresses, domain names, [P names, etc.—character strings
containing period separators and/or the character “@.” The
parser then passes back this information to the CGI scripts
in the form of links, links to the whois.cgi script 505 in the
case of names and links to an E-mail.cgi script 511 in the
case of E-mail addresses. The E-mail.cgi script 511 controls
an E-mail utility 513 that may be located in the root
directory or in a different directory.

Whois and traceroute, as implemented as part of the
present invention, provide powerful new tools for serious
Internet tools. Using whois, the user may type in any address
with a “.com”, “.edu” or “net” extension and find the
physical address, phone number and the individual(s) that
the address represents. This ability may be used as a
powerful marketing tool to find a wealth of information
about people on the Internet. Also, whois can be used to
instantly check a domain name.

Traceroute may be used by System Administers to obtain
information to make their jobs much easier. Previously,
System Administrators have not been allowed to use trac-
eroute on a PC running any operating system other than
UNIX.

Whereas whois and traceroute are more technically ori-
ented, “WebBook™ allows non-technical users to take advan-
tage of the capabilities of the Web with a minimum of effort.
WebBook allows a user to have HTML-front-ended access
to a database of mini homepages in order to search, add
entries to, or update previous entries in the database.

Referring again to FIG. 3, if WebBook is chosen, a login
routine 303 may request the to enter identifying information
of the type that would normally be found on a business card,
for example. Presently, although Web sites are able to track
the user’s access point to the Web (for example, a particular
slip connection through an Internet Service Provider), this
information often gives no indication who the user really is.
Such information is important in order to evaluate the extent
to which a target audience is being reached.

The user may choose an option that allows the user to
bypass the login request. The request for information as to
the identity of the user therefore may or may not be
complied with; moreover, the information provided may or
may not be accurate. As an incentive to provide the
requested information (and, it is hoped, the correct infor-
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mation), users providing the requested information may be
given more complete access to the database than users who
do not provide the requested information. Users providing
the requested information are assigned a user ID to be used
during subsequent accesses and are requested to choose a
password. The password may be required to access some
system services. To further encourage voluntary login, users
that have complied with the login request and have been
assigned a user ID may be afforded the ability to customize
the user interface and maintain the resulting look and feel
between uses. This customization is performed in a known
manner by storing on the host a user preferences file and
accessing the file to restore user preferences when a valid
user ID is provided.

For a period during the initial stages of the service, while
the database is still being built up, it may be desirable to
allow all users complete access to the database regardless of
whether or not they have identified themselves.

Following the login procedure, the user is provided with
a page 305 presenting the different ways that the user may
interact with the database. For example, a user may search
the database, add a new entry to the database, or update a
previous entry to the database by that user. Each of these
options will be described in turn.

If the user chooses to search the database, the user is
provided with a page 307 concerning different search
options. A search may be performed on one or more of a
number of different database fields, depending on the orga-
nization of the database entries. For example, in a preferred
embodiment, the database entries include the following
defined fields:

uid country

fhame email

Iname url

mname keywords

title comment

ident category

phone 1 active

phone 2 start.sub.--date
fax expire.sub.--date
addr infol (Reserved)
city info2 (Reserved)
state info3 (Reserved)
zipcode info4 (Reserved)

In one embodiment, searches may be performed by cat-
egory, by keyword, by URL, or by example. To facilitate
rapid retrieval of information, presorted listings may be
stored for each category and keyword or for some number of
the most common categories and keywords. To search by
example, the user is provided with a form having the same
organization as the database entries. The user fills in infor-
mation in the fields of interest. The search then returns
information concerning entries having matching information
in those fields. Entries are displayed in list fashion by title
on a page 309.

The number of entries produced by a search may be very
large. Therefore, instead of displaying a listing for all of the
entries at once, the entries may be displayed ten at a time, for
example. Alternatively, only the first 100 or 200 entries may
be displayed.

While some sites may provide information and services
free of charge, for example as a result of volunteerism or
advertising subsidies, other sites may have a business model
in which users are charged for information or services or
both. For such a site, it becomes critical to protect the
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information stored in the database. Therefore, unlike some
existing databases in which actual hypermedia links to Web
homepages are stored in the listed items, in order to prevent
effectual pirating of the database, links are embedded only
in the full entry itself, not in the entry listings. Otherwise a
user could simply store a voluminous listing or various
different listings, with their accompanying hypermedia
links, and thereby capture in large part the entire benefit of
the database. Instead, an item in a listing is intended only to
give the user enough information to gauge the user’s further
interest in an item. If the user is interested in an item, the
user may select that item, causing the full-page entry to be
provided. The full page entry includes links to any E-mail
address or URL that the owner of the entry may have
provided, thereby providing a link to that person’s or orga-
nization’s homepage (or to some other homepage).

If the user bypassed login, as determined in step 311, he
or she will normally be returned to the login procedure when
attempting to select an entry to view it in its entirety. If the
user has logged in, then the user may select an entry and the
corresponding full page 313 will be served to the user.

The full page entry 313 need not be limited to text alone
but may be a complete hypermedia page, including possible
graphics or other non-textual content. In this manner, for
person’s or organizations not having any independent Web
homepage, the entry can function as a “mini-homepage,”
i.e., a single page hypermedia document. Furthermore, the
mini-homepage may have its own URL, allowing it to be
accessed directly without performing a search of the data-
base. For example, a URL for a mini homepage might be
http://webwho.com/view?id=xxxx, where XxxXx represents a
transaction ID assigned to each entry in a manner described
below.

Alink 315 is embedded in the mini-homepage to allow for
the page to be updated. Prior to describing the manner in
which the mini-homepage is updated, however, the manner
of'adding a new entry to the database will first be described.

In order to add an entry to the database, a user must login,
during which the user chooses a password, or must have
logged in during a previous visit to the site. When the user
chooses to add a new entry to the database, a unique
transaction ID is created for that entry, to be used throughout
the life of the entry. A unique transaction ID may be created
in any of many different ways. For example, the transaction
1D might be the date (e.g., 951215) and the entry number for
that date (e.g., 00215). Alternatively, the transaction 1D
might be the time of day (e.g., HHMMSS) and the process
ID of the host machine process that is servicing the user’s
request. In one embodiment, the transaction ID is a 14-digit
hexadecimal number in which eight digits represent the
number of seconds since an arbitrary date (e.g., Jan. 1,
1970), four digits represent the process ID running on the
host machine, and two digits represent a portion of the
machine IP address (to distinguish between different host
machines).

Once a transaction ID has been assigned, the user is then
provided with an entry form 317 having fields corresponding
to the various fields of a database entry as described previ-
ously. The user fills out the form and presses a screen button
when the entry is complete. The form may have one or more
checkboxes 319 to indicate the desire to include with the
entry one or more non-textual elements, such as a graphic
image, etc. Also, if desired, different templates may be
provided governing the appearance of the finished page,
with the user selecting a desired template.

Non-textual content may be obtained from the user in any
of' a number of different ways. For example, the user may
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transfer to the site a file containing the non-textual content
using the File Transfer Protocol (FIP) with the same user ID
and password as when the entry was added.

During the entry process, the user is prompted to enter
keywords to facilitate later searching of the database and
location of the entry. Furthermore, the HTML front-end
tools may assist in developing keywords for the entry. A
pre-searchtsort tool, for example, might take the 2000 top
keywords found in the database within the keyword field and
do a total text search throughout the database for these
keywords. If one or more of these keywords appears in the
description (“comment” field) of an entry but not in the
keyword list, these keywords are then added to a keyword
extension field for up to some number of keywords, e.g. five.

If the server site is based on a pay-for-service model, the
form will also call for the user to enter a credit card number
as the last piece of information. Secure, on-line credit card
processing will then be performed to bill the user, either on
a onetime basis, on a periodic basis, or on an occasional
basis as future services may require. Although various
methods of processing credit card transaction on-line have
been proposed, with various degrees of attendant security,
such processing is preferably performed in accordance with
a proprietary method developed by the assignee to provide
the highest level of security possible.

After an entry has been made, it may be updated at any
time by one able to provide the transaction ID assigned to
the entry and the user password, i.e., by the user or one
acting on behalf of the user. The update option may be
entered directly, or the entry to be updated may first be
viewed as the result of a search and the update screen button
315 then pressed. The user is then prompted to supply the
correct transaction ID and password (page 321), failing
which the user will not be allowed to update the entry.

If the transaction ID and password are correctly supplied,
then the equivalent of a new entry form will be provided to
the user will the current information pertaining to the entry
already filled in. The user may then modify the entry. If a
charge is made for updating the entry, preferably the credit
card information from the earlier creation of the entry will
have been stored in a highly secure fashion, avoiding the
need to reenter the information. Both security and conve-
nience are thereby enhanced.

Nothing in the process of adding, searching and updating
entries requires manual intervention. Rather, the entire pro-
cess is automated and may be made available continuously,
24 hours a day, 365 days a year. Like a publicly-accessible
bulletin board, the content that is posted on the database is
entirely within the control of the user, both at the time the
entry is posted and all times thereafter.

Referring now to FIG. 4, various ones of the HTML
front-ending tools of FIG. 1 and their functional interrela-
tionships will now be described.

When a user visits the site and the WebWho option is
selected, a page WebWho.html (401) is served to the user,
offering the user various options, including, for example,
options to search the database, add a new entry, update an
existing entry, change the user’s password, or to log in if the
user has not previously done so. In an exemplary embodi-
ment, the routines illustrated in FIG. 4 are standard C
routines, called from a single CGI script. In other embodi-
ments, the routines may be called by separate scripts, and
may be written other languages such as in a UNIX shell
language, or in one of a number of emerging Internet
computer languages such as Java.

The Options routine 403 reads in the user’s choice and
invokes one of the five following routines: Search (405),
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Add (407), Update (409), Changepw (411), and Login (413).
Each of these options will be described in turn.

If Search is chosen, the Search routine 405 initiates one of
several possible search functions. In a preferred embodi-
ment, these functions include a categories search, an
example search, and a keyword search. According to the
search function chosen, the Search routine invokes one of
the following routines: Categories (415), Example (417),
and Key.sub.—Search (419).

Categories are represented in computer memory in the
form of a tree structure. A categories search starts from the
root level, with the Categories routine 415 displaying all the
categories available at that level, and all the entries (or up to
some number of entries) belonging to that level. The user
can click on any category to go to the next level, and can
click on any entry to bring up the mini page of the entry.

If Example is chosen, the Example routine 417 displays a
form for the user to fill in any field he or she wants to search
on. The Example routine 417 reads in the information and
displays all the entries that match what has been specified.

If Keyword is chosen, the Key.sub.—ysearch routine 419
displays text boxes to read in up to a specified number of
keywords (e.g., four) to search on. The Key.sub.—search
routine 419 displays all the entries that match the specified
keywords.

When a user clicks on one of the entries returned by a
search function, the mini page is displayed by a List.sub.—
entries routine 421. List.sub.—entries displays the mini page
for a particular entry and also contains an update button for
the user to update that particular entry.

When a user specifies that he or she wants to edit the entry
currently being displayed, the Update routine 409 performs
a check to see if that page belongs to the user currently
logged in. If so, updating is initiated by invoking an Update
post routine 423. Otherwise, an Update.sub.—login routine
425 is called to allow the user to perform the correct login
sequence. The Update.sub.—login routine 425 reads in a
user ID and password and matches them against the database
to determine if the user is the owner of the mini page
currently being displayed. Updating is not allowed until the
correct user ID and password are entered.

The Update-post routine 423 displays an entry form with
values filled in from the information stored in the database.
It invokes a Do.sub.—update routine 427 to process the new
values being entered. The Do.sub.—update routine reads in
the new information, makes sure that all the required infor-
mation is filled. If not, a routine Do.sub.—missing is
invoked. When all of the required information has been
supplied, a Update.sub.—key routine 429 reads in the key-
words and comments from the database entry, displays them,
and asks the user to confirm. The user can go ahead and
update the database or can change the category the entry
currently belongs to.

If the user chooses to change the category, a Change-
.sub.—cat routine 431 displays all the categories at the root
level. The user can click on one of the categories to go to the
next level or can specify a new category on the current level.
If the user chooses to go ahead and update the database,
another form is displayed to read in the identification
number of the entry. A Get.sub.—ident routine 435 is then
invoked. If the user chooses to change the category, an
Update.sub.—cat routine 433 handles navigation through
the categories tree. It will keep displaying the categories on
the current level until the user has decided on a category or
has specified a new category.

20

25

35

40

45

50

55

60

65

12

The routine Get.sub.—ident 435 reads in the identification
number and matches it against the identification number
stored in the database for the current entry. If they match, the
database is updated; otherwise, the program declines the
update.

Entries may also be updated directly without searching,
using the Update routine 409. If a user is currently logged in,
the Update routine 409 displays all the entries belonging to
that user. Otherwise, the Update.sub.—login routine 425
performs a login and displays all the entries belonging to the
newly logged-in user. The remaining update routines have
already been described as a continuation of the search
options and will therefore not be further described.

When Add is selected, the Add routine 407 displays an
empty form to allow the user to fill in all the information.
The Add routine 407 processes the information that has been
entered, using the Do.sub.—missing routine to make sure
that all the required information is entered. The Do.sub.—
missing routine displays the form again until all the required
information is entered.

After all the required information has been entered, a
Get.sub.—info routine 437 displays another form to read in
the keywords and comments. A Confirm.sub.—info routine
439 processes the keywords and comment being entered and
displays them again, asking the user to confirm. After the
user confirms the keywords and comments, a Pick.sub.—cat
routine 441 acquires the category using the same mechanism
previously described in relation to Update.sub.—cat. If the
user is not logged, in he or she is logged in, and a new user
ID is determined. A form is then displayed to read in the
user’s password. A Get.sub.—pw routine 443 reads in the
password and displays a form to read in credit card infor-
mation. A Get.sub.—cc routine 445 verifies the credit card
information. If the transaction is authorized, it adds the new
entry into the database; otherwise, it rejects the entry.

The remaining routines are administrative in nature. The
user may wish to change his or her password. If the user is
not currently logged in, a login is performed by calling a
Changepw.sub.—login routine 447. Changepw.sub.—login
reads in the user ID and password and matches them against
the values in the database. A form is then displayed to read
in the new password. The Changepw routine 411 actually
updates the database with the new password.

The Login routine 413 reads in the user ID and password
and checks them against the database. If the user ID and
password are correct, operation begins at the main page with
the user logged in as the new user.

It will be appreciated by those of ordinary skill in the art
that the invention can be embodied in other specific forms
without departing from the spirit or essential character
thereof. The foregoing description is therefore considered in
all respects to be illustrative and not restrictive. The scope of
the invention is indicated by the appended claims, and all
changes which come within the meaning and range of
equivalents thereof are intended to be embraced therein.

The invention claimed is:

1. A web server for providing a dynamically-updating
pay-for-service web site comprising:

a web server coupled to a computer network having a
database operatively disposed within and accessible on
said network, said server comprising:
an HTML front-end entry process configured to:

create and store personal homepage content in a
database for a owner;

receive a fee from said owner for making said
personal homepage accessible on said network;
and
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an HTML front-end update process configured to
allow said owner to update said personal homep-
age over said network.

2. The apparatus of claim 1, wherein said content includes
categories of information.

3. The apparatus of claim 2, further including non-textual
information associated with said categories.

4. The apparatus of claim 3, wherein said non-textual
information includes graphics.

5. The apparatus of claim 1, wherein said content includes
keywords.

6. The apparatus of claim 5, wherein said content includes
categories associated to said keywords.

7. The apparatus of claim 6, wherein said content includes
categories associated to said second set of keywords.

8. The apparatus of claim 7, wherein said content catego-
ries associated to said keywords and further associated to an
additional set of categories.

9. The apparatus of claim 1, wherein said account further
includes personalized information.

10. The apparatus of claim 9, wherein said personalized
information includes a URL to the user’s homepage.

11. The apparatus of claim 10, further including the act of
password-protecting said account.

12. A method for providing a dynamically-updating pay-
for-service web site comprising:

providing a web server coupled to a computer network

having a database operatively disposed within and
accessible on said network;
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using an HTML front-end entry process;

creating and storing personal homepage content in a

database for a owner;

receiving a fee from said owner for making said personal

homepage accessible on said network; and

allowing said owner to update said personal homepage

over said network.

13. The method of claim 12, wherein said content includes
categories of information.

14. The method of claim 13, further including non-textual
information associated with said categories.

15. The method of claim 14, wherein said non-textual
information includes graphics.

16. The method of claim 12, wherein said content includes
keywords.

17. The method of claim 15, wherein said content includes
categories associated to said keywords.

18. The method of claim 16, wherein said content includes
categories associated to said second set of keywords.

19. The method of claim 18, wherein said content cat-
egories associated to said keywords and further associated to
an additional set of categories.

20. The method of claim 12, wherein said account further
includes personalized information.

21. The method of claim 20, where said personalized
information includes a URL to the user’s homepage.

22. The method of claim 12, further including the act of
password-protecting said account.

#* #* #* #* #*
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ICON | - 207
The who’s who of the World Wide Web
201
ICON / > WebBook
203
ICON S > Whois
205 ,
ICON < > Traceroute

This page is brought to you by the guys from
. Intelligent Computing for the Internet

from The Internet Solution Provider.

(C)1995 SRMC.

FIGURE 2A
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ICON WebWho’s Whois

This is a WWW front end to the United States Whois database

Valid Entry Type | Example...

Domain.Name
Machine Name 209
Registered Handle -
Registered Name |
IP Address
IP Network

Information to lookup: «— 211

FIGURE 2B
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Scientific Research Management Corp. (SRMC-DOM)
1714 Ringwood Avenue
San Jose, CA 95131

Domain Name: SRMC.COM

Administrative Contact:
Lyke, Howie (HL39) (No mailbox)
408 437-1800
Technical Contact, Zone contact:
Coley, Chris (CC339) ccoley@SRMC.COM

408 437-1800 \

Record last update on 04-Jun-95 213
Record created on 13-Dec-94

215

Domain servers in listed order:

NS.SRMC.COM 205.138.192.10

CASD.SRMC.COM 205.138.192.252
SWEB.SRMC.COM 205.138.192.253
SMAIL.SRMC.COM 205.138.192.254

The InterNIC Registration Services Host contains ONLY
Internet information (Networks, ASN’s, Domains, and POC’s).
Please use the whois server at nic.ddn.mil for MILNET
Information.

FIGURE 2C
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Navigational Aid
ICON WebBook
ICON Whois \
217
ICON Traceroute
ICON WebWho

This page is brought to you by the guys from _____.
Intellgent Computing for the Internet from The
Internet Solution Provider.

(C) 1995 SRMC.

FIGURE 2D
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ICON WebWho’s Traceroute

This is a WWW front end to the Traceroute utility
Enter the hostname or an address to trace a route to.

Host to traceroute to: 219

4

tracerpite to rs.internic.net (198.41.0.6),[30 hops max, 40

byte packets |

1 r001-t3.srmc.com (205.138.192..1) 2ms 2ms 1ms

2 204.70.48.49 (204.70.48.49) 20ms 116ms 83 ms

3 core-fddi-0.Bloomington.mci.net (204.70.2.129)
186 ms 27 ms 268ms

4 corel-hssi-2.LosAngeles.mci.net (204.70.1.141)
19ms 26ms 19ms

5 core-hssi-3. Washington.mci.net (204.70.1.178)
335ms 245ms 348ms ‘

6 borderl-fddi-0.Washington.mci.net (204.70.2.2)
87ms 87ms 86ms |

7 suranet-wtn-ds3.Washington.mci.net (204.70.56.6)
87ms 88ms 87ms

8 witn9-wtn8-cf.sura.net (128.167.7.9) 88ms 87ms 88ms

9 netsol-wtn9-cl.sura.net (192.221.63.90) 92ms 93ms
90ms A

10 rsl.internic.net (198.41.0.6) 90ms 90ms 94ms

FIGURE 2E
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Navigatioﬁal Aid
ICON WebBook
1ICON Whois
ICON Traceroute
ICON WebWho

This page is brought to you by the guys from .
Intellgent Computing for the Internet from The
Internet Solution Provider.

(C) 1995 SRMC.

FIGURE 2F
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WebBook
X - Search
K -Add
X - Update
Xl - Change password
X -Login

FIGURE 2G



U.S. Patent Sep. 11, 2007 Sheet 10 of 25 US 7,269,591 B2

Searching

X - Categories - Search by going through the categories list

& - Example - Search by querying each field of the entries

X - Keyword - Search by specifying a keyword

O -MAIN O -SEARCH O - ADD O - UPDATE

=

221

FIGURE 2H
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Choose a category

X BUSINESS - COMMERCIALS, FINANCE....
X RECREATION - recreation stuffs.

XI WEBWHO9S -.

Display how many entries at a time?

O -MAIN O -SEARCH O -ADD O - UPDATE

FIGURE 21
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Choose a category

WEBWHO95

Sub-categories:

X INDEX-.

‘Display how many entries at a time?

9250 entries available!
9240 entries more

O -Topographical Pictures
O -Xtoys
O -Index - The SoftSource Files

O -Computer ESP
O -Against Computer/Video Games
O -Arrgh! The Entertainment Page
O -CD-ROM Network
O -Complete Gaming HeadQuarters
O -Digital Nostalgia
O -EINet’s Gaming Resource

O -MAIN O -SEARCH O -ADD O - UPDATE

FIGURE 2J
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Enter any field you want to search

Title:

First Name: Last Name:
Middle Name: (optional)
Phone#:

Address:

City: State:

Zipcode: Country:
Email:

URL:

Display how many entries at a time?

O -MAIN O -SEARCH O -ADD O -UPDATE

FIGURE 2K
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Submit a new entry to WebWho

Title: (The way you want your entry to appear in WebWho)
Name: (The way it appears on your credit card)
First Name: Last Name:

Middle Name:(optional)

Phone#1:

Phone#2(optional): Fax:(optional)

Address:

City: State:

Zipcode: Country:

Email:

URL#1:(optional)

URL#1:(optional)

Please enter your 20 keywords in the following text area.
Each keyword should not exceed 20 characters.
Remember to seperate each keyword by space(s).

Enter a description of your entry in the following text area.
It will be displayed along with your entry.

O -MAIN O -SEARCH O -ADD O - UPDATE

FIGURE 2L
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Choose a category

BUSINESS

X BOOKSTORE -STORE THAT SELLS BOOKS

X COMPUTER -COMPUTER COMPANIES.

REAL ESTATE -BUYING AND SELLING
PROPERTIES.

X WEDDING DESIGN -PLAN AND CORRDINATE
WEDDINGS.

Or define your own
Category:

Description:

O -MAIN O -SEARCH O -ADD O - UPDATE

FIGURE 2M
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ANNE HOGAN PERRY REALTOR

Anne brings to her clients the depth of her business background
teamed with her strong commitment towards professionalism
and client satisfaction. Anne view real estate as a team effort and
partnership; her success stems from the success of her clients.
Referrals from client were the key to Anne’s achievement as
Mary Worrall’s Top Producer for 1994. Anne’s focus areas have
followed those of her clients. From the first time home buyer to
high end sophisticated estate purchaser, all receive the same high
levels of service and enthusiasm. Anne was born and raised on
the “Gold Coast” of Oahu. Prior to moving back to Honolulu in
1993, she lived the past ten years on Maui and Kauai. Her
Kamanina background teamed with her neighbor island exposure
gives her a unique, in depth and first hand perspective on the
statewide real estate market. Anne is one of the few brokers in
Hawaii who has actively sold real estate on four islands.

Name: Perry, Anne H

Phone#1: 8087352411

Phone#2:

Fax:

Address: 4211 WALALAE AVENUE SUITE 100
City: HONOLULU State: HI

Zipcode:96816 Country: USA

FIGURE 2N
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Email: aperry@warrall.com

URL#1: http://fwww.worrall.com/estate/estate. shtml

URL#2: http://www.worrall.com/estate/estate.shtml

O -MAIN O -SEARCH O -ADD O - UPDATE

FIGURE 20
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Edit your post, then press UPDATE

Title: (The way you want your entry to appear in WebWho)
Name: (The way it appears on your credit card)
First Name: Last Name:

Middle Name:(optional)

Phone#1:

Phone#2(optional): Fax:(optional)

Address:

City: State:

Zipcode: Country:

Email:

URL#1:(optional)

URL#1:(optional)

Please enter your 20 keywords in the following text area.
Each keyword should not exceed 20 characters.
Remember to seperate each keyword by space(s).

Enter a description of your entry in the following text area.
It will be displayed along with your entry.

O -MAIN O - SEARCH O -ADD O - UPDATE

FIGURE 2P
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Press BACK to edit the keywords and comments again.
Otherwise, press the change button if you want to change
category, or press the done button to update your entry,

The keywords you have entered are:

keywordl: HAWAII
keyword2: REALTOR
keyword3: HONOLULU
keyword4: REALESTATE
keywordS: OCEAN
keyword6: FRONT
keyword7: BROKER
keyword8: PROPERTIES
keyword9:

keywordl10:

keywordl1:

keyword12:

keyword13:

keyword14:

keyword15:

keyword16:

keyword17:

keyword18:

keyword19:

keyword20:

FIGURE 2Q
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The following description will be displayed with your entry

Anne brings to her clients the depth of her business background
teamed with her strong commitment towards professionalism
and client satisfaction. Anne view real estate as a team effort and
partnership; her success stems from the success of her clients.
Referrals from client were the key to Anne’s achievement as
Mary Worrall’s Top Producer for 1994. Anne’s focus areas have
followed those of her clients. From the first time home buyer to
high end sophisticated estate purchaser, all receive the same high
levels of service and enthusiasm. Anne was born and raised on
the “Gold Coast” of Oahu. Prior to moving back to Honolulu in
1993, she lived the past ten years on Maui and Kauai. Her
Kamanina background teamed with her neighbor island exposure
gives her a unique, in depth and first hand perspective on the
statewide real estate market. Anne is one of the few brokers in
Hawaii who has actively sold real estate on four islands.

O - Change categories O - Done update

O -MAIN O -SEARCH O-ADD O -UPDATE

FIGURE 2R
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Please enter the identification number of this post

identification number:

O -MAIN O -SEARCH O -ADD O - UPDATE

FIGURE 28
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Your post has been updated. Thank you!

O -MAIN O - SEARCH O - ADD O - UPDATE

FIGURE 2T
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WEBWHOCOM ———— 30!
WHOIS [~ WHOIS.CGI

TRACEROUTE
—> TRACEROUTE.CGI
WEBWHO 309
INDEX.CGI 307
- 303 e
T BY URL
LOGIN ¢ BY CATEGORY ENTRY
> BY EXAMPLE :
BYPASS BYKEYWORD [  pisT
305
Ny j PAGE
SEARCH 311
ADD
Y
UPDATE - BYPASS? D+
321 _ _
313
\ A y /
TRANSACTION ID UPDATE
S~
PASSWORD FORM 315
i DATA ENTRY
317 ENTRY D
\ FORM POSSIBLE
GRAPHICS
319~ GRAPHIC
TRANSACTION ID
cCH [—— CREDIT CARD PROCESSING

FIGURE 3
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401 __LWEBWHOHI@ 447

403 ___] OP’I'[ON CHANGEPW
405\ ‘/‘/ LOGIN
411
a1s | SEARCH || LOGIN G;ﬂ,wl

CATEGORIES | EXAMP@] | KEY_SEARCH ] [UPDATE || AD
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BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to on-line services, particu-
larly to services for the World Wide Web.

2. State of the Art

The Internet, and in particular the content-rich World
Wide Web (“the Web™), have experienced and continue to
experience explosive growth. The Web is an Internet service
that organizes information using hypermedia. Fach docu-
ment can contain embedded reference to images, audio, or
other documents. A user browses for information by follow-
ing references. Web documents are specified in HyperText
Markup Language (HTML), a computer language used to
specify the contents and format of a hypermedia document
(e.g., a homepage). HyperText Transfer Protocol (HTTP) is
the protocol used to access a Web document.

Part of the beauty of the Web is that it allows for the
definition of device-, system-, and application-independent
electronic content. The details of how to display or play back
that content on a particular machine within a particular
software environment are left to individual web browsers.
The content itself, however, need only be specified once. In
some sense, then, the Web offers the ultimate in cross-
platform capability.

Pre-existing collections of information, however, such as
databases of various kinds, can rarely be placed directly on
the Web. Rather, gateway programs are used to provide
access to a wide variety of information and services that
would otherwise be inaccessible to Web clients and servers.
The Common Gateway Interface (CGI) specification has
emerged as a standard way to extend the services and
capabilities of a Web server having a defined core function-
ality. CGI “scripts” are used for this purpose. CGI provides
an Application Program Interface, supported by CGl-ca-
pable Web servers, to which programmers can write to
extend the functionality of the server. CGI scripts in large
part produce from non-HTTP objects HTTP objects that a
Web client can render, and also produce from HTTP objects
non-HTTP input to be passed on to another program or a
separate server, e.g., a conventional database server. More
information concerning the CGI specification may be
accessed using the following Universal Resource Locator
(URL): http://hoohoo.ncsa.uiuc.edu/cgi/interfac.html.

With the explosive growth of the Web, fueled in part by
the extensibility provided by CGI scripts, the need for
“finding aids” for the Web, i.e., tools to allow one to find
information concerning a topic of interest, has grown acute.
Many hardcopy volumes are presently available that are
represented to be “White Pages™ or “Yellow Pages™ for the
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Web. Of course, hard copy information becomes rapidly out
of date, and in the case of the Web, is out of date before it
is even printed (let alone distributed), in the sense of failing
to list many interesting resources newly made available on
the Web.

The only effective solution is to have such finding aids be
on-line, available on the Web itself. One such finding aid is
a class of software tools called search engines. Search
engines rely on automated Web-traversing programs called
robots or spiders that follow link after link around the Web,
cataloging documents and storing the information for trans-
mission to a parent database, where the information is sifted,
categorized, and stored. When a search engine is run, the
database compiled through the efforts of the robots and
spiders is searched using a database management system.
Using keywords or search terms provided by the user, the
database locates matches and possibly near-matches as well.

An example of one such search engine is known as Yahoo,
offered by Yahoo! Corporation of Mountain View, Calif.,
and may be accessed at the URL http://www.yahoo.com.
Persons having pages on the Web, rather than simply waiting
to have their Web page be found by a robot or spider, can
also have their Web page listed in the Yahoo database by
providing information concerning the resource they wish to
list and paying a fee. The result is an on-line-searchable
directory of Web resources that is regularly updated.

While such services are indeed extremely useful, never-
theless, from the standpoint of a person wishing to publicize
their Web site, they are typically attended by a number of
drawbacks. In particular, the person wishing to publicize
their Web site typically has very limited control of the
content of the resulting listing. Submissions, including tex-
tual description and suggested categories, are often sub-
jected to editorial control that may range from strict to
arbitrary. As a result, a listing may be placed under an
entirely different category from the category intended by the
person making the submission. Furthermore, the textual
description may be heavily edited (in some instances almost
beyond recognition)—or even deleted—depending on the
exaction of the editor. Because of this editorial process,
posting of the listing is not immediate. Furthermore, once
the listing has been posted to the database, if the person
making the listing later wishes to change the listing in some
respect, the change must again pass through the same
laborious channel. Hence, the process of adding and updat-
ing listings is inconvenient and unsatisfactory.

Moreover, the nature of the listing is rather prosaic. The
listing is in title/brief-description format and does not
include graphical elements or otherwise appeal to the artistic
sensibilities of the viewer. In this sense, the listing is
comparable to the standard telephone book listing, which
appears in plain text, nothing added, as compared, say, to a
quarter-page advertisement with custom artwork and the
like.

To use the foregoing service, one is required have a Web
homepage. If a user has no Web presence but wishes to
establish one, the foregoing service is entirely unavailable.
The typical user must first establish a Web presence by
paying a Web consultant to produce a homepage and then
paying an Internet Service Provider to house that homepage
on the Web. This undertaking can prove to be quite costly for
an individual or a small business.

What is needed, then, is an information service that
overcomes the foregoing disadvantages.
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SUMMARY OF THE INVENTION

The present invention, generally speaking, uses a com-
puter network and a database to provide a hardware-inde-
pendent, dynamic information system in which the infor-
mation content is entirely user-controlled. Requests are
received from individual users of the computer network to
electronically publish information, and input is accepted
from the individual users. Entries from the users containing
the information to be electronically published are automati-
cally collected, classified and stored in the database in
searchable and retrievable form. Entries are made freely
accessible on the computer network. In response to user
requests, the database is searched and entries are retrieved.
Entries are served to users in a hardware-independent page
description language. The entries are password protected,
allowing users to retrieve and update entries by supplying a
correct password.

Preferably, the process is entirely automated with any
necessary billing being performed by secure, on-line credit
card processing. The user making a database entry has
complete control of that entry both at the time the entry is
made at any time thereafter. The entry, when served to a
client, is transformed on-the-fly to the page description
language. Where the page description language is HTML
and the computer network is the World Wide Web, the entry
may function as a “mini” homepage for the user that made
the entry. Provision is made for graphics and other kinds of
content besides text, taking advantage of the content-rich
nature of the Web.

Because the user controls both the content of an entry and
the manner in which it is classified, the database functions
as a directory to allow the Web public to quickly and
precisely find current and accurate data about the user, the
user’s products and services, etc., without requiring the user
to have a conventional Web homepage. The user’s mini
homepage can be included in many different categories, with
the user having the flexibility to change the categories or the
descriptive content of the page at any time. Preferably,
hyperlink services are also provided, by including within the
page links to an E-mail address or to one or more other
conventional homepages (or other mini homepages). The
E-mail address may be a private E-mail address established
on the host machine, avoiding the need to obtain a conven-
tional E-mail address. An inexpensive way is therefore
provided to set up a Web site with key information that
might otherwise be very costly to widely distribute, and to
achieve an Internet presence with a minimum of effort and
expense.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention may be further understood from the
following description in conjunction with the appended
drawing. In the drawing:

FIGS. 1A and 1B are simplified block diagrams of alter-
native embodiments of the system of the present invention;

FIG. 2A through FIG. 2T are screen shots showing use of
the system and method of the present invention;

FIG. 3 is a flowchart of the operational steps involved in
the present system and method;

FIG. 4 is a block diagram showing various ones of the
HTML front-ending tools of FIG. 1 and their functional
interrelationships; and
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FIG. 5 is a simplified block diagram showing the manner
in which whois and traceroute services are made readily
available through HTML front-ending and augmented with
hyperlink services.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

Referring to FIG. 1A, there is shown a simplified block
diagram of the system of the present invention. A server site
101 is connected to the computer network 103 such as the
Web or a Wide Area Network (WAN) other than the Web. At
the server site, server software runs on a suitable server
platform. In the case of the Web, for example, the server of
FIG. 1A might be a server available from the National
Center for Supercomputing Applications (NCSA), or a
secure server package of a known, commercially-available
type, running on a super-minicomputer such as a SunServer
machine available from Sun Microsystems of Menlo Park,
Calif., or on any of a wide variety of suitable UNIX
platforms. Also running, either on the same machine or a
network-accessible machine, is a database management sys-
tem 107. Preferably, the database management system 107
supports Standard Query Language, or SQL. One suitable
database management system is MiniSQL, which is also
commercially available.

SQL databases, however, are not inherently “Web-
friendly.” Accordingly, a variety of HTML front-ending
tools 109 are provided which run as extensions to the server
software, allowing computer network users to each add
entries to a database, search entries in the database, and
update entries by that particular user, all using the Web (or
a Web-like) graphical user interface. The server software and
the HTML front-ending tools communicate through the
Common Gateway Interface 111. In accordance with another
embodiment, shown in FIG. 1B, the HTML front-ending
tools may be fully integrated with the server software. The
HTML front-ending tools and the database communicate
through SQL (113).

When a network user visits the server site, the user is
served a main page in a page description language such as
HTML. The user interacts with the page, making selections
or requests. These selections or requests, although they may
not appears as such to the user, are in effect page requests,
e.g., URLs that access a page directly or that call a CGI
script to perform some sort of processing. The result of the
selection or request may be a page eliciting a further
selection or request, or may be contain the desired informa-
tion itself.

In order to convey the manner in which the automated
information service and directory is used, screen displays of
the graphical user interface will now be described.

When a user first visits the site, he or she is presented with
a main page as shown in FIG. 2A. Along the side of the page
are icons that may be clicked on to select different services.
An icon 201 selects a “WebBook™ service in which database
entries may be searched, viewed and updated. An icon 203
selects a “WebWho Whois” service, providing a graphical
front end to the United States Whois database, with addi-
tional hypertext link integration. An icon 205 selects the
“WebWho Traceroute” service, providing a graphical front
end to the Traceroute utility, again with additional hypertext
link integration. An icon 207 in the top left shows the current
page’s icon and is not linked.

When the icon 201 is selected, the user is presented with
a page like that shown in FIGS. 2B, 2C, and 2D. At the top
of'the page appears a table 209 presenting examples of valid
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entry types for Whois, i.e., Domain Name, Machine Name,
Registered Handle, Registered Name, IP Address and IP
Network. Next appears a text input field 211 to receive the
information to be looked up. Next appears an example of the
results of a specific lookup. The user has input his or her
request, and results have been received back and displayed
in a results area 213. As described more fully below, links
are embedded in the results such that, by clicking on an area
215 displaying ccoley@SRMC.COM, for example, an
E-mail utility will be invoked showing a blank E-mail
addressed to ccoley@SRMC.COM. Similarly, domain
names, [P addresses, etc. may be clicked on, with the result
that Whois is queried once again with respect to the selected
information.

At the bottom of the page appears a Navigational Aid 217
used throughout the user interface where appropriate to
allow the user to return directly to a particular entry point in
the program flow without having to follow numerous links
as is typical of the prior art.

When the icon 203 is selected, the user is presented with
a page for the Traceroute utility like that shown in FIGS. 2E
and 2F. The various features of the page will be evident from
the preceding description. One feature, however, bears par-
ticular mention. That is, just as clicking a domain name or
the like in Whois produces a further query, bringing up
additional information, similarly, clicking on names or
addresses in FIG. 2C also produces a further query, not of
Traceroute but of Whois. For example, if one wanted to find
additional information about the machine on line number of
1 of FIG. 2C, one could simply click on the IP address
205.138.192.1 displayed in the area 219. This action would
produce the same result as if the user had copied down the
1P address, navigated to Whois and entered the IP address in
the lookup field.

When the icon 205 is selected, the user is presented with
a page like that shown in FIG. 2G. The navigation aid
previously described, although not shown in FIG. 2G, may
also be included if desired. The user is given the options of
searching the database, adding a new entry, updating an
existing entry, changing the user’s password, or logging in.
As described below, login is typically not required to view
a listing of entries satisfying a particular search request,
although login may be required to view an actual entry itself
and is required to update an entry.

When the Search option is selected, the user is presented
with a page like that shown in FIG. 2H. Within WebBook,
a different type of navigational aid 221 is included that
allows the user to quickly move about within WebBook,
between Search, Add and Update, or to go to the main page
of FIG. 2A. The screen of FIG. 2H allows the user to select
between different searching methods, including searching by
Categories (going through a categories list), by Example
(querying each field of the entries), and by Keyword (speci-
fying a keyword).

When Categories is selected, the user is presented with a
page like that shown in FIG. 21. In the example shown, three
root-level categories are presented, BUSINESS, RECRE-
ATION, and WEBWHO95. The user selects one of these
categories to show further subcategories, as seen in FIG. 23,
which is displayed in response to the user selecting WEB-
WHO9S5. A single subcategory is shown—INDEX, having
9250 entries. The entries are listed by title within the lower
part of the page. The user may select how many entries are
to be displayed at a time in order to quicken response time.
Also, presorts are used in order to quickly display the results
of a category or keyword search.
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When Example is selected, the user is presented with a
page like that shown in FIG. 2K. The user enters the
information to be searched in any field or combination of
fields to be searched.

To add a new entry to the database, the user is presented
with a page like that shown in FIG. 2L. Each information
item in the upper portion of the form is required, unless
otherwise indicated. If a required item is not provided, the
program will redisplay the form and request the user to
complete all required items. Optional items include middle
name, alternate phone number, fax number, URL#1, and
URL#2.

The remainder of the form is used to enter up to twenty
keywords and a description of the user’s entry, to be
displayed with the entry.

Following entry of keywords and a description of the
entry, the user is requested to choose a category for the entry
by presenting the user with a page like that shown in FIG.
2M. The user can navigate the category tree until he or she
has located the desired category and then select that cat-
egory. If none of the categories is adequate, then the user
may define his or her own category, by entering the name of
the category and a short description of the category. The new
category will then be added to the category tree.

A sample mini homepage is shown in FIGS. 2N and 20.
The mini homepage may be located by searching the data-
base and then selecting the corresponding entry, or may be
retrieved directly by URL. The URL of the mini homepage
itself should not be confused with URL#1 and URL#2 listed
on the mini homepage. The latter refer to independent
resources. The URL of the mini homepage itself is, for
example, based on a unique transaction ID assigned to each
entry and may be entered into a browser program to view the
mini homepage directly without searching.

When Update is selected (FIG. 2G), the user, having
entered the correct transaction ID and password, is presented
with a page like that shown in FIG. 2P. The corresponding
mini homepage is displayed, and the user is requested to
update the mini homepage (the “post”). When the user has
edited the entry to his or her satisfaction, the user presses
UPDATE. The user is then presented with a further page like
that shown in FIGS. 2Q and 2R, giving him or her the
opportunity to review one final time the comments and
keywords. To change the comments or keywords, the user
presses BACK. The user can also change the category of the
entry by pressing the Change category button. To accept and
complete the update, the user presses a Done update button.

A page like that shown in FIG. 28 is then presented. The
user is required to enter the identification number of the post.
If the identification number is entered correctly, the post is
updated, and a page like that shown in FIG. 2T is presented
to the user, confirming the update.

Referring now to FIG. 3, the operational steps involved in
the present system and method are represented. The system
is accessed either directly by the user or by following a link
to the server site, for example the URL, WebWho.com. The
name WebWho™ is a trademark of the present assignee.

The user is first presented with a page 301 (index.shtml)
allowing the user to select from different services, including
whois and traceroute. As described previously, whois is an
Internet service that looks up information about a user in a
database. Traceroute is a program that permits a user to find
the path a packet will take as it crosses the Internet to a
specific destination. Whois and traceroute are known ser-
vices. Previously, however, use of these services has typi-
cally required “root-user access” on a UNIX host. In accor-
dance with one aspect of the present invention, these
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services are HTML front-ended and made available to all
users, together with further hyperlink services that greatly
increase the utility of the underlying whois and traceroute
services.

Referring to FIG. 5, whois and traceroute are made
readily available to all network users through HTML front-
ending using CGI scripts. The actual whois code 501 and
traceroute code 503 remains within the root directory 500 on
a UNIX host. Respective CGI scripts are provided, namely
whois.cgi (505) and traceroute.cgi (507), that have root user
privileges and that provide HTML front-ending between the
user and their respective services. For example, when a user
selects the WebWho Whois service from the main page of
FIG. 2A, the whois.cgi script 505 is invoked to pass the user
input to the root directory whois service 501 and cause it to
service the user’s request. Output from the root directory
whois service 501 is passed back from the whois.cgi script
505 in HTML format. The same description applies equally
to the traceroute.cgi script and the root directory traceroute
service.

To further augment the whois and traceroute services,
hyperlink services are provided. The root directory whois
and traceroute services are provided with a parsing routine
509 that parses the output of these services to identify E-mail
addresses, domain names, [P names, etc.—character strings
containing period separators and/or the character “@.” The
parser then passes back this information to the CGI scripts
in the form of links, links to the whois.cgi script 505 in the
case of names and links to an E-mail.cgi script 511 in the
case of E-mail addresses. The E-mail.cgi script 511 controls
an E-mail utility 513 that may be located in the root
directory or in a different directory.

Whois and traceroute, as implemented as part of the
present invention, provide powerful new tools for serious
Internet tools. Using whois, the user may type in any address
with a “.com”, “.edu” or “net” extension and find the
physical address, phone number and the individual(s) that
the address represents. This ability may be used as a
powerful marketing tool to find a wealth of information
about people on the Internet. Also, whois can be used to
instantly check a domain name.

Traceroute may be used by System Administers to obtain
information to make their jobs much easier. Previously,
System Administrators have not been allowed to use trac-
eroute on a PC running any operating system other than
UNIX.

Whereas whois and traceroute are more technically ori-
ented, “WebBook™ allows non-technical users to take advan-
tage of the capabilities of the Web with a minimum of effort.
WebBook allows a user to have HTML-front-ended access
to a database of mini homepages in order to search, add
entries to, or update previous entries in the database.

Referring again to FIG. 3, if WebBook is chosen, a login
routine 303 may request the to enter identifying information
of the type that would normally be found on a business card,
for example. Presently, although Web sites are able to track
the user’s access point to the Web (for example, a particular
slip connection through an Internet Service Provider), this
information often gives no indication who the user really is.
Such information is important in order to evaluate the extent
to which a target audience is being reached.

The user may choose an option that allows the user to
bypass the login request. The request for information as to
the identity of the user therefore may or may not be
complied with; moreover, the information provided may or
may not be accurate. As an incentive to provide the
requested information (and, it is hoped, the correct infor-
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mation), users providing the requested information may be
given more complete access to the database than users who
do not provide the requested information. Users providing
the requested information are assigned a user ID to be used
during subsequent accesses and are requested to choose a
password. The password may be required to access some
system services. To further encourage voluntary login, users
that have complied with the login request and have been
assigned a user ID may be afforded the ability to customize
the user interface and maintain the resulting look and feel
between uses. This customization is performed in a known
manner by storing on the host a user preferences file and
accessing the file to restore user preferences when a valid
user ID is provided.

For a period during the initial stages of the service, while
the database is still being built up, it may be desirable to
allow all users complete access to the database regardless of
whether or not they have identified themselves.

Following the login procedure, the user is provided with
a page 305 presenting the different ways that the user may
interact with the database. For example, a user may search
the database, add a new entry to the database, or update a
previous entry to the database by that user. Each of these
options will be described in turn.

If the user chooses to search the database, the user is
provided with a page 307 concerning different search
options. A search may be performed on one or more of a
number of different database fields, depending on the orga-
nization of the database entries. For example, in a preferred
embodiment, the database entries include the following
defined fields:

uid country

fhame email

Iname url

mname keywords

title comment

ident category

phone 1 active

phone 2 start.sub.-- date
fax expire.sub.-- date
addr infol (Reserved)
city info2 (Reserved)
state info3 (Reserved)
zipcode info4 (Reserved)

In one embodiment, searches may be performed by cat-
egory, by keyword, by URL, or by example. To facilitate
rapid retrieval of information, presorted listings may be
stored for each category and keyword or for some number of
the most common categories and keywords. To search by
example, the user is provided with a form having the same
organization as the database entries. The user fills in infor-
mation in the fields of interest. The search then returns
information concerning entries having matching information
in those fields. Entries are displayed in list fashion by title
on a page 309.

The number of entries produced by a search may be very
large. Therefore, instead of displaying a listing for all of the
entries at once, the entries may be displayed ten at a time, for
example. Alternatively, only the first 100 or 200 entries may
be displayed.

While some sites may provide information and services
free of charge, for example as a result of volunteerism or
advertising subsidies, other sites may have a business model
in which users are charged for information or services or
both. For such a site, it becomes critical to protect the
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information stored in the database. Therefore, unlike some
existing databases in which actual hypermedia links to Web
homepages are stored in the listed items, in order to prevent
effectual pirating of the database, links are embedded only
in the full entry itself, not in the entry listings. Otherwise a
user could simply store a voluminous listing or various
different listings, with their accompanying hypermedia
links, and thereby capture in large part the entire benefit of
the database. Instead, an item in a listing is intended only to
give the user enough information to gauge the user’s further
interest in an item. If the user is interested in an item, the
user may select that item, causing the full-page entry to be
provided. The full page entry includes links to any E-mail
address or URL that the owner of the entry may have
provided, thereby providing a link to that person’s or orga-
nization’s homepage (or to some other homepage).

If the user bypassed login, as determined in step 311, he
or she will normally be returned to the login procedure when
attempting to select an entry to view it in its entirety. If the
user has logged in, then the user may select an entry and the
corresponding full page 313 will be served to the user.

The full page entry 313 need not be limited to text alone
but may be a complete hypermedia page, including possible
graphics or other non-textual content. In this manner, for
person’s or organizations not having any independent Web
homepage, the entry can function as a “mini-homepage,”
i.e., a single page hypermedia document. Furthermore, the
mini-homepage may have its own URL, allowing it to be
accessed directly without performing a search of the data-
base. For example, a URL for a mini homepage might be
http://webwho.com/view?id=xxxx, where XxxXx represents a
transaction ID assigned to each entry in a manner described
below.

Alink 315 is embedded in the mini-homepage to allow for
the page to be updated. Prior to describing the manner in
which the mini-homepage is updated, however, the manner
of'adding a new entry to the database will first be described.

In order to add an entry to the database, a user must login,
during which the user chooses a password, or must have
logged in during a previous visit to the site. When the user
chooses to add a new entry to the database, a unique
transaction ID is created for that entry, to be used throughout
the life of the entry. A unique transaction ID may be created
in any of many different ways. For example, the transaction
1D might be the date (e.g., 951215) and the entry number for
that date (e.g., 00215). Alternatively, the transaction 1D
might be the time of day (e.g., HHMMSS) and the process
ID of the host machine process that is servicing the user’s
request. In one embodiment, the transaction ID is a 14-digit
hexadecimal number in which eight digits represent the
number of seconds since an arbitrary date (e.g., Jan. 1,
1970), four digits represent the process ID running on the
host machine, and two digits represent a portion of the
machine IP address (to distinguish between different host
machines).

Once a transaction ID has been assigned, the user is then
provided with an entry form 317 having fields corresponding
to the various fields of a database entry as described previ-
ously. The user fills out the form and presses a screen button
when the entry is complete. The form may have one or more
checkboxes 319 to indicate the desire to include with the
entry one or more non-textual elements, such as a graphic
image, etc. Also, if desired, different templates may be
provided governing the appearance of the finished page,
with the user selecting a desired template.

Non-textual content may be obtained from the user in any
of' a number of different ways. For example, the user may
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transfer to the site a file containing the non-textual content
using the File Transfer Protocol (FIP) with the same user ID
and password as when the entry was added.

During the entry process, the user is prompted to enter
keywords to facilitate later searching of the database and
location of the entry. Furthermore, the HTML front-end
tools may assist in developing keywords for the entry. A
pre-searchtsort tool, for example, might take the 2000 top
keywords found in the database within the keyword field and
do a total text search throughout the database for these
keywords. If one or more of these keywords appears in the
description (“comment” field) of an entry but not in the
keyword list, these keywords are then added to a keyword
extension field for up to some number of keywords, e.g. five.

If the server site is based on a pay-for-service model, the
form will also call for the user to enter a credit card number
as the last piece of information. Secure, on-line credit card
processing will then be performed to bill the user, either on
a onetime basis, on a periodic basis, or on an occasional
basis as future services may require. Although various
methods of processing credit card transaction on-line have
been proposed, with various degrees of attendant security,
such processing is preferably performed in accordance with
a proprietary method developed by the assignee to provide
the highest level of security possible.

After an entry has been made, it may be updated at any
time by one able to provide the transaction ID assigned to
the entry and the user password, i.e., by the user or one
acting on behalf of the user. The update option may be
entered directly, or the entry to be updated may first be
viewed as the result of a search and the update screen button
315 then pressed. The user is then prompted to supply the
correct transaction ID and password (page 321), failing
which the user will not be allowed to update the entry.

If the transaction ID and password are correctly supplied,
then the equivalent of a new entry form will be provided to
the user will the current information pertaining to the entry
already filled in. The user may then modify the entry. If a
charge is made for updating the entry, preferably the credit
card information from the earlier creation of the entry will
have been stored in a highly secure fashion, avoiding the
need to reenter the information. Both security and conve-
nience are thereby enhanced.

Nothing in the process of adding, searching and updating
entries requires manual intervention. Rather, the entire pro-
cess is automated and may be made available continuously,
24 hours a day, 365 days a year. Like a publicly-accessible
bulletin board, the content that is posted on the database is
entirely within the control of the user, both at the time the
entry is posted and all times thereafter.

Referring now to FIG. 4, various ones of the HTML
front-ending tools of FIG. 1 and their functional interrela-
tionships will now be described.

When a user visits the site and the WebWho option is
selected, a page WebWho.html (401) is served to the user,
offering the user various options, including, for example,
options to search the database, add a new entry, update an
existing entry, change the user’s password, or to log in if the
user has not previously done so. In an exemplary embodi-
ment, the routines illustrated in FIG. 4 are standard C
routines, called from a single CGI script. In other embodi-
ments, the routines may be called by separate scripts, and
may be written other languages such as in a UNIX shell
language, or in one of a number of emerging Internet
computer languages such as Java.
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The Options routine 403 reads in the user’s choice and
invokes one of the five following routines: Search (405),
Add (407), Update (409), Changepw (411), and Login (413).
Each of these options will be described in turn.

If Search is chosen, the Search routine 405 initiates one of
several possible search functions. In a preferred embodi-
ment, these functions include a categories search, an
example search, and a keyword search. According to the
search function chosen, the Search routine invokes one of
the following routines: Categories (415), Example (417),
and Key.sub.—Search (419).

Categories are represented in computer memory in the
form of a tree structure. A categories search starts from the
root level, with the Categories routine 415 displaying all the
categories available at that level, and all the entries (or up to
some number of entries) belonging to that level. The user
can click on any category to go to the next level, and can
click on any entry to bring up the mini page of the entry.

If Example is chosen, the Example routine 417 displays a
form for the user to fill in any field he or she wants to search
on. The Example routine 417 reads in the information and
displays all the entries that match what has been specified.

If Keyword is chosen, the Key.sub.—ysearch routine 419
displays text boxes to read in up to a specified number of
keywords (e.g., four) to search on. The Key.sub.—search
routine 419 displays all the entries that match the specified
keywords.

When a user clicks on one of the entries returned by a
search function, the mini page is displayed by a List.sub.—
entries routine 421. List.sub.—entries displays the mini page
for a particular entry and also contains an update button for
the user to update that particular entry.

When a user specifies that he or she wants to edit the entry
currently being displayed, the Update routine 409 performs
a check to see if that page belongs to the user currently
logged in. If so, updating is initiated by invoking an Update
post routine 423. Otherwise, an Update.sub.—login routine
425 is called to allow the user to perform the correct login
sequence. The Update.sub.—login routine 425 reads in a
user ID and password and matches them against the database
to determine if the user is the owner of the mini page
currently being displayed. Updating is not allowed until the
correct user ID and password are entered.

The Update-post routine 423 displays an entry form with
values filled in from the information stored in the database.
It invokes a Do.sub.—update routine 427 to process the new
values being entered. The Do.sub.—update routine reads in
the new information, makes sure that all the required infor-
mation is filled. If not, a routine Do.sub.—missing is
invoked. When all of the required information has been
supplied, a Update.sub.—key routine 429 reads in the key-
words and comments from the database entry, displays them,
and asks the user to confirm. The user can go ahead and
update the database or can change the category the entry
currently belongs to.

If the user chooses to change the category, a Change-
.sub.—cat routine 431 displays all the categories at the root
level. The user can click on one of the categories to go to the
next level or can specify a new category on the current level.
If the user chooses to go ahead and update the database,
another form is displayed to read in the identification
number of the entry. A Get.sub.—ident routine 435 is then
invoked. If the user chooses to change the category, an
Update.sub.—cat routine 433 handles navigation through
the categories tree. It will keep displaying the categories on
the current level until the user has decided on a category or
has specified a new category.
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The routine Get.sub.—ident 435 reads in the identification
number and matches it against the identification number
stored in the database for the current entry. If they match, the
database is updated; otherwise, the program declines the
update.

Entries may also be updated directly without searching,
using the Update routine 409. If a user is currently logged in,
the Update routine 409 displays all the entries belonging to
that user. Otherwise, the Update.sub.—login routine 425
performs a login and displays all the entries belonging to the
newly logged-in user. The remaining update routines have
already been described as a continuation of the search
options and will therefore not be further described.

When Add is selected, the Add routine 407 displays an
empty form to allow the user to fill in all the information.
The Add routine 407 processes the information that has been
entered, using the Do.sub.—missing routine to make sure
that all the required information is entered. The Do.sub.—
missing routine displays the form again until all the required
information is entered.

After all the required information has been entered, a
Get.sub.—info routine 437 displays another form to read in
the keywords and comments. A Confirm.sub.—info routine
439 processes the keywords and comment being entered and
displays them again, asking the user to confirm. After the
user confirms the keywords and comments, a Pick.sub.—cat
routine 441 acquires the category using the same mechanism
previously described in relation to Update.sub.—cat. If the
user is not logged, in he or she is logged in, and a new user
ID is determined. A form is then displayed to read in the
user’s password. A Get.sub.—pw routine 443 reads in the
password and displays a form to read in credit card infor-
mation. A Get.sub.—cc routine 445 verifies the credit card
information. If the transaction is authorized, it adds the new
entry into the database; otherwise, it rejects the entry.

The remaining routines are administrative in nature. The
user may wish to change his or her password. If the user is
not currently logged in, a login is performed by calling a
Changepw.sub.—login routine 447. Changepw.sub.—login
reads in the user ID and password and matches them against
the values in the database. A form is then displayed to read
in the new password. The Changepw routine 411 actually
updates the database with the new password.

The Login routine 413 reads in the user ID and password
and checks them against the database. If the user ID and
password are correct, operation begins at the main page with
the user logged in as the new user.

It will be appreciated by those of ordinary skill in the art
that the invention can be embodied in other specific forms
without departing from the spirit or essential character
thereof. The foregoing description is therefore considered in
all respects to be illustrative and not restrictive. The scope of
the invention is indicated by the appended claims, and all
changes which come within the meaning and range of
equivalents thereof are intended to be embraced therein.

The invention claimed is:

1. A method for providing a pay-for-service web site
comprising:

providing a web server coupled to a computer network

having a database operatively disposed within and
accessible on said network;

providing an HTML front-end entry process associated

with the web server;

executing an HTML front-end entry process, said HTML

front-end entry process being configured to:

create a personal homepage for an owner;

store said personal home page in said database;
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index said personal homepage in said database in a
user-defined category; and

receive a fee from said owner for making said personal
homepage accessible on said network.

2. The method of claim 1 wherein said personal homepage
includes a description associated with said user-defined
category.

3. The method of claim 2, further including non-textual
information associated with said user-defined category.

4. The method of claim 3, wherein said non-textual
information includes graphics.

5. The method of claim 1 further including the act of
indexing said personal homepage using keywords.

6. The method of claim 5 wherein said indexing includes
associating said user-defined category to said keywords.

7. The method of claim 6 wherein said indexing includes
associating said user-defined category to a second set of
keywords.

8. The method of claim 7 wherein said graphical infor-
mation is associated to an additional user-defined category.

9. The method of claim 1 wherein said personal homepage
further includes personalized information.

10. The method of claim 9, where said personalized
information includes a URL to the owner’s homepage.

11. The method of claim 1, further including the act of
password-protecting an account associated with said owner.

12. A web server for providing a pay-for-service web site
comprising:

a web server coupled to a computer network having a
database operatively disposed within and accessible on
said network;

an HTML front-end entry process associated with the web
server;

the HTML front-end entry process configured to:
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create a personal homepage for an owner;

store said personal home page in said database;

index said personal homepage in said database in a

user-defined category; and

receive a fee from said owner for making said personal

homepage accessible on said network.

13. The web server of claim 12 wherein said personal
homepage includes a description associated with said user-
defined categories.

14. The web server of claim 13, further including non-
textual information associated with said user-defined cat-
egory.

15. The web server of claim 14, wherein said non-textual
information includes graphics.

16. The web server of claim 12 further configured to index
said personal homepage using keywords.

17. The web server of claim 16 wherein said indexing
includes associating said user-defined category to said key-
words.

18. The web server of claim 17 wherein said indexing
includes associating said user-defined category to a second
set of keywords.

19. The web server of claim 18 wherein said graphical
information is associated to an additional user-defined cat-
egory.

20. The web server of claim 12 wherein said personal
homepage further includes personalized information.

21. The web server of claim 20, wherein said personalized
information includes a URL to the owner’s homepage.

22. The web server of claim 12, further configured to
password-protect an account associated with said owner.

#* #* #* #* #*
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Reply to:  Reno

1381 9th Ave.
San Francisco, CA 94122-2308

Re:  Craigslist Website

Dear Mr. Buckmaster:

Watson Rounds represents GraphOn Corporation, a Santa Cruz company that cwrs :
extensive patent portfolio for internet-based products and services. We have reviewed
the Craigslist website in detail, and believe that there may be interest on the part of
Craigslist in licensing four of GraphOn’s patents, U.S. Patent No.’s 6,324,538,
6,850,940, 7,028,034 and 7,269,591. We have attached these patents, along with
preliminary charts outlining the patent claim elements, the corresponding Craigslist
website pages for its paid employment listings that satisfy these elements, a Markman
Order from the Eastern District of Texas that interprets two of the patents’ key
elements, and a sample licensing agreement.

Once you have reviewed these materials, we would appreciate an opportunity to meet
with you to discuss licensing options for these patents, and perhaps other patents in the
GraphOn portfolio. To date, GraphOn has licensed its portfolio, to AutoTrader.com,
Classified Ventures (Cars.com). Careerbuilder.com, Google, Yahoo!, eBay and others,
and it would appreciate the opportunity to add Craigslist to this growing list without
time-consuming and costly litigation for both parties.

We look forward to hearing from you.

~Sincerely yours, ?

Michael D. Rounds, Esq.
WATSON ROUNDS
A Professional Corporation



LICENSE AGREEMENT

This License Agreement is made between GraphOn Corporation (“GraphOn”), a
Delaware corporation with its principal place of business at 5400 Soquel Avenue, Suite
A2, Santa Cruz, California, and Craigslist, Inc. (“Craigslist™), a corporation duly
organized and existing under the laws of the State of Delaware, having a place of
business at 1381 9™ Avenue, San Francisco, CA 94122. GraphOn and Craigslist may be
referred to herein singularly as “Party” or collectively as “the Parties.” The effective date
of this Agreement is August __ , 2009 (“Effective Date.”).

WHEREAS, GraphOn alleges infringement of U.S. Patent No.’s 6,324,538 and.
6,850,940 against Craigslist;

WHEREAS, the Parties desire to settle and resolve all differences and disputes
that exist or may exist between them and in connection with such resolution, GraphOn
wishes to license Craigslist (as defined in paragraph 3) certain patent rights and Craigslist
wishes to obtain such patent rights;

NOW THEREFORE, in consideration of the following terms, covenants and
conditions, the Parties agree as follows:

1. “Patent Rights” means:

-~ (a) The patents acquired through GraphOn'’s acquisition of Network
Engineering Software, Inc. including United States Patent Nos. 5,870,550, 6,647,422,
7,386,880, 5,778,367, 6,324,538, 6,850,940, 7,028,034, 7,269,591, 5,826,014, 6,061,798,
7,127,464, 7,360,244, 7,380,273, 7,383,573, 5,898,830, 6,052,788, 6,804,783, 6,751,738,
7,269,847, 7,249,378, 7,028,336, 7,249,376, 7,424,737 and 5,790,664 (“the Patents™);

(b) all patents issued or issuing on any continuation, continuation-in-
part or divisional application, claiming priority to any of the Patents;

(c) all patents issued or issuing on all foreign patent applications
claiming priority to any of the Patents; and

(d) all re-issues, re-examinations and extensions of any of the Patents;
and

2. GraphOn warrants that it owns all right, title and interest in and to the
Patent Rights and that it owns no patents as of the Effective Date other than the patents
listed in Section 1 above.

3. The term “Craigslist” shall mean Craigslist, Inc. and any corporation,
company, or other entity which is now or in the future directly or indirectly controlled by
Craigslist (each, a “Craigslist Affiliate”). The term “control” as used in this Section 3



shall mean ownership of more than 50 percent of the outstanding shares representing the
right to vote for directors or other managing officers of such corporation, company or
other entity, or, for a corporation, company or other entity which does not have
outstanding shares, more than 50 percent of the ownership interest representing the right
to make decisions for such corporation, company or other entity; provided, however, such
corporation, company or other entity shall be deemed part of Craigslist only so long as
such “control” exists. Where Craigslist and/or any Craigslist Affiliate(s) now or in the
future jointly or collectively control an entity (through aggregation of their respective
ownership interests), that entity shall also be included in the definition of Craigslist
within the meaning of this paragraph. However, control of any future entity shall be
acquired for a legitimate business purpose and not for the purpose of undermining
GraphOn’s ability to license its Patent Rights to third parties.

4. (a) GraphOn hereby grants Craigslist a world-wide, non-exclusive,
fully paid up, irrevocable license to practice and have practiced on behalf of Craigslist all
claims to the Patent Rights.

(b) GraphOn covenants not to sue Craigslist, its officers, directors,
employees, successors, paragraph 4(c) sublicensees or assigns, or any provider, customer
or user of any web site or other product, system or service operated by or on behalf of
Craigslist for violation of Patent Rights based upon any activity prior to or after the
Effective Date of this Agreement. '

(c) Craigslist has no right to assign, license or sublicense any of the
Patent Rights, except in the case of an acquisition, merger, reorganization or sale of all or
substantially all of the assets of Craigslist, in which case the rights under this Agreement
may be assigned to the applicable successor or acquiring entity without the prior consent
of GraphOn, but only to the extent of the operational scope of Craigslist’s business at the
time of the transfer. Craigslist may also sublicense its rights under this Agreement to an
entity acquiring a portion of Craigslist’s business, but only to the extent of the operational
scope of the acquired portion of Craigslist’s business at the time of the transfer. Any
such sublicense shall be for a legitimate business purpose and not for purposes of
undermining GraphOn’s ability to license its Patent Rights to third parties.

(d) Any transfer of any of the Patent Rights by GraphOn in the future
shall be made expressly subject to the licenses, releases and covenants not to sue granted
Craigslist herein. :

5. Craigslist shall pay a one-time fee to GraphOn of $ for the
license to the Patent Rights identified herein. Craigslist shall pay the one time fee in a
single payment within seven (7) business days of the execution of this Agreement.
Payment shall be made by wire transfer to Watson Rounds, counsel for GraphOn: First
Independent Bank of Nevada, Watson Rounds Client Trust Account, Routing No.
121202062, Account No. 013014519.



6. GraphOn, on the one hand, and Craigslist, on the other, forever mutually
discharge and release each other, and their past and present officers, directors,
shareholders, subsidiaries, affiliates, agents, representatives, employees and attorneys,
from any and all claims and causes of action of whatever kind or nature, whether known
or unknown, that relate in any way to the infringement, validity or unenforceability of the
Patents. The Parties understand and agree that the releases set forth in this Agreement
extend to all claims of any nature and kind, whether known or unknown, suspected or
unsuspected, except for actions necessary to enforce the terms of this Agreement. With
respect to such releases, the Parties hereby expressly waive and relinquish any and all
rights under Section 1542 of the California Civil Code, which provides as follows:

“A general release does not extend to claims which the creditor does not
know or suspect to exist in his favor at the time of executing the release,
which, if known to him, must have materially affected his settlement with
the debtor.”

7. The terms of this Agreement are confidential between the Parties and mzy-
not be disclosed to any third party person, entity or organization except as required by the
SEC, subpoena, written discovery or other law or regulation. In the event disclosure is
required, the disclosing Party shall limit the disclosure and maintain the confidentiality of
this Agreement and its terms to the extent permitted by the SEC, subpoena, written
discovery, applicable law or regulation. For example, GraphOn shall use its best efforts
to disclose in its SEC filings only the gross amounts that it has received in settlement and
licensing revenues from Craigslist and perhaps other third parties, but not the amount
paid as a fee by any one entity. Any press release issued by either Party shall simply state
that the Parties have resolved their differences. Notwithstanding the foregoing, subject
to the restriction of this Section 7, each Party is permitted to disclose the terms of this
Agreement to necessary officers, directors, employees, contractors, auditors and
professional advisors and Craigslist is permitted to disclose the terms of this Agreement
to any corporation, company or entity that has rights hereunder, including any entity in
the definition of Cralgshst and any of Craigslist’s actual or potentlal SUCCESSOTS,
sublicensees or assigns herein.

8. The term of this Agreement shall be from the Effective Date until the last
to expire of the Patent Rights, however the covenants not to sue in Section 4(b) and the
release in Section 6 shall survive any such expiration.

9. Each of the Parties represents, warrants and agrees that it has not assigned
or otherwise transferred to any third party any interest in any claim it may have against
another Party to this Agreement, and agrees to indemnify and hold all other Parties herzio
harmless from any liability, including but not limited to, attorneys fees, costs and
expenses, resulting from its having assigned or transferred such an interest to a third

party.



10.  This Agreement may be executed by the Parties in counterparts and
exchanged by electronic means, with the same effect as if all Parties had signed the same
instrument.

11.  This Agreement shall be governed by the laws of the State of California,
exclusive of its conflicts of law principles. The Parties consent to exclusive jurisdiction
of the state and federal courts located in the Northern District of California for the
resolution of any disputes arising out of this Agreement.

12.  This Agreement constitutes the complete, final and exclusive embodiment
of the entire agreement between the Parties with regard to the subject matter hereof. It is
entered into without reliance on any promises or representations, written or oral, other
than those expressly contained herein, and it supersedes any other promises, warranties or
representations. This Agreement can not be modified or amended except in writing,
signed by the Party to be bound by the modification or amendment which specifically
mentions this Agreement.

13.  The Parties to this Agreement and their counsel have participated jointly
in the negotiation and drafting of this Agreement, and for all purposes this Agreement
shall be deemed to have been drafted jointly by the Parties and their counsel.

14.  The Parties execute this Agreement freely and voluntarily and without
acting under any duress or in reliance upon any threat made by or on behalf of the other
Party. Each Party has consulted with or has had an opportunity to consult with counsel of
their own choice about the legal effect of entering into this Agreement.

15.  Ifacourt of competent jurisdiction determines that any term or provision
of this Agreement is invalid or unenforceable, in whole or in part, then the remaining
terms and provisions hereof shall be unimpaired. Such court will have the authority to
modify or replace the invalid or unenforceable term or provision with a valid and
enforceable term or provision that accurately embodies the Parties’ intention with respect
to the invalid or unenforceable term or provision.

16.  Inthe event of any action or proceeding alleging the breach of this
Agreement, the Party prevailing in such action or proceeding shall be entitled to récover
from the Party who breaches the Agreement, not only the amount of any judgment or
order, but also such other costs and expenses as may be reasonably incurred by said
Party, including court costs and reasonable attorney fees and all other reasonable cost and
expenses, whether taxed or otherwise, incurred in connection with said action or
proceeding. Such additional recovery, provided for in this paragraph 16, will be
contingent upon a finding of the Court that the recovering Party was the prevailing Party
in the action and that the breach giving rise to the recovery was a material breach of this
Agreement.



17.  The Parties acknowledge and agree that all rights and licenses granted by
GraphOn under or pursuant to this Agreement are, and shall otherwise be deemed to be,
for purposes of Section 365(n) of the United States Bankruptcy Code, as amended (the
“Bankruptcy Code”), licenses of rights to “intellectual property” as defined under Section
101 of the Bankruptcy Code. The Parties agree that, notwithstanding anything else in this
Agreement, Craigslist, as a licensee of such intellectual property rights under this
Agreement, shall retain and may fully exercise all of its rights and elections under the
Bankruptcy Code (including, without limitation, Craigslist’s right to the continued
enjoyment of the rights and licenses granted by GraphOn under this Agreement).

18.  Each person who executes this Agreement on behalf of GraphOn or
Craigslist, respectively, represents and warrants to the other Party that he or she has the
authority of the directors and officers of said entity to do so, and each Party agrees to
indemnify and hold harmless the other Party from any claim that such authority did not
exist.

19.  This Agreement shall be binding upon and inure to the benefit of the
permitted successors and assigns of each of GraphOn and Craigslist.

20.  Nothing in this Agreement, including the payment described in Section 5,
shall be deemed an admission of patent infringement, validity or enforceability or any
other liability by Craigslist.

GraphOn Corporation,

a Delaware corporation

Dated: By:

Its:

Craigslist, Inc.,
a Delaware corporation

Dated: By:

Its:
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glaska
arizona
arkansas
cealifornia
colorado
connacticut
de
delaware
fiorida
georgia
guam

havy
idaho
ilinois
indiana
owa
kansas
kentucky

maire
maryland
mass
michigarn
minnesota
mississippt
missouri
montana

n carclina

n hampshirg
nebraska
nevada
new jersey
neky mexico
new york
rorth dakcta

oklahoma
oregon
pennsylvania
puerto rico
rhade istand
3 carolina
south dakota
tennessee
texas

utsh
vermont
virginia
vrastington
west virginia
WISCONSIN
Wy oming

countries

argenting
australa
austria
bhangladesh
belgium
brazil
canada
caripbean
chile

china
colombia
costa rica
czech repub
denmark
egypt
fintand
france
germany
great britain
greece
hong kong
hungary
ndise
indonesia
irefand
israsl

taly

japan

korea
lebanon
{uxembonry
medaysia
mexico
micronesia
netherlands
new zealand
norway
pakistar
pansma
peru
philippines
poland
portugat
russia
singapore
south africs
IPAIN
sweden
switzerland
taivran
thailand
turkey

UAE

UK
uruguay

venezIlela
vietham

hwn;_w\
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File Edt View Favorites Tools Help

£7 Windows Live - what's New  Profile  Mail

9 SF bay area craigslist | posting >

Calendar MSN  Share

SF bay area craigslist > > create posting
Your posting will axpire from the site in 30 days.

Please post to a single geographic area and category only -- cross-posting to multiple cities or categories is not allowed
‘What type of posting is this:

o job offered

resume / job wanted

housing offered

housing wanted

for sale (please review this partial list of prohibited items’

item wanted

gig offered (I'm hiring for a for a short-term, small, or 0dd job)

sernce offered

ersonal / romance

community

event

\A Gmal - Inbox Cmuv..m_.,.,,.v” {7 5F bay area craigslist...

log in to your account
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File .m,n_w view Favorkes Tools Help

W B @) sFbay area craigslst | posting > jobs

Sign in

e v - -Page v . Tools ~

»

I I (e Ui e B M e W e B B

1 1 T i e e B

SE bay area craigslist > jobs > create posting

Your posting will expire from the site in 30 davs.

Your current total: $75

Select one or more categories.

—
i

accounting/finance jobs
adminfoffice jobs :
architectfenginéer/CAD jobs (no IT/computer jobs here please)
art/mecha/design jobs
business/mgmt jobs

customer service jobs
educahon/teaching jobs

et cetera jobs
foodibeveragethospitality jobs
general labor jobs
govemment jobs

healthcare jobs

human resource jobs

internet engmneering jobs
legal/paralegal jobs
manufacturing jobs
marketing/advertising/PR jobs
nonprofit jobs

real estate jobs
retaillwholesale jobs

sales jobs

salon/spaffimess jobs
science/biotech jobs

secunty jobs

skilled trades/artisan jobs
software/QADBAfetc jobs
systems/networking jobs
technical support jobs
transportation jobs
v/filmfvideofradio jobs
web/HTML/nfo design jobs
wnting/editing jobs

) \_\n m&&.é&ox {15)= E.:_ B £ SF bay area craigslist...

log in to your account
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File Edt View Favorites  Tools  Help
£7 windows Live B - what's New

o g e SF bay area craigslist | posting > jobs

Profle  Mall

Calendar  MSN

U

accounting/finance jobs
adminfoffice jobs
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art/media/design jobs
business/mgmt jobs
customer service jobs
education/teaching jobs

et cetera jobs
food/beverage/hospitality jobs
general labor jobs
government jobs

healthcare jobs

human resource jobs
internet engineering jobs
legal/paralegal jobs
manufacturing jobs
marketingfadvertising/PK jobs
nonprofit jobs

real estate jobs
retailfwholesale jobs

sales jobs

salon/spa/fimess jobs
science/biotech jobs
security jobs

skilled tradesfartisan jobs
software/QA/DBAletc jobs
systems/networking jobs
technical support jobs
transportation jobs
tv/filmfndeofradio jobs
web/HTML/info design jobs
writing/editing jobs

-
i

TN

Your current total: $75

|
7 New category needed? Suggest one here

tart | ¢ Gmai-Inbox (1S) N

£7 sF bay areacraigs

architect/engineet/CAD jobs (no IT/computer jobs here please)

% WR Desktop - CRrix Ko

< Sign in
- e v - -Page v .} Tools ~ ?
o : ~
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(2 0F 2)
~
@585@" +100% ~
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Fde Edit View Favorites Tools Help

&2 windows Live B} - . What'sNew Profle  Mal Photos Cslendar MSN  Share AR I S . Signin
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o ® 1 @) SF bay area craigsist | posting > legaljparalegal jobs Iy« i + - Page v - Tools v
SF bay area craigslist > legal/paralegal jobs >~ create posting log in to your account
- Your posting will expire from the site in 30 days. iApply for Account:

choose the area nearest you (or suggest a new one):

please note: your posting will also appear on the main site.

there is no need to cross-post to move thar one area - doing so may get vou flagged and or blocked - rhanks!

of san francisco

« south bay area

o east bay area

« peninsula

» north bay / marin

sanfa cruz co

i
|
1
{
i
1

hittps:{ipost.craigslist.orgisfop Jiglsfc

istart | £F G- Iobox (15)- ..

e #

/7 SF bay area craigslist... wR oom_nou G R
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File Edit view Favorites Tools Help

&7 wWindows Live Q-

Wwhat's New

o g “e.wmvm«.w‘om n-&nm:mm_vomﬁ.sov_mamcg&ool jobs

Profile  Mail  Photos

Calendar

MSN

Share

Your posting will expire from the site in 30 days.

: Which of these locations fits best? (suggest a new one

-

o alamo square / nopa

o bayview
+ bermnal heights

castro / upper market
o cole valley / ashbury hts
» downtown / civic / van ness
excelsior / outer muission
~ financial distnict
glen park
haight ashbury
hayes valley
| + mngleside / SESU/CCSF
o nner nchmond
+ inner sunset / UCSE
o laurel hts / presidio
o lower haight
s lower nob hill
o lower pac hts

* & o

» marnina / cow hollow

¢ mussion district

» nob hill

e noe valley

o north beach / tele

« pacific heights

» portola district

o potrero hull

« richmond / seachif

¢ russtan hull

¢ SOMA /south beach

» sunset / parkside

o tenderlom

o treasure island

o twin peaks { diamond hts
h » USF { panhandle
.f,.:._s%s.,éés

SF bay area craigslist (san francisco) > legal/paralegal jobs > create posting

bypass this step
{yvour postng may not
show up in by-location
searches)

\ SF bay area craigshist...
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" Signin
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File Edt View Favorites Tools Help
&7 Windows Live §2] - - what'sNew Profle Mal Photos Calendar MSN  Share PRt B S + Signin
R . i :
. o : : ) »
W& 4 (@) SF bay area craigsist | posting > legalfparalegal jobs 5o me v - -Page v - Took ~

SF bav area craigslist (san francisco) > legal/paralegal jobs > create posting

Your vo.wn.am will expire from the site in 30 days.

> san francisco > jobs > legaliparale

vcmmnum Title: Specific Location:
_ F_,amm:oc Paralegal |~ Reno
I
Wmm._q. to: r&nﬁminao_‘nogﬁ.noa E&mmﬁwﬂ.maoaoﬂsam.ng ;

~

, show C hide * anommize fwill show as: jod-rxxxxxxx@craigsiist.org! =
m«@ma_mum Description: Only one job description per posting please. Please see our FAQ for job posters

Qualified applicants will have extensive discovery & litigation support exparience, be detailed oriented, possess expenence in reviewing and drafng docunents, document conuot and client contact. Nlinimum of * vears
litigation support required and espenience with intellecrual propery litiganon swongly preferred. Miust have knowledze of Federal and State Court rules and procedures and e-filing. Excellent waung. communication and
overall case organization management skills are a must. This position requires strong computer skills, including knowledge of MS Word, Power Point and Oudook. Candidates must be self-monvated and have the abdiry
to work both independently and as part of a team in a fast-paced environment. Salar DOE. Fim offers a competitive salary and benefits package. Great apportunity for a daven, detail onented individual who wants to
workfor a firm that offers a positive and dynamic work environment

i Compensation: ([please be as detailed as possible]
| DOE

telecommuting ok | part-time [ contract | non-profit organization ! internship

direct contact by recruiters 1s ok I phone calls to you about this job are ok
ok to highlight this job opening for persons with disabilities [7]

_ Oozw_:cm

e

\M&Q\S\ Q

s Error on page.

" _mi.m,m..w&mxﬁﬂ-m_..: ¢ SF bay area craigsiist... - {7 imvnmﬁ . avﬂ_»:xx
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File Edt View Favorites Tools Help

v e _..nnuntoon.nym._om_ﬁ.Qo.Eo_gE:mmnbc.ocaqiNm:S.ummoENE»

& windows Live 0 I what'sNew  Profle Mal Photos Calendar MSN  Shars A e B Y - Signin
. R N . . P . — . ) . . »
o W ,emm bay area n._iomﬁ:uomnﬁo > legaljparalegal jobs \,_f v e - - “Page v - :Tools ~
ST bay area craigslist (san francisco) > legal/ aralegal jobs > create posting log in to your account
Your posting will expire from the site in 30 days. {Apply for Account!
Description Price
Litigation Paralegal
© legal'paralegal jobs 75.00
Total To Be Charged: 75.00

.:6 following ad will be posted to SF bay area (san francisco) craigslist for jalger@watsonrounds.com:

list > san francisco > jobs > legaliparalegal jobs

Litigation Paralegal (Reno)

Date: 2009-07-22, 3:26PM PDT

Hﬂnv—w to: yow anomymous craigsliss address will
!

appear hare Emsnreserserayin £

Qualified applicants will have extensive discovery & litigation support experience, be detailed oriented, possess expenence in reviewing and drafting documents, document control and client contact.
Minimum of 5 years litigation support required and expenence with intellectual property litigation strongly preferred. Must have knowledge of Federal and State Court rules and procedures and e-filing,

! Excellent writing, communication and overall case organization/management skills are a must. This position requires strong computer skills, including knowledge of MS Word, Power Pomt and Outlook.
1 Candidates must be self-motivated and have the ability to work both independently and as part of a team in a fast-paced environment. Salary DOE. Firm offers a competitive salary and benefits package.
Great opportunity for a driven, detail oriented individual who wants to work for a firm that offers a positive and dynamic work environrent.

« Location: Reno

+ Compensation: DOE

'« Principals only. Recruiters, please don't contact this job poster.

.» Please, no phone calls about this job!

o Dlease do not contact job poster about other services, products or commercial interests.

Continue Edit

, Hecwr F
Please remember that we don't edit or proofread vour posting and that the respousibility for the content is vours.

& Internet

CIrbox (15}~ e £

i WR Desktop - CRTIx K.,

Gmai

SF bay area craigshst...
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Fle Edit Vlew Favorites Tools Help
bgd Windows Live e - what's New  Profle  Mal Photos Calendar MSN  Share

W . Q)SF bay area craigsist | posting > legalfparalegal jobs
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- Sign in

»
V-\—/ - . - v -page v - Took ~

SF bay area craigslist (san francisco) > legal/paralegal jobs = create posting

Yowr posting will expire from the site in 30 days.

Terms of Use

1. ACCEPTANCE OF TERMS A

raigslist provides a collection of online resources, including classified
v ads, 3:.5: and various email services, (referred to hereafter as “the
Serv .no.; subject to the following Temms of Use {"TOU™}. By using the
Servi ,no in any way, you are agreeing to comply with the TOU. In addition,
when EEm m.EdnER Ranuww. services, vou agree to abide by any
nvm.rnuzn posted guidelines for all nn:mm__ﬂ services, which may change
from time to time. Should vou object to any tetm or condition of the TOC, ~
any guidelines, or any subsequent modifications thereto or become
dissatisfied with craigslist in any way. vour only recourse is to
immediately discontinue use of craigslist. craizslist has the night. butis
not obligated, to suictly enforce the TOU through self-help, community
moderation, active mvestgation, ktigation and prosecution.

2. MODIFIiCATIONS TO THIS AGREEMENT

We rederve the nght, at our sole discretion, to change, modify or
otherwise alter these terms and conditions at any time. Such modificanons
shall become effecuve inmediately upon the posting thereof. You must
reviewithis agreement on a regular basis to keep vourself apprised of anv
chariges. You can find the most recent version of the TOU at:

hup ww=v craigslist org about tems.of use.html

3. CONTIENT

You understand that all postings, messages, text, files. images. photos. v

[ ACCEPTthetermsofuse | | DECLIME the tems ofuse |

g Q:&..H#&oxﬁmv,..m:... © SF bay area craigslist.., 1 W imoﬂﬂoﬁ'nﬁ?x .

log in to your account
1A

by for Account;
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@ Internet
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File Edit view Favorites Tools Help
27 windows Live s - What's New  Profile  Mal Photos Calendar MSN  Share 7RG R < Signin
»
Loy v - :Page v ' Tools v

o &.w e SF bay area craigslist | posting > legalfparalegal jobs

log in to your account
Apply for Account;

SF bay area craigslist (san francisco) > legalparalegal jobs > create posting

Tour posting will expire from rhe site in 30 days.

Billing Options

 Log in to an existing craigslist Account

N ! C Pay now via Credit Card (American Express, MasterCard, Visa - no gift cards or pre-paid credit cards)

” _ Continue _

” At 7

¥ Internet + 100%

¢ Gnal- b (19)-

Hroy -

v £ SFbay area craigsist...




S'SF bay area craigslist |, posting > legal/paralegal jobs - Windgws Interne

5 |~ B ruwsiiostcraisist orgistol Mglstelx/DUKYZSHYGGEQIVRIA v oA £
File Edit View Favorites Tools Help
&7 windows Live & what'sNew  Profle  Mal Photos Calendar MSN  Share RN B TS -7 signin
. . . »
ET - 4 ; ‘emm bay area craigsiist | posting > legaljparalegal jobs \w, A o v - ~Page v _: Tools v
SE bay area craigslist (san francisco) > legal/paralegal jobs > create posting log in to your account

Your posting will expire from the site in 30 days.

Uomn,..mvaon Price
Litigation Paralegal

legal paralegal jobs 75.00

Total To Be Charged: 75.00

Required ftelds are in green.
The address entered in this form must EXACTLY match the billing address on your monthly credit card statement

Pledse enter your Credit Card information: (security info)
: Card Number: $758173428005238 Verification Number; 272 {\What's this’

{We accept American Express, MasterCard, and Visa - No gift cards or pre-paid credit cards!;

Hn_u?nzau Mouth/Year: 05 v 2012 v

Card Name. First: Michael L ast: Rounds
Card Address; 3371 Ketzke Lane
City: Reno Srate: NV Lip Posial Code: 88511

Couatry: % US 7 Canada

Who should we contact if we have questions about vour posting?
Contact Name: Jill Alger
.Contact Phoue Number: “73-32:2190

" Contact Email Address: jalger@watsonrounds.com

(Please click ONLY ONCE, this step may take up to 60 seconds.)
[ :Submit Credit Card Payment ]

# (Gt SO

i

|

| .
. Done) but with errors on page.

L7 Gma- Inbox (15} - ..

¥ Internet

£~ SF bay areacragslist... 3 .&no&.ﬂoﬂ.nﬁﬁ S




¢~ SF bay area craigslist | posting » legalfparalegal jobs - Windows Internet Explorer

e

G W . e_.._..Emiuo».n.naom_w”.oqo?_ﬂoczo_\m_“n?\UCbE~<~mj<6me<~E> . v ww s R o o-
Fle Edit View Favorites Tools Help

27 windows Live B3 - Whatsnew Profle Mal Photos Calendar MSN  Share .~ v e iy . +" signin
N L . o o "~ . ) ) i - . Yool »
w8 Q) SFbay area craigslist | posting > legaljparalegal jobs . A v - -Page v °.: Tools v

SF bav area craigslist (san francisco) > legal/paralegal jobs > create posting

log in to your account
Your posring will expirve from the site in 30 days.

{Apply for Ac

ot}

HE»F—G for posting with us, we really appreciate it!

A novw of your ad has been emailed to you, and should be live on the site in about 15 minutes.

U Paid to craigslist 2009-07-22 -- payment ID 9121744

Description Price
H\E.mwn.o: Paralegal

legal:paralegal jobs 75.00

Total To Be Charged: 75.00

NE
Retumn to SF bay area craigslist

/A

¥ Internet +100%

U - mhox (1919 £ 55 bay area cragest...
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£" craipstist | manage

@ & v @_._"GmS.ooa4Qm.nm__m".oa_ﬁsm:mombwmum_wiﬁwomnr vomoTr A

File Edit View Favorites Tools Help

»

o I v - v
W _en_&ﬁm__m”_smaooo.\oE posting . Y - Page . Tools

If this looks OK you're done!

READ ALL OF THIS! -- TO SEE YOUR CHANGES:

's Go see your ad at http: stbav craigslist.org-sfe lgl 12858 746 hem!
o While viewing that page. hold down the <Ctr> key and press the <Fs> key.
«+ The page should now show your ad, with your new changes included.

Your edits have been made. If you still don't see them after the above .mnmv.f ry R&.Edﬁm vour browser and looking again..

This ad will expire 20 days after it was created.
edie delete

Back to Craigslist | Return to mv account page

Litigation Paralegal (Reno)

Date: 2009-07-22, 332PM PDT
Replr to: job-cugsx-12838177467@ craigslist.org -

Qualified applicants will have extensive discovery & litigation support experience, be detaled oriented. possess experience in reviewing and drafting docwments, document control and client contact. Minimum
of § vears lifigation support required and experience with intellectual property liigation strongly preferred. Trial experience is also strongly perferred. Must have knowledge of Federal and State Court rules
and procedures and e-filing. Excellent writing, communication and overall case organization managentent skills are a must. This position requires strong computer skills, inchuding knowledge of MS Word,
Power Point and Outlook. Candidates must be self-motivated and have the ability to work both independenty and as part of a team in a fast-paced emvironment. Salary DOE Firm offers a competitive
salarv and benefits package. Great opportunity for a driven, detail oriented mdividual who wants to work for a firm that offers a positive and dyvnamic work entironment

¢ Location: Reno

Compensation: DOE

Principals ontv. Recruiters. please don't contact this job poster

Please, no phone calls about this job!

o Dlease do not contact job poster about other services, products or commercial interests.

PostingID: 1283817746

[rGuRt 2

'~ craligshst | manage vo..




From: Jill Alger Sent: Thu 7/30/2009 2:50 PM

Jo: . Jil Alger
Cc:
Subjdct: FW: jalger@watsonrounds.com - Found word(s) do not reply If you received this in error in the Text body - resending - craigslist self-posting URL(s}

||||| Original lessage--—---

From: craigslisc.oryg szu:no"uo_ooaw.mnnﬁpom:uu.ona”_ Posted At: Thursday, July 30, 2009 2:48 PM Posted To: Junk Mail

no?{nnmonwosu jalgerfuatsonrounds.com - Found word(s) do not reply if you received this in error in the Text body - resending - craigslist self-posting
URL!(S)

maou.nan" jalger@watsonrounds.com - Found word{s) do not reply if you received this in error in the Text body - resending - craigslist seli-posting URL {3}

per your reguest, here are the self-publishing / edit / deletion URL(s) for your recent posting(s):

To access postings associated with your craigslist account log in here:

https://accountsg.craigslisc. org/login

7-22-2009 -- SF bay area / 3an francisco -- Litigation Paralegal (legal jobs):
https://post.craigslist.org/manage/ 1283817746/ 3g5ch

7-9-2009 -- reno -- IP Litigation Paralegal {(lagal johs):
https://post.craig3list.ory/manage/ 12 613685675/ 7hyg3]

If you received this in error, please ewail helpcraigslist.org. This i3 an automated message. Plegse do non reply.

- FW: ﬂ%w@smﬁo.:wm




_ 4 ernnw.&mmcw?ﬂmam_ﬁ.06\8-&_2.5“@:.“_ Vot K o
Fle 'Edt View Favortes Tools Help
% Pt (@ resend posting self-posting / edit / deletion URL(s) , = * - -Page - Tools ~

craioslist

online community

help > resend craigslist posting self-publishing / edit / deletion URL(s)
Enter the email address vou used to submit vour recent postings, and we will resend those postings’ self-edit -delete URLs:
jalger@watsonrounds.com

_. resend _

Aoy K

— S o

e N\n._.‘omm_.a, posting self-p...




craigslist: Account Log In

HQW in to vour craigslist account
I .
N GHM.. Not all prior postexs have craigslist accounts.
If you are not sure, check for the existence of an account by having your password ress.

Email / Handle:

Password:

Don't have an account? Click here to sign u

need help? Click here for additional nformation

AlGuis /5




craigslist

online community about > —um:u
i [ search help
|
i
:
.” classified postings job classified postings
ﬁﬂﬂsaw&o&% oxe © how much does it cost? o job posting fees
; e how to submit a post e how to submut 2 job
W e how to reply to a post .
. Fw.ﬁ.v.ﬂo.,‘n% dele e how to edit or delete a job post
e how to repost e how to repost a job post
: e how to include a picture s about paid poshng accouats
; o resend publish/edit/delete email e login to gour account
. » pay an invoice onlne
i o more frequently agked questions
frequently asked questions paid housing post (NYC only)
. o brokered housing post fees
, e where is my self-pubbshmg emal? ® posting pndelnes for NYC housing ads
o why was my posting deleted? o buy a block of ads with a credit card
i o what are “flags" and "flagomyg" o buy a block of ads and pay by check
. o what HTML tags are supported?
, o where can i advertise ray services?
m o more frequently asked questions
, o zrofc servces posing gwdelnes
harassment, legal stuff. spam, email
general help
m o personal harassraent
e systern status e copynght wiclatons
i o searches on craigshst ® spam
! . 1 o law enforcement (subpoenas stc 3
. o Emad rejected - Non-genenc DME

o Ermail repected - rtDINS Fadure

W Still have questions? try owr help desk discussion forum or send us a note,

Llguee 16



craigslist
oniine community

Updaed: |
Sep 15th 2008 04:29 PI«

about > help > how

e Start by going here to set up a free account: hitps.ff
e You wil be sent an email that contans a link.
o Clicking on this link will take you to a page to enter a password.

-

Password: !
Re-type Password: mz ) Once you've eatered a password of your choosing, click on "Submst
i Password and Log m."

Submit Password and Log In | > .
Review the Terms of Use on the next page (at least glance at it!}, then

. click "I ACCEPT" fyou agree.

o You are now logged into your account. To submit a post, select your city from the drop down menu at the upper nght and click "go”.

Make the appropriate selections in the next few screens, untl you
get to the main postng form

Note: the fields on this form may vary according to the category selected, but the basic requured fields are covered here
text are requred.
o Enter a title in the Posting Title field This 1s what people will click on to see the detals of your posting descnphion.

Posting Titl Price: Specific Location

‘Comfortable Green Couch . :
' Enter all the detals and mformation you want people to see in the
Fostng Desenphion box.

bsting Description:

*ve only had this couch for six months and sadly I must part with 1t. It's a
ibeautiful shade of light green and will go pefectly in your living room! There 1s
fa small tear in back but no stains! It is sturdy and also extremely comfortable. .

Tour email address will be masked with a craigshst anonymous
address, but responses are forwarded to your email account. If you'd
rather not receve replies by email, select "do not show any ernal
address" and promde other contact mformation m the posting
descnption.

Your Email address: iths addrsss will NOT be wisikble on the website:

wvernalpond@yahoo

do not show any smail addrsss tbe sure to put a phone # or other contact info in your posting!i

. Once you have completed all the required fields. chick "contnue” at
: the bottom.
You are taken to a review screen of what your post will look like I

flukt /7
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Updited. |

Sep 15t 3008 04.20 P
i

Password: |

Re-type Password:|

- ; !
Submit Password and Log In ¢

Once you've entered a pzssword of your choosing, chick on "Submat
Password and Logmn."
Review the Terms of Use on the next page (at least glance at it!), then

post new ad in: | san francisco bay area :

click "I ACCEPT" if you agree.

& You are now logged into your account. To submit a post, select your city from the drop down menu at the upper right and click “go".

Make the appropriate selections i the next few screens, untl vou

Note: the fields on this form may vary according to the category selected, but the basic required fields are covered here.
All fields with green text are required.

o Enter a title in the Posting Title Geld. This is what people will click on to see the details of your posting description.

Posting Title: Price: Specific Location

Green Couch

M_n omfortable

get to the main posting form.

Enter all the details and information you want people to see w the

Posting Description:
.ﬂém only had this couch for six months and sadly I must part with 1t. It's a
beautiful shade of light green and will go pefectly in your living room! There is
ia small tear in back but no stains! It is sturdy and also extremely comfortable.

Posting Descriphion box.

Your email address will be masked with a craigshst anonymous
address, but responses are forwarded to your emal account. [f you'd
rather not receive rephes by email, select "do not show any email
address’ and provide other contact information in the posting

description.

Your Email address: iths address will NOT be visible ou the website

wvernalpond@yaha

% reply to: salecocoocork@craigshist org «craigslist anonymizes your real address and relays replies to it
" do not show any email addrass i be sure to put a phone # or other contact info in your posting!}

Once you have completed all the required fields, chek "continue” at
the bottom.
You are taken to a review screen of what your post will look lilke. If

you need to make changes, click “Edit." When everything looks the

o Your post will appear on the site in approximately fifteen minutes.
Still having trouble? try our help desk: discussion forum.

way you wart i, chick "continue.”

Still have questions? try our help ¢

lesk discussion forum or send us a note.
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2 oF 2

(Z




about > help > user accounts

create new user account
: log in, ew recent posts
’ reset password

pad posting accounts

Updated: | What is my craigsiist user account? Do [ need one?
Dec 16t 2008 01:29 PM

You can manage posts efficiently with a craigslist user account. The process of creating posts, editing and deleting them, and re-postng ads that have expired 1s much easier

i If you post frequently, or if you need to post paid ads, it makes sense to set up a user account.

How do I create a user account?

« Go to the account signup form.
o Enter your email address, type the five-letter verification word that appears on the screen, and click "create account”
o We'll send you an email with the instructions for completing the account setup process.

How do [ create an ad with my user accouni?

, o Logm to your user account.
o Use the pop-down menu in the upper right comer of your home page to select the craigslist site where you want to post.
e Chck "Go"

How do [ edit a current post?

e Logmn to your user account
e Locate the post you want to edit, click on its title.
: e Click "Eclt this Posting".
i e Edit the ad
o Click the "Make Changes” button to confirm.

How do [ repost an old ad?

e Log in to your user account
» Locate the post you want to re-post, click on its title.
o Click "Repost this Posting". \\Q Wt \ m

e Select the category for the ad.

| > e R,



YM_JW > user O.mmbcz*h

How do I repost an old ad?

e Login to your user account.

Locate the post you want to re-post, click on its fitle.

Click "Repost this Postng".

Select the category for the ad.

Verify the title and vo%,om your new ad, edit the text or add images if necessaty, click "Continue”
Check the preview of your post, then click "Continue” to publish the ad.

How do I delete a current post?

s Login to your user account.
e Locate the post you want to delete, click on tts titfe.
o Click "Delete this Posting".

How do [ set a default craigsiist city for my ads?

e Click the "Settings" link at the top of your user account home page.
o Adjust the pop-down menu option for “default site”, then click the "change" button.
o Click "account home" to retum to your user account home page

How can { control the number of posts that will appear on my user accouni home page?

e Click the "Settings” link at the top of your user account home page.

» Adjust the pop-down menu option for “maximum number of postings displayed”, then click the "change" button.

o Click "account home" to return to your user account home page.

How do I adjust my default log-in duration?

o Click the "Settings" link at the top of your user account home page.
o Adjust the pop-down menu option titled "stay logged in for®, then click the "change” butten
o Click "account home" to return to your user account home page

Can I remove an ad from my user account hame page, or change the order of ads?

Not yet -- we hope to offer these features soon. For now, all posts associated with your user account are displayed in chronological order, the most recent ads are listed at the top

Fleude /5
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How do [ delete a current past?

o Loginto your user account
e Locate the post you want to delete, click on its title
o Click "Delete this Posting”.

How do [ set a default craigslist city for my ads?

e Click the “Settings" link at the top of your user account home page.
o Adjust the pop-down menu option for "default site’, then click the “change” button.
e Click "account home” to return to your user account home page.

How can I control the number of posts that will appear on my user account home page?

o Click the "Settings" link at the top of your user account home page.
o Adjust the pop-down menu option for "maximum number of postngs displayed”, then click the "change” button.
e Click "account home" to return to your user account home page

How do 1 adjust my defauli log-in duration?

e Click the "Settings" link at the top of your user account home page.
o Adjust the pop-down menu option tiled “stay logged in for®, then click the "change” button.
o Click "account home” to return to your user account home page

Can [ remove an ad from my user accaunt kame pags, or change the order of ads?

Not yzt -- we hope to offer these features soon. For now, all posts associated wath your user account are displayed i chronelogical order, the most recent ads are histed at the top

Do § need a user account lo submit new ads?

User accounts may be required, depending on a nuraber of circurnstances {e.2.. category, city, ete). In general, ¢t 1s much easier to edt, delete and re-post your ads f you manage them through an
account. Ifyou post frequently, it makes sense to set up a user account. :

] . )
Still have questions? try our help desk discussion forum or send us a note. \\\m UL \T..\
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craigslist .
onfine community about > help > posting fees

All craigslist postings are free, except for:

1. Job posts m the San Francisce Bav Avea

W o The fee for posting a job in the SF Bay Areais $75. This fee pays for one job m one category.

: (One job posted in two different categories would cost $150.)
o |

Rm 204 2009 09-35 P ) v . . , . . .
: 2 Job posts in Atlanta, Austin, Boston, Chicage. D allas. Denver, Houston, Los Angeles, New York, Orange County, Philadelphia, Phoenix. Portland, Sacramento. San Diego, Seattle.

South Florida. and Washington DC

e The fee for posting a job in these cities is $25. This fee pays for one job i one category.
(One job posted in two different categories would cost $50.)

3 Brokered apartinent rental listings in New Yok

! o The fee for posting a brokered apartment rental in New York City is $10.
4. Posts in adult services and therapeutic services on craigslist sites m the United States

e The fee for posting ads in these categories is $10 Live approved ads can be re-posted for §5.

There are two options for purchasing paid posts:

o post ads individually and pay by cvedit card for each ad
o buv a block of ads and pav for the block with a check

Still have questions? try our help desk discussion forum or send us a note.

Lleckt. /7
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online community about > rm:w > uc_unma—:

PAID JOB POSTS (paid by credit card)
(ATL, AUS, BOS, CHL DAL, DEN, HOU, LAX, MIA, NYC, ORC, PHI, PEX, PDX, SAC, 5DO, SFO, SEA, WDC)

I you used a credit card to post your job, refer to the posting confirmation email you received when your job was posted. That email contains the mformation you will need to edit or delete your post.

Opted: W If you don't have this email (never received it, lost &, deleted it}, you can aml ‘c.mmm u..». mm& edit/delete li _.Ex
0ct 15612008 0310 P
I

PAID JOB POSTS (posted tlwough a crargslist account)
(ATL, AUS, BOS, CHI, DAL, DEN. HOU, LAX, MIA, NYC, ORC, PHL, PHX, PDX, SAC, SDO, SFO, SEA, WDC)

Tfyou posted your job using a craigslist pard jobs account, log m to your account, select the appropnate post, and click the "Edit this Posting” button.

FREE JOB POSTS
(all other cities)

TFyou posted a job in a craigslist city that offers free job posting, refer to the postng confirmation email you recewed when your job was posted. That email contains the information you will need to edit or
delete your post.

If you don't have this email (never received it, lost it, deleted it), you can request a new editfdelete link

Still have questions? try our help desk discussion forum or send us a note.

Sorr 20



paralegal jobs [help][post]

all SF cmw area  san francisco south bay east bay pemnsuia north bay santa cruz

SF bay area craigslist > city of san franciscg > jobs > &

a..o.a..o,: u.n.«.n._mma._. , _m@a_ _:Uu . wmm:n: D 9% momnor asn,.
( D«&nnonﬁ_ﬁn Dnosqwn" Dsﬁagmg Dvmﬁ-gn [ Jnon-profit Ol wmm image

mnﬂnw for:

_
i
i

_alineighborhoods

Found: 18 Displaying: 1- 18

Jul 28 - BT PARALEGAL - (financial district)

Jul 28 - Calendar / Docket Legal Clerk - (financiel district)

Jul 28 - Corporate Paralegal - (Costa Mess, CA)

Tul:22 - Litigation Paralegal - (Reno)
Jul 22 - Litigation Paralegal - (financial district)

Tul 20 - Litigation Legal Assistant - (north beach 7 tetegraph hill

Jul 19 - MID LEVEL LIT PARALEGAL (2) - @%3

Tul 16 - Litgation Support Specialist (2 positions) - (San Francisco & Palo Alto)

Jul 14 - Hybnd ParalegalT.egal Secretary for Great Boutique Frm -

Jul 14 - Contract Liigation Paralegal - (financial district)

Jul 10 - Paralegal - (downtown / civic / van ness)

Jul 10 - Temporary Paralegal - San Francisco - $25+ per hour - (San Francisco)

Tul 9 - Temporary Litigation Paralegal - (San Francisco)

Jul 2 - Family Law Secretary/Paralegal - Financial Tastnict - (financial district)

Jul 2 - F/T PARALEGAL - (financial district)

Jul 1 - Legal Assistant Needed Immediately - (SOMA ¢ south beach)

Jul 1 - Remonal Litigation Support Specialist - (financial district)

Jul 1 - Litigation Paralegal Coordinator (NLDIC-36638) -

Found: 18 Displaying: 1 - 13

Vel bl AANAN dlaties e . m‘_{»u EAvAN




Sk Um,: area craigshst » san francisco > 10bs > legaliparalegal jobs emailthis posting to a friend

Syoid scams and fraud by dewling locally! Beware any deal involving W'estem Union, Maoneygram, wire transfer, cashier check, money order, shipping escrow, or any promise of transaction protection/certification

/guarantee, Move ifo please flag with care:

miscatesonzed

3 oﬁ,ﬂ.. 3 INY A O
Litigation Paralegal (Reno) bt

Date: 2009-07-22, 3:32PM PDT spamfoverpost
Reply to: job-cugsx- 1283817746 @eraigslist org : :

best of craigslist

Sling, Excellent writing, communication and overall case organization/management skifls are a must. This position requires strong computer skills, including knowledge of MS W ord, Power Point and Outlook.
«qdidates must be self-motivated and have the abulity to work both independently and as part of a team i a fast-paced environment. Salary DOE. Firm offers a competitive salary and benefits package. Great
»portunity for a driven, detail oriented individual who wants to work for a firm that offers a positive and dynamic work environment,

Location: Reno

Compensation: DOE

Principals only. Recruiters, please don't contact this job poster.

Please, no phone calls about this jobl

Please do not contact job poster about other services, products or commercial mterests.

PostingID: 1283817746

Copyright @ 2009 craigslist, inc. tenus of use
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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF TEXAS

MARSHALL DIVISION
GRAPHON CORPORATION, §
Plaintiff, §
§
V. § CIVIL ACTION NO. 2-05-CV-530 (TJW)
§
AUTOTRADER.COM, INC. §
Defendant. §
§

MEMORANDUM OPINION AND ORDER

After considering the submissions and the arguments of counsel, the court issues the
following order concerning the claim construction issues:
I. Introduction.

Plaintiff Graphon Corporation (“Graphon”) accuses Autotrader.com, Inc. (“Autotrader”) of
infringing United States Patent Nos. 6,324,538 (“the ‘538 patent”) entitled “Automated On-line
Information Service and Directory, Particularly for the World Wide Web” and 6,850,940 (“the ‘940
patent”) also entitled “Automated On-line Information Service and Directory, Particularly for the
World Wide Web.” This opinion resolves the parties’ various claim construction disputes.

II. Background of the Technology

The ‘538 and the ‘940 patents originate from the same specification. The patents disclose
an on-line information system including a database in which the user controls both the content ofthe
information in the database énd the manner in which that information is classified. The system
receives user requests to publish electronic user information and also accepts information from users.
Database entries are accessible on a computer network. The system protects the database entries by

requiring a user to provide a correct password to create or modify an entry in the database. Bearing
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this background in mind, the court now addresses the claim construction issues.
III. General Principles Governing Claim Construction

“A claim in a patent provides the metes and bounds of the right which the patent confers on
the patentee to exclude others from making, using or selling the protected invention.” Burke, Inc.
v. Bruno Indep. Living Aids, Inc., 183 F.3d 1334, 1340 (Fed. Cir. 1999). Claim construction is an
issue of law for the court to decide. Markman v. Westview Instruments, Inc., 52 F.3d 967, 970-71
(Fed. Cir. 1995) (en banc), aff’d, 517 U.S. 370 (1996).

To ascertain the meaning of claims, the court looks to three primary sources: the claims, the
specification, and the prosecution history. Markman, 52 F.3d at 979. Under the patent law, the
specification must contain a written description of the invention that enables one of ordinary skill
in the art to make and use the invention. A patent’s claims must be read in view of the specification,
of which they are a part. Id. For claim construction purposes, the description may act as a sort of
dictionary, which explains the invention and may define terms used in the claims. /d. “One purpose
for examining the specification is to determine if the patentee has limited the scope of the claims.”
Watts v. XL Sys., Inc., 232 F.3d 877, 882 (Fed. Cir. 2000).

Nonetheless, it is the function of the claims, not the specification, to set forth the limits of
the patentee’s claims. Otherwise, there would be no need for claims. SRI Int'l v. Matsushita Elec.
Corp., 775 F.2d 1107, 1121 (Fed. Cir. 1985) (en banc). The patentee is free to be his own
lexicographer, but any special definition given to a word must be clearly set forth in the
specification. Intellicall, Inc. v. Phonometrics, 952 F.2d 1384, 1388 (Fed. Cir. 1992). And, although
the specification may indicate that certain'embodiments are preferred, particular embodiments

appearing in the specification will not be read into the claims when the claim language is broader
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than the embodiments. Electro Med. Sys., S.A. v. Cooper Life Sciences, Inc., 34 F.3d 1048, 1054
(Fed. Cir. 1994).

This court’s claim constrilction decision must be informed by the Federal Circuit’s decision
in Phillips v. AWH Corporation, 415 F.3d 1303 (Fed. Cir. 2005) (en banc). In Phillips, the court set
forth several guideposts that courts should follow when construing claims. In particular, the court
reiterated that “the claims of a patent define the invention to which the patentee is entitled the right
to exclude.” 415 F.3d at 1312 (emphasis added) (quoting Innova/Pure Water, Inc. v. Safari Water
Filtration Systems, Inc., 381 F.3d 1111, 1115 (Fed. Cir. 2004)). To that end, the words used in a
claim are generally given their ordinary and customary meaning. Id. The ordinary and customary
meaning of a claim term “is the meaning that the term would have to a person of ordinary skill in
the art in question at the time of the invention, i.e., as of the effective filing date of the patent
application.” Id. at 1313. This principle of patent law flows naturally from the recognition that
inventors are usually persons who are skilled in the field of the invention. The patent is addressed
' to and intended to be read by others skilled in the particular art. Id.

The primacy of claim terms notwithstanding, Phillips made clear that “the person of ordinary
skill in the art is deemed to read the claim term not only in the context of the particular claim in
which the disputed term appears, but in the context of the entire patent, including the specification.”
Id. Although the claims themselves may provide guidance as to the meaning of particular terms,
those terms are part of “a fully integrated written instrument.” Id. at 1315 (quoting Markman, 52
F.3d at 978). Thus, the Phillips court emphasized the specification as being the primary basis for
construing the claims. Id. at 1314-17. As the Supreme Court stated long ago, “in case of doubt or

ambiguity it is proper in all cases to refer back to the descriptive portions of the specification to aid
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in solving the doubt or in asceﬂaiﬁing the true intent and meaning of the language employed in the
claims.” Batesv. Coe, 98 U.S. 31, 38 (1878). In addressing the role of the specification, the Phillips
court quoted with approval its earlier observations from Renishaw PLC v. Marposs Societa’ per
Azioni, 158 F.3d 1243, 1250 (Fed. Cir. 1998):

Ultimately, the interpretation to be given a term can only be determined and

confirmed with a full understanding of what the inventors actually invented and

intended to envelop with the claim. The construction that stays true to the claim
language and most naturally aligns with the patent’s description of the invention will

be, in the end, the correct construction.

Consequently, Phillips emphasized the important role the specification plays in the claim
construction process.

The prosecution history also continues to play an important role in claim interpretation. The
prosecution history helps to demonstrate how the inventor and the PTO understood the patent.
Phillips, 415 F.3d at 1317. Because the file history, however, “represents an ongoing negotiation
between the PTO and the applicant,” it may lack the clarity of the specification and thus be less
useful in claim construction proceedings. Id. Nevertheless, the prosecution history is intrinsic
evidence. That evidence is relevant to the determination of how the inventor understood the
invention and whether the inventor limited the invention during prosecution by narrowing the scope
of the claims.

Phillips rejected any claim construction approach that sacrificed the intrinsic record in favor
of extrinsic evidence, such as dictionary definitions or expert testimony. The en banc court
condemned the suggestion made by Texas Digital Systems, Inc. v. Telegenix, Inc., 308 F 3d 1193

(Fed. Cir. 2002), that a court should discern the ordinary meaning of the claim terms (through

dictionaries or otherwise) before resorting to the specification for certain limited purposes. /d. at
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1319-24. The approach suggested by Texas Digital-the assignment of a limited role to the
specification-was rejected as inconsistent with decisions holding the specification to be the best
guide to the meaning of a disputed term. Id. at 1320-21. According to Phillips, reliance on
dictionary definitions at the expense of the specification had the effect of “focus[ing] the inquiry on
the abstract meaning of words rather than on the meaning of the claim terms within the context of
the patent.” Id. at 1321. Phillips emphasized that the patent system is based on the proposition that
the claims cover only the invented subject matter. Jd. What is described in the claims flows from
the statutory requirement imposed on the patentee to describe and particularly claim what he or she
has invented. Id. The definitions found in dictionaries, however, often flow from the editors’
objective of assembling all of the possible definitions for a word. Id. at 1321-22.

Phillips does not prectude all uses of dictionaries in claim construction proceedings. Instead,
the court aséigned dictionaries a role subordinate to the intrinsic record. In doing so, the court
emphasized that claim construction issues are not resolved by any magic formula. The court did not |
impose any particular sequence of steps for a court to follow when it considers disputed claim
language. Id. at 1323-25. Rather, Phillips held that a court must attach the appropriate weight to
the intrinsic sources offered in support of a proposed claim construction, bearing in mind the general
rule that the claims measure the scope of the patent grant. The court now turns to a discussion of
the disputed claim terms.

The 538 and the ‘940 Patents include claim limitations that fall within the scope of 35
US.C. § 112 6. Section 112 6 states “[a]n element in a claim for a combination may be
expressed as a means or step for performing a specified function without the recital of structure. .

. in support thereof, and such claim shall be construed to cover the corresponding structure . . .



—

T ,
Case 2:05-CV'0053‘)~—- +W Document 109 Filed 06/28/2v<. Page 6 of 21

described in the specification and equivalents thereof.” 35 U.S.C. § 112 6 (2007). The first step
in construing a means-plus-function limitation is to identify the recited function. See Micro Chem.,
Inc. v. Great Plains chem. Co., 194 F.3d 1250 1258 (Fed. Cir. 1999). Then, the court must identify
in the specification the structure corresponding to the recited function. /d. The “structure disclosed
in the specification is ‘corresponding’ structure only if the specification or prosecution history clearly
links or associates that structure to the function recited in the claim.” Medical Instrumentation and
Diagnostics, Corp. v. Elekta AB, 344 F.3d 1205, 1210 (Fed. Cir. 2003)(citing B. Braun v. Abboit
Labs, 124 F.3d 1419, 1424 (Fed. Cir. 1997)).

The patentee must clearly link or associate structure with the claimed function as part of the
quid pro quo for allowing the patentee to express the claim in terms of function pursuant to § 112
96. Seeid. at 1211; see also Budde v. Harley-Davidson, Inc. 250 F.3d 1369, 1377 (Fed. Cir. 2001).
The “price that must be paid” for use of means-blus—function claim language is the limitation of the
claim to the means specified in the written description and equivalents thereof. See O.1. Corp. v.
Tekmar Co., 115 F.3d 1576, 1583 (Fed. Cir. 1997).

If a patent purports to use software as the structure to perform the claimed function, a failure
to associate that software with the recited function constitutes a failure to particularly point out and
claim that particular structure as a means of performing the function. See Medical Instrumentation
and Diagnostics Corp., 344 F.3d at 1211." Further, it is “important to determine whether one of skill
in the art would understand the specification itself to disclose the structure, not simply whether that
person would be capable of implementing the structure. See Atmel Corp. v. Info. Storage Devices,
Inc., 198 F.3d 1374, 1382 (Fed. Cir. 1999). Fundamentally, it is improper to look to the knowledge

of one skilled in the art separate and apart from the disclosure of the patent. See Medical
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Instrumentation and Diagnostics Corp., 344 F.3d at 1211.
IV.  Terms in Dispute
A. ‘538 Patent
1. “creating a database entry containing information received from a user”
(claim 1)

The plaintiff argues that this term means “that an entry in a database is created containing
information submitted by a user over a computer network.” Defendant argues that the term means
“creating a database entry containing information received from a user in which the content is
entirely user controlled.” The disagreement between the parties is whether the claim requires that
the user control the content of the information contained in a database enﬁy.

The defendant cites to portions of the specification that expressly require the user to control
the content and the classification of the information content of a database entry. See, e.g., 1:13-3:40;
10:34-42. Plaintiff’s arguments ignore the plain language in the specification concerning the user’s
control over the content and classification of the information contained in a database entry. For
example, the specification states that the “information content is entirely-user-controlled” and that
“the user controls both the content of an entry and the manner in which it is classified.” 2:60-64;
3:22-28.

The court agrees with the defendant that the user controls the content of the information
contained in the database. Consequently, the court construes the phrase to mean “creating a database
entry containing information received from a user in which the user entirely controls the information
content of a database entry and the manner in which the information is classified.”

2. “computer network” (claims 1 & 7) and “network” (claim 4)
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The plaintiff proposes that “computer network” and “networ ” mean “a public computer
network, such as the Internet, comprised of two or more computers interconnected by
communication channels.” The defendant proposes that “computer network” and “network™ mean
“the World Wide Web.” The parties disagree about the breadth of the network. Defendant argues
that the terms should be construed solely to the World Wide Web, which is described in the preferred
embodiment.

Defendant argues that its proposed claim construction is proper largely based on the preferred
embodiment described in the written description. Plaintiff does not dispute that the World Wide
Web fits within the claimed invention, but argues that the breadth of the terms “computér network”
or “network” includes public networks other than the World Wide Web. The court is persuaded that
Plaintiff is correct. The written description states that the server site is connected to a computer
network “such as the ‘Web or a Wide Area Network (WAN) other than the Web.”” 3:65-67.
Accordingly, the court construes these terms to mean “any public computer network comprised of
two or more computers interconnected by communication channels.”

3. “creating a database entry containing the information submitted via the
entry form” (claim 4)

This term necessarily incorporates the court’s first two claim constructions. Plaintiffargues
that this term means “that an entry in a database is created containing information submitted by a
user via an entry form displayed to the user over a computer network.” Defendant argues that the
term should be construed to meaﬁ “creating a database entry containing information in an entry form
submitted by the user over the World Wide Web in which the content is entirely user-controlled.”

Again, the parties’ disputes relate to the breadth of the network and the user’s control over the



(" o
Case 2:05-cv-005306-. yW  Document 109  Filed 06/28/&70‘ Page 9 of 21

information content. For the reasons outlined above, the court construes this term to mean “creating
a database entry containing information submitted by a user via an entry form displayed to the user
over a public computer network wherein the information content and classification is entirely
controlled by the user.”

4. “creating a database entry containing information accepted from a user ”
(claim 7)

This term also incorporates the court’s first two claim constructions. Plaintiff argues that the
term means “an entry in a database is created containing information submitted by a user over a
computer network.” Defendant argues that the term should be construed to mean “creating a
database entry containing information accepted from a user in which the content is entirely user-
controlled.” For the reasons previously addressed, the court construes this term to mean “creating
a database entry containing information accepted from a user over a public computer network
wherein the information content and classification is entirely controlled by the user.”

5. “data representing text, a universal resource locator, an image, and a
user-selected category”

The plaintiff argues that this term means that “the information submitted to the database by
the user communicating over a computer network includes text, a universal resource locator, an
image, and a user-selected category.” The defendant argues that the term means “data representing
(D text, (ii) the Web address of a document or other resource, (iii) an image, and (iv) a category
capable of being selected and defined without limitation by the user. The parties’ disagreement with
respect to this term concerns the universal resource locator (“URL”). Defendant argues that the URL

should be limited to a Web address. Plaintiff proposes that a universal resource locator is a unique
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address for a file that is accessible on the internet.

This dispute focuses on the breadth of the computer network. Defendant argues that URL
should be limited to a Web address. This limitation would necessarily limit the computer network
to the World Wide Web, which requires importing a limitation from the preferred embodiment to
the claims. The written description, however, states that the term “computer network” is broader
than the World Wide Web. See 3:65-67. Consequently, the court construes the term to mean “data
representing text, a universal resource locator, an image, and a user-selected category.”

6. “generating a transaction ID corresponding to the database entry”
(claims 1 & 4) and “generating a unique transaction ID corresponding
to the database entry” (claim 7)

The plaintiff defines these terms to mean “that a unique identifier is generated which
corresponds fo the database entry allowing the user to create, access, or update an entry.’; The
defendant’s proposed construction is “generating a unique identifier of an entry.” The defendant
further proposes that the “generating a transaction ID” step of the method occurs before the “creating
a database entry” step. Both parties try to import limitations from the written description to the
claims. Plaintiff suggésts that the court should construe the claim to include functional limitations
that are simply not supported by the record. The record makes it clear that a unique transaction ID
is generated when the user adds a new entry to the database and that ID is effective for the life of the
entry. See, e.g., 9:30-46. Plaintiff asks the court to construe the term to limit the purposes for which
the transaction ID may be used. That limitation is not supported by the record.

Similarly, the defendant asks the court to add a limitation that is not supported in the record.
Specifically, the defendant asks the court to construe this term so that the “generating a transaction

ID” step occurs before the “creating a database entry” step. The intrinsic record cited by the

10
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defendant in support of its position, however, does not support this limitation. Indeed, there is no
support in the record for importing this limitation into the claim language. In fact, the patent
provides that “[w]hen the user chooses to add a new entry to the database, a unique transaction ID
is created for that entry. . .” Id. The court construes “generating a transaction ID corresponding to
the database entry” to mean “generating a unique identifier for a panicufar database entry” and
rejects Defendant’s proposed limitation that the “generating a transaction ID” step of the method
occurs before the “creating a database entry” step.

7. “password protecting the entries” (claim 1) and “password protecting

the entry” (claims 4 & 7)

The plaintiff contends that this term means “that the database entry or entries are protected
by a word, string of characters and/or numbers which must be supplied before a user can create,
access, or update an entry.” The defendant proposes that the term should be construed to mean
“restricting access to the data by means of a password.” Plaintiff’s proposed construction asks the
court to import a variety of limitations from the specification to the claim language. Specifically,
Plaintiff asks the court to limit “password protecting” the entry or entries such that a password is
required to access, update, or create a database entry. But the patent states that users are asked to
choose a password and that the password “may be required to acceés some system services.” 7:60-
67.

The claims make it clear that the password must be used to “protect” the database entries.
The court is persuaded that Defendant’s proposed claim construction “restricting access to the data
by means of a password” is consistent with the plain meaning of “protecting” without importing

additional unsupported limitations from the specification. Accordingly, the court construes this term
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to mean “restricting access to the data by means of a password.”
8. “publishing information” (preamble of claims 4 & 7)

Plaintiff proposes that this term should be construed to mean “making information available
over the computer network,” and the defendant argues that no construction is necessary as the term
is part of a non-limiting preamble. The court agrees with defendant’s position and declines to
construe this term.

9. “displaying search results in hyper text markup language as a sequencc
of universal resource locators directed to the database entries” (claims
5&7)

Plaintiff argues that this term means “that when a search is performed, the search results
include universal resource locators ‘URLSs’ that point to entries in the database. ‘Hyper text markup
language’ is a computer language used to specify the contents and format of a hypermedia
document.” Defendant proposes the following construction “displaying web search results in an
HTML format that embeds the Web addresses linked to database entries.”

Defendant’s proposed construction functionally limits the computer network to the World
Wide Web. The defendant’s construction essentially construes an URL to mean a Web address. As
discussed previously, the court does not limit the computer network in the claims of the ‘538 patent
to the World Wide Web and does not require an URL to mean a Web address. The patent
specification expressly states that the computer network in the claims is broader than the World
Wide Web. 3:65-67. Consequently, the URL must be broader than a web address because the
network is broader than the World Wide Web.

The court believes that it is not necessary to construe “hyper text markup language” because
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one of ordinary skill in the art knows what HTML means. Accordingly, the court construes
“displaying search results in hyper text markup language as a sequence of universal resource locators
directed to the database entries” to mean “displaying search results in hypertext markup language
where the results are displayed as a sequence of universal resource locators directed to the database
entries.”
10. “in response to a user selecting one of the entries’ universal resource
locator” (claims 5 & 7)

Plaintiff argues that this term means “that information is presented to the user after the user
selects one of the search results displayed as a result of the search.” Defendant proposes that the
term should be construed to mean “in response to a user selecting one of the embedded web
addresses.” This is another instance in which the defendant asks the court to limit the computer
network to the World Wide Web by requiring an URL to be limited to a Web address. That
argument previously was rejected.

The construction proposed by the plaintiff is consistent with the record. The court construes
“in response to a user selecting one of the entries’ universal resource locator” to mean that
information is presented to the user after the user selects one of the search results displayed as a
result of the search.” |

11. “displaying search results in hyper text markup language as a sequence
of universal resource locators directed to the database entries” (claims
5&7)
Plaintiff argues that this term means “that when a search is performed, the search resuits

include universal resource locators ‘URLs’ that point to entries in the database. ‘Hyper text markup
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language’ is a computer language used to specify the coﬁtents and format of a hypermedia
document.” Defendant proposes the following construction “displaying web search results in an
HTML format that embeds the Web addresses linked to database entries.”

Defendant’s proposed construction functionally limits the computer network to the World
Wide Web. The defendant’s construction also requires an URL to mean a Web address. As
discussed previously, the court does not limit the computer network in the claims of the ‘538 patent
to the World Wide Web and does not construe an URL to mean a Web address. The court construes
this term to mean “in response to the user selecting one of the URL’s associated with the search
results.”

B. ‘940 Patent

Claims 15-21 iﬁ the ‘940 patent are means-plus-function claims. Claim 15 is an
independent claim and claims 16-21 are depend from claim 15.

When a claim limitation uses the term “means” to describe a limitation, there is a
presumption that the inventor uses the‘term to invoke § 1129 6. See Altiris, Inc. v. Symantec Corp.,
318 F.3d 1367, 1375 (Fed. Cir. 2003). This presumption may be rebutted when the limitation recites
structure sufficient to perform the claimed function in its entirety. See id.

After concluding that a claim limitation is a means-plus-function limitation, the court must
first. identify the function of the limitation and then look to the specification to identify the
corresponding structure for that function. See Medical Instrumentation, 344 F.3d at 1210. If there
is no structure in the specification corresponding to the means-plus-function limitation in the claims,
the claim will be found invalid as indefinite. See Atmel, 198 F.3d at 1378-79. To link structure to

the claimed function, the structure must be disclosed in the written description in a manner such that
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one of ordinary skill in the art would be able to identify the structure that corresponds to the means
limitation. See id. at 1382. “Otherwise, one does not know what the claim means.” Id.
1. “means for generating said record with said information” (claim 15)

The parties agree that this limitation is a means-plus-function claim limitation. Plaintiff
argues that the recited function is “generating said record with said information” and the defendant
argues that it is “generating a record from the user-supplied information.” The court agrees with the
plaintiff that the recited function is “generating said record with said information.”

The next step in this analysis is to determine the structure disclosed in the written description
corresponding to the recited function. Plaintiff argues that the corresponding structure is “server
software such as HTML, front-ending tools communicating through the Common Gateway Interface
to a database, to an SQL or miniSQL database for performing the recited function, and-equivalents
thereof.” Defendant argues that the written description discloses no structure corresponding to the
recited function and argues that “said information has no antecedent basis.”

Plaintiff cites to the following passages in the ‘940 patent: 1:25-62; 3:4-11;4:1-48; 7:44-47;
and figs 1A, 1B, 3, 4, and 5 to support its position. The court concludes that the sections of the
specification cited by Plaintiff do not link the recited function to any structure. The court has
reviewed the entire patent specification and determined that no structure is linked to the recited
function.

The correspondiﬁg structure of a means-plus-function limitation must be disclosed in the
written description in such a manner that one skilled in the art will know and understand what
structure corresponds to the means limitation. See Atmel Corp. v. Info Storage Devices, Inc. 198 £3d

1374, 1382 (Fed. Cir. 1999). A proper indefiniteness analysis requires description of the structure
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in the specification and then asking whether one of ordinary skill in the art would identify the
structure from the description. See id. at 1381. Title 35 U.S.C. § 112 q 6 requires the patentee to
disclose some structure. “There must be some structure in the specification” and the requirements
of § 112 9 6 will not be met when there is “total omission of structure.” Atmel, 198 F.3d at 1382.
In this instance, because the written description discloses no structure clearly linked to the recited
function, the court finds that this limitation is indefinite.! The court declines to address Defendant’s‘
argument concerning the lack of an antecedent basis for “said information” in the claim because it
is moot.
2. “means for storing said record in said network accessible database” (claim 1%}

The parties agree that this limitation is a means-plus-function claim limitation. Plaintiff
argues that the recited function is “generating said record insaid network accessible database” while
the defendant argues that it is “generating a record in the Web accessible database.” The court agrees
with the plaintiff that the recited function is “generating said record in said network accessible
database” because the court (as discussed below) must construe “network” more broadly than the
World Wide Web.

The next step in this analysis is to determine the structure disclosed in the written
specification corresponding to the recited function. Plaintiff argues that the corresponding structure
is “server software such as HTML, front-ending tools communicating through the Common Gateway
Interface to a database, to an SQL or miniSQL database for performing the recited function, and

equivalents thereof.” Defendant argues that the written description discloses no structure

'For the purpose of review, the court will construe similar limitations. However, based
on the court’s conclusion that this limitation is indefinite, claim15 and all claims depending from
claim 15 are invalid.
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corresponding to the recited function and argues that “said information has no antecedent basis.”

Plaintiff cites to cols. 1:25-62; 3:4-11; 4:1-48; 7:44-47; and figs 1A, 1B, 3, 4, and 5 to
support its position. The court concludes that the sections of the specification cited by Plaintiff do
not link the recited function to any structure. Additionally, the court reviewed the entire
specification to find structure linked to the recited function. The specification does not link any
structure to the recited function. Accordingly, the court finds that this limitation is indefinite. The
court declines to address Defendant’s argument concerning the lack of an antecedent basis for “said
information” in the claim because it is moot.

3. “means for storing an identification of said user indicating that said vser is
authorized to modify said record in said network accessible database” (claim 15)

The parties agree that this limitation is a means-plus-function claim limitation.  Plaintiff
argues that the recited function is “storing said record in said network accessible database” while the
defendant argues that it is “storing the record in a Web accessible database.” The court agrees with
the plaintiff that the recited function is “storing said record in said network accessible database”
because the court has construed “network” more broadly than the World Wide Web.

The next step in this analysis is to determine the structure disclosed in the specification
corresponding to the recited function. Plaintiff argues that the corresponding structure is “server
software such as HTML front-ending tools communicating through the Common Gateway Interface
to a database, to an SQL or miniSQL database for performing the recited function, and equivalents
thereof.” Defendant argues that the written description discloses no structure corresponding to the
recited function.

Plaintiff cites to cols. 1:25-62; 3:4-11; 4:1-48; and figs 1A, 1B, 3, 4, and 5 to support its

17
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positiqn. The court concludes that the sections of the specification cited by Plaintiff do not link the
recited function to any structure. Once again, the court has reviewed the entire specification to find
structure linked to the recited function. The specification does not link any structure to the recited
function. Accordingly, the court finds that this limitation is indefinite.

The court has determined that the three means-plus-function limitations specifically
addressed in this order are indefinite. Consequently, claim 15 and all dependent claims depending
from claim 15 are indefinite. Further consideration of means-plus-function claim limitations for the
‘940 patent is unnecessary.

1. “network” (claims 1, 5, 6, 15, 19, 20)’

In light of the court’s prior holding, “network” is construed to mean “a public network

comprised of two or more computers interconnected by communication channels.”
2. “user authorization information” (claims 1 & 15)

Plaintiff proposes that this “user authorization information” should be construed to mean “a
password or user ID used to authenticate a user.” Defendant argues that the term should mean “any
user information upon which access is determined.”

Plaintiff’s proposed claim construction is not supported by the record. Plaintiffasks the court
to limit “user authorization information” to a password or a user ID used to authenticate the user, but
does not provide any support for substantially limiting this term. Unlike the ‘538 patent in which

password protection was a limitation expressed in the claims themselves, claims 1 and 15 of the ‘940

2As previously noted, claim 15 and claims depending from claim 15 are invalid.
Nevertheless, the court will evaluate the manner in which claim terms are used in those claims to
the extent that the court finds that instructive for purposes of construing claim terms as they are
used in other claims in the ‘940 patent.
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patent do not include any such limitation. For example, claim 1 includes the limitation of
“determining whgther a user is authorized to add said record from said uéer authorization
information.” See claim 1 of the ‘940 patent. Similarly, claim 15 includes the following language
“means for receiving user authorization information. . . . means for determining whether a ﬁser is
authorized to add said record from said user authorization information. . . .” See claim 15 of the ‘940
patent. Neither claim 1 nor claim 15 limits the user authorization information to a password or user
ID. |

The court declines to adopt Plaintiff’s proposed construction. “User authorization
information” means “user information upon which access is granted.”

3. “said information” (claims 1, 2, 5, 6, 16, 19, 20)

Plaintiff argues that this term means “information submitted by the user to be included in a
record.” Defendant argues that there is no antecedent basis for this term and the court should
invalidate the claim as indefinite. The réquirement of antecedent basis is a rule of patent drafting.
The Manual of Patent Examining Procedure states that the failure to provide explicit antecedent basis .
does not always render a claim indefinite. MPEP § 2173.05(¢) (8th ed. Rev. 2 May 2004). The
Federal Circuit has held that “despite the absence of explicit antecedent basis, ‘if the scope ofaclaim
would beireadily ascertainable by those skilled in the art, then the claim is not indefinite.”” Energizer
Holdings, Inc. and Eveready Battery Co., Inc. v. International Trade Commission, 435 £.3d 1366,
1370-71 (Fed. Cir. 2006)(citing Bose Corp. v JBL, Inc., 274 f.3d 1354, 1359 (Fed. Cir. 2001)).

Within the context of independent claims 1 and 15, “said information” is clearly understood
to mean the information submitted by the user to be included in a record. For example, in claim 1,

the pertinent part states “said information to be included in said record responsive to said request”
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while claim 15 states in relevant part “means for receiving said information to be included in said
record responsive to said transmitting said request.” See claims 1 & 15 of the ‘940 patent.
Accordingly, the court construes “said information” to mean “information submitted by the user to
be included in a record.”

4. “storing an identification of said user” (claims 1 & 15)

Plaintiff argues that this term should be construed to mean that the “system stores a
transaction ID” while Defendant proposes that it means “storing an identifier of a specific person.”
The language of claims 1 and 15 requires that the identification of the user will be used to determine
whether the user is authorized to add a record in the database. See claims 1 and 15 of the ‘942
patent. Based on the specification, the transaction ID is different from the user ID. For example,
the specification provides that a unique transaction ID is assigned to each entry. See, e.g., 6:24-28.
The specification effectively defines or at least clearly distinguishes a user ID from a transaction ID
in columns 7 and 8:

Users providing the requested information are assigned a user ID to be
used during subsequent accesses and are requested to choose a password.
The password may be required to access some system services. To
further encourage voluntary login, users that have complied with the
login request and have been assigned a user ID may be afforded the
ability to customize the user interface and maintain the resulting look
and feel between uses. The customization is performed in a known
manner by storing on the host a user preferences file and accessing the
file to restore user preferences when a valid user ID is provided.
7:65-8:9.

The patent specification demonstrates that the transaction ID is tied to a particular database
entry, while the user ID is tied to a particular user. Plaintiff asks the court to construe this term such
that the line between a user ID and a transaction ID is eliminated. The court rejects Plaintiff’s

proposed construction. The term “storing an identification of said user’” means “storing an identifier
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of a specific person.”
V. Conclusion

| The court adopts the constructions set forth in this opinion for the disputed terms of the 538
and the ‘940 patents. The parties are ordered that they may not refer, directly or indirectly, to each
other’s claim construction positions in the presence of the jury. Likewise, the parties are ordered to
refrain from mentioning any portion of this opinion, other than the actual definitions adopted by the
Court, in the presence of the jury. Any reference to claim construction proceedings is limited 1o
informing the jury of the definitions adopted by the Court.

SIGNED this 28th day of June, 2007.

AL Tl

T. JOHN W
UNITED STATES DISTRICT JUDGE
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