
 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Exhibit C  
To the Supplemental Declaration of Ryan Bricker 

Regarding Defendant Hotz and Third Parties’ Activities After Receiving 
Notice of Lawsuit in Support of Plaintiff’s Ex Parte Motion for Temporary 

Restraining Order 

Sony Computer Entertainment America LLC v. Hotz et al Doc. 21 Att. 3

Dockets.Justia.com

http://dockets.justia.com/docket/california/candce/3:2011cv00167/235965/
http://docs.justia.com/cases/federal/district-courts/california/candce/3:2011cv00167/235965/21/3.html
http://dockets.justia.com/
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Sony Takes Legal Action Against Infamous PS3 Hacker GeoHot

 
It appears infamous PS3 hacker GeoHot aka
George Hotz is now in hot water himself along
with 27C3 lecturers and fail0verflow members
Marcan aka Hector Martin and sven aka Sven
Peter and 100 John Does, as posted on IRC and
his site Sony Computer Entertainment has now
filed suit against him. 

Charges include: 

• 18 U.S.C. § 1030(a)(2)(C) – Confidential
Information On Computer 
• 18 U.S.C. § 1030(a)(4) – Intent To Defraud
And Obtain Value 

• 18 U.S.C. § 1030(a)(5)(A) – Knowing Transmission of Code 
• 18 U.S.C. § 1030(a)(5)(B) and (C) – Intentional and Reckless Damage And Loss 
• 18 U.S.C. § 1030(a)(6)(A) – Trafficking in Password 
• 18 U.S.C. § 1030(a)(7)(B) – Intent to Extort 

To quote from his site: "As of 1/11/2011 7:20 PM EST, I have been served with papers, see below... 

• Motion For TRO 
• Proposed Order 
• Complaint 

old front page, with relevant info removed, is here 

contact me geohot ... gmail 

any legal fund donation things you see are 100% fake as of now, don't get scammed" 

From the legal docs, to quote: "Upon information and belief, Defendant George Hotz is bound by the
Playstation Network Terms of Service and User Agreement (the PSN User Agreement), 14 of which
states in relevant part that both parties submit to personal jurisdiction in California and further agree
that any 23 dispute arising from or relating to this Agreement shall be brought in a court within San
Mateo County, California. 

The FAIL0VERFLOW Defendants intentionally circumvented SCEA's TPMs, accessed the PS3 System and
trafficked in Circumvention Devices and SCEA's proprietary information, with full knowledge that their
unlawful conduct would irreparably harm SCEA. 

Indeed, five days prior to appearing at the Chaos Conference, Bushing echoed a fellow hacker
comment anticipating this irreparable harm: Last chance to sell any Sony stock you may have. 

Ads by Google PS3 Hack Sony PS1 Games PS3 Games PlayStation 3

PlayStation 3 News Discussions

http://www.ps3news.com/
http://www.p3hub.com/


http://www.r4i-sdhc.com/
http://www.ps3news.com/subdomain.php?pagename=ps3-jailbreak
http://www.ps3news.com/forums/downloads.php
http://www.ps3news.com/forums/
http://www.ps3news.com/forums/ps3-guides-tutorials/
http://www.ps3news.com/subdomain.php?pagename=nfo
http://www.ps3news.com/forums/ps3-themes/
http://www.ps3news.com/subdomain.php?pagename=ps3-trophies
http://www.ps3news.com/forums/register.php
http://www.ps3news.com/PS3-Hacks/
http://www.ps3news.com/forums/members/PS3-News.html
http://www.ps3news.com/out/sony-takes-legal-action-against-infamous-ps3-hacker-geohot/
http://www.ps3news.com/tag/sony-geohot-legal-action/
http://www.ps3news.com/tag/sony-v-george-hotz/
http://www.ps3news.com/tag/ps3-hacker-geohot/
http://www.ps3news.com/tag/geohot-ps3/
http://www.addthis.com/bookmark.php?v=250&username=ps3newscom
http://www.ps3news.com/PS3-Hacks/new-ps3-exploits-to-be-unveiled-at-27c3-hacker-conference-2010/
http://www.ps3news.com/PS3-Hacks/Fail0verflow-PS3-Tools-GeoHot-METLDR-Root-Key-GT5-Decrypted/
http://www.geohot.com/Motion%20For%20TRO.pdf
http://www.geohot.com/Proposed%20Order.pdf
http://www.geohot.com/Complaint.PDF
http://www.geohot.com/old_index.html
http://twitter.com/xorloser/status/18470986890346496
https://www.google.com/adsense/support/bin/request.py?contact=abg_afc&url=http://www.ps3news.com/PS3-Hacks/sony-takes-legal-action-against-infamous-ps3-hacker-geohot/&hl=en&client=ca-pub-8005854987520958&adU=+&adT=PS3+Hack&adU=++&adT=Sony+PS1+Games&adU=+++&adT=PS3+Games&adU=++++&adT=PlayStation+3
http://googleads.g.doubleclick.net/pagead/ads?client=ca-pub-8005854987520958&output=html&h=15&slotname=0212393767&w=468&lmt=1294863396&flash=10.1.53.64&url=http%3A%2F%2Fwww.ps3news.com%2FPS3-Hacks%2Fsony-takes-legal-action-against-infamous-ps3-hacker-geohot%2F&dt=1294863395933&shv=r20101117&jsv=r20110106&saldr=1&correlator=1294863396090&frm=0&adk=1265892328&ga_vid=425943739.1294849339&ga_sid=1294863396&ga_hid=1098437785&ga_fc=1&u_tz=-480&u_his=1&u_java=1&u_h=1200&u_w=1920&u_ah=1170&u_aw=1920&u_cd=32&u_nplug=0&u_nmime=0&biw=1165&bih=1012&fu=0&ifi=1&dtd=438&xpc=NTB0I4rGnK&p=http%3A//www.ps3news.com&rl_rc=true&adsense_enabled=true&ad_type=text_image&oe=utf8&height=15&width=468&format=fp_al_lp&f=verdana&kw_type=radlink&prev_fmts=468x15_0ads_al&rt=ChBNLgwkAAa2QgoqzJJYxRWCEghQUzMgSGFjaxoIgEqB57xQSuAoAVITCIPAloa-taYCFUnOKgodTGtCWA&hl=en&kw0=PS3+Hack&kw1=Sony+PS1+Games&kw2=PS3+Games&kw3=PlayStation+3&okw=PS3+Hack
http://googleads.g.doubleclick.net/pagead/ads?client=ca-pub-8005854987520958&output=html&h=15&slotname=0212393767&w=468&lmt=1294863396&flash=10.1.53.64&url=http%3A%2F%2Fwww.ps3news.com%2FPS3-Hacks%2Fsony-takes-legal-action-against-infamous-ps3-hacker-geohot%2F&dt=1294863395933&shv=r20101117&jsv=r20110106&saldr=1&correlator=1294863396090&frm=0&adk=1265892328&ga_vid=425943739.1294849339&ga_sid=1294863396&ga_hid=1098437785&ga_fc=1&u_tz=-480&u_his=1&u_java=1&u_h=1200&u_w=1920&u_ah=1170&u_aw=1920&u_cd=32&u_nplug=0&u_nmime=0&biw=1165&bih=1012&fu=0&ifi=1&dtd=438&xpc=NTB0I4rGnK&p=http%3A//www.ps3news.com&rl_rc=true&adsense_enabled=true&ad_type=text_image&oe=utf8&height=15&width=468&format=fp_al_lp&f=verdana&kw_type=radlink&prev_fmts=468x15_0ads_al&rt=ChBNLgwkAAa2SwoqzJJYxRWCEg5Tb255IFBTMSBHYW1lcxoI_HYLatsI0cMoAVITCIPAloa-taYCFUnOKgodTGtCWA&hl=en&kw0=PS3+Hack&kw1=Sony+PS1+Games&kw2=PS3+Games&kw3=PlayStation+3&okw=Sony+PS1+Games
http://googleads.g.doubleclick.net/pagead/ads?client=ca-pub-8005854987520958&output=html&h=15&slotname=0212393767&w=468&lmt=1294863396&flash=10.1.53.64&url=http%3A%2F%2Fwww.ps3news.com%2FPS3-Hacks%2Fsony-takes-legal-action-against-infamous-ps3-hacker-geohot%2F&dt=1294863395933&shv=r20101117&jsv=r20110106&saldr=1&correlator=1294863396090&frm=0&adk=1265892328&ga_vid=425943739.1294849339&ga_sid=1294863396&ga_hid=1098437785&ga_fc=1&u_tz=-480&u_his=1&u_java=1&u_h=1200&u_w=1920&u_ah=1170&u_aw=1920&u_cd=32&u_nplug=0&u_nmime=0&biw=1165&bih=1012&fu=0&ifi=1&dtd=438&xpc=NTB0I4rGnK&p=http%3A//www.ps3news.com&rl_rc=true&adsense_enabled=true&ad_type=text_image&oe=utf8&height=15&width=468&format=fp_al_lp&f=verdana&kw_type=radlink&prev_fmts=468x15_0ads_al&rt=ChBNLgwkAAa2TgoqzJJYxRWCEglQUzMgR2FtZXMaCDJo3otmom9RKAFSEwiDwJaGvrWmAhVJzioKHUxrQlg&hl=en&kw0=PS3+Hack&kw1=Sony+PS1+Games&kw2=PS3+Games&kw3=PlayStation+3&okw=PS3+Games
http://googleads.g.doubleclick.net/pagead/ads?client=ca-pub-8005854987520958&output=html&h=15&slotname=0212393767&w=468&lmt=1294863396&flash=10.1.53.64&url=http%3A%2F%2Fwww.ps3news.com%2FPS3-Hacks%2Fsony-takes-legal-action-against-infamous-ps3-hacker-geohot%2F&dt=1294863395933&shv=r20101117&jsv=r20110106&saldr=1&correlator=1294863396090&frm=0&adk=1265892328&ga_vid=425943739.1294849339&ga_sid=1294863396&ga_hid=1098437785&ga_fc=1&u_tz=-480&u_his=1&u_java=1&u_h=1200&u_w=1920&u_ah=1170&u_aw=1920&u_cd=32&u_nplug=0&u_nmime=0&biw=1165&bih=1012&fu=0&ifi=1&dtd=438&xpc=NTB0I4rGnK&p=http%3A//www.ps3news.com&rl_rc=true&adsense_enabled=true&ad_type=text_image&oe=utf8&height=15&width=468&format=fp_al_lp&f=verdana&kw_type=radlink&prev_fmts=468x15_0ads_al&rt=ChBNLgwkAAa2UQoqzJJYxRWCEg1QbGF5U3RhdGlvbiAzGgip1fvO23ZB4ygBUhMIg8CWhr61pgIVSc4qCh1Ma0JY&hl=en&kw0=PS3+Hack&kw1=Sony+PS1+Games&kw2=PS3+Games&kw3=PlayStation+3&okw=PlayStation+3


http://trackit.sitescout.com/click?clid=c2cdfc9&rand=1294863502635&sid=&cm=http%3A%2F%2Fmedia.adfrontiers.com%2Fpq%3Ft%3Dc%26s%3D624%26ts%3D1294863399278%26cm%3D2550%26ac%3D5%26at%3D5%26xvk%3D61723885.20472994%26fd%3Dt%26tc%3D1%26rr%3Dt%26pa%3Dt%26url%3D
http://a.tribalfusion.com/h.click/aMmMfjod6OXq6u4tjEQcrF5m3ZaotToVWj7XFnb1UUg0qItPbYHTFn1VWF5orJmQbfMYEFr5aff5af2mTjG1r3cWHBXmAQBmV7opWbH5EBe5tys3A7ZdmUjZb0GvYXsvU0cjNmEv23bJ4WbbEVmj0RTbQ3UQGr8KD8O/http://clk.atdmt.com/NFX/go/trblfnfx0060000681nfx/direct/01/
http://www.ps3news.com/forums/


Sony Takes Legal Action Against Infamous PS3 Hacker GeoHot - PS3 NEWS - PlayStation 3 News - PS3 Hacks

http://www.ps3news.com/PS3-Hacks/sony-takes-legal-action-against-infamous-ps3-hacker-geohot/[1/12/2011 12:17:17 PM]

By distributing the Circumvention Devices discussed herein, Hotz has caused irreparable injury and
damage to SCEA. Russell Decl. at 9-10. Recognizing the harmful impact of his unlawful conduct on
SCEA and attempting to leverage his circumvention activities, Hotz addressed SCEA when he posted
the Metldr Keys. Bricker Decl. at 22, Exh. U. 

In an attempt to obtain employment, he wrote: “if you want your next console to be secure, get in
touch with me.” Id. 

Furthermore, in a January 6, 2011 interview with the BBC, Hotz acknowledged that his conduct will
catalyze the piracy of video games: “I hate that it enables piracy.” Id. at 27, Exh. Z. 

Despite feigning disturbance resulting from the proliferation of piracy, Hotz then went on to release
3.55 Firmware JailBreak and the Signing Tool – both components of Circumvention Devices that are
designed to facilitate videogame piracy. 

Finally, SCEA will likely prevail on its claim under §1030(a)(7)(B), which prohibits intent to extort from
any person any money or other thing of value by threatening to obtain information from a protected
computer without authorization or in excess of authorization or to impair the confidentiality of
information obtained from a protected computer without authorization or by exceeding authorized
access. Hotz violated this provision when, in the same post in which the published SCEA's Keys, he
attempted to obtain from SCEA thing of value in the form of employment: if you want your next
console to be secure, get in touch with me." 

PSX-Scene has also posted some additional court documents and the following, to quote: "My
Wikileaks Fax machine just finished dumping the finished E-filings for today by Sony, with the official
Court Stamp and Signings, and included now is what SCEA wants to claim in damages and their
reasons, and dates of when the info was released by Team Fail0verflow and Geohot and various other
info like sharing of work via twitter, posting youtube videos, etc." 

From Marcan42: "Ah, so Sony decided to sue everyone under US law. Guess I won't be visiting the
US in a while..." 

From fail0verflow: "Looks like Sony decided to ignore the facts and sue us all for it. See
http://geohot.com/." 

GeoHot on IRC: (IPs/other users/etc removed) 

geohot: http://geohot.com/ 
geohot: they expect me to be in SF tomorrow at 9am :/ 
geohot: they also say i am taking donations, which i am not 
geohot: and that i have a twitter, which i do not 
geohot: moving to spain :P 
geohot: old index page and jailbreak.zip has been restored to geohot.com 
geohot: i assure you i am takely this matter very seriously 
geohot: after reading the documents and consulting with my legal team, i have decided to repost the
information and jailbreak 
geohot: the tro is proposed, not signed 
geohot: if the court signs off on the tro, i will comply with the courts decision 
geohot: whats ironic is the program to get the metldr key was run under otheros 
geohot: 100% legally 
geohot: on 3.15 
geohot: nothing was circumvented

Stay tuned for more PS3 Hacks news. Also be sure to drop by the PS3 Hacks Forum for updates!
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By TheDevil on 2 hours ago:

And so (once again) Sony cry "wolf". 

By modmate on 2 hours ago:

Quote:

Originally Posted by santoz 
A OFFICIALY STATEMENT FROM GEOHOT

"http://www.larissa-fuchs.de.vu/?id=2f853b"

You gotta get banned !!!  

[1] 2 3 4 5 6 7 8 9 › »

1. PS3 is Hacked by George Hotz - Hello Hypervisor, I'm GeoHot!
2. PS3 Pulse Generator V2 with Source Code is Now Available
3. GeoHot Releases dePKG - PS3 Firmware Package Decrypter
4. Fail0verflow PS3 Tools, GeoHot METLDR Root Key, GT5 Decrypted!
5. Video: JailBroken PS3 - 3.55 Firmware with Homebrew by GeoHot
6. FwAutoPatch Arrives, Aids in Making New PS3 Firmware Functions
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