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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA

GARY SIEBERT,
Plaintiff,

Case No. 11v-01987-JST

ORDER GRANTING IN PART,

V. DENYING IN PART MOTION TO

DISMISS COUNTERCLAIMSFOR

GENE SECURITY NETWORK, INC, FAILURE TO STATE A CLAIM AND
DENYING MOTION TO DISMISSFOR

Defendant. LACK OF JURISDICTION

Re: ECHNos. 54, 55

Before the Court are Plaintiff-relatsiMotions to Dismiss Defendaist Counterclaims.
ECF Nos. 54, 55. The Court will grant in part and deny in part the motion to dismiss for failu
state a claim, and deny the motion for lack of subject matter jurisdiction.
. BACKGROUND

Plaintiff-relator and Defendarn-counterclaim Gary Siebert filed this qui tam action
against Defendant Gene Security Network, Inc., now known as Naterapmépril 22, 2011 for
violations of the federal False Claims Act, 31 U.S.C. § 3729, et'980A”). ECF No. 1. The
operative First Amended Complaint was filed March 21, 2013. ECF N6F2Z(’). The Court
previously denied Defenddstmotion to dismiss the First Amended Complaint. ECF No. 41
(June 17, 2013). Defendant answered and counterclaimed on July 1, 2013. ECF No.44. T
operative Amended Answer was filed pursuant to stipulation on August 6, 2013. Am. Answe

ECF No. 50. Relator filed the instant motions to dismiss the counterclaims pursuant to Fede

! The Court previously noted that Defendant claims its name has changed. This Order will re

e 1o

ral

rfer 1

Defendant as Natera, since that is the name Defendant uses in its Answer, its opposition to the

instant motion, and at the hearing on the motion. However, the Court encourages the parties
discuss whether an amendment to the Complaint to reflect Defénttaiet name going forward is
appropriate.
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Rules of Civil Procedure 12(b)(1) and 12(b)(6 ) on August 20, 2013. 12(b)(1) Mot., ECF No.
12(b)(6) Mot., ECF No. 54. The matter is fully briefed, and the Court held a hearing on Octo
10, 2013.

Natera is a privately-held, for-profit biotechnology corporation that studies and condugts

55;

Der

molecular diagnostic tests for in vitro fertilization. FAC  15. From 2007 to 2010, Natera applied

to receive three research grants from the National Institutes of H&dIt’() and was awarded a

total of $3,494,750. Id. 1 1925. Siebert alleges that the NIH grant awards were conditioned o

compliance with financial management system requirements, addressed in the NIH Grants Folic

Statement and the Uniform Administrative Requirements for Awards and Subawards to
Institutions of Higher Education, Hospitals, Other Nonprofit Organizations, and Commercial
Organizations, 45 C.F.R. 744AR”). Id. 1 18, 28. The NIH Grants Policy Statement and UAR
are intended to ensure that the rate and type of expenditures are consistent with the approve
project. Id. 1 17.

Siebert alleges that Natésaaffirmative statements in its applications for NIH grants and
its consent to program requirements contained in NIH award letters were fraudulent becausg
Natera was not in compliance with the mandatory financial monitoring provisions for
organizations receiving NIH grants. Id. 38. Siebert alleges that at the time of each grant
award, Natera was aware of its failure to moni®finances in accordance with NIH
requirements— in particular, its failure to track the time employees spent on specific projects
failing to track expenditures by project. Id. § 28, 32.

Natera asserts six counterclaims against Siebert: breach of fiduciary duty, fraud in the
inducement, breach of a confidentiality agreement, breach of a separation agreement, violati
the Computer Fraud and Abuse Act, 18 U.S.C. § 1030, and violation of the California Compy
Crimes Act, Cal. Pen. Code § 502.

Natera alleges that Siebert formerly served as Chief Operating Officer and Senior Vic{
President of Research at Natera. In connection with his employment as COO, Siebert signe
“Proprietary Information and Inventions Agreenfentwhich he“expressly acknowledged that

the confidential business, technical and financial information of Natera constiRutgatietary
2
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Information’ that he was obligated to hold in confidence, and not use or disclose for any purp
outside of the scope of his employm&n€Counterclaim  12. According to Natera, Siebert was
responsible for thedevelopment and administration of Natsraccounting and recordkeeping
policies and proceduré&sand was aware of Natésaaccounting and recordkeeping policies and
procedures, including as they pertain to grant applications. Counterclaim {%13., Natera
also alleges that Siebert was aware of the certifications Natera made on its grant application
form the basis of the qui tam action. Counterclaim { 16.

Natera alleges that Siebert also executed a separation agreement on March 27, 2011
pursuant to which Natera agreed to pay Siehatuable consideration including, without
limitation, separation pay and an unearned partial milestone payn@oanterclaim 9 19. As

part of that separation agreement, Natera allé@ebert represented in the Separation

pose

Agreement that he had returned to Natera all property that belongs to Natera, including documer

and computer files belonging to the Company, and further agreed to abide and be bound by
confidentiality obligations set forth in the [confidentiality agreem&n@ounterclain] 20. The
separation agreement included a releas®lbtlaims and causes of action of any kind that he
might have against NatetaCounterclaim § 21.

Natera alleges that Siebert failed to inform the Board of Direttbes he understood that
Natera had made false or fraudulent claims in violation of the False Clainis@aunterclainf]
22. Less than a month after executing the separation agreement, Siebert filed this action. N
asserts Siebert fraudulently induced N&ateexecution of the separation agreement.

In addition, Natera alleges Siebert breached his obligations under the confidentiality
agreement by filing this action, in which he has filed publicly documents Natera argues are
covered by the agreement.

Finally, Natera asserts claims for violation of federal computer crime laws, alleging thg
Siebert obtained confidential records from Natera by accessing Materaputer system without
authorization for purposes unrelated to the fulfillment of his duties as COO.

. LEGAL STANDARDS

“A Rule 12(b)(1) jurisdictional attack may be facial or factual. In a facial attack, the
3
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challenger asserts that the allegations contained in a complaint are insufficient on their face {o

invoke federal jurisdiction. By contrast, in a factual attack, the challenger disputes the truth gf the

allegations that, by themselves, would otherwise invoke federal jurisdictiafe Air for

Everyone v. Meyer, 373 F.3d 1035, 1039 (9th Cir. 2004) (citation omitted). In resolving a fagial

attack, courts assume that the allegations are true, and draw all reasonable inferences in thg

plaintiff’s favor. _Wolfe v. Strankman, 392 F.3d 358, 362 (9th Cir. 2004) (citations omitied).

resolving a factual attack on jurisdiction, the district court may review evidence beyond the

complaint without converting the motion to dismiss into a motion for summary judgment. The

court need not presume the truthfulness of the plaim@ffegations. Once the moving party has
converted the motion to dismiss into a factual motion by presenting affidavits or other eviden
properly brought before the court, the party opposing the motion must furnish affidavits or oth
evidence necessary to satisfy its burden of establishing subject matter juristdi&ada.Air, 373
F.3d at 1039 (citations omitted).

On a Rule 12(b)(6) motion to dismiss, the Court accepts the material facts alleged by
non-moving party together with all reasonable inferences to be drawn from those facts, as try

Navarro v. Block, 250 F.3d 729, 732 (9th Cir. 2001). Howeéithg tenet that a court must accep

a complaints allegations as true is inapplicable to threadbare recitals of a cause dkaction

elements, supported by mere conclusory statenieAishcroft v. Igbal, 556 U.S. 662, 678 (2009).

To survive a motion to dismiss, the party asserting a claim must‘@aadgh facts to state a

claim to relief that is plausible on its fateBell Atlantic Corp. v. Twombly, 550 U.S. 544, 570

(2007). Plausibility does not mean probability, but it requiresre than a sheer possibility that g
defendant has acted unlawfullylgbal, 556 U.S. at 687.

In addition, fraud claims are subject to a heightened pleading stantiaaleging fraud
or mistake, a party must state with particularity the circumstances constituting fraud or thista
Fed. R. Civ. P. 9(b). The allegations must be specific enough to give a defendant notice of t
particular misconduct alleged to constitute the fraud such that the defendant may defend ag4

the charge._Semegen v. Weidner, 780 F.2d 727, 731 (9th Cir. 1985). In general, allegations

sounding in fraud must contafan account of the time, place, and specific content of the false
4
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representations as well as the identities of the parties to the misrepreseiit@wagz v. KPMG

LLP, 476 F.3d 756, 765 (9th Cir. 2007). Howevém]alice, intent, knowledge, and other

conditions of a perséa mind may be alleged generallyFed. R. Civ. P. 9(b).

IIl.  MOTION TO DISMISS FOR LACK OF SUBJECT MATTER JURISDICTION
Siebert moves to dismiss each counterclaim for lack of subject matter jurisdiction becd

Naterds counterclaims have the purpose and effect of indemnifying or contributrgutdam

defendants damages and therefore cannot be adjudicated until after Natera prevails in the

underlying action.Siebert’s argument is that the claims are not ripe, citing Allen v. Wright, 468

U.S. 737 (1984).

While Allen does stand for the general principle that ripeness is a requirement of Artic
jurisdiction, its facts bear no resemblance to the ones in this case. Allen involved a challeng
parents of African-American public school children to the Internal Revenue Senlleged
failure to adopt standards and procedures to deny tax-exempt status to racially discriminator
private schools. 468 U.S. at 7Z3®. Thus, Allen is not helpful on the question presented here:
whether counterclaims for contribution or indemnity are “ripe” for adjudication before the
underlying litigation is resolved.

Federal courts in this Circuit that have faced that question have concluded either that

indemnity and contribution claims are ripe, Hecht v. Summerlin Life & Health Ins. Co., 536 F.

Supp. 2d 1236, 1242 (D. Nev. 200BuCal Foods, Inc. v. Quality Egg LLC, 918 F. Supp. 2d

1037, 1042 (E.D. Cal. 2013); Miller v. Sec. Life of Denver Ins. Co., Nawvil1t75-PJH, 2011

WL 7762985, at *1 (N.D. Cal. Dec. 14, 2011), or that the contribution and indemnity claims a

properly brought but should be stayed pending resolution of the underlying claim on which the

those claims are based, St. Paul Fire & Marine Ins. Co. v. Nonprofits Untied, 91 F. App'x 537

Cir. 2004). Thus, even if the counterclaims may properly be characterized as indemnity or
contribution claimsthe Court concludes that Siebert’s challenge on pure ripeness grounds must b
denied.

In his motion, Siebert conflates the question of whether contribution or indemnity clain

are ever proper under the FCA with the question of whether the counterclaims are ripe. In
5
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Mortgages, Inc. v. U.S. District Court for the District of Neé&e034 F.2d 209 (9th Cir. 1991), the

Ninth Circuit first articulated the rule regarding state law counterclaims for contribution or
indemnification arising out of qui tam litigation. The Ninth Circuit held that a right to

contribution or indemnification does not exist under the FCA because the dthwasvay

intended to ameliorate the liability of wrongdoers by providing defendants with a remedy agajnst

qui tam plaintiff with‘unclean hand¥: Id. at 213. After determining that the right to
contribution or indemnification also does not exist under federal common law, the Ninth Circy
concluded thatthere can be no right to assert state law counterclaims that, if prevailed on, wd
end in the same resulas contribution or indemnification for liability stemming from the

underlying qui tam action._lId., at 214.

The Ninth Circuit revisited the issue_in U.S. ex rel. Madden v. General Dynamics Corp.

F.3d 827 (9th Cir. 1993). There, the district court had dismissed all of the qui tam defendant
counterclaims against the relators, even though the defendant Smagimendent damages
rather than ones for contribution or indemnity. Id. at 830. The district court reasoned that
counterclaims for independent damages were impermissible under Mortgages because, like
counterclaims for contribution or indemnitithey have the practical effect of providing a
defendant the opportunity to offset its liability by recovering damages from qui tam pldintdfs.
The Ninth Circuit reversed, and distinguished counterclaims for contribution or indemnity tha
“only have the effect of offsetting liabilityfrom counterclaims for independent damages, which
“are not dependent on a qui tam defenddrdbility.” 1d. at 83631 (emphasis in original).
The court reasoned that because a quidsfemdant’s counterclaims will often be compulsory
under Rule 13 of the Federal Rules of Civil Procedure, the defendant would be required to by
the counterclaims in thelator’s suit or risk losing the ability to bring them in later proceedings,
rendering a blanket rule barring all counterclaims violative of procedural due process. Id. at
Thus, while counterclaims for contribution or indemnity are prohibited, counterclaims for
independent damages are not. Id. at 830-31.

Here, Natera brings counterclaims pursuant to Rule 13 and not third-party claims purs

to Rule 14, because the FCA allows relators to protaed party. See Mortgages, 934 F.2d at
6
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211 n.2 (citing 31 U.S.C. § 3730(c)(1)). A counterclaim is compulsory rather than permissive if it

“arises out of the transaction or occurrence that is the subject matter of the opposiag party

claim” Fed. R. Civ. P. 13(a)(1)(A). As Natéacounterclaims arise out of the same set of facts

as Plaintiffs allegations, Natetrs counterclaims are compulsory pursuant to Rule 13 and

accordingly, are the type of counterclaims that the Ninth Circuit addressed in Madden.

The fact that some counterclaims are prohibited as a matter of public policy to avoid
weakening the FCA, id. at 830, however, does not mean that the bar to those claims is
jurisdictional. It is possible, for example, that the holding in Mortgages is based on conflict

preemption principles, as the Ninth Circteixplicitly found that state law claims that would allow

FCA violators to reduce the financial burden of their fraud would frustrate the object and poli¢y of

the Act: to punish past fraudulent conduct without allowing contribution even from joint

tortfeasors who participated in the fraudlhomas F. QNeil 1ll, Esqg. et. al., The Buck Stops

Here: Preemption of Third-Party Claims by the False Claims Act, 12 J. Contemp. Health L. &

Poly 41, 53 (1995).
The Court therefore DENIES Sielisnnotion to dismiss for want of subject matter

jurisdiction, andchow turns to Siebert’s motion to dismiss for failure to state a claim.

IV. MOTION TO DISMISSFOR FAILURE TO STATE A CLAIM

A. Breach of Fiduciary Duty

Natera alleges that Siebert owed a duty of loyalty to Natera that encompassed a duty
prevent, remedy, or report conduct that he believed to be a violation of the False Claims Act.
Counterclaim {9 228. Natera alleges that Siebert breached his duty of loyalty by failing to
report the alleged violations of the False Claims Act. Counterclaim § 29. Siebert moves to
dismiss under Mortgages and its progeny.

Generally speaking, a breach of fiduciary duty claim arising out of a Plaintiff-relator
failure to disclose a False Claims Act violation that subsequently becomes the basis of a qui

claim is barred by the FCA. See U.S. ex rel. Miller v. Bill Harbert @®nstruction., Inc., 505 F.

Supp. 2d 20 (D.D.C. 2007). In Miller, the qui tam defendant asserted counterclaims against

relator for breach of fiduciary duty as well as counterclaims seeking contribution and indemn
7
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Id. at 24-25. The defendant alleged that the relator was aware of evidence of the bid rigging
conspiracy that was at issue in the underlying false claims action, and suggested that the rel
had a role in either perpetrating or concealing the fraud. Id. at 25. The qui tam defendant as
that the relator violated a fiduciary duty by failing to report the fraud. Id. The court found the
counterclaim was barred by the FCA.
After acknowledging that counterclaims seeking contribution or indemnity were barred
the Miller court proceeded to analyze whether the fiduciary duty claim wasdependerit
claim that the qui tam defendant could bring against the relator. 1d-21.2@\fter surveying the
caselaw relating to counterclaims against FCA relators, including the Ninth Girdeidisions in

Mortgages and Madden, the Miller court found that there were two ways in which qui tam

defendarg could bring“independentcounterclaims._Id. at 27. The fiist‘where the conduct at
issue is distinct from the conduct underlying the FCA Casg. “This can be so even where ther¢

is a close nexus between the facts, so long as there is a clear distinction between the facts

supporting liability against relator and the facts supporting liability against the FCA deféndant.

Id.

Second, and more relevant to the instant case, a counterclaim may be perrside
the defendans claim, though bound up in the facts of the FCA case, can only prevail if the
defendant is found not liable in the FCA cés&l. (emphasis in original). The justification for
permitting such counterclaims is th$b]nce the question of FCA liability has been determined i
the defendans favor, there is less of the risk, envisioned by Mortgages and other cases, of
deterring would-be relators, and no risk that a wrongdoer will be allowed to shift it$ clastat
28 (‘The use of the wordndependerithas led to some confusion, and courts would be better

served to describe the permissible claimsas dependent on the fact of FCA liabilit§). “The

FCA defendant thus has a cause of action for damage to him independent of his FCA liability.

These claims have surfaced in the form of libel, defamation, malicious prosecution, and abug
process— claims that succeed upon a finding that the relataccusations were untriield.
The Miller court identified the types of counterclaims that fall outside those two

categories, and are barred by the FCA, as follows:
8
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If a defendaris counterclaim is predicated on its own liability, then
its claims against a relator typically will allege that the relator
participated in the fraud, or caused the defendant some damage by
the act of being a relator, that is, by disclosing the defetfslf&atd.

The first kind of action seeks contribution or indemnity, rights that
are not provided by the FCA because they would deter relators,
allow wrongdoers to shift their costs, and would disrupt the intended
framework of incentives and punishments established by the FCA.
The second kind of action has the same effect of providing
contribution or indemnity, with the perverse twist that the relator is
not even accused of contributing to the defengdaftaud. If such
suits were allowed, they would punish innocent relators, which
would be a significant deterrent to whistleblowing and would
imperil the governmers ability to detect, punish, and deter fraud.
The FCA contains several provisions seeking to protect relators
from retaliation, and it would run counter to this policy if the Court
were to allow retaliatory suits against truthful relators.

Id. at 28-29.

Similarly, the qui tam defendant in U.S. ex rel. Vainer v. DaVita, Inc., NaveZ509-

CAP, 2013 WL 1342431, at *5 (N.D. Ga. Feb. 13, 2013), asserted breach of contract
counterclaims against the relator based on the r&dditure to notify the defendant of the FCA
violations. The court found the counterclaims were barred despite‘toginghed in contract
terms’ because, to prove breach of contract, the defendant would have had to prove it violatsg
FCA. “If these violations occurred, then the defendants would be liable for them. Therefore,
element of the defendantsause of action (i.e., breach) is dependent on the defehtiabiigy in
the underlying actiofi. Id.

Here, Naterss first counterclaim iScouched in terms of breach of fiduciary duty, as it
was in_Miller, but it is, in essence, dependent on the fact of Naté@hility. To establish its
claim, Natera must plead (1) the existence of a fiduciary duty; (2) breach of the fiduciary duty

(3) damage proximately caused by the breach. Stanley v. Richmond, 35 Cal. App. 4th 1070,

(Cal. Ct. App. 1995). Natera alleges that Siebert had a duty of loyalty to Natera that ifalude
duty to prevent, remedy, or report conduct that he believed to constitute a violation’ofihaeh,
duty Siebert allegedly breached when he failed to report purported violations of the FCA to
Natera. Counterclaim § 28In essence, it is a claim that the relator should have become a rel

sooner, or that he should have informed the defendant before informing the govérnidet,
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505 F. Supp. 2d at 29. Natera will prevail on its fiduciary duty claim only if Natera is found liable

for violations of the FCA. Therefore, Nat&aounterclaim is not &nndependentclaim under
Madden because Natésaability to prevail on this claim invariably depends on it being found
liable in the underlying FCA action.

Moreover, allowing Natera counterclaim would directly conflict with the goals of the

FCA. As the Miller court statedit [| would create the perverse result of making a truthful relator

pay to offset the liability of a wrongdoing FCA defendant. This would be the equivalent of
contribution or indemnification, and is not allowédd. Consequently, Natésacounterclaim for

breach of fiduciary duty is DISMISSED with prejudice.

B. Fraud in the Inducement, Breach of the Separation Agreement, and Breach of
the Confidentiality Agreement

Natera asserts three counterclaims related to two contracts: fraud in the inducement g
separation agreement, breach of the separation agreement, and breach of the confidentiality,
agreement. The Court addresses the three claims together.

Natera alleges that Siebert fraudulently induced Natera into the making of the separat]
agreement, which agreement Siebert allegedly breached. As part of the inducement, Naterg
alleges that Siebert, intending to bring this FCA action, falsely represented (1) that he had re
and not retained any of Natésadocuments or files, (2) that he would continue to be bound by {
confidentiality agreement, (3) that he would not disparage Natera, and (4) that he would rele
claims against Natera. Countercldifi38-41. Natera alleges that it relied on those promises ir
deciding to provide consideration for the separation agreement, including forgiveness of a $2
loan for moving expenses.

In addition, Natera alleges Siebert breached the confidentiality agreement by retaining
confidential documents and information after the termination of his employment, and by
disclosing the documents or information by filing this action.

Fraud in the inducement is a subset of fraud that occurs Vthemromisor knows what

he is signing but his consent is induced by fraud, mutual assent is present[,] and a contract i$

formed, which, by reason of the fraud, is voidablRosenthal v. Great Western Fin. Securities
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Group, 14 Cal. 4th 394, 415 (1996) (quotation and emphasis omitted). The elements of intention

fraud are (a) misrepresentation (false representation, concealment, or nondisclosure); (b) sciente

or knowledge of its falsity; (c) intent to induce reliance; (d) justifiable reliance; and (e) resulting

damage._Lazar v. Super. Ct., 12 Cal. 4th 631, 638 (1996). Additionally, fraud claims are subject

to the heightened pleading standard of Rule 9(b) of the Federal Rules of Civil Procedure.

In addition, to prevail on its breach of contract claims, Natera must establish (1) the

existence of the contracts, (2) performance by Natera, (3) breach, and (4) damages. Reicheyt v.

General Ins. Co., 68 Cal. 2d 822 (Cal. 1968).

1 Confidentiality Obligations

The fraud in the inducement counterclaim and the breach of contract claims each allege
that Siebert unlawfully retained confidential documents and information and disclosed them by

filing this action. Siebert argues that relators are exempt from such confidentiality obligation$

insofar as they would prevent a relator from alerting the government of fraud in connection wjith
the FCA, as a matter of public policy.

Nothing in the FCA addresses confidentiality agreements, nor the potential liability
relators may incur by virtue of their obligations of confidentiality to former employers. However,
if a “substantial public interest would be impaired by enforcement of the agreéthent,

agreement may be unenforceable. U.S. ex rel. Green v. Northrop Corp., 59 F.3d 953 (9th Cijr.

1995) (discussing Town of Newton v. Rumery, 480 U.S. 386, 392 (1987), and Davies v.

Grossmont Union High Sch. Dist., 930 F.2d 1390 (9th Cir. 1991), cert. denied, 501 U.S. 1252

(1991). The“Rumery/Daviedtest led the Ninth Circuit to invalidate pre-filing releases of FCA|

claims in_Green. The Green court found that pre-filing releases of FCA claims frustrate Congres:

“concern with maintaining adequate incentives for those who materially would advance the goals

of revealing fraud and supplementing government enforcement éff@teen, 59 F.3d at 964.
The Ninth Circuit subsequently evaluated a potential public policy exemption from

confidentiality agreements for FCA relators in Cafasso, U.S. ex rel. v. Gen. Dynamics C4 Sy

U7

Inc., 637 F.3d 1047, 1062 (9th Cir. 2011). The Ninth Circuit observed that a public policy

exception to enforcement of confidentiality agreemétitat would allow relators to disclose
11
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confidential information in furtherance of an FCA actidms “some merit. Nevertheless, the
Cafasso court declined to adopt such an exception in that case because the relator had engg

“vast and indiscriminate appropriatibof her employés files:

Cafasso copied nearly eleven gigabytes of datiens of thousands

of pages. She decided which GDC4S documents to copy by
browsing through folders related to technology and technology
development, and, she testifiedf, | saw something that | thought
actually could apply and should be investigated, | just grabbed the
whole folde” (emphasis added). Further, she scanned only file
names anddid not look at any individual documents at’alBwept

up in this unselective taking of documents were attorney-client
privileged communications, trade secrets belonging to GDC4S and
other contractors, internal research and development information,
sensitive government information, and at least one patent application
that the Patent Office had placed under a secrecy order. An
exception broad enough to protect the scope of Cafassassive
document gather in this case would make all confidentiality
agreements unenforceable as long as the employee later files a qui
tam action.

Cafasso, 637 F.3d at 1062. The Ninth Circuit conclud@tere we to adopt a public policy
exception to confidentiality agreements to protect relateis matter we reserve for another day
— those asserting its protection would need to justify why removal of the documents was
reasonably necessary to pursue an FCA claild.

Several courts, some relying on the Ninth Cirsudpenness to the public policy exceptio

Siebert proposes here, have addjpist such an exception. See, e.qg., U.S. ex rel. Ruhe v. Mas

Corp., 929 F. Supp. 2d 1033, 1039 (C.D. Cal. 2012) (denying motion to strike exhibits becau
“[r]elators sought to expose a fraud against the government and limited their taking to docum
relevant to the alleged fraud. Thus, this taking and publication was not wrongful, even in ligh

nondisclosure agreements, givéime strong public policy in favor of protecting whistleblowers

who report fraud against the governmént(citing U.S. v. Cancer Treatment Ctrs. of Am., 350 H.

Supp. 2d 765, 773 (N.D. Ill. 2004) (holding relator exempt from liability for breach of

confidentiality agreement for disclosure to government of documents showing employer enga

in fraudulent healthcare billing)y.S. ex rel. Head v. Kane Co., 668 F. Supp. 2d 146, 152 (D.D|

2009) (‘Enforcing a private agreement that requires a qui tam plaintiff to turn over his or her ¢
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of a document, which is likely to be needed as evidence at trial, to the defendant who is under

investigation would unduly frustrate the purposéthe FCA.).

The Court agrees that any alleged obligation by Siebert not to retain or disclose the
confidential documents that form the basis of this action is unenforceable as a matter of publ
policy because it would frustrate Congress’ purpose in enacting the False Claims Act— namely,
the public policy in favor of providing incentives for whistleblowers to come forward, file FCA
suits, and aid the government in its investigation efforts. But the Court cannot now conclude
the counterclaim in its entirety should be dismissed, because it is possible that Siebert also t
confidential documents that bore no relafitmhis False Claims Act claim. See Cafasso, 637
F.3d at 1062 (“[C]ourts perhaps should consider in particular instances for particular documents
whether confidentiality policies must give way to the needs of FCA litigation for the public's
interest . . . .”"). As to those documents, if there are any, Natera has adequately pleaded a

counterclaim.

ic

that

bok

Siebert moves to dismiss on the additional ground that Natera failed adequately to all¢ge

which confidential documents or information Siebert wrongfully retained and disclosed. The
Court is not familiar with any authority, and the parties cite faeeuiring Natera to identify
each allegedly confidential document with particularity as a matter of pleadhggin, the Court
concludes that Natera has adequately pleaded a counterclaim.

It is possible that discovery will reveal that all of the confidential documents, if there ar

2 The Court uses the term “bears no relation” to describe the outer boundary of a potential claim.
The Court reserves to another day the precise relationship a confidential document must hay
False Claims Act claim such that its removal cannot form the basis of liability.

®In support of his allegation that “Plaintiff is not able to respond to the substance of Defendant’s
claims because he has no way to know what confidential documents Defendant claims he
removed,” Siebert cites only Bell Atlantic Corp. v. Twombly, 550 U.S. 544, 570 (2007) and
Ashcroft v. Igbal, 556 U.S. 662, 678 (2009), which do not address the issue.
* The only document identified by Natera thus far is Exhibit A to Siebert’s declaration in support
of his opposition to Natera’s motion to dismiss this action. Exhibit A is a one-page e-mail in
which a Natera employee states, in essence, that Natera “should not have any problem” with its
audit. Half of the e-mail is a quotation from the NIH website; a large portion of it is redacted.
The purportedly confidential nature of the document eludes the Court.
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any, are adequatetylated to Siebert’s FCA claims. It is also possible — perhaps even likely — that
a stay or bifurcation of the counterclaims will be appropriate. For now, however, neither Natera’s

failure to identify specific documents, nor the fact that its claims for misappropriation of

confidential documents arise in the context of an FCA suit, require dismissal of its counterclaims.

2. Release

Siebert also moves to dismiss Natera’s counterclaims for fraud in the inducement of the
separation agreement and breach of ¢perstion agreement based on the Ninth Circuit’s decision

in Green, 59 F.3d at 953. In Green, the court held that pre-filing releases of FCA claims are

unenforceable when they are entered into without the United States’ knowledge or consent.

Natera argues that Green is inapposite because Natera does not seek dismissal of the FCA
based on the release. Opp., ECF No. 59, p. 7. The Court disagrees. While Natera now
characterizes its counterclaim as “a breach of the confidentiality provisions” of the Separation
Agreement, the essence of its third counterclaim is that Siebert falsely represented in that
Agreement that he would not bring claims against Natera. See, e.g., Am. Answer, ECF No.
9 58 (“Siebert falsely stated that he agreed to release all claims against Natera when, on
information and belief, he intended to bring this Action against Natera.”) Natera is effectively

attempting to enforce that release.

Insofar as Natera’s claims are based on a pre-filing general release that encompasses FCA

claims, the release of the FCA claims is unenforceable under . Gy2&i8d at 959 (“prefiling
releases of qui tarlaims, when entered into without the United States” knowledge or consent,
cannot be enforced to bar a subsequent quctaim.”). Consequently, Natera cannot establish

justifiable reliance or damages resulting from the alleged misrepresentation, nor can it establ

the existence of the promise, breach, or damages with respect to its breach of contract claim.

Because Natera’s counterclaims for fraud in the inducement and breach of the separation

and confidentiality agreements survive, Siebert’s motion to dismiss those claims is hereby
GRANTED IN PART AND DENIED IN PART. Though the counterclaims are not dismissed,
Natera shall amend its Counterclaim so as to excise any part of the fraud in the inducement

breach of contract counterclaims basedpre-filing release.
14
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3. Dispar agement

Siebert moves to dismiss the breach of the separation agreement counterclaim with respe

to disparagement as inadequately pled and barred by the FCA as dependent on the underlyi

FCA claim. The Court agrees that Natera’s allegations concerning disparagement are bare and

conclusory. The entirety of the disparagement claim contained in the breach of the separation

agreement counterclaim is as follows:

55. In the Separation Agreement, Siebert further promised not to
disparage, orally or in writing, Natera or its directors, officers,
employees, products, services or business practices.

56. Siebert’s breach of the PIIA, wrongful retention of Natera

documents and files, and disparagement of Natera constitute a
material breach of the Separation Agreement.

Counterclaim 11 55%6. It is unclear what statements or publications form the basis of the

disparagement claim, or how the disparagement claim relates to the breach of contract claimn.

Natera does not address its disparagement claim in its opposition, nor does it identify a legal
standard that underlies the claim. At the hearing, Natera again failed to identify a legal stand
addressing disparagement as a breach of contractual obligations.

In California, disparagement could refer to trade libel or product disparagement. Atlar

Mutual Ins. Co. v. J. Lamb, Inc., 100 Cal. App. 4th 1017, 1035 (@ahpp. 2002) (“The term

‘disparagement’ has been held to include statements about a competitor's goods that are untrue or
misleading and are made to influence potential purchasers not to buy.” ). To establish that claim,
Natera must establish at a minim, “(1) a publication; (2) which induces others not to deal with

plaintiff; and (3) special damages.” Nichols v. Great Am. Ins. Companies, 169 Cal. App. 3d 766

773 (Cal. Ct. App. 1985). Natera’s allegations contained in its breach of the separation agreement
counterclaim fall far short of that standard.

However, it may also be that Natera intended to assert a defamation claim. If so, itis
least possible that Natera’s breach of contract claim arising out of alleged disparagement does not
depend onhe fact of Natera’s FCA liability, and is therefore permissible. See Miller, 505 F.

Supp. 2d at 28 (discussing libel and defamation claims). But that claim is still inadequately p

as Natera must allege, at a minimum, “intentional publication [or oral communication] of a
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statement of fact which is false, unprivileged, and has a natural tendency to injure or which ¢

special damage.” Ringler Associates Inc. v. Maryland Cas. Co., 80 Cal. App. 4th 1165, 1179 (

Ct. App. 2000). Having failed to allege which statements form the basis of the claim, the clai
it is one for defamation, is inadequately pled.

Because Natera’s counterclaim for breach of the separation agreement survives, as
discussed above, Siebert’s motion to dismiss that counterclaim is hereby GRANTED IN PART
AND DENIED IN PART. Should Natera seek to proceed on its disparagement theory, it shal
amend the disparagement allegations in compliance with the terms of this Order. Alternative
Natera may strike those allegations from the Counterclaim.

C. Computer Fraud and Abuse Act

The Computer Fraud and Abuse AGEEFAA”), 18 U.S.C. § 1030, falesigned to target
hackers who accessed computers to steal information or to disrupt or destroy computer
functionality, as well as criminals who possessed the capacity to access and control high

technology processes vital to our everyday IivedsVRC Holdings LLC v. Brekka, 581 F.3d

1127, 1130 (9th Cir. 2009). The CFAA creates a civil right of action, in whictptaatiff must
prove that the defendant violated one of the provisions of [section] 1030(a) (1)-(7), and that t
violation involved one of the factors listed in [section] 1030(a)(5)(BJ. at 1131.

Natera alleges that Siebartonduct violated section 1030(a)(2)(C), which applies to an
person who‘intentionally accesses a computer without authorization or exceeds authorized a
and thereby obtains information from any protected compuigraccessing Natei.computer
network to take or copy and make unauthorized use of data. Counterclair6Qy 59

Natera fails to state a CFAA claim because its allegations of Sebertiduct go beyond
the scope of the CFAA. The parties failed to point to any caselaw concerning the CFAA.

However, the Couis decision is guided by the Ninth Circsitdecision in United States v. Nosal,

676 F.3d 854 (9th Cir. 2012). In Nosal, the defendant left his employment at an executive s€
firm to start a competing business, and shortly thereafter convinced several employees at thg
to join him. 1d. at 856. Before leaving the firm, those employees used their log-in credentialg

download confidential information from the fi'tscomputer database and transferred that
16
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information to the defendant. Id. While employees were authorized to access the database,
firm had a policy forbidding the disclosure of confidential information. Tide government
charged the defendant with violations of Section 1030(a)(4) of the CFa@xAiding and abetting
the [colleagues] inexceed[ing their] authorized accessth intent to defraud. I1d. The
government argued that the phréasgceeds authorized acceégs the CFAA could be interpreted
to meart‘'someone who has unrestricted physical access to a computer, but is limited in the u
which he can put the informatidnlid. at 857.

The Ninth Circuit disagreed, holding tha&xceeds authorized accésdoes not extend to
violations of use restrictioris.Id. at 863. The Court argued that the governisanterpretation
of the phraséwould transform the CFAA from an anti-hacking statute into an expansive

misappropriation statute.ld. at 857. Accordingly, because the employees were authorized to

the

se {

access the confidential information, the court held that they did not exceed their authorized acces

of the firn’s computer database, even though they violated thésfpolicy of disclosing
confidential information._Id. at 864.

Here, Natera alleges that Siebert was responsible for developing and supervising the
companys “accounting and recordkeeping policies and procedui@sunterclaim 1 135.
Natera does not allege that Siebert was not authorized to accessdNaiarputer network, or
that Siebert was not employed by Natera at the time of the alleged conduct. Rather, it allegg
Siebert exceeded his authorized use whetkhewingly and without permission took or copied

and made unauthorized use of data located on Natewanputer system.ld. 11 5960. That

claim is expressly precluded by Nosal, and is consequently DISMISSED with leave to amend.

D. California Comprehensive Computer Data Access and Fraud Act

The California Comprehensive Computer Data Access and Fraud@@AFA”), Cal.
Penal Code 8 502gxpand[s] the degree of protection afforded to individuals, businesses, ang
governmental agencies from tampering, interference, damage, and unauthorized access to |
created computer data and computer syster@sl. Penal Code § 502(a).

Under the CDAFA, Natera must allege thiaguffered damage or loss by reasom of

violation of Section 502(c) of the California Penal Code. Natera does not specify which
17

s th

AWTL




United States District Court
Northern District of California

© 00 N o o b~ w N P

N N N N N N N N DN P P R R R R R R R
0o N o o A WO N R O O 0O N o A W N - O

subsection of Section 502(c) was violated by Plaistidfleged conduct. As Natera does not
allege that Plaintiff altered, deleted, damaged, or destroyed any data, computer system or
computer network, Natetscounterclaim is limited to subsections 502(c)(2), (3), and_(7). See

Facebook, Inc. v. Power Ventures, Inc., No.c®&5780-JW, 2010 WL 3291750, at *6 (N.D. Cal

July 20, 2010)‘(Power Ventures”).

Section 502(c)(2) holds liable any person wfidnowingly accesses and without
permission takes, copies, or makes use of any data from a computer, computer system, or
computer network, or takes or copies any supporting documentation, whether existing or res
internal or external to a computer, computer system, or computer nétwgektion 502(c)(3)
holds liable any person whigk]nowingly and without permission uses or causes to be used
computer services. Section 502(c)(7) holds liable any person wignowingly and without
permission accesses or causes to be accessed any computer, computer system, or computg
network?” Cal. Penal Code § 502(c)(2), (3), (7).

Each of the subsections in question requires that the persomithctut permissior.
Naterds counterclaim fails to state a claim under the CDAFA because it fails to allege that
Plaintiff accessed Natesacomputer networkwithout permissior. Neither party points to any
caselaw concerning the CDAFA. Neverthelé&gsourts within this District have interpreted
‘without permissiohto require that a defendant access a networ& manner that circumvents

technical or code-based barriers in place to restrict or bar ‘s @seess. In re Google Android

Consumer Privacy LitigNo. 11md-02264-JSW, 2013 WL 1283236, at * (N.D. Cal. Mar 26,

2013) (citing_Facebook, Inc v. Power Ventures, Inc., 844 F.Supp. 2d 1025, 1036 (N.D. Cal. 2

(“Power Ventures T); Power Ventures I, 2012 WL 3291750, at *11).

Similarly toits CFAA counterclaim, Natera does not allege that Plaintiff did not have
authorized access to Natesa@omputer network, much less that Plaintiff accessed Nsitera
network by overcoming its technical or code-based barriers. Therefore, ’Satuaterclaim
under the CDAFA is hereby DISMISSED with leave to amend.

V. CONCLUSION

For the foregoing reasons, the Court ORDERS as follows:
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1. Naterds counterclaim for breach of fiduciary duty is hereby DISMISSED with

prejudice.

2. Natera shall amend its counterclaims for fraud in the inducement and breach o
separation and confidentiality agreements consistent with the terms of this Order.

3. Naterds counterclaims for violation of the Computer Fraud and Abuse Act and
California Comprehensive Computer Data Access and Fraud Act are hereby DISMISSED wi
leave to amend consistent with the terms of this Order.

4. Natera shall file any amendment to its counterclaims within thirty days from the

date of this Order.
ITISSO ORDERED.
Dated: October 16, 2013

JON S. TIGAR
United States District
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