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UNITED STATES DISTRICT COURT

NORTHERN DISTRICT OF CALIFORNIA

San Francisco Division

KRISTANALEA DYROFF,
Plaintiff,

V.

THE ULTIMATE SOFTWARE GROUP,
INC.,

Defendant.

Case No. 17-cv-05359-LB

ORDER GRANTING
MOTION TO DISMISS

Re: ECF No. 13

INTRODUCTION

The plaintiff Kristanalea Dyroffindividually and on behalf dier son’s estate, sued Ultimate

Software after her son, 29-year-old Wesley Gréed from an overdose of heroin laced with

fentanyl> Mr. Greer allegedly bought the drug from agldealer that he met online through their

respective posts on Ultimate Software’s (noaciive) social-network website “Experience

Project.” Ms. Dyroff asserts seven state clai(hyNegligence, (2) Wrongful Death, (3) Premises

Liability, (4) Failure to Warn, (bCivil Conspiracy, (6) Unjust Erchment, and (7) a violation of

the Drug Dealer Liability Act (CaHealth & Safety Code §§ 11706t sed.? She predicates

Ultimate Software’s liability on its mining data from its users’ posts and using its proprietary

1 Compl. — ECF No. 1-1 at 5 (T 8), 19 (1 44). Record citations refer to material in the Electronic Q
File ("ECF"); pinpoint citations are to the ECF-generated page numbers at the top of documents.

21d. at 26-37 (11 72-126).

ORDER-No. 17-cv-05359-LB

ase

Dockets.Justia.c

DM


https://dockets.justia.com/docket/california/candce/3:2017cv05359/317119/
https://docs.justia.com/cases/federal/district-courts/california/candce/3:2017cv05359/317119/27/
https://dockets.justia.com/

United States District Court
Northern District of California

© 00 N oo o b~ w N P

N N N N DN DN DN NN R R R R R R R R R
0o ~N o 00~ W N PP O © 00w ~N o o M W N B O

algorithms to understand the posts and to nnakemmendations, which in this case steered Mr.

Greer toward heroin-related discussion groupstae drug dealer who ultimately sold him the

fentanyl-laced heroifi Ultimate Software removed the action from state court based on diversity

jurisdiction’t and moved to dismiss all claims under Federal Rule of Civil Procedure 12(b)(6).

For all claims except claim four, UltinreSoftware asserts immunity under the
Communications Decency Act, 47 U.S.C. § 230(cj@&ction 230(c)(1) pvides immunity to
website operators for third-partpntent on their website unless treg responsible, in whole or
in part, for the creation or development of conteht88 230(c)(1) & (f)(3). The court dismisses
the claim because Ultimate Software is immunéder § 230(c)(1). Its “[content]-neutral tools”
facilitated communication butdlinot create or develop Eair Hous. Council of San Fernando
Valley v. Roommates.comlC, 521 F.3d 1157, 1167-69 (9th Cir. 2008) (en banc).

For claim four (negligent failure to warn), Uttate Software assertsatra website has no duty
to warn its users of criminal activity by othereus and that Mr. Greer assumed the risk of the
obviously dangerous activity of buying drugs from an anonymous Internet drug ‘dealaty to
warn can arise from a business’s “special relatigoi’ with its customers or from its own creation
of risk. McGarry v. Sax158 Cal. App. 4th 983, 995 (2008). The court holds that Ultimate
Software had no special relatitms with Mr. Greer and did natreate risk through its website
functionalities or its intections with law enforcement, and thus it had no duty to warn Mr. Gre
about another user’s criminal activity.

The court dismisses all claims withqurejudice and with leave to amend.

% Opposition to Motion to Dismiss — ECF No. 15 at 12.
“ Notice of Removal — ECF No. 1 at 1-3.

> Motion to Dismiss — ECF No. 13-1.

®ld. at 8.

"1d. at 18.
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STATEMENT®

Experience Projetis a (now dormant) social-netwoske consisting of various “online
communities” or “groups” where users anonymously share their first-person “experieitbes”
other users? Experience Project’s founder stated, “d@n’t want to know [a user’s] real name,
their phone number, what town they’re frorfiThe impetus behind this policy [of anonymity]
was to encourage users to share experienttbgive least amount afhibition possible. The
greater the anonymity, the meo‘honest’ the post . . .**

Thus, Experience Project allowaders to register on the sit&th anonymous user names and
thereafter join or start groups based on their expesencmterests, such as “I like dogs,” “I have
lung cancer,” “I'm going to Stanford,” or “I b Heroin,” and to postnd discuss their personal
experiences and interests to those grd@ipdter a user established an account and joined a gro
the user could ask questions or aesguestions posed by other memBétsltimate Software,
using advanced data-mining algorithms, anadlythe posts and other user data to glean
information, including the underlying inteand emotional state of the usrklitimate Software
used this information both for its own commergalposes (such as selling data sets to third
parties) and to steer R&rience Project users ather groups on its websithrough its proprietary

recommendation functionality.It also utilized email and oth&push” notificationsto alert users

& The allegations in the “Statement” are from the plaintiff's compl&eeCompl. — ECF No. 1-1.

° The plaintiff initially named Experience Project and Kanjoya, Inc. as additional defendants. Con
ECF No. 1-1. In its notice of removal, Ultimate Software explained that it acquired the website
Experience Project from Kanjoya, which now laolly owned subsidiary of Ultimate Software.
Notice of Removal — ECF No. 1; Stipulation — ECF No. 18. The parties then stipulated to dismiss
Experience Project and Kanjoya. Stipulation — ECF No. 18. Ultimate Software thus is the only
defendant.

19 Compl. — ECF No. 1-1 at 6 (T 12), 8 (T 18).
Hd. at 16 (1 36).

21d. at 3 (1 2), 8 (1 18), 20 (Y 54).

131d. at 9 (1 21).

“1d. at 3 (12).

151d. at 3 (12) and 9 (1 22).
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when a new post or response occuffelis of May 2016, the welis had over sixty-seven
million “experiences shared”

In 2007, when he was a college student, Medgisuffered a knee injury. During his recovery
he was prescribed opioid painkillers and becadicted, first to opioids and then to herbiite
began treatment in 2011, completing five separate rehab programs, but he relapsed &4Bly tin
2013, he had completed a faith-based prograktanda, remained clean, and continued living
and working theré® In January 2015, the program was unableite him, and he left to run a
halfway house. He was concerned that thegdreeking environment there endangered his
sobriety, and in February 2015, he moved hontrtmswick, Georgia, tbve with his mother
and stepfather and help them renovate their huse.

In August 2015, Mr. Greer conductadsoogle search to find hempand he was directed to
the defendant’s website “Experience Projééie created an accountth Experience Project,
purchased “tokens” (which enabled him to pmststions to other usgr and posted to a group
titled “where can i score hain in jacksonville, fl.%3

On August 17, 2015, Experience Project sergraail to Mr. Greenotifying him that
“Someone posted a new update to the question ‘where can i score heroin in jacksonville, fl,”
providing a hyperlink and a URL directing him to the updatehis update (or a similar one)
alerted Mr. Greer that another Experience Ptajser, Hugo Margenat-Castro, an Orlando-base

drug dealer, had responded to Mr. Greer’s gdstGreer was able to obtain his phone number

1%1d. at 5 (1 8), 20 (] 52), 25-26 ({ 70).
71d. at 9 (1 20).

81d. at 19 (1 44.)

¥1d. (1 45).

201d. (1 46).

2L1d. (19 47— 48).

221d. at 20 (1 49).

2%|d. at 20 (11 49-51).

41d. at 20 (1 52).
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through Experience Proje€tMr. Greer called Mr. Margenat-Castro, and in the early hours of
August 18, 2015, drove from Brunswick, GeorgiaQidando, Florida, where he bought fentanyl-
laced heroin from Mr. Margenat-CastiHe then returned to Brunswi¢kOn August 19, 2015,
Mr. Greer died from fentanyl toxicit¥/.

In numerous earlier posts on Exigace Project, Mr. MargenataStro offered heroin for sale
in groups such as “I love Harg and “heroin in Orlando.” He @gally sold heroin mixed with
fentanyl (“a fact that he hid inis posts” and “misrepresentedrasoin”). Fentanyl is a synthetic
opioid that is fifty times stronger than herdfh.

Before Mr. Greer’s death, Mr. Margenat-Cast&gularly used Expegnce Project to sell a
mixture of heroin and fentanyl. Based on higvaty on Experience Project, law-enforcement
agencies conducted “controlled buys” of heroin from Mr. Margenat-Castro on March 31, 201
and June 24, 2015, and Mr. MargéiCastro was arrested ond[d, 2015, and June 25, 2015, foi
possession with intent to sell fentanyl, amorgeodrugs, stemming from his sale of drugs on
Experience Project’s websiteOfficers made another contredl buy from MrMargenat-Castro
on September 3, 2015. They tied him to his Expegd?roject handle “Pl¢adjuice,” confirmed
through a toxicology report thatdtsubstance contained fentanyldabtained an arrest warrant
on October 7, 201% In his March 2017 plea agreement, Mr. Margenat-Castro estimated that
sold ten bags of fentanyl-laced heroin evéaly (seven days a week) between January 2015 an
October 2015 via Experience Project. He es@aaelling roughly 1,400 bags of heroin laced
with fentanyl*! Ms. Dyroff contends that by Augti17, 2015, when her son bought the drugs

251d. at 20-21(11 53-55).

?%1d. at 20-21 (11 54-55, 57).

?"1d. at 21 (1 57).

81d. at 5 (1 7-8), 20 (] 54), 22—23 (Y 61).
291d. at 22—23 (11 61, 63).

01d. at 24 (1 67).

311d. at 21-22 (1 58), 23-24 (1 64).
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from Mr. Margenat-Castro, Ultimate Softwdrad actual or constructive knowledge of Mr.
Margenat-Castro’s trafficking fentanidced heroin on Experience Projéct.

Ms. Dyroff alleges that Ultimat8oftware operated Experience Project in an unlawful manner
that facilitated extensive drurafficking between drug deakeand drug buyers, even providing
“reviews” of drug dealers who traffiekl on Experience Project’s websiteSpecifically, she

alleges that Ultimate Software:

(1) allowed its Experience Project useratmnymously traffic in illegal deadly
narcotics;

(2) allowed users to create groups dedatadethe sale and af such illegal
narcotics;

(3) steered users to “additional” groupsiitated to the sale of such narcotics
(through the use of its advanced data-mining algorithms to maniputhte an
funnel vulnerable individual users barmful drug trafficking groups on
Experience Project’'s website);

(4) sent users emails and other push matiions of new posts in those groups
related to the sale of deadly narcotics;

(5) allowed Experience Project usersdmain active account holders despite (a)
the users’ open drug trafficking on Exjgmce Project’'s website, (b) Ultimate
Software’s knowledge of thisneluding knowledge acquired through its
proprietary data-mining technology, whialowed it to analyze and understand
its users’ drug-trafficking posts) and (c) multiple law-enforcement actions
against users relatedttoeir drug dealing on thexgerience Project website;

(6) exhibited general and explicit antipathy towards law enforcement’s efforts to
curb illegal activity on Eperience Project’s websitéand

(7) received numerous information regtse subpoenas, and warrants from law
enforcement and should have known abougdrafficking on its site by its
users, including — by the time of her son’s death — Mr. Margenat-Castro’s
sales of fentanyl-laced heroin.

%1d. at 22-24 (11 61, 63, 66).

31d. at 13 (1 31), 25-26 (] 70), 26-27 (1 73), 27 (1 75).
31d. at 26-27 (1 73), 3—4 (11 2-3), 16-17 (1 38).

31d. at 4 (15), 17 (1 39), 24 (1 65), 25 (] 70).
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GOVERNING LAW

A complaint must contain a “shahd plain statement of the etashowing that the pleader is
entitled to relief’ to give theefendant “fair notice” of whahe claims are and the grounds upon
which they rest. Fed. R. Civ. P. 8(a)(BEll Atl. Corp. v. Twomb|\550 U.S. 544, 555 (2007). A
complaint does not need detailed factual allegati but “a plaintiff's obligation to provide the
‘grounds’ of his ‘entitlement to relief’ requires more than labels and conclusions, and a formu
recitation of the elements of a cause of actwihnot do. Factual allegaons must be enough to
raise a claim for relief above the speculative level . Id. .(internal citations omitted).

To survive a motion to dismiss, a complaint must contain sufficient factual allegations, wh
when accepted as true, “'state a claim to relief that is plausible on its fAskctoft v. Igbal
556 U.S. 662, 678 (2009) (quotiigvombly 550 U.S. at 570). “A claim has facial plausibility
when the plaintiff pleads factual content that allows the court to draw the reasonable infereng
the defendant is liable for the misconduct allegédl.”The plausibility stadard is not akin to a
‘probability requirement,” but iasks for more than a sheer podgipbthat a defendant has acted
unlawfully.” Id. (quotingTwombly 550 U.S. at 557). “Where a complaint pleads facts that are
‘merely consistent with’ a defendantiability, it ‘stops short othe line betweepossibility and
plausibility of “entitlement to relief.””ld. (quotingTwombly 550 U.S. at 557).

If a court dismisses a complaint, it generalhuld give leave to aend unless “the pleading
could not possibly be cured byetlallegation of other factsCook, Perkiss & Liehe, Inc. v. N. Cal.
Collection Serv. In¢911 F.2d 242, 247 (9th Cir. 1990). A court need not grant leave to amen
the court determines that permitting a plaintiff to amend would be f8gle.e.g., Beckman v.
Match.com, LLC668 Fed. Appx. 759, 759 (9th Cir. 2016) (district court did not abuse its
discretion when it determined that amendmerdl@ims [barred by 8§ 230 of the Communications
Decency Act] would be futile) (citin§aul v. United State928 F.2d 829, 843 (9th Cir. 1991));
Rutman Wine Co. v. E. & J. Gallo WineB29 F.2d 729, 738 (9th Cir. 1987).

ORDER-No. 17-cv-05359-LB 7
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ANALYSIS
The next sections address (1) whether WtenSoftware has 8§ 230(c)(1) immunity for all
claims except claim four, theifare-to-warn claim, and (2) whieer Ultimate Software had a duty

to warn Mr. Greer that Mr. Margena@€tro was selling fentanyl-laced heroin.

1. Section 230(c)(1) Immunity

For all claims except claim four, Ultimate Softwasserts that as a website operator, it is
immune from liability under the Communications Decency Act (“CDA”), 47 U.S.C. § 230€8)(1).
The CDA provides that website optmes are immune from liabilitjor third-party “information”
(such as the posts here) unlesswigbsite operator “is responsibla,whole or in part, for the
creation or development of the informatiofd’ 88 230(c)(1) & (f)(3). The @lintiff contends that
Ultimate Software developed third-party infortoa (or content) here by mining data from its
users’ posts and using itsoprietary algorithms to undersigh the posts and to make
recommendations, which in this case steered MgeGioward heroin-relatl discussions and the
drug dealer who sold him fentanyl-laced herSifihe court holds that Ultimate Software is
immune under 8 230(c)(1). Only third partpssted content, and without more, Ultimate
Software’s providing content-neuktaols to facilitate commugation does not create liability.
See Roommates.cpb?1 F.3d 1157 at 1167-69.

In the next sections, the coyrovides an overview of tHeDA and applies the Act to Ms.
Dyroff's claims.

1.1 Overview Of the Communications Decency Act

Under the CDA, (1) website operators generalye immunity from third-party content
posted on their websites, but (2¢yhare not immune if they e€ate or develop information, in

whole or in part. 47 U.&.. 88 230(c)(1) & (f)(3).

38 Motion to Dismiss — ECF No. 13-1 at 8-15.
37 Opposition to Motion to Dismiss — ECF No. 15 at 12.

ORDER-No. 17-cv-05359-LB 8
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1.1.1 Immunity For Third-Party Content

First, website operators gea#ly are immune from liability from third-party postd. Under
the CDA, “[n]o provider or user of anteractive computer servichall be treated as the publishe
or speaker of any information provided &yother information content providéd7 U.S.C. §
230(c)(1) (emphasis added). Moreover, “no [cilidpility may be imposed under any State or
local law that is inconstent” with § 230(c)(1)ld. § 230(e)(3).

The most common “interactive computer services” are webBtesnmates.conb21 F.3d at
1162 n.6°® The CDA defines an “information contenppider” as “any persoar entity that is
responsible, in whole or in pafor the creation or development of information provided through
the Internet or any other interactive computer service.” 47 U.S.C. 8§ 230(f)(3).

In general, then, 8§ 230(c)(1) “protects welsirem liability for mateial posted on the[ir]
website[s] by someone els®be v. Internet Brands, Inc824 F.3d 846, 850 (9th Cir. 2016).
More specifically, § 23@)(1) “immunizes proviérs of interactive computer services against
liability arising from contencreated by third parties.Kimzey v. Yelp! Inc836 F.3d 1263, 1265
(2016) (quotindRoommates.Cond21 F.3d at 1162). Section 230(cksHoverrides the traditional
treatment of publishers, distributorsidaspeakers under statutory and common |8atzel v.
Smith 333 F.3d 1018, 1026 (9th Cir. 2003). “The ptgpical service qualifying for [CDA]
immunity is an online messagimgard (or bulletin board) on wdh Internet subscribers post
comments and respond to comments posted by othKrsiZey 836 F.3d at 1266 (quotirigiC v.
Accusearch In¢570 F.3d 1187, 1195 (10th Cir. 2009)).

1.1.2 No Immunity for Websites That Create or Develop Content

But if a website operator “is responsible, ihale or in part, for thereation or development

of information” on its website, then it is amformation content providgrand it does not have

immunity from liability for that infemation. 47 U.S.C. 88 230(c)(1) & (f)(3Roommates.com

% The definition “interactive computer service” is¥fainformation service, system, or access softwafre

provider that provides or enables computer access by multiple users to a computer server, incluc
specifically a service or system that provides access to the Internet and such systems operated
services offered by libraries or educational institutions.” 47 U.S.C. 8§ 230(f)(2).

ORDER-No. 17-cv-05359-LB 9
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521 F.3d at 1165. As the Ninth Circuit has exptal, the CDA “does not declare ‘a general
immunity from liability derivhg from third-party content.’Internet Brands824 F.3d at 852
(quotingBarnes v. Yahoo!, Inc570 F.3d 1096, 1100 (9th Cir. 2009)). Nor was it “meant to cre:
a lawless no-man’s land on the Intern&dommates.cond21 F.3d at 1164.

In Roommates.conthe Ninth Circuit considered whether Roommates.com created content
found that it did (at least “in pd)t and concluded that it was netitled to 8 230(c)(1) immunity
for the content that it created. 521 F.3d at 116%nRoates.com operated a website that matche
people renting rooms to peoptmking for a place to livdd. at 1161. It required subscribers to
create profiles and answer questions — alimemselves and preferences in roommates —
regarding criteria icluding sex, sexual orierttan, and whether they wadibring children to the
householdld. at 1161. The Fair Housing Councilstbé San Fernando Valley and San Diego
sued Roommates.com, alleging that it violatezifederal Fair Housing Act and California
housing-discrimination lawsd. at 1162. Roommates.com assetteat it had immunity under 8§
230(c)(2).

In its en banalecision, the Ninth Circuit held thRoommates.com was not immune for

eliciting discriminatory pref@mnces that violated federahd state fair-housing laws:

By requiring subscribers to provide the information as a condition of accessing its
service, and by providing a limited tsef pre-populated answers, Roommniate
[became] much more than a passive transmitter of information provided by others;
it [pbecame] the developer, at least inrtpaf that information. And section 230
provides immunity only if the interactiveomputer service dsenot ‘creat[e] or
develop[] the information ‘in whole or in part.”

Id. at 1166 (citing 47 U.S.C. § 230(f)(3)). Accordipgthe court held, “the fact that [third-
party website] users are information contertviders does not preclude [the website
itself] from alsobeing an information content providaey helping ‘devedp’ at least ‘in
part’ the information” at issu®Roommates.cond21 F.3d at 1165 (emphasis in the

original). This means that
[a] website operator can be both a senpcevider and a content provider: If it

%9 The opinion refers to “Roommate” (as opposed éoplural Roommates, which is the spelling in th
case caption and in the company’s name Roommates.com).

ORDER-No. 17-cv-05359-LB 10
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passively displays content that is created entirely by third parties, then it is only a
service provider with respect to that content. But as to content that it creates itself,
or is ‘responsible, in whole or in part’rfareating or developing, the website is also

a content provider.”

Id. at 1162 (quoting 47 U.S.C. § 230(f)(3)). “Thusyabsite may be immune from liability for
some of the content it displays to the publit se1 subject to liability for other contentd. at
1162-63. As the court summed up, “[tjhe CDA doesgnaht immunity for inducing third parties
to express illegal preferences. Roommate’s aets — posting the gs&onnaire and requiring
answers to it — are entirely itling and thus section 230 o£t&DA does not apply to them.
Roommate is entitled to no immunityd. at 1165.

By contrast, the court immunized Roomnsatem from liability for statements that
subscribers independently displayed in anldAional Comments” seicin of their profile.ld. at
1173-74. Roommates.com prompted subscribéeisetsonalize your profile by writing a
paragraph or two describing yourself andatwou are looking fioin a roommate.1d. at 1173.
“[S]ubscribers provide[d] a variety of provocativedeoften very revealing awers,” such as their
preferences for roommates’ segxual orientation, and religiold. Roommates.com published
the statements as written, did not provide guigaabout content, and did not “urge subscribers {o
input discriminatory preferencedd. at 1173—74. The court held that Roommates.com was “not
responsible, in whole or in pafor the development of this content, which comes entirely from
subscribers and is passiyalisplayed by Roommateld. at 1174. “Without reviewing every post,
Roommate would have no waydastinguish unlawful discrimirtary preferences from perfectly
legitimate statementsltl. Moreover, there could be no “doubat this information was tendered
to Roommate for publication onlindd. “This,” the Ninth Circuit hed, “is precisely the kind of
situation for which section 230 wdssigned to provide immunityld.

As an illustration of the difference betwegublishing third-party content (entitling the
website operator to immunity) and developaatent (resulting imo immunity), the Ninth
Circuit distinguished Roommates.com’s sedratction from generic search enginks.at 1167.
Roommates.com steered users based on discrimiratteya, thereby limiting search results anc
forcing users to participate in its discriminatory proce&ksBy contrast, generic search engines

such as Google, Yahoo!, and MSN “do not uskwful criteria to limit the scope of the

ORDER-No. 17-cv-05359-LB 11
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searches],]. . . [are not] designed to achieveallegds [unlike Roommaieom’s alleged search
function, and thus] . . . play no part iretlidevelopment’ of ay unlawful searchesld. at 1167.
The court concluded that “provialy neutral tools to carry out whmay be unlawful or illicit
[activities] does not amount to ‘development’ for purposes of the immunity exceptoat”
1168-69.

1.1.3 Three-Element Test for Immunity Under 8 230(c)(1)

Separated into its elements, 8§ 230(c)(1) proteots frability “(1) a provder or user of an
interactive computer service (@hom a plaintiff seeks to treatnder a state law cause of action,
as a publisher or speaker (3) of informatowavided by another information content provider
[here, Mr. Margenat-Castro].Kimzey 836 F.3d at 1268 (quotirBarnes 570 F.3d at 1100-01).

1.2 Application Of the Three-Element Test To Ms. Dyroff's Claims

1.2.1 Is Ultimate Software a Provider ofan Interactive Computer Service?

The first element is whether Experience Projgen “interactive computer service.” It is
undisputed that it i$ See Roommates.cof®1 F.3d at 1162 (websites are the most common
“interactive computer services”).

1.2.2 Does the Plaintiff Seek To TreatJltimate Software as a Publisher?

The second element is whether Ms. Dyroff seekssi@t Ultimate Software as a speaker or
publisher. Her claims predicate Ultimate Softwalibility on its tools and functionalities. More
specifically, she alleges that Ultate Software creates or develops information by mining data
from its users’ posts, using its proprietary aitjons to analyze posts and recommend other use
groups, and — in this case —esting Mr. Greer to heroin-ied discussion groups and (through
its emails and push notifications) to the drug dealer who sold him the fentanyl-laced*heroin.

The issue here is whether plaintiffs caega around 8 230(c)(1) munity by basing their
claims on the website’s tools, rather than the vieloperator’s role ag publisher of the third-

party content. The Ninth Circuit has held thdtat matters is whethdne claims “inherently

“0'See, e.g.Compl. — ECF No. 1-1 at 8 (T 18).
“1 Opposition to Motion to Dismiss — ECF No. 15 at 12.
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require[] the court to treat the defendant &s'glublisher or speaker’ of content provided by
another.”Barnes 570 F.3d at 1102. If they do, then 8§ 230(c)(1) precludes liabdityaccord
Airbnb, Inc. v. City & County of San Francis@il7 F.Supp.3d 1066, 1074 (2016) (citBayrnes
570 F.3d at 1102).

In similar cases, courts have rejectedmgiffs’ attempts to plead around immunity by basing
liability on a website’s toolsSee, e.gGonzalez v. Google, InéNo. 16-cv-03282-DMR, 2017
WL 4773366, at *10-11 (N.D. Cal. October 23, 20@€)ecting the plaintis’ argument that
claims were not based Google’s publishing third-party content from ISIS but instead were ba
on Google’s “provid[ing] ISIS followers with aess to powerful tools and equipment to publish
their own content”)Fields v. Twittey 217 F. Supp. 3d 1116, 1121-22 (N.D. Cal. 20appeal
docketedNo. 16-17165 (9th Cir. Nov. 25, 2016) (rejactithe plaintiffs’ argument that their
claims were not based on Twitter’s publishingdkparty content by ISIS but instead were based
on Twitter’s allowing ISIS membets sign up for Twitter accounts).

The court holds that Ms. Dyroff's claims at theore seek liability fopublishing third-party
content. Element two of theZ30(c)(1) test isatisfied.

1.2.3 Is the Harmful Content “Third-Party Content?

The third element is whether the content istHparty content. A third party — Mr. Margenat-
Castro — posted on Experience Project. The isswhésher his posts aradher allegedly harmful
content are third-party contenthich means that § 230(c)(1)rbahe claims against Ultimate
Software, or whether Ultimate Saidre “is responsible, in whotw in part, for the creation or
development of the information,” which meanattB 230(c)(1) does not btne claims. 47 U.S.C.
8§ 230(c)(1) & (H)(3).

Ms. Dyroff contends that the court should dddlimate Software to have “developed” the
harmful content, at least in part, for two reasd@hkits tools, design, arfdnctionality abetted the
content, at least in part, bgaommending heroin-related discussiand steering Mr. Greer to Mr.

Margenat-Castro’s posts; and (2) Ultimate Softwanmeot merely a passive conduit for its users’

sed

posts because it knew that Experience Projectanamline market for drug dealers and users, and
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it shielded the bad actors through its anonymiiicies and antipathy to law enforcemént.
1.2.3.1Ultimate Software’s Use of Tools to Develop Content

Ms. Dyroff contends that a website does not rteamb-author a user’s posts to “develop” the
content and thus be responsible for the pf$ee47 U.S.C. § 230(f)(3). She asserts that a
website “develops” content otherwise createdhind-party users (and loses immunity) when it
“materially manipulates that content, includinggmssively directing itsreation or by improperly
using the content, after the faéf."This manipulation can take myriad forms, including guiding
the content’s generation, eitherdbgh posting guidelines that sidgma direct the poster, content
requirements for posts, or evpast-hocuse of content that was genteichin whole or in party by
a third party.*

Her specific allegations about Ultimate Softwaméyvelopment of information are as follows.
Ultimate Software used “data mining” techniqaesl “machine learning” algorithms and tools to
collect, analyze, and “learn[ ] the meaning artént behind posts” in order to “recommend” and
“steer” vulnerable users, like her sonfacums frequented by drug users and de&feBs.
identifying interested users and using its “moeendation functionality” teteer them to drug-
related “groups” or “online communities,” Ultimate Software kidygt users “engaged on the site”
for Ultimate Software’s financial gain (through omiad revenues, gathering more valuable use
data, and other meari€)This system — combined with Experience Project’s anonymous
registration and its email-notifitan functionality that alerted ess when groups received a new
post or reply — “created an environment where grdble addicts were subjected to a feedback

loop of continual entreaties tmnnect with drug dealer§®”

“21d. at 13-23.

1d. at 17.

4 |d. at 13 (citingRoommates.con®21 F.3d at 1168).
*|d. (citations omitted).

*91d at 7, 9-10 (citing Compl. — ECF No. 1-19at12 (1 22-23, 27-28)), 18-19 (citing Compl. — EC
No. 1-1 at 5 (11 7-8), 11-19 (11 26-42), 20 (11 52-53), 25-26 (11 70-71)).

“71d. at 7, 17-19; Compl. — ECF No. 1-1 at 3 (1 2), 4-5 (11 6-8), 9-12 (11 22-23, 25, 27-29), 18
(1 42), 22 (1 59), 25-26 (11 70-71), 27 (1 75), 30 (1 90), 32 (1 96), 34 (1 107), 35 (1 114), 36 (1

*81d. at 10 (citing Compl. — ECF No. 1-1 at 11-16 (1 26-35).
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The ordinary rule is that Ultimate Softwaransmune from liability for third-party content on
its website unless it is “responsible, in wholeropart, for the creation or development of
information.”47 U.S.C. 88 230(c)(1) & (f)(3). Here, grthird parties posted information on
Experience Project, and the wagboperator did not solicit uniul information or otherwise
create or develop content. Ultimate Softwareasan “information content provider” merely
because its content-neutral tools (such asggsrithms and push notifications) steer users to
unlawful contentRoommates.con21 F.3d at 1167. The following points support this
conclusion.

First, making recommendations to website sigard alerting them to posts are ordinary,
neutral functions of social-network websit&s. support her contraigontention that Ultimate
Software’s functionalities create develop information, Ms. Dyroff relies ddoommates.cowrnd
Anthony v. Yahoo! Incbut she does not allege any facts comparable to the facts in thos€ cas

In Roommates.conthe website operator created a questaire, provided Bmited set of pre-
populated (and unlawful) answes a condition of accessing tlvebsite and its services, and
steered users based on the pre-popukatediers. 521 F.3d at 1166—67. By these acts,
Roommates.com “[becamajuch more than a passive tsamtter of information provided by
others; it [became] the developat,least in part, of thatfiormation. And section 230 provides
immunity only if the interactive computer servidees not ‘creat[e] or delap[]’ the information
‘in whole or in part.”ld. at 1166 (quoting 47 U.S.C. § 230(f)(3)). By contrast, here, Ultimate
Software did not solicit unlawful content from tterd-party users ancherely provided content-
neutral social-network functionalities -eqommendations and notifittons about posts.
“Providing neutral tools for nagating websites is fully pretted by CDA immunity, absent
substantial affirmative conduct oretpart of the website creatomopnoting the use of such tools
for unlawful purposes.ld. at 1174 n.37accord GonzaleZ2017 WL 4773366, at *11 (rejecting

claim that Google was liable because YouTube’bsite “functionality” puportedly facilitated

*91d. at 13-16 (citingRoommates.con21 F.3d at 1161-62, 1165, 1167-68, Anthony v. Yahoo!
421 F. Supp. 2d 1257, 1262—-63 (N.D. Cal. 2006)).
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ISIS’s communication of its message, which resulted in great h@whgn v. Facebook, In@252
F. Supp. 3d 140, 158 (E.D.N.Y. May 18, 2017) (rejextilaim that Facebook provided a tool to
support terrorist organizationgjields 217 F. Supp. 3d 1120-23 (rejecting claim that Twitter
provided ISIS with material support by permitting it to sign up for accounts). Ms. Dyroff does
plausibly allege that Ultimate Software “protad the use of [its nena] tools for unlawful
purposes.’/Roommates.cond21 F.3d at 1174 n.37.

Similarly, Ms. Dyroff relies orAnthony v. Yahopbut does not allege facts comparable to
those in that case. Yahoo! alleljyecreated fake user profilesd sent them — along with actual
user profiles of former subscals — to current website usersitp to persuade them to renew
their lapsed subscriptions to Yahoo'’s onlindéiraservice. 421 F. Supp. 2d at 1262. Assuming t
allegations to be true for its Rule 12(b)(6¢uiry, the court held that Yahoo! was not immune
under 8§ 230(c)(1) for two reasond. First, Yahoo! created content in the form of the false
profiles and thus was anrifiormation content providerld. at 1262—63. Second, with actual
knowledge of the false profiles — including thosdaymer users — Yahoo! used the content to
(allegedly) commit fraud and thus waspensible for its misrepresentatioit. (collecting cases
on § 230(c)(1) immunity). By contrast, here, bisite Software did not create or use unlawful
content and merely provided its neltsocial-network functionalities.

Second, it is the users’ voluntary inputs thiaate the content on Experience Project, not
Ultimate Software’s proprietary algorithnfSee, e.g., Kimze$36 F.3d at 1268—70 (Yelp!'s “star-
rating system is best characterized as the &irideutral tool[]’ operéing on ‘voluntary inputs’
that we determined that does not amdaortontent development or creatiorRbommates.com,
521 F.3d at 1172.”). Moreover, everaitool “facilitates the expreson of [harmful or unlawful]
information,” it is considered neutral “so long asers ultimately determine what content to pos
such that the tool merely pralgs ‘a framework that could lsilized for proper or improper
purposes.”Goddard v. Google, Inc640 F. Supp. 2d 1193, 1195 (N.D. Cal. 2009) (rejecting
claim that Google’s “Keyword Tool” — which pvides options that aditesers can adopt or
reject at their discretion — credtéability for subsequent postindsy the advertisers of false or

misleading advertisements) (citikRpommates.cond21 F.3d at 1172 arafang 339 F.3d at
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1121, 1124see alsKlayman v. Zuckerberg53 F.3d 1354, 1358 (D.C. Cir. 2014) (“a website
does not create or develop content when it mgradyides a neutral means by which third partie
can post information of their awindependent choosing online”).

Third, the result holds even when a website ctdledormation about users and classifies us
characteristics. The website is immune, andamctinformation content provider,” as long as
users generate all conte@arafanq 339 F.3d at 1121, 1124 (ordimlating site used
guestionnaires to collect information about membihe fact that [thesite] classifies user
characteristics into discrete categories andectdlresponses to specific essay questions does n
transform the [site] into a ‘developesf the ‘underlyingmisinformation.’™).

The court follows these cases and holds tiratExperience Pregt website’s alleged
functionalities — including its user anonysnilgorithmic recommendations of related groups,
and the “push” e-mail notification of posiad responses — are content-neutral tools.
Roommates.Cond21 F.3d at 1168-69. They do not make Ultimate Software an “information
content provider” that “is respoibdée, in whole or in part, fothe creation or development of
information provided through the Internet or anlyestinteractive computeservice,” even if the
tools were used to facilitate unlawful activities on the 847 U.S.C. § 270(f)(3);
Roommates.con®21 F.3d at 1174 n.3Carafanqg 339 F.3d at 1123. In sum, Ultimate Software
immune under 8§ 230(c)(1) as a publisher of enhtreated entirely kpird-party users.

1.2.3.20nline Market For Drug Trafficking and Shielding Bad Actors

Ms. Dyroff contends Ultimat&oftware knew or should hakeown that users sold drugs on

\"44

112
—_

ot

Experience Project, and it shieltlbad actors from the consequences of the drug dealing through

its anonymity policies and antipathy to law-enforcement reqd®$te idea is that Ultimate
Software is less Match.com and more Silk R@adotorious online platform for criminal
activities, including selling illegadrugs). As evidence of Ultimate eare’s intent to shield bad
actors from law-enforcement efforts, the complaites Ultimate Software’s March 2016 public

statement discussing its reasons for sndng the Experience Project website.

*01d. at 18;see alsacCompl. — ECF No. 1-1 at 17-19 (11 39-42).
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From day one, the privacy of our usdras been paramount and we have never
allowed names, phone numbers, or addsesthkis approach bucked every trend,
and challenged our ability to build an advertising-based business, but we
passionately believe it praded the foundation for sonw the most meaningful
relationships imaginable . . . But theren® denying that the way people expect to
use social media today is markedly differe. . and as the primary use has moved
from web to mobile, our hallmark attributiee long-form stories are not aligned.

But, there are deeper, and more troubtrmegds than formats. Online anonymity, a
core part of EP, is being challenged like never before. Governments and their
agencies are aggressively attacking tbendations of internet privacy with a
deluge of information requests, subpagnand warrants. We, of course, always

support proper law enforcement efforts, the well-documentedotential for even
abuse, even if unintentionas enormous and growing.

The complaint’s allegations do not establigheory of liability. The statement manifests a
concern with Internet privacy that has beedegpread in the techrmgly sector and does not
establish antipathy to law emé@ment, especially given tisegatement about supporting “proper
law enforcement requests.”

Moreover, as the analysis in tlast section establishes, Ultim&eftware’s functionalities are
neutral tools that do not transform Ultimate Softvento an “informatiorcontent provider,” even
if the tools were used to faciltaunlawful activities on the sitd7 U.S.C. § 270(f)(3);
Roommates.con®21 F.3d at 1174 n.3Barnes 570 F.3d at 110350nzalez2017 WL 4773366,
at *10. Ultimate Software’s policy about anonymibhay have allowedlegal conduct, and the
neutral tools facilitated user wonunications, but these websita€tionalities do not “create” or
“develop” information, even ipart. 47 U.S.C. § 270(f)(3Roommates.cond21 F.3d at 1174
n.37;Carafanq 339 F.3d at 1123. And they do not show that Ultimate Software engaged in
“substantial affirmative conduct . . . promotitig use of [the] tools for unlawful purposes.”
Roommates.cond21 F.3d at 1167-68, 1174 n.37. Liability regaimore than “neutral tooldd.

As the Ninth Circuit concluded iRoommates.com

Websites are complicated enterprises, and there will always be close cases where a
clever lawyer could argue that sometiithe website operatolid encouraged the
illegality. Such close cases, we believe, nhestesolved in favoof immunity, lest

we cut the heart out of section 230 by fogcivebsites to . . .dht[] off claims that

they promoted or encouraged — or at tdasitly assented to — the illegality of
third parties. Where it is very clearaththe website directly participates in
developing the alleged illegality . .[,] immunity will be lost. But in cases of

> Compl. — ECF No. 1-1 at 17-18 (T 41) (emphasis omitted).
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enhancement by implication or development by inference... [,] section 230 must be
interpreted to protect websites not merely from ultimate liability, but from having
to fight costly and protracted legal battles.

521 F.3d at 1174-75.

Because Ultimate Software is immune under 8§ @80, the court dismisses all claims except

claim four.

2. Count Four: Failure to Warn

In claim four, Ms. Dyroff contends that UltimaBoftware had a duty to warn Mr. Greer that
Mr. Margenat-Castro was selling fentanyl-latedioin via the Experience Project websfte.
Ultimate Software moves to dismiss the clamthe grounds that (1) it had no “special
relationship” with Mr. Greer or eated any risks that gave riseatduty to warn him, and (2) Mr.
Greer assumed the risk of buying drugsriran anonymous Internet drug dedfefhe CDA does
not preclude a failure-to-warn claifmternet Brands824 F.3d at 849-54.

The next sections address (1) whether Ultimateasoe had a “special relationship” with Mr.
Greer that gave rise to a duty to warn, (2) whethémate Software created a risk that gave rise
to a duty to warn, and (3Yhether the assumption-of-riskoctrine bars recovery.

2.1 Duty to Warn: Special Relationsip — Nonfeasance (Failure to Act)

The first issue is whether Ultimate Software had a duty to warn Mr. Greer that Mr. Marget
Castro was selling fentanyl-laced heroin becauskke any brick-and-mortar business — it had §
“special relationship” with Imn that created that duty.

The California Supreme Court has not addresgsether a website has a special relationship
with its users that gives rise to a duty to warn tleémiangers. The court’s task thus is to “predict

how the state high courtauld resolve” the issu&iles v. Gen. Motors Acceptance Co4R4

F.3d 865, 872 (9th Cir. 2007) (quotation omitted). gadance, the court looks to decisions in the

state’s intermediate appellate courts and other jurisdictidns.

*2 Motion to Dismiss — ECF No. 13-1 at 18-21; Reply — ECF No. 16 at 18-20.
53
Id.

ORDER-No. 17-cv-05359-LB 19

hat-




United States District Court

Northern District of California

© 00 N oo o b~ w N P

N N N N DN DN DN NN R R R R R R R R R
0o ~N o 00~ W N PP O © 00w ~N o o M W N B O

The elements of a negligence claim are (1)etkistence of a duty to exercise due care, (2)
breach of that duty, (3) causation, and (4) damaderill v. Navegar, Inc.28 P.3d 116, 139
(Cal. 2001). A duty to exercise daare is an “obligation to coofm to a certain standard of
conduct for the protection of others against unreasonable k& arry v. Sax158 Cal. App.
4th 983, 994 (2008) (quotation omitted).

“The existence of a legal duty to use reasdmahre in a particuldactual situation is a
guestion of law for the court to decideMcGarry, 158 Cal. App. 4th at 994 (quotidglams v.
City of Fremont68 Cal. App. 4th 243, 265 (1998))hompson v. County of Alame@a P.2d
728, 732 (Cal. 1980)asquez118 Cal. App. 4th 269, 279 (2004) (Imposing a duty is “‘an
expression of policy considerations leading toldgal conclusion that a plaintiff is entitled to a
defendant’s protection.”) (quotingudwig v. City of San Dieg&5 Cal. App. 4th 1105, 1110
(1998));accordTarasoff v. Regents of Univ. of Californgb1 P.2d 334, 342 (Cal. 1976) (“legal
duties are not discoverable factshafture, but merely conclusoexpressions that, in cases of a
particular type, liability shoultée imposed for damage done”).

Under California law, if a person has not crdaedanger, then genélyahe has no duty to
come to the aid of another person (a victim) abaeaetationship that gives rise to a duty to
protect.Zelig v. County of Los Angelets P.3d 1171, 1182 (Cal. 200acord McGarry 158
Cal. App. 4th at 995. The “specralationship” can be between therson and a third party that
imposes a duty to contrtiie third party’s conducEelig, 45 P.3d at 1183. Or it can be a special
relationship between the person and the foreseeatiim of the thid party’s conduct that
requires the person fwotect the victimld.; accord Tarasoff551 P.2d at 342.

The “special relationship” giving rise todaity to protect derives “from the common law’s
distinction between misfeasanaed nonfeasance, and its reluctamo impose liability for the
latter.” Zelig, 45 P.3d at 118@juotation omitted). Nonfeasance is a failure to\A&tirum v. RKO
Gen., Inc, 539 P.2d 36, 41 (Cal. 1975). “Misfeasance exigten the defendant is responsible fo
making the plaintiff's position worsegi, defendant has created a ridll."With misfeasance, the
guestion of duty is governed by the oraiy-care standard for negligentegtu v. California

Highway Patro] 26 Cal. 4th 703, 716 (2001).
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In sum, a “special relationship” can creatdudly to act even wheone otherwise would not
have such a dutyelig, 45 P.3d at 1183. Ultimate Software thus can be responsible for its
nonfeasance (its failure to act) if (1) it had a sgeelationship with a third-party actor and thus
had a duty to control that actor, or (2) it had ecsgl relationship wittMr. Greer and thus owed
him a duty to protect himd. The plaintiff argues that like any business, Ultimate Software has
“special relationship” with its customers thaeates a duty to warn them of known ridks.

Courts commonly involve the special-retatship doctrine “in cases involving the
relationship between busiseproprietors such as [landlordshopping centers, restaurants, and
bars, and their tenants, patrons, or inviteddcGarry, 158Cal. App. 4th at 995 (quoting
Delgado v. Trax Bar & Grill 113 P.3d 1159, 1165 (Cal. 2005)). basiness owner may have an
affirmative duty to ‘control the wrongful acts ofirth persons which threaten invitees where the
[business owner] has reasonatédeise to anticipate such aatsl the probability of injury
resulting therefrom.”Id. (citing Taylor v. Centennial Bowl, Inc416 P.2d 793 (1966)). “The
doctrine also extends to other tgp& special relationship[s] . including those between common
carriers and passengers, and mental hgattfessionals and their patients]’ (quoting Tarasoff
551 P.2d at 334). These “special relationshipsegaly involve some kind of dependency or
reliance.”Olson v. Children’s Home So¢’204 Cal. App. 3d 1362, 1366 (1988e<.g.,

Williams v. State of Californi&@64 P.2d 137, 139 (Cal. 1983)féator supporting a special
relationship is detrimental reliance by a persomoother person’s conduct that induced a false
sense of security and worsened thatmomsof the person relying on the conduct).

“[T]he use of special relatiomsgps to create duties has bdargely eclipsed by the more
modern use of balancing policy factors enumeratébivland[v. Christian]” McGarry, 158
Cal. App. 4th at 996 (quotingoe 1 v. City of Murrietal02 Cal. App. 4th 899, 918 (2002))
(citing Rowland v. Christian443 P.2d 561, 564 (Cal. 1968)). TRewlandfactors are the
following: “[(1)] the foreseeability of harm to th@aintiff, [(2)] the degreef certainty that the

plaintiff suffered injuy, [(3)] the closeness of the connectibetween the defendant’s conduct an

54 Motion to Dismiss — ECF No. 15 at 26.
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the injury suffered, [(4)] the moral blame attachethe defendant’s conduct, [(5)] the policy of
preventing future harm, [(6)] the extent of thed®n to the defendant and consequences to the
community of imposing a duty to exercise carthwesulting liability for breach, and [(7)] the
availability, cost, and prevalenceinsurance for the risk involvedld. at 996-97 (quoting
Rowland 443 P.2d at 564%ee also Hansra v. Superior CourCal App. 4th 630, 646 (1992)
(“whether a special relationship etegiving rise to a duty to prett . . . [involves] consideration
of the same factors underlyiagy duty of care analysis”).

Following remand of thénternet Brandsase, the district court addressed whether a websit
has a “special relationship” wiits users that required the webgttevarn users of known risks on
the websiteSee Jane Doe No. 14 v. Internet Brands,, INo. 2:12-CV-3626-JFW (PJW), ECF
No. 51 (C.D. Cal. Nov. 14, 2016). The court fouraspecial relationshignd thus no duty to
warn.ld. at 5-6.

The plaintiff was an aspiring model who was a member of the networking website
modelmayhem.conid. at 1. Two men — who were unaffiliated with the website — used the
website to identify and lure wins (including the plaintiff ) td-lorida, where they drugged and
raped the victims, filming the rapés distribution as pornography videdd. at 2. The plaintiff
claimed that by the time she was raped in 20i&ynet Brands knew about the two men, had a
duty to warn its users, and thus was lidbleits negligent failure to warn hdd. at 2—3.

The case involved nonfeasance, not misfeasaacat 5 (rejecting aansubstantiated the
claim that Internet Brands created the rigkt)e court found no “specia¢lationship” between
Internet Brands and the two meho carried out the rape scheme, and it thus found that Intern
Brands had no duty to control their condudt.It then addressed whether Internet Brands had a
“special relationship” with the victim-plaintifiyho was a member of the website “along with at
least 600,000 othersld. The court applied thRowlandfactors and concluded that there was no
special relationship between the webaitel its users and thus no duty to wadnat 5-6.

Another district court — again on remand frdme Ninth Circuit — ao concluded that a
website had no duty to warn its usédseckman v. Match.com, LIL.®lo. 2:13-CV-97 JCM (NJK),
2017 WL 1304288, at *4 (D. Nev. Mar. 10, 201The plaintiff met and dated a man on
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Match.com and ended their retanship eight days lateld. at *1. He then sent her threatening
messages for about four days, and fmonths later, attacked her vicioudlg. She sued
Match.com for failure to warn her that the wiébsind her attacker were dangerous, basing her
claim in part on Match.com’s access to data abouisiéss and use of the data to create matcheg
Id. at *1—*3. Applying Nevada law, which is similo California law, the court found no special
relationship between Matclom and the plaintiffld at *3—*4. The plainfif was merely a paying
subscriber, paid the fee, set up her igpind was matched with the attackdrat *3. The court
concluded that the website had nedpl relationship with the plaiiff and thus no duty to warn
her.1d. at *4.

These cases support the conclusiat a website has no “spedialationship” with its users.
Ms. Dyroff nonetheless contends that websifesrators such as Ultimate Software are the
“twenty-first century equivalerdf a brick and mortar business.like restaurants, bars, . . .
amusement parks, and all businesses op#retpublic” and have the same duty that all
businesses open to the publiceothieir invitees. The duty “includ§] ‘tak[ing] affirmative action
to control the wrongful acts of third persons which threaten invitees where the occupant has
reasonable cause to anticipate such acts @nprtbability of injury resulting therefromt>

If the court followed this appach, it would render all sadinetwork websites potentially
liable whenever they connect their memberslgprithm, merely because the member is a
member. This makes no sense practically. Impasidgty at best would result in a weak and
ineffective general warning to all usehsternet BrandsNo. 2:12-cv-3626-JFW (PJW), ECF No.
51 at 6. It also “likely [would] have a ‘chifig effect’ on the [I]nternet by opening the floodgates
of litigation.” Id. at 7 (referencing the briefis the Ninth Circuit). Alsothe court is not convinced
that a bricks-and-mortar business (such baravhere people meet more obviously) is a good
analogue to a social-network welesihat fosters connections onlifi@r one, allocating risk is (in

part) about foreseeability of harm and the buosdef allocating risk téhe defendant or the

>> Opposition to Motion to Dismiss — ECF No. 15 at 24—26 (qudkmgor v. Centennial Bowl, Inc.
416 P.2d 793, 797 (Cal. 1996)).
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plaintiff. See Rowland443 P.2d at 561. Risk can be more apparethe real world than in the
virtual social-network world® That seems relevant here, whee thaim is that a social-network
website ought to perceive rsk— through its automatalgorithms and other inputs —about a
drug dealer on its site.

Moreover, even if Ultimate Software hagpgrior knowledge about Mr. Margenat-Castro’s
selling fentanyl-laced heroin, that knowledies not create a special relationship absent
dependency or detrimental reliarmeits users, including Mr. Grednternet BrandsNo. 2:12-
cv-3626-JFW (PJW), ECF No. 51 at 6 (“it may h&een foreseeable th#he two men] would
strike again”). For example, @onti v. Watchtower Bible & B&ict Society of New York, Inthe
California Court of Appeal helthat a religious organization had special relationship with its
congregation and thus had no duty to warn therdespite its knowledge de high risk of
recidivism — that a fellow mmaber was a child molestdd. (citing Conti, 235 Cal. App. 4th 1214
(2015), as the case with the most analogous fact®)lslon the California Courof Appeal held
that there was no ongoing “special relationstiptween an adoption agency and a birth mother
who gave up her son for adoption that requthedagency to notify the birth mother when it
learned that the son tested positive for a selitusited disease passed from mothers to their
male offspringOlson 204 Cal. App. 3d at 1366—67. The birthther later had a second son with
the same afflictionld. By contrast, a duty can arise for detedant with superior knowledge if
there is dependency or relian&ee Internet Brando. 2:12-cv-3626-JFW (PJW), ECF No. 51
at 6 n.3 (citingD’Hara v. Western Seven Trees Coifb Cal. App. 3d 798 (1977)). @'Hara,

the landlord had a duty to warn his tenarfipwvas raped, about the risks because he knew of

*5 Ms. Dyroff citeseBay, Inc. v. Bidder’'s Edge, Inm support the conclusion that a business’s liabilit
does not turn on the difference between a bricks-and-mortar business and an Internet business.
Opposition to Motion to Dismiss — ECF NIb at 24-25 (citing 100 F. Supp. 2d 1058, 1065 (N.D.
Cal. 2000))eBaydoes not change the court’s conclusiorelBay the court granted eBay a
preliminary injunction to prevent a competing aoictwebsite from scanning eBay’s website for
auction information. 100 F. Supp. 2d at 1065. The court held that the difference between eBay’s
virtual store and a physical store were “formalistic,” and it found the competitor’s actions more lik
trespass to real property (as opposed to a tregpaksattels) because the electronic signals were
sufficiently tangible to equate to a physical presence on eBay’s projgedy 1067 & n.16. That
result makes sense: there was a threatened physical incursion onto eBay’s website. But it provid
support for equating bricks-and-mortar busineg¢sesh as bars) to social-network websites.
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prior rapes at the apartment complex, knew abaulikklihood ofa repeat attack because police
gave him composite drawings of the suspedtadescription of his modus operandi, failed to
warn his tenant, and assured her that the iseswere safe and patrolled at all times by
professional guardsid. (citing O’'Hara, 75 Cal. App. 3d 798). Here, Ms. Dyroff has not alleged
dependency or reliance.

In sum, the court holds that there was no seeiationship betweedltimate Software and
Mr. Greer that gave ris® a duty to warn.

2.2 Duty to Warn — Misfeasance (Creation of Risk)

Ms. Dyroff also contends that Ultimate Softwareated a risk of harm through its website
functionalities and thus owedh&on an ordinary duty of care to warn him about Mr. Margenat-
Castro’s trafficking of fentanyl-laced herdihThe court holds that Ultimate Software’s use of th
neutral tools and functionalities @s website did not create akiof harm that imposes an
ordinary duty of careSee Lugtu28 P.3d at 256-57 (negligence standard for misfeasance). A
contrary holding would impose lialiyf on a social-network websiterfasing the ordinary tools of
recommendations and alerts. The result doéstmenge merely because Experience Project
permitted anonymous users.

2.3 Assumption of Risk

The last issue is whether thesumption-of-risk doctrine bakér. Greer’s failure-to-warn
claim. Because the court holds that there is no tiutyarn, it does not reach the issue. If it were
to reach the issue, it would likehold that the doctrine operatas a complete bar to his claim
because Mr. Greer — who initiated the conhtaith Mr. Margenat-Castro by his posts on
Experience Project and then boughtigs from him — assumed tbbviously dangerous risk of
buying drugs from an anonymous Internet drug de8leg, e.g., Souza v. Squaw Valley Ski Corf

138 Cal. App. 4th 262, 266—67 (2006).

>” Opposition to Motion to Dismiss — ECF No. 15 at 26.
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CONCLUSION

The court grants the motion to dismiss without prejudice. The plaintiff must file any amended
complaint within 21 days.

This disposes of ECF No. 13.

IT IS SO ORDERED.

Dated: November 26, 2017 M &

LAUREL BEELER
United States Magistrate Judge
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