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Whols Search Results

Domains Hosting

Show All My Products

Page 1 of 2

Username/Customer # Password 24/7 Sales & Support (480) 505-8877

Create Account | Forgot Password | Sign Out Deals of the Day usb empty
Domain Support & . Bob's Video My
HOME Auctions Marketplace Community Media Blog Account
WHOIS Domain Check
Email Site Builders Business SSL Certificates Resellers
PETRONASTOWER.NET
Check to add these alternate PETRONASTOWER domain names. Select All

YOU can negotiate anything.

8 quick tips for doing it right.

Plus ... a Smoking Hot Blonde!
“Informative and to the point..." - Belinda

$1.99* DOMAINS

No quantity limit! With every
new, non-domain product you buy**

http://who.godaddy.com/Whols.aspx?domain=petAitiifi®wer. net& prog_id=godaddy

CONFIDENTIAL

[3.INFO $0.85'4r SAVEL

[ THEPETRONASTOWER....
] FREEPETRONASTOWER...

[0 ..RONASTOWERSITE NET

] ONLINEPETRONASTOW...

] .ORG s0.99'4r SAVE!
Check to add these similar PETRONASTOWER.NET domain names.

] .ME $8.99/yr SAVE!

$9.99%r1 SAVE! [[] MYPETRONASTOWER.N..
$9.99*1 SAVE! [] BESTPETRONASTOWER ..

$9.99*r SAVE! [] SITEPETRONASTOWER...

$9.99*Ar SAVE! []...RONASTOWERSTORE.NET $9.99%r SAVE! [] STOREPETRONASTOWE...

Check to add these Premium domain names. ﬁ

[[J MarvelTower.com $480.00

[ TowerAdvertising.com $1,588.00

[ TowerMaintenance.com $995.00

*Plus ICANN fee of $0.18 per domain name year.

**.CA domain names will be registered through Go Daddy Domains Canada, inc., a CIRA certified registrar.

[0 .MOBI $7.894r SAVEI

[ TowerApartments.com $2,388.00

[J.Us s9.004yr SAVEl  [].BIZ $9.99'r SAVEI

Select All
$9.99*Ar SAVE! [[] NEWPETRONASTOWER...  $9.99*Ar SAVE!
$9.99°r SAVE! [] SPETRONASTOWER.NE..  $9.99"AT SAVE!

$9.99%yr SAVE! [] ...RONASTOWERONLINE.NET $9.89*Ayr

SAVE!

$9.99°/r SAVE!
Select All

] LightningTower.com $4,995.00

[ TowerBreadcasting.com $1,588.00

Interested in this
domain name?

Let our Domain Buy Service
help you getit.

$1.99 Domain Names

Register a domain name
for only $1.99 with each
new, nen-domain product

World-Class Web Hosting
Fast, secure, reliable hosting

featuring 99.9% uptime, free setup
support re!

Safe, Personalized Email

Get an easy-to-remember
email address with built-in
Fraud, Spam & Virus Protection.

12/21/2009
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Whols Search Results Page 2 of 2

The data contained in GoDaddy.com, Inc.'s WHOIS database,

while believed by the company to be reliable, is provided "as is"

with no guarantee or warranties regarding its accuracy. This

information is provided for the sole purpose of assisting you

in obtaining information about domain name registration records.

Any use of this data for any other purpose is expressly forbidden without the prior written
permission of GoDaddy.com, Inc. By submitting an inquiry,

you agree to these terms of usage and limitations of warranty. In particular,
you agree not to use this data to allow, enable, or otherwise make possible,
dissemination or collection of this data, in part or in its entirety, for any
purpose, such as the transmission of unsolicited advertising and
solicitations of any kind, including spam. You further agree

not to use this data to enable high volume, automated or robotic electronic
processes designed to collect or compile this data for any purpose,
including mining this data for your own personal or commercial purposes.

Please note: the registrant of the domain name is specified
in the "registrant" field. In most cases, GoDaddy.com, Inc.
is not the registrant of domain names listed in this database.

Registrant:

David Daash

Avenida Lazaro
Colonia Las Brisas
Mexico, Mexico 64780
Mexico

Registered through: GoDaddy.com, Inc. (http:fiwww.godaddy.com)
Domain Name: PETRONASTOWER.NET

Created on: 08-May-03

Expires on: 08-May-10

Last Updated on: 02-May-09

Administrative Contact:

Schoenekess, Heiko ddd_privat@hotmail.com
BPM 195226

372 Old Street

London, London EC1V 8AU

United Kingdom

+44. 2076636606

Technical Contact:

Schoenekess, Heiko ddd_privat@hotmail.com
BPM 195226

372 Old Street

London, London EC1V 9AU

United Kingdom

+44.2076636606

Domain servers in listed order:
NS39.DOMAINCONTROL.COM
NS40.DOMAINCONTROL.COM

Registry Status: clientDeleteProhibited
Registry Status: clientRenewProhibited
Registry Status: clientTransferProhibited
Registry Status: clientUpdateProhibited

Underlyin istry Dal
Report Invalid Whois
Sign up for special offers: Enter your email address
Account Manager Shopping Resources Help and Support About Go Daddy
My Account * Offer Disclaimers Webmail Telephone Support & Sales Careers
My Renewals Domain Search WHOIS search Billing Support Security Center
My Upgrades Product Catalog ICANN Confirmation Email Our Support Team Company Info
Account Settings Product Advisor Affiliates Frequently Asked Questions News Center
Customer Information Giit Cards Connect with Us User's Guides Customer Testimonials
Order History Go Daddy Mobile Gadgets\Widgets Report Spam What's New
Create Account Today's Offers Site Map Test Our Products Legal

Marketing Proposals

GoDaddy.com is the world's No. 1 {CANN-accredited domain name registrar for .COM, .NET, .ORG, .INFO, .BIZ and .US domain extensions. Source: RegistrarSTATS.com
Copyright @ 1999 - 2009 GoDaddy.com, Inc. All rights reserved.

http://who.godaddy.com/Whols.aspx?domain=petifiitower.net& prog_id=godaddy 12/21/2009
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eNom - domain name, web site hosting, email, registration Page 1 of 4

Become a domain reseller today! Learn More Get Start

Register Transfer Whois

Register A Domain

Domains Hosting Email SSL Certificates More Products Resellers  Get Started

Home » Domains » Whois Search View our help video library.

Search Whois Records

Enter a domain to search

Featured domain names

Premium .TV Domains

" morning.tv $4,500 {rose.tv $5,000
{” industry.tv $5,000 i keith.tv $1,750
i goodwill.tv $5,000 i pueblo.tv $4,500
Yiew more

Exclusively at NameJet

vhi.org
View more
Whois Search Results
You may be interested in these
http://www.enom.com/whois/default. aspx?DomaifiRB#é=camfunchat.com 12/21/2009
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eNom - domain name, web site hosting, email, registration Page 2 of 4

Related Domains Premium .TV Domains

{"" camfungossip.com {" funchat.tv $100
i camgameschat.com " concierge.tv $1,000
{" riverfunchat.com {" sarah.tv $500
{" camfunconfab.com " posteard.tv $1,000
{" camhumourchat.com " benefit.tv $500
View more View more

Backorder at NameJet

sunchase-solar.com

funchaldowntownbrisa.com

View more

ID Protect

instantly,

RichContent

SSL Certificates Web Hosting

Business Listing

domain

POP Email

Web Site Creator

Instant Mobilizer
reate 3. mobile version of your site
ds

int” RatePoint

RatePoint’s easy-to-use tools empower small businesses to connect with their customers and grow their business. Get

http://www.enom.com/whois/default. aspx?DomaifiR@ié=camfunchat.com 12/21/2009
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eNom - domain name, web site hosting, email, registration Page 3 of 4

WHOIS Information

Registrant:

n/a

Heiko Schoenckess

BPM 195226

372 Old Street

London London EC1V 9AU GB

Administrative:

n/a

Heiko Schoenekess

BPM 195226

372 Old Street

London London EC1V 9AU GB
dod orivat@nommail.com
Technical:

n/a

Heiko Schoenekess

BPM 195226

372 Old Street

London London EC1V 9AU GB
diid arivat@hoirnal.com

"ol

Nameserver:

NS2.KOLIDO.NET

NS1.KOLIDO.NET

NS3.KOLIDO.NET

Updated-date: 2009-06-02 13:49:09.000

Created-date: 2001-07-03 23:28:20.000

Registration-expiration-date: 2010-07-03 23:28:19.000

Status: registrar-lock

Domain: camfunchat.com

Please Note: Access to eNom's Whois information is for informational purposes only. eNom makes this information available "as is," and does not
guarantee its accuracy. The compilation, repackaging, dissemination or other use of eNom's Whois information in its entirety, or a substantial portion

thereof, is expressly prohibited without the prior written consent of eNom by accessing and using our Whois information, you agree to these terms.

Backorder Domain

Enter a domain above to search the Whois records.

back to top

Awards & Achievements

™
£ S?? #4 Registrar 8 M3Hon
o 1 Reseller 3 Domams
E PR o DR T B RS T i

More Awards & Achievements Yiew Pricing Details

http://www.enom.com/whois/default. aspx?DomaifRE#é=camfunchat.com 12/21/2009
CONFIDENTIAL GD-000622



eNom - domain name, web site hosting, email, registration Page 4 of 4
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VISIT-X - Amateur Webcam Community

Page 1 of 3

Who is online Girls (163) Boys (20)  Couples (18)  Fetish (32) Live-

Free galleries All New Top rated Hotties

Register For Free

Big Tits Chubby Flirt Tattoos/Piercings
Instant access

User:

Password:

Lost Password?

Register For Free

http://fwww.visit-x .net/?w=6944&ws=0901002  APP106
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VISIT-X - Amateur Webcam Community

i

R A
DarkTemptation
Online ok
Hot Clips Shop

Page 2 of 3

OralBitch

Online
Hot Clips

Candy2008

Online

Hot Clips

Allinclusived4U

Online
Hot Clips

Online
Hot Clips

X-games

Online

Online

Hot Clips

Cnline

Hot Clips Shop

Strip-maus
Online

Hot Clips

Shop

heisseCaro
Online

Hot Clips

Shop

&

TRIE STEUERT

B-GE
Online ke
Hot Clips Shop

Online

http://www.visit-x .net/?w=6944&ws=0901002  APP107
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Sabrinahot69
Online ey

xSexyCatx

Online
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VISIT-X - Amateur Webcam Community Page 3 of 3

- Who is online - Register Cam - Affiliate Program Feec
- Free galleries - Host login - Terms of Service -
- Register For Free - Imprint
- Instant access -VISIT-Xon TV - Support
- RSS-Feed - Venus 2009 - Protection of minors This
©19
http://fwww.visit-x.net/?w=6944&ws=0901002  APP108 12/21/2009
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Petronastower.net DNS and Name Server Lookup - Who.is

‘TooLs

! Ping
i Traceroute
Name Server Search

%Ads by Google
{ MyReal IP
Linux Video Server

i Linux Domain

ds vy Google

. Find Cheap Flights
: Compare Prices from
i 100s of Travel Sites.

! Find Lower Fares With

i Bing™!
i www.Bing.com/Travel

. Web Application

! Security

i It's All About

! Protecting Your Data
i 30 Day Free Trial-

i Download Now!

i www.AppliCu re.com/Web_Secé

Fly Cheap to Kuala
: Lumpur

: 70% off Kuala Lumpurfé
¢ Airfare Compare Kuala

. Lumpur Flights - Save |
i Kuala-Lumpur.Flights.Asia.cor;

Workgroup Clusters
i AMD Opteron based
i shared scalable HPC

i Server Solutions
i www.nor-tech.com/amd

: DNS, DHCP & IPAM

i Secure and scalable

i core network services |
i with Infoblox ?
i appliances.

. www.altaware.com

. ~ Index FAQ

Page 1 of 2

Whois Site Info Name Suggest Premium Names Web Search DNS Whois Index [P

Ads by Google
DNS, DHCP & IPAM

Secure and scalable core network
services with Infoblox appliances.
www.altaware.com

Find Info On Your Search
How Do | Find My Primary

And Secondary Dns Servers
www. Info.com

Kuala Lumpur Malaysia

Know Before You Go.
Read Reviews from Real Travelers.
www., TripAdvisor.com

PETRONASTOWER.NET NAME SERVERS

Name Server P Location

ns39.domaincontrol.com

ns40.domaincontrol.com
ping petronastower.net

PETRONASTOWER.NET SOA RECORD

Name Server ns39.domaincontrol.com

Email dns@jomax.net

Serial Number 2007040100

Refresh 8 hours
Retry 2 hours
Expiry 7 days
Minimum 1 day

Record Type TTL

Content

mail.petronastower.net CNAME 1 hour

petronastower.net A 1 hour

APP109

pop.secureserver.net

64.202.189.170
(Scottsdale, AZ, US)

12/21/2009

http://www.who.is/dns/petronastower.net/
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Petronastower.net DNS and Name Server Lookup - Who.is

petronastower.net
petronastower.net
petronastower.net
petronastower.net

petronastower.net

MX
MX
NS
NS

SOCA

1 hour
1 hour
1 hour

1 hour

1 day

www.petronastower.net CNAME 1 hour

10

RELATED DOMAINS FOR PETRONASTOWER.NET

Page 2 of 2

smtp.secureserver.net
mailstore1.secureserver.net
ns39.domaincontrol.com
ns40.domaincontrol.com

ns39.domaincontrol.com.
dns.jomax.net. 2007040100
28800 7200 604800 86400

petronastower.net

Give Us Feedback - bluerider.com, tld info, WikiName, Domain Registration

©2005-2009 Who.is

http://www.who.is/dns/petronastower.net/

CONFIDENTIAL

APP110

12/21/2009
GD-000628



<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN"
"http://www.w3.0rg/TR/htmld/strict.dtd">
<html>

<head>
<title>Live Video Chat - hot Webcams - Sexy Camgirls </title>
<META name="description" content="Free live adult Web Cams and chat. Nude sexy camgirls, teens, lesbians, voyeur, couples, amateur video and chat.">
</head>
<frameset rows="100%,*" border="0">
<frame src="http://www.camfunchat.com" frameborder="0" />
<frame frameborder="0" noresize />
</frameset>

<!-- pageok -->

<l-- 04 -->
<= we>
</html>

APP111
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Rod L Simonini [Domain Services Tracking ID:415576 Claim Status for

12/16/2009 PETRONASTOWER .NET changed from; Trademark: New Complaint to
10:25:49 AM  |Trademark: Not Hosted Here

Rod L Simonini

12/16/2009 domain is forwarding to camfunchat.com
10:25:49 AM

N/A

12/14/2009 Please immediately disable the website "petronastower.net".
11:15:34 AM

APP112
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}S{i(;rcliol;lini Domain Services Tracking ID:470158 Claim Status for
PETRONASTOWERS.NET changed from; Trademark: New Complaint to
7/8/2010 Trademark: Not Hosted Here
6:43:54 AM | acemart OLHo
Rod L
Simonini . .
7/3/2010 domain is forwarding to camfunchat.com - not hosted here
6:43:54 AM
Please immediately disable the domain name "petronastowers.net," which
infringes the trademark rights of my client, Petronas.
Please do not hesistate to contact me with any questions.
N/A
7/7/2010 Best,
11:43:11 AM |Perry
Law Offices of Perry R. Clark
3457 Cowper St.
Palo Alto, CA 94306
Tel.: 650 248 5817

APP113
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From: Malaysia Computer Emergency Response Team <mycert@mycert.org.my>

Sent: Wednesday, December 2, 2009 8:16 PM

To: abuse@godaddy.com

Ce: soc@us-cert.gov

Subject: Re: [MyCERT-200912011065922] : Reporting Incident : Domain Infringement

Hash: SHA1

Dear Abuse Team,

MyCERT received a report from an organization regarding a domain registered
under your administration that host a fake website of the original website which
is can be found at www.petronas.com.

Domain: petronastower.net

URL : http://www.petronastower.net

IP : 64.202.189.170

Domain Name: PETRONASTOWER.NET

Registrar: GODADDY.COM, INC.

Whois Server: whois.godaddy.com

Referral URL: http://registrar.godaddy.com

Name Server: NS39.DOMAINCONTROL.COM

Name Server: NS40.DOMAINCONTROL.COM

Status: clientDeleteProhibited

Status: clientRenewProhibited

Status: clientTransferProhibited

Status: clientUpdateProhibited

Updated Date: 02-may-2009

Creation Date: 08-may-2003

Expiration Date: 08-may-2010

The domain is hosting pornographic web contents from http://www.camfunchat.com
which can be used for fraudulent purposes and this can create a likelihood of
confusion to their clients.

As of at this time, MyCERT has confirmed that the above disputed site is still
active online. We would appreciate your assistance to investigate on the above
site and to close the domain as soon as possible.

We appreaciate your prompt response.

Kindly retain the above subject header containing:[MyCERT-200912011065922] to
ensure effective response.

Regards,

- -Juanita
OrgName: GoDaddy.com, Inc.
OrgID: GODAD

Address: 14455 N Hayden Road
Address: Suite 226

City: Scottsdale

StateProv: AZ

EXHIBIT

=
2
P
2
[=1
=
2
2
&
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PostalCode: 85260

Country: US

NetRange: 64.202.160.0 - 64.202.191.255
CIDR: 64.202.160.0/19

NetName: GO-DADDY-SOFTWARE-INC
NetHandle: NET-64-202-160-0-1

Parent. NET-64-0-0-0-0

NetType: Direct Allocation

NameServer: CNS1.SECURESERVER.NET
NameServer: CNS2. SECURESERVER.NET
NameServer: CNS3.SECURESERVER.NET
Comment;

RegDate: 2002-10-22

Updated: 2007-06-14

OrgAbuseHandle: ABUSE51-ARIN
OrgAbuseName: Abuse Department
OrgAbusePhone: +1-480-624-2505
OrgAbuseEmail: abuse@godaddy.com
OrgNOCHandle: NOC124-ARIN
OrgNOCName: Network Operations Center
OrgNOCPhone: +1-480-505-8809
OrgNOCEmail: noc@godaddy.com
OrgTechHandle: NOC124-ARIN
OrgTechName: Network Operations Center
OrgTechPhone: +1-480-505-8809
OrgTechEmail: noc@godaddy.com

-
T

Malaysia Computer Emergency | E-mail: mycert@mycert.org.my

Response Team | Cyber999 Hotline: 1 300 88 2999
(MyCERT) | Fax: (603) 8945 3442

CyberSecurity Malaysia | Phone: (603) 8992 6969

Level 7, Sapura@Mines | Office hour: 0830-1730 MYT (Mon-Fri)
7, JIn Tasik, The Mines | 24x7 Phone: 019-266 5850

Resort City, 43300 Seri Kembangan | SMS: 019-281 3801

Selangor. MALAYSIA | URL: http://mycert.org.my/

Disclaimer:

The information transmitted in electronic mail messages sent from mycert.org.my
domain is intended only for the person(s) or entity(ies) to

which it is addressed, represents the views/points of MyCERT and may contain
information extracted from various other reliable sources on security issues.
MyCERT therefore does not accept liability for any errors, or omissions in the
contents of this message, which arise as a result of e-mail transmission and
consequences due to mis-applying of the technical solutions/steps provided. If
you have received this email by mistake, please notify MyCERT at +603 8992 6969
or email us at mycert@mycert.org.my

----- BEGIN PGP SIGNATURE-----

Version: GnuPG v2.0.11 (FreeBSD)

APP115
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IEYEARECAAYFAksXO38ACgkQOBAFcIK27XH9RwCghzO2hhS1VOGNYAQ9XvkupoM/
KkcAnR2qUqPZc+Is/DUEXUMX1+dSeHhN

=1b0n

----- END PGP SIGNATURE-----
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From: soc(@us-cert.gov

Sent: Wednesday, December 2, 2009 8:39 PM

To: abuse@godaddy.com

Ce: soc(@us-cert.gov

Subject: Follow-Up for US-CERT Incident number INC0O00000066795

US-CERT is requesting assistance in removing an active malware site being hosted within your netblock which
affect our constituency. US-CERT would greatly appreciate your assistance in terminating or shutting this site
down. The destination website is hosting a malicious code and the URL is active, accessible and hosting
malware. This is the first attempt to remove this malicious code from the network (please replace 'hxxp' with
'http'). Please assist us in a timely removal of this URL from any related domains:

URL: hxxp//www[dot]petronastower.net
IP Address: 64.202.189.170

Domains hosted on this IP address: godaddy.com

The owner/operator of this website may or may not be aware this website may contain malicious code. The US-
CERT is requesting that this website be removed from public access until the owner/operator has deleted the
malicious content. Please investigate this traffic and reference INC000000066795 regarding this host. US-
CERT is interested in learning of the outcome of your investigation

V/R

The United States Computer Emergency Readiness Team
Department of Homeland Security

National Cyber Security Division/Operations

Phone: 1-888-282-0870

Arlington, Virginia

E-mail: SOC@us-cert.gov

Website: www.us-cert.gov

Email Attachment :

APP117
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From: GoDaddy Abuse Department <abuse@godaddy.com>

Sent: Thursday, December 3, 2009 1:16 PM
To: Go Daddy SOC <soc@godaddy.com>
Subject: [FWD: Follow-Up for US-CERT Incident number INC000000066795]

Attention SOC,

We have been notified of a possible breach of security, please review the message we have forwarded to
you from the complainant.

If, after investigating this situation, you determine that no action should be taken against this customer or
you need more information please reply to this message and the Abuse Department will respond to the
complainant (if necessary) or close out the issue.

If you determine that this situation merits a response from Go Daddy please take the appropriate course
of action based on your SOP.

Thank you for investigating this complaint.
Sincerely,

Spam and Abuse Department
GoDaddy.com

24/7 Abuse Department Hotline: 480-624-2505
ARID 1019

-------- Original Message --------

Subject: Follow-Up for US-CERT Incident number INCO00000066795
From: soc@us-cert.gov

Date: Wed, December 02, 2009 9:38 pm

To: abuse@godaddy.com

Cc: soc@us-cert.gov

US-CERT is requesting assistance in removing an active malware site being hosted within your
netblock which affect our constituency. US-CERT would greatly appreciate your assistance in
terminating or shutting this site down. The destination website is hosting a malicious code and
the URL is active, accessible and hosting malware. This is the first attempt to remove this
malicious code from the network (please replace 'hxxp' with 'http'). Please assist us in a timely
removal of this URL from any related domains:

URL: hxxp//www[dot]petronastower.net

IP Address: 64.202.189.170

Domains hosted on this IP address: godaddy.com

The owner/operator of this website may or may not be aware this website may contain malicious
code. The US-CERT is requesting that this website be removed from public access until the

owner/operator has deleted the malicious content. Please investigate this traffic and reference
INC000000066795 regarding this host. US-CERT is interested in learning of the outcome of your

APP118
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investigation

V/R

The United States Computer Emergency Readiness Team
Department of Homeland Security

National Cyber Security Division/Operations

Phone: 1-888-282-0870

Arlington, Virginia

E-mail: SOC@us-cert.gov

Website: www.us-cert.qov

Email Attachment :
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From: Vincent Koski <vkoski@godaddy.com>

Sent: Thursday, December 3, 2009 8:46 PM

To: GoDaddy Abuse Department <abuse@godaddy.com>

Ce: Go Daddy SOC <soc@godaddy.com>

Subject: RE: [FWD: Follow-Up for US-CERT Incident number INC000000066795]
Abuse,

Reviewing this domain complaint - | found that it is hosted on parkweb - And the index.html which is served contains a
frame src reference to camfunchat.com, which appears to be an adult site. [ see no indication that the domain of
petronastower.net contains any malicious code.

Name: petronastower.net
Address: 64.202.189.170
Name: pwiwd-v01.prod.mesal.secureserver.net
Address: 64.202.189.170

$ wget petronastower.net

--2009-12-03 21:40:31-- http://petronastower.net/

Resolving petronastower.net... 64.202.189.170

Connecting to petronastower.net|64.202.189.170|:80... connected.
HTTP request sent, awaiting response... 200 OK

Length: 815 [text/html]

Saving to: “index.html'

<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN"
"http:/iwww.w3.0rg/TR/html4/strict.did">
<html>

<head>

<title>Live Video Chat - hot Webcams - Sexy Camgirls </title>

<META name="description" content="Free live adult Web Cams and chat. Nude sexy camgirls, teens, lesbians,
voyeur, couples, amateur video and chat."><META name="keywords" content="legendary, lars, visit, webcam,
webcams, cam, cams, live, girls, free, video, women, lesbians, porn, porno, teen, models, men, guys, nude, private,

pussy, sexy, webcam, camgirls, home cams, video chat, free video, teen, sex, xxx, adult, naked"
>

</head>

<frameset rows="100%,*" border="0">
<frame src="http://www.camfunchat.com" frameborder="0" />
<frame frameborder="0" noresize />

</frameset>

<l- pageok -->

<l-01-->
<) >
</html>

Vincent J. Koski

MCSA: Security

A+, Network+, Security+, Server+
IT-Security

Security Analyst

Go Daddy Software

14455 North Hayden Road
Scottsdale, AZ 85260
480-505-8800 ext. 4868
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Please contact my direct supervisor at sgerlach@godaddy.com with any feedback.

This message is from Go Daddy Software. This message and any attachments may contain confidential information,
and are intended only for the individual or entity identified above as the addressee. If you are not the addressee, or if
this message has been addressed to you in error, you are not authorized to read, copy, or distribute this message and
any attachments, and we ask that you please delete this message and attachments (including ail copies) and notify the
sender by return e-mail or by phone at 480-505-8877.

-------- Original Message --------

Subject: [FWD: Follow-Up for US-CERT Incident number INC000000066795]
From: "GoDaddy Abuse Department" <abuse@godaddy.com>

Date: Thu, December 03, 2009 2:16 pm

To: "Go Daddy SOC " <soc@godaddy.com>

Attention SOC,

We have been notified of a possible breach of security, please review the message we have
forwarded to you from the complainant.

If, after investigating this situation, you determine that no action should be taken against this
customer or you need more information please reply to this message and the Abuse Department
will respond to the complainant (if necessary) or close out the issue.

If you determine that this situation merits a response from Go Daddy please take the
appropriate course of action based on your SOP.

Thank you for investigating this complaint.
Sincerely,

Spam and Abuse Department
GoDaddy.com

24/7 Abuse Department Hotline: 480-624-2505
ARID 1019

-------- Original Message --------

Subject: Follow-Up for US-CERT Incident number INC0O00000066795
From: soc@us-cert.gov

Date: Wed, December 02, 2009 9:38 pm

To: abuse@godaddy.com

Cc: soc@us-cert.gov

s
&

US-CERT is requesting assistance in removing an active malware site being hosted
within your netblock which affect our constituency. US-CERT would greatly appreciate
your assistance in terminating or shutting this site down. The destination website is
hosting a malicious code and the URL is active, accessible and hosting malware. This is
the first attempt to remove this malicious code from the network (please replace 'hxxp'
with 'http'). Please assist us in a timely removal of this URL from any related domains:

URL: hxxp//www[dot]petronastower.net

IP Address: 64.202.189.170

Domains hosted on this IP address: godaddy.com
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The owner/operator of this website may or may not be aware this website may contain
malicious code. The US-CERT is requesting that this website be removed from public
access until the owner/operator has deleted the malicious content. Please investigate
this traffic and reference INCO00000066795 regarding this host. US-CERT is interested
in learning of the outcome of your investigation

V/R

The United States Computer Emergency Readiness Team
Department of Homeland Security

National Cyber Security Division/Operations

Phone: 1-888-282-0870

Arlington, Virginia

E-mail: SOC@us-cert.gov

Website: www.us-cert.gov

Email Attachment :
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