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Whols Search Results

Domains Hosting

Show All My Products

YOU can negotiate anything.
I quick tips for doing it right.

Plus... a Smoking Hot Blonde!

"lnformalive and to the point .." - Belinda

$1.99* DOMATNS

No quantity limitl With every
new, non-domain product you buy*

Geate AccoJnt I Foroot Passrord I Sion Out

HoME ^"r"Jli|lt

Email Site Builders Business

Deals of the Day

Support &
MarKerprace codrinunity

SSL Certificates Resellers

Page I of2

2417 Sales & Support (480) 505-8877

usD empty

Bob's Video My
Meola Btog Account

WHOIS Domain Check

I Lightnin gToaer.com 94,995.00

I TowerBroodcasting,com $1,588 O0

Interested in this
domain name?

help you get it.

$1.99 Domain Names

PETRONASTOWER.NET

Check to add these alternate PEIROwASfOt,lrER domain names. Select All

[ .tNro $0.89'ry1 sAvEt ! .ono $9.9e',yf sAVEr E .ME $s.swyr sAvrr ! .uost $7.ss.,Vr sAvEt [ .US $e.sary, snver ! .etz $e.ee',yr snver

Gheck to add these similar PEIROITIISI OWER.NET domain names. Select All

E THEPETRONASTOWER... $9.99*4/rS{VEr E MYPETRONASTOWER N.. $9 99. /rSAVEr E NEWPETRONASTOWER. $9 gg?rSAVEt

E FREEPETRONASTOWER. $9.99*4/TSAVEI E BESTPETRONASTOWER.. $9.99-/YTSAVEI E SPETRONASTOWER.NE.., $9.99*/YTSAVEI

E ..RoNASTowERsrE NET $9.99'4/rsAVEl I sreeerRor,rAsTowER. . $9.99.,ysAVEr f] .RoNASToWERoNL|NE.NET $9 99-ryr

SAVEI

E out tnepernoNAsTow... $9.99*/yrSAVE| ! ...ROT.TRSTOWERSTORE.NET $9.99*lyrSAVE| E STOREPETRONASTOWE... $e.99'/yrSAVE!

Check to add these Premium domain names. ffi Sehct All

! MarvelTower.corn $480.00

I TowerAdvertisin g.com $1,588.00

I TowerMaintenance.corn $995.00

! To,rrerApartments.com $2,388.00

tj iiiiii?? i i i i i i i j i I i I i ??i: I
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'Plus ICANN tus of $0.18 per domsin nme yei l

".CA dffiain namgs will b€ registsBd hrough Go Daddy Domains Canada, Inc., a CIRA certified rogisbar

World-Class Web Hosting

featurinq 99.90.6 uptime. fee setu

http : I I who. go daddy . com/lV hol s. aspx? dom ai n-p etron astower. net& prog i d-g odad dy
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Whols Search Results

Sign up forspEcial offers: Enteryouremail addres€

Account Manager Shopping
My Account * Offer Disclaimers
My Renewals Domain Seardr
My Upgrades ProductCatalog
Accounl Settings ProductAdvlsor
Grstomer lnformation Gift Cards
Order History co Daddy Mobile
Geate Accounl Todat's Offers

The data contained in GoDaddy com, lnc.'s \rVHOlS database,
while believed by the company to be reliable, is provided "as is"
with no guarantee or warranties regarding its accuracy. This
information is provided for the sole purpose of assisting you
in obtaining information about domain name registration records.
Any use of this data for any other purpose is expressly forbidden without the prior written
permission of GoDaddy.com, Inc. By submitting an inquiry,
you agree to these terms of usage and limitations of warranty. In particular,
you agree not to use this data to allow, enable, or otherwise make possible,
dissemination or collection of this data, in part or in its entirety, for any
purpose, such as the transmission of unsolicited advertising and
solicitations of any kind, including spam You further agree
not to use this data to enable high volume, automated or robotic electronic
processes designed to collect or compile this data for any purpose,
including mining this data for your own personal or mmmercial purposes.

Please note: the registrant of the domain name is specified
in the "registranf'field. In most cases, GoDaddy.com, Inc.
is not the registrant of domain names listed in this database.

Registrant:
David Daash
Avenida Lazaro
Colonia Las Brisas
Mexico. Mexico 64780
Mexico

Registered through: GoDaddy.com, Inc. (http://wwv.godaddy.com)
Domain Name: PETRONASTOWER. NET
Created on: 08'May-03
Erpires on: 08-May-10
Last Updated on: 02-May-09

Ad mi nistrative Contact:
Schoenekess, Heiko ddd_privat@hotmail com
BPM 195226
372 OId Skeet
London, London ECI V 9AU
United Kingdom
+44.2076636606

Technical Contact:
Schoenekess, Heiko ddd_privat@hotmail.com
BPM 195226
372 Old Skeet
London, London ECI V 9AU
United Kingdom
+44 2076636606

Domain servers in listed order:
NSSg.DOMAI NCO NTROL.COM
NS4O. DOMAI NCONTROL.COM

Registry Status: cl ientDeleteProhibited
Registry Status: clientRenewProhibited
Registry Status: clientTransferProhibited
Registry Status: clientUpdateProhibited

See Underlying Registry Data
Reoort Invalid Whois

Resources
\tVebmail
\A/FlOlS searcfr
ICANN Contrmation
Affiliates
Connec{ with Us
Gadgets/Wdgets
Site Map

Help and Support
Telephone Support & Sales
Billing Supporl
Email Our Support Team
Frequenty Asked Questlons
Usefs Guides
Report Spam
Test Our Products

About Go Daddy
Careers
Security Center
Company Info
News Center
Customer Testimonials
Vvhat's New
Legal
Markeling Propomls

Page 2 of 2

1212112009

GD-000619

GoDaddy.com is the world's No. 1 |CANN-accredited domain name regisfar for .COM, NET, ORG, INFO, .BlZ and US domain extensions. Source: RegistrarsTATs.com

Copyright @ 1999 - 2009 coDaddy.com, Inc. All rights reserved.

http: I I who. godaddy. com/Whols. aspx? domain-petronastower. net&prog_i d:godaddy
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eNom - domain name, web site hosting, email, registration

Become a domain reseller todav! Learn More

Page I of4

My Cart

Yi-ew.our hp.lp. -v idep. lib.ra.ry.

Domains Hosting Email SSL Certificates

Hp-n-q > Dp_m-arru > Whois Search

Register Transfer

Register A Domain

More Products Resellers Get Started

ilitiif{iili::il{fji::t:llffi{:i:i:]i11
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$4,500 i ,rose.tv

$5,000 i"',keith.w

$5,000 i"'pueblo.tv

$5,000

$1,750

$4,500

Exclusively at NameJet

efd05,p.o.m
phppryithjat.aanil

*i;1ll

l:d:1:

You may be interested in these

http ://www. enom. comiwhoisidefault. aspx?DomainName-camfunchat. com
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Search Whois Records

Enter a domain to search

Featured domain names

Premium .TV Domains

i" morning.tv

l"'industry.tv

i"'goodwill.tv

Y-l-ew-In-pr-e

APP102

Case4:09-cv-05939-PJH   Document124-5    Filed11/09/11   Page5 of 25



eNom - domain name, web site hosting, email, registration

Backorder at NameJet

sunchase-solar.com

unchaxtE d:ga.l ! s.ry. c om.

bunchable.com

funchaldowntownbris a. com

outrunchalet.com

Vlew more

Page 2 of 4

r212U2009
GD-00a621

Related Domains

i 
" 

cam ngossip.com

f 
"' 

camgameschat.com

l"' riverfunchat.com

i'"' camfunconfab.com

i'-' camhumourchat.com

Y-ie-w-mpr-e

Premium .TV Domains

i"' funchat.tv

j concierge.tv

i"' sarah.tv

i"' postcard.tv

l''' benefit.tv

View more

s100

$1,000

$s00

$1,000

$500

The best products available!

,iii;ii;;,;i:ii:i:i:i:i: Domains
.iilji;i1i.ii;ii Resister or transfer a domain name
4i*:iilL# ,*Enht

SSL Gertificates
F.eatunrrg.Y-.sn$.igru.s.-E$.&.Qp.o.Trust
SSL certificates

';iitiii.'".'.'""" lD PfOtgCt
ffi , ..i]iii Kp..ep.yqur.ds.marr(.s).Hfo.ffBf qn

ffiffi Privat-e.

Web Hosting
Powerfrrl Windows@ & Linux
plallo.nns.

Web Site Creator
Bul d.a. er-e.a!.!s qkir-g -w-eb -srt-E-H
minutes

RichContent
eonJcxlrplly. r.elplanL cqolc-nL fo..r
y.oxr.w-ebB.ite.

Business Listing
Sptfu snd..U-.{!.each.the.p.ascr..o.f y.o.r.{
domain

Instant Mobil izer
C-r-ea-tc--a.msb.ile.v.e.ni-o,n.-o-f y-o.Br.site
in seconds

it+iiffi pop Email
iiijl,,, i.'', g;i $ g-sgle- -4{d- -cpa-m:prqt-e-o!-ed - e-m-atl'flfi$iifi.l..fs

ffihiffi

Adding value with branded services

ffi*Hw,g*F*r*,ff " RatePoint
i\i:'r:)i:':''' :;::i:"':::i:i:i:::: 

t*HflJ;,Hi;:?';*Ttifr,lHiJ.,lJ#'i:f,1"f:iT1i'#,5.LTi:tT# 
grow their bruiness' Get

http ://www. enom. com/whoi s/default. aspx?DomainName-camfunchat. com
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eNom - domain name, web site hosting, email, registration Page 3 of4

WHOIS Information

Visit AboutUs.org for more information about ca.mfu.a-s_h_al-c.o.m
Ab.s.u1Us.l.-c.aefu nshaL.e.o. m

Registrant:
nJa
Heiko Schoenekess
BPM 195226
372 Old Street
London London ECIV 9AU GB

Get Noticed on the Internet! Increase visibility for this domain name by listing it at .Wt!flry,W.hgit-'hU-surg.l.SlipJlltg!,g9Ul

Administrative:
nla
Heiko Schoenekess
BPM r9s226
372 Old Street
London London ECIV gAU GB
t u i*r ri rr <rtG ii irtirr,r i [ . r-:n rrt
Technical:
nla
Heiko Schoenekess
BPM 195226
372 Old Street
London London ECIV 9AU GB
d * tl.,ir:'iv attE i':+ trir e il . cr)nr

Nameserver:
NS2.KOLIDO.NET
NSI.KOLIDO.NET
NS3.KOLIDO.NET

Updated-date: 2009-06-02 I 3:49:09.000

Created-date: 200 1-07-03 23 :28:20.000

Registration-expiration-date: 2010-07-03 23:28: 19.000

Status : registrar- lock

Domain: carnfunchat.com

Please Note: Access to eNom's Whois information is for informational purposes only. eNom makes this information available "as is," and does not
quaranJeg its accuracy. The compilation, repackaging, dissemination or other use of eNom's Whois information in its entirety, or a substantial portion
thereof, is expressly prohibited without the prior written consent of eNom by accessing and using our Whois information, you agree to these terms.

Backorder Domain

Enter a domain above to search the Whois records.

ba.qk tp- t_op

A!..o.u.tUs.l Cso-te.-cL.U-s.l H-elp l -c.er.ests.l $-Erv.ic.es.l N-e-rry.s l h.isne l lt4anteaanse l kess.Relea.cee l l${t-p.rc l $i!s lv{ap

Awards & Achievements

{,S #i{Snn
l.$ 8:rrn.n'ire *
E: S ii::{!.l .::':lltlt:i:tlllr:

Copyright @ 1998-2009 eNom Inc. All righe reserved. Tegtls & e-_ondrti-sns I Pnyacy pslicy

http : //www. enom. com/whois/default. aspx?DomainName-camfunchat. com
CONFIDENTIAL
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i " " " " " " " " " i

1r+uw,r+s{,i W#$ffi
Vip.w- Pn-ciae. D.eh.ilc

ttt 
"JrrJ,, 

iiirl:*i;:' ri'*',n,:o+

1212U2009

GD-000622

Msr-e Aw-ard$..&. A-shie.vsrrLe-nts

APP104

Case4:09-cv-05939-PJH   Document124-5    Filed11/09/11   Page7 of 25



eNom - domain name, web site hosting, email, registration

http ://www. enom. com/whois/default. aspx?DomainNamrcamfunchat. com
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VISIT-X - Amateur Webcam Community Page I of3

1212U2009
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Who is online

Free galleries

Register For Free

Instant access

User:

Password:

Lost Password?

Register For Free

http . //www. vi si t-x. n etl ? w-- 6944&w s:0 9 0 I 0 0 2

CONFIDENTIAL

Girls (163)

Atl

Big Tits

Boys (20)

New

Chubby

Couples (18) Fet ish (32) Live.

Top rated Hotties

Flirt Tattoos/Piercings
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VISIT-X - Amateur Webcam Community
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DarkTemptation
online ffiffi

Hot Clips Shop

0ralBitch
online ffi ffiH

Hot Clips

All inclusive4U
online ffif"EiH E jfl

Hot Clips

Sabrinahot69
online ffi ffi f;lt
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VISIT-X - Amateur Webcam Community Page 3 of3

1  2  3  4  5  6  7  8  9  1 0  1 '

- \A/ho is online - Register Cam - Affiliate Program
- Free galleries - Host login - Terms of Service
- Register For Free - lmprint
- Instant access - VlSlT-X on TV - Support
- RSS-Feed - Venus 2009 - Protection of minors This

@  1 9

Feec

ffifP

http : //www. vi sit-x. n etJ ? w: 6944&w s=09 0 I 002
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iii;ii .;iiti.. ,, i!iii,,',rr,,.. ..i:i:ii:tiiii.... gr, ** Whois Site lnfo Name Suqgest

tiffitriffiliffii_,H.b P9= EAa

i roor-s
i erns
i Traceroute
i Name Server Search

iRos uy eoogte: '
i .  MY Real lP
i. Server
i Linux Video Server
i Linux Domain

; ̂ 'tus u1r {l'l*gtr

: www.Bing.comfravel

Fly Cheap to Kuala i
Lumpur i
7oalo off Kuala Lumpur i
Airfare Compare Kuala i
Lumpur Fl ights - Save i
Kuala -Lu mpu r.Fl ig hts.Asia.cori

i Workgroup Clusters
i nMO Opteron based
: shared scalable HPC
: Seruer Solutions
i www.nor-tech.com/amd

DNS, DHCP & IPAM
Secure and scalable
core network services
with Infoblox
app l iances .
www.altaware.com

Petronastower.net DNS and Name Server Lookup - Who.is Page I of 2

Premium Names Web Search DNS Whois Index lP

i DNS R g-c.91_d9 L,,,,Whuu,1=,,,Soa,eictr,,,J

Petronastower.net DNS and Name Server Lookup

Ads by Google

DNS. DHCP & IPAM
Secure and scalable core network
seruices with Infoblox appliances.
unrvrru.altaware.com

Find lnfo On Your Search
How Do I Find My Primary
And Secondary Dns Servers
\qnryryv.lnfo.com

Kuala Lumpur Malaysia
Know Before You Go.
Read Reviews from RealTravelers.
umnv.TripAdvisor.com

P -EI B9 IIASI9}ryF B, II E I N A U E g-E-BY-E- B-S-
Name Server lP Location

ns39.domaincontrol. com

ns40.domaincontrol. com
ping petronastower. net

P_EIB_qNA_s_T9-v,yE.B,llEI._s_g..A..BF_c_g..B.D_.
NameServer ns39.domaincontrol.com

Emai l

Serial Number

Refresh

Retry

Expiry

Min imum

dns@omax.net

2007040100

I hours

2 hours

7 days

1 day

PETRONASTOWER.NET DNS RECORDS

Record

mai L petronastower. net

petronastower.net

Type TTL Priority

CNAME t  hour

A t  hour

Content

pop.secureserver. net

64.202.189.170
(Scottsdale, AZ, US)

hfip ://www. who. i s/dns/petronastower. net/
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Petronastower.net DNS and Name Server Lookup - Who.is

petronastower.net MX t hour 0
petronastower.net MX t hour 10
petronastower.net NS t hour

petronastower.net NS t hour

petronastower.net SOA 1 day

www.petronastower.net CNAME t hour

Page 2 of 2

smtp.secureseryer.net

mai lstorel .secureserver. net

ns39, domai ncontrol.com

ns40. domai ncontrol. com

ns39.domaincontrol. com.
dns.jomax. net. 20070401 00
28800 7200 604800 86400

petronastower.net

BELAIEPQgtyTAIt)f gt_o_FpFIEg-l\lASIpl^/_E_B,ftFI
domaincontrol.com jomax.net secureserver.net

Give Us Feedback - bluerider.com, tld info, WkiName, Domain Reqistration
@2005-2009 Who,is

http : /iwww. who. i s/dns/petronastower. net/
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<titl€>r,ive Vid6o ch6t - hot W€b.ffi - sery C.ngi!1s </ritte>
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From:
Sent:
To:
Cc:
Subject:

Mal aysi a Computer Emergency Response Team <my cert@mycert. org. my>
Wednesday, December 2,2009 8:16 PM
abuse@godaddy.com
soc@us-cert.gov
Re : [MyCERT-200 9 l20l 1065922] : Reporting Inci dent : Domain Infringement

--..-BEGIN PGP SIGNED MESSAGE--.--
Hash: SHA1
Dear Abuse Team,
MyCERT received a report from an organization regarding a domain registered
under your administration that host a fake website of the original website which
is can be found at v\ n A/.petronas.com.
Domain : petronastower.net
U RL : http ://vrrunr. petronastower. net
lP : 64.202.189.170
Domain Name: PETRONASTOWER.NET
Registrar: GODADDY.COM, lNC.
\Mtois Server: whois. godaddy. com
Referral URL: http://registrar.godaddy.com
Name Server: NS39. DOMAI NCONTROL.COM
Name Server: NS40.DOMAINCONTROL.COM
Status : clientDeleteProh i bited
Status: clientRenewProh ibited
Status : clientTransferProh ibited
Status : clientU pdateProh ibited
Updated Date: 02-may-2009
Creation Date: 08-may-2003
Expiration Date: 08-may-2910
The domain is hosting pornographic web contents from http://unnnr.camfunchat.com
which can be used forfraudulent purposes and this can create a likelihood of
confusion to their clients.
As of at this time, MyCERT has confirmed that the above disputed site is still
active online. We would appreciate your assistance to investigate on the above
site and to close the domain as soon as possible.
We appreaciate your prompt response.

Kindly retain the above subject header containing:[MyCERT-200912411065922] to
ensure effective response.

Regards,
- -Juanita

- - - l n r l i a l a - - - -
U  U I  I L ' I D -

OrgName: GoDaddy.com, Inc.
OrglD: GODAD
Address: 14455 N Hayden Road
Address: Suite 226
City: Scottsdale
StateProv: AZ

CONFIDENTIAL GD-001804
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PostalCode: 85260
Country: US
NetRan ge: 64.202.160.0 - 64.202. 1 91 .255
CIDR: 64.202.160.0/19
NetName: GO-DAD DY-SOFTWAR E-l NC
NetHandle: NET-64-202-1 60-0-1
Parent: NET-64-0-0-0-0
NetType. Direct Allocation
NameServer: CNS 1 . SECURESERVER. NET
NameServer: CNS2.SECURESERVER. NET
NameServer: CNS3.SECURESERVER. NET
Comment:
RegDate: 2OO2-10-22
Updated: 2007-06-14
OrgAbuseHand le: ABUSE5 1 -ARl N
OrgAbuseName: Abuse Department
OrgAbusePhone: + 1 -480-624-2505
OrgAbuseEmail : abuse@godaddy.com
OrgNOCHandle: NOC 1 24-ARl N
OrgNOCName: Network Operations Center
OrgNOCPhone: + 1 -480-505-8809
Org N OCEmail : noc@godaddy.com
OrgTechHandle: NOC 1 24-ARIN
OrgTechName: Network Operations Center
OrgTechPhone: + 1 -480-505-8809
OrgTech Email : noc@godaddy.com

Malaysia Computer Emergency I E-mail: mycert@mycert.org.my
Response Team I Cyber999 Hotline: 1 300 88 2999
(MyCERT) | Fax: (603) 8945 3442
CyberSecurity Malaysia I Phone: (603) 8992 6969
Level 7, Sapura@Mines I Office hour: 0830-1730 MYT (Mon-Fri)
7, Jln Tasik, The Mines | 24x7 Phone: 019-266 5850
Resort City, 43300 Seri Kembangan I SMS: 019-281 3801
Selangor. MALAYSIA I URL: http://mycert.org.my/

Disclaimer:
The information transmitted in electronic mail messages sent from mycert.org.my
domain is intended only for the person(s) or entity(ies) to
which it is addressed, represents the views/points of MyCERT and may contain
information extracted from various other reliable sources on security issues.
MyCERT therefore does not accept liability for any errors, or omissions in the
contents of this message, which arise as a result of e-mail transmission and
consequences due to mis-applying of the technical solutions/steps provided. lf
you have received this email by mistake, please notify MyCERT at +603 8992 6969
or email us at mycert@mycert.org.my
.-.--BEGIN PGP SIGNATURE-.-.-
Version: GnuPG vZ.A.1 1 (FreeBSD)
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i EY EA R E CAAY FAkSXO3SAG g kQO BA Fcl K2 7XH 9 RwC g h zO2h h S 1 VOG NYAQ9Xvku po M/
KkcAn R2q Uq PZc+l s/D U ExU MX1 +dSeHh N
=lbOn
-.---END PGP SIGNATURE--...
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From: soc@us-cert.gov
Sent: Wednesday, December 2,2009 8:39 PM
To: abuse@godaddy.com
Cc: soc@us-cert.gov
Subject: Follow-Up for US-CERT Incident number INC000000066795

US-CERT is requesting assistance in removing an active malware site being hosted within yow netblock which
affect our constituency. US-CERT would greatly appreciate your assistance in terminating or shutting this site
down. The destination website is hosting a malicious code and the URL is active, accessible and hosting
malware. This is the first attempt to remove tlis malicious code from the network (please replace 'hxxp' with
'http'). Please assist us in a timely rernoval of this IIRL from any related domains:

URL: hxxp//www[dot]petronastower.net

IP Address: 64.202.1,89.17 0

Domains hosted on this IP address: godaddy.com

The owner/operator of this website may or may not be aware this website may contain malicious code. The US-
CERT is requesting that this website be removed from public access until the owner/operator has deleted the
malicious content. Please investigate this traffrc and reference INC000000066795 regarding this host. US-
CERT is interested in leaming of the outcome ofyour investigation

VIR

The United States Computer Emergency Readiness Team
Department of Homeland Security
National Cyber Security Division/Operations
Phone: 1-888-282-0870
Arlington, Virginia
E-mail : SOC@us-cert.gov
Website: www.us-cert. qov

Email Attaohment :
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From: GoDaddy Abuse Department <abuse@godaddy.com>

Sent: Thursday, December 3, 20Q9 1:16 PM
To: Go Daddy SOC <soc@godaddy.com>

Subject: [FWD: Follow-Up for US-CERT lncident number INC000000066795]

Attention SOC,

We have been notified of a possible breach of security. please review the message we have forwarded to
you from the complainant.

If, after investigating this situation, you determine that no action should be taken against this customer or
you need more information please reply to this message and the Abuse Department will respond to the
complainant (if necessary) or close out the issue.

If you determine that this situation merits a response from Go Daddy please take the appropriate course
of action based on your SOP,

Thank you for investigating this complaint.

Sincerely,

Spam and Abuse Department
GoDaddy.com

24/7 Abuse Department Hotline: 480-624-2505
ARID 1019

Original Message
Subject: Follow-Up for US-CERT Incident number INC000000066795
From: soc@us-cert.gov
Date: Wed, December 42,2009 9:38 pm
To: abuse@godaddy.com
Cc: soc@us-cert.gov

t---- I
tr_l
US-CERT is requesting assistance in removing an active malware site being hosted within your
netblock which affect our constituency. US-CERT would greatly appreciate your assistance in
terminating or shutting this site down, The destination website is hosting a malicious code and
the URL is active, accessible and hosting malware. This is the first attempt to remove this
malicious code from the network (please replace 'hxxp' with 'http'). Please assist us in a t imely
removal of this URL from any related domains:

U RL: h>o<p//www[dot]petronastower. net

IP Address : 64. 242.189. 170

Domains hosted on this IP address: godaddy.com

The owner/operator of this website may or may not be aware this website may contain malicious
code. The US-CERT is requesting that this website be removed from public access until the
owner/operator has deleted the malicious content. Please investigate this traffic and reference
INC000000066795 regarding this host. US-CERT is interested in learning of the outcome of your
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investigation

V/R

The United States Computer Emergency Readiness Team
Depaftment of Homeland Security
National Cyber Security Division/Operations
Phone: 1-888-282-0870
Arlington, Virginia
E-mail : SOC@us-ceft .gov
Website : www. us-cert.qov

Email Attachment :
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From: Vincent Koski <vkoski@godaddy.com)

Sent: Thursday, December 3, 2009 8:46 PM
To: GoDaddy Abuse Department <abuse@godaddy.com>

Cc: Go Daddy SOC <soc@godaddy.com>

Subject: RE: [FWD: Follow-Up for US-CERT Incident number INC000000066795]

Abuse,

Reviewing this domain complaint - | found that it is hosted on parkwob - And lhe index.html which is served contains a
fame src reference to carnfunchat.com, which appears to be an adult site. I see no indicalion that the domain of
petronastower.net contains any malicious code.

Name: oetronastower.net
Address: 64.202.189.170
Name: p,fwd-!O1 .prod.mesa1 .secureseryer.net
Address: 64.202.1 89.170

$ wget petronastower.net
-2005-12-03 21:40:31- htto://oetron astowe r. nev
Resolving petronastower.net... 64.202.1 89.170
Connecting to petronastower.netl64.202.1 89.1 701:80... connected.
HTTP request sent, awaiting rcsponse... 200 OK
Length: 81 5 [te]d/htmll
Saving to:'index.html'

<!DOCTYPE HTML PUBLIC 'LIAA/3C//DTD HTML 4.01//EN'
"http:/ wlvw.w3.oro/TRYhtm '>

<html>

<head>
<title>Live Video Chat - hot Webcams - Sexy Camgids <nifle>
<META name="description" content="Free live adult Web Cams and chat. Nude sery camgirls, teens, lesbians,

\oyeur, couples, amateur video and chat,5<META name="keywords" content="legendary, lars, visit, webcam,
webcarns, cam, cams, Iive, girls, frce, video, women, lesbians, porn, porno, teen, models, men, guys, nude, private,
pussy, sely, webcam, camgirls, home cam9, video chat, free video, teen, sex, )oo(, adult, naked"

</head>
<frameset rows="1 00%,*" border="o">
<frame src=,'X!tpl[A4 A4Sq!!fu!gIgL@8, tamebordeF,'o,' />
<frame f|ameborder="0" noresize />

<fiameset>

<!- pageok ->
<!- 01 ->
<t- -->
<html>

Vincent J. Koski
MCSA: Security
A+, Netwoft+, Security+, 56ry6r*
lT-Security
Secu rity An alyst

Go Daddy Software'14455 North Hayden Road
Scottsdale. AZ 85260
480-505-8800 ext. 4868
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Please contact my dired supervisor at sgerlach@godaddy.com with any tsedback.

This message is from Go Daddy Soft\,vare. This message and any attachments may contain contidential information,
and are intended only for the individual or entity identified above asthe addressee. lfyou are notthe addressee, or if
this message has been addressed to you in eror, you are not authorized to read, copy, or distribute this message and
any sttachments, and we ask ihat you please delete this message and attachments (including all copies) and notify the
sender by retum e-mail or by phone at 480-505-8877.

Original  Message
Subject: [FWD: Follow-Up for US-CERT Incident number INC000000066795]
From: "GoDaddy Abuse Department" <abuse@godaddy.com>
Date: Thu, December 03. 2009 2:16 pm
To: "Go Daddy SOC " <soc@godaddy.com>

Attention SOC,

We have been notified of a possible breach of security, please review the message we have
forwarded to you from the complainant.

If, after investigating this situation, you determine that no action should be taken against this
customer or you need more information please reply to this message and the Abuse Department
wil l  respond to the complainant (if necessary) or close out the issue.

If you determine that this situation merits a response from Go Daddy please take the
appropriate course of action based on your SOP.

Thank you for investigating this complaint.

Sincerely,

Spam and Abuse Department
GoDaddy.com

24/7 Abuse Department Hotline: 480-624-25A5
ARID 1019

Original  Message
Subject: Follow-Up for US-CERT Incident number INC000000055795
From: soc@us-cert.gov
Date: Wed, December 42,2009 9:38 pm
To: abuse@godaddy.com
Cc: soc@us-cert.gov

US-CERT is requesting assistance in removing an active malware site being hosted
within your netblock which affect our constituency. US-CERT would greatly appreciate
your assistance in terminating or shutting this site down. The destination website is
hosting a malicious code and the URL is active, accessible and hosting malware. This is
the first attempt to remove this malicious code from the network (please replace 'hxxp'

with 'http'). Please assist us in a t imely removal of this URL from any related domains:

URL: hxxp//www[dot] petronastower. net

IP Address: 64.202. 189. 170

Domains hosted on this IP address: godaddy.com
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The owner/operator of this website may or may not be aware this website may contain
malicious code. The US-CERT is requesting that this website be removed from public
access unti l  the owner/operator has deleted the malicious content. Please investigate
this traffic and reference INC000000066795 regarding this host. US-CERT is interested
in learning of the outcome of your investigation

V/R

The United States Computer Emergency Readiness Team
Department of Homeland Security
National Cyber Security Division/Operations
Phone: 1-888-282-0870
Arl ington, Virginia
E-mail : SOC@us-cert,gov
Website : www, us-cert.oov

Email Attachment :
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