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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA

TWITTER, INC.,

Plaintiff,

Case No. 14-cv-04480-YGR

ORDER DENYING MOTION To DismISS AS
V. MooT AND, ON THE COURT’SOWN
MoOTION, ORDERING FILING OF AMENDED
LORETTA E.LYNCH, et al., COMPLAINT IN LIGHT OF RECENT
L EGISLATION

Defendants.

On June 3, 2015, Defendants Loretta Lyrethal, (“the Government”) filed a “Notice
Regarding Enactment of USA FREEDOM Axt2015.” (Dkt. No. 67.) On June 9, 2015,
Plaintiff Twitter, Inc. (“Twitter”) filed its ownNotice regarding the nelggislation. (Dkt. No.
68.) The Court thereafter ordered the partiddesupplemental briefing on the effect of the
legislation on both the Government’s pendingiphmotion to dismiss and on the complaint
generally, and the parties did s&eéDkt. Nos. 69, 74, 75, 76, 77.)

On August 28, 2015, the Government filed aibof Recent Authority (Dkt. No. 78),

attaching a decision of the Ninth Circuit whicltcated judgments in several cases pending before

it (In re: National Security Lettezases, Ninth Circuit Coudf Appeal Nos. 13-15957, 13-16731,
13-16732), and remanded to the district court fathier consideration “itight of the significant
changes to” 18 U.S.C. sections 2709 and 35X¥cedt by the Uniting and Strengthening Americ
by Fulfilling Rights and Ensuring Effective Distipe Over Monitoring Act of 2015, Pub. L. No.
114-23, 129 Stat. 268 (2015) (“the USA FREBEM Act” or “the USAFA”).

The Court again solicited additional suppéertal briefing specifically addressed to
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whether the USAFA changed the FISA and NSlatexl provisions challenged by Twitter in its
complaint (.e., 18 U.S.C. 88 2709 and 3511) such thatehtire action would be moot. The
parties filed those additional suppiental briefing on September 29, 2015.

The Court heard the parties’ oelguments on October 13, 2015.

The Court, having carefully considered ffaaties briefing, theioral arguments, the
relevant provisions of the newgislation, and the pleadings in tmsatter, and for the reasons set
forth herein ORDERS that: (1) the Government’s pending motion to dismi€38s8IED ASMOOT;
and (2) on the Court’s own motion, Twitter sHd# an amended complaint no later than
November 13, 2015in light of the mootness afs constitutional challenges to 18 U.S.C. section
2709 and 3511 based upon the amendments to tecserns worked by the USFA, or the instant
action will be dismissed withodirther notice as moot.

A federal court may only decidich matters as arise in thentext of a genuine case or
controversy under Article 11l of #thUnited States Constitution. Here, Twitter brought: (1) First
Amendment challenges to 18 U.S.C. section®g3)0and 3511; and (2) challenge under the
Administrative Procedure Act (“APA”) to aaction by the DepytAttorney General (“the DAG
Letter”) that Twitter contends was a “finaleagy action” to regulate the ways in which
communications providers couldport data on government requests for its customers’
information. Subsequently, Congress enactedd8AFA, which amendeskctions 2709(c) and
3511, and established new statutory mechanisnysuldlic disclosure of requests received by
communications providers. Those new statutneghanisms included disclosure of aggregate
data in bands similar to, but narrower and moeesjg than, those set forth in the DAG Letter.
The Court concludes that the changes wroughh&yJSAFA abrogate athallenges raised in
Twitter's complaint, and preclude the Court fronoyading any effective relief thereon. In the
absence of amendments to the complaint to addheese changes, dismigsaappropriate.

l. BACKGROUND

Twitter’s action herein alleges claims for declaratory relief from prohibitions on its spe

in violation of the First Amendment. The @plaint alleges, among other things, that Twitter

seeks to publish a “Transparency Report” withaiardata about legal process it has received
2
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from the Government, includinggeests pursuant to the Foreign Intelligence Surveillance Act
(“FISA”) and National Security Letters (“NSLs”).

A. Underlying Facts

On January 27, 2014, in connection with pagdiomplaints filed with the Foreign
Intelligence Surveillance Court (“FISC”) Byacebook, Google, Yahoo, Microsoft, and LinkedIn,
the Government filed a Notice attaching andnezieing the DAG Letter. The Notice to the FISC

stated:

The Director of National Intelligence has declassified the aggregate data
consistent with the terms of the attached [DAG Letter], in the exercise of the
Director of National Intelligence’s sicretion pursuant to Executive Order 13526,
8 3.1(c). The Government will therefdreat such disclosures as no longer
prohibited under any legal provision thabuld otherwise prohibit the disclosure
of classified data, including data retagito FISA surveillance. It is the
Government's position that the terms outlined in the Deputy Attorney General's
letter define the limits of permissibteporting for the parties and other similarly
situated companies.

SeeComplaint, Exh. 2 (“FISC Notice”gee alsacComplaint, Exh. 1 (th®AG Letter). The DAG
Letter “memorialize[d] the new and additiomeays in which the government will permit

[providers] to report data concerningjuests for customer information.1d() The letter stated:

In the summer of 2013, the government agreed that providers could report in
aggregate the total number of all request®ived for customer data, including all
criminal process, NSLs, and FISAders, and the total number of accounts
targeted by those requests in bands of 100@he alternative, the provider could
separately report preciseimbers of criminal praess received and number of
accounts affected thereby,wasll as the number of NSLs received and the
number of accounts affected therebypands of 1000. Under this latter option,
however, a provider could notclude in its reporting any data about FISA
process received. [{] The governmentasv providing two Hernative ways in
which companies may inform their customabout requests for data. Consistent
with the President's direction Ims speech on January 17, 2014, these new
reporting methods enable communications providers to make public more
information than ever before about thel@ns that they have received to provide
data to the government.

(Complaint, Exh. 1.) The DAG Letter went onstet forth, in detailtwo different reporting
options that a provider couldeign disclosing information abotlie numbers of requests for

information they have received, along withilations on the timing gbublication of such
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numbers. I¢.)
That same date the Government issaiédbint Statement by Director of National
Intelligence James Clapper and Attorney General Eric Holder on New Reporting Methods fol

National Security Orders."The Joint Statement said,

As indicated in the Justice Department’s filing with the Foreign Intelligence
Surveillance Court, the administration is acting to allow more detailed disclosures
about the number of national security orders and requests issued to
communications providers, the number a$toumer accounts targeted under those
orders and requests, and the underlyegal authorities. Through these new
reporting methods, communications providers will be permitted to disclose more
information than ever before to theirstomers. [{] This action was directed by
the President earlier this manit his speech on intelligence reforms. While this
aggregate data was properly classified until today, the Office of the Director of
National Intelligence, in consultationtv other departments and agencies, has
determined that the public interestdisclosing this information now outweighs

the national security concerns thequired its classification.... [{] The
declassification reflects the ExecwiBranch’s continuing commitment to

making information about the governmsnntelligence actiities publicly

available where appropriate and is cotesiswith ensuring # protection of the
national security of the United States.

Executive Order 13526 section 3.1(d) permits an @gehthe executive branch to declassify
previously classified information.

On April 1, 2014, Twitter submitted to the government a draft transparency report
containing information and discussion about thgragate numbers of NSLs and FISA orders it
received in the second half 2§13. Twitter requested “a determaiion as to exactly which, if
any, parts of its Transparency Report are diaskor, in the [government’s] view, may not
lawfully be published online.” (Complaint, ExB.) Five months lateon September 9, 2014, the
Government, in a letter from James A. Bakaeneral Counsel of the Federal Bureau of

Investigation, notified Twitter thdtnformation contained in the repas classified and cannot be

! This statement, dated January 27, 2014, wateroa the Internet at a webpage entitled
“IC On The Record.”4vailable athttp://icontherecord.tumblr.com/post/74761658869/joint-
statement-by-director-of-national The webpage states is gidebar descriptor “IC ON THE

RECORD: Direct access to factual information relddatethe lawful foreign surveillance activities
of the U.S. Intelligence Communit Created at the direction ofetfPresident of the United States
and maintained by the Office of the Director oftidaal Intelligence.” The webpage also include
a clickable button labeled “Follow @IConthe¢drd” linking to the Twitter website.

4
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publicly released” because it does not comply with the government’s approved framework fof
reporting data about FISA orders and NSLsornt@laint, Exh. 5.) The Government’s Septembe
9, 2014 response did not identify what specific laggua the draft transparency report could or
could not be disclosedld()?

B. Procedural History of this Case

Twitter filed its Complaint herein on October 7, 2014. On January 9, 2015, defendant

U7

moved to dismiss portions ofdaltomplaint filed October 7, 201dursuant to Federal Rules of
Civil Procedure 12(b)(1) and 12(6), and for prudential reass. After full briefing and
extensions of time by the pes, the Court heard oralgaument on the motion May 5, 2015, and
took the matter under submission.

On June 3, 2015, the Government filed itdaeregarding the enanent of the USAFA
(Dkt. No. 67), which was quickly followed by Twéits notice of the samegislation, albeit

stating a different position as to its effect.

14

As stated above, at the direction of the Gailne parties filed supplemental briefing on the
effect of the new legislation on the pending motand the complaint, as well as responses to
those briefs.

C. Enactment of the USAFA

The USAFA made a number of additions andrades to the FISA. As pertinent here:

1. The USAFA, section 603(a), addedvgrovisions permitting providers who have

received national security legal process, sucdmnasSL or FISA ordetto release publicly:

O

a. semiannual report that aggregateseiparate bands of 1000, starting with 0-99
the number of NSLs the person was requicedomply with; the number of customer
selectors€.g, user accounts) targeted by NSLs; ¢tbenbined number of FISA orders or
directives received requiringelperson to provide communicm contents; the number of
customer selectors targeted bgens or directives for contents; the number of FISA orders

received for non-content inforrian; and the number of custemselectors targeted under

2 Six weeks after Twitter filed thiswasuit, on November 17, 2014, the Government
prepared a redacted version of the draft tramsuarreport that it agreed could be released
publicly by Twitter. (Dkt. No. 21.)
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FISA orders for certain types of non-cent information, and decreased from 24 to 18
months the requirement to wait on reportipglecable to new platforms, products, or
services. 50 U.S.C. § 1874(a)(2).

b. a report consistent with the above tagorting in bands of 500, starting with O-

499, so long as non-content FISA data isbroken out by authoritygnd with a decrease

in the delay period with respt to new platforms, products, or services from 24 to 18

months. 50 U.S.C. § 1874(a)(2).

c. areport consistent with the above tagorting in bands of 250, starting with O-

249, the total number @il national security legal prose received (including NSLs and

FISA orders and directiveshd the total number of customer selectors targeted by such

national security legal process, and thiaged reporting provisins do not apply. 50

U.S.C. § 1874(a)(3).

d. an annual report of the total numbealbihational securitprocess received and
the number of customer selectors targeted ualisuch legal process received in bands ¢

100, starting with 0-99. 50 U.S.C. § 1874(a)(4).

2. The USAFA amended the terms of 18 U.S.C. section 3511(b) to provide an N§
recipient with two alternative means to obtaidiqual review of a nondisasure requirement: (a)
by filing a petition for judicial review; or (b) by notifying the Governm#at it desires a court
review, shifting the burden togéhGovernment to justify a nondiesure requirement. 18 U.S.C. §
3511(b)(1)(A). If the recipient requests the Governmesit secourt review, the Government
must apply for a nondisclosure oraethin thirty days thereafter.ld. § 3511(b)(1)(B). The
Government must preseaftertification including the Governméntstatement of specific facts”
explaining why the absence opeohibition on disclosure may rdsin enumerated harmsdd. 8
3511(b)(2). The district court required to “rule expeditiougl’ and, to “issue a nondisclosure
order that includes coitobns appropriate to the circumstances,” if it determines that the
requirements for nondisclosure are miet. 8 3511(b)(1)(C).

3. The USAFA repealed the provisioorgherly in 8 3511(b)(2)-(3)) that gave
conclusive effect to a good-faithrtécation by specified officials o€ertain harms, as well as the

provision (formerly in 8 3511(b)(3}hat required an NSL recipiemm certain circumstances to

L
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wait one year after an unsuccessful chakebgfore again seeking judicial relief.

4, The USAFA, section 502, amends 1&IC&. § 2709(b) and (c), and adds new
subsection (d). As revised by the Act, § 2709@) expressly requirdee Government to
provide the NSL recipient with nogoof the right to judicial reviewn order for the prohibition on
disclosure to apply. 18 U.S.€.2709(c)(1)(A). New sectiaz709(d) adds that an NSL or a
nondisclosure requirement accompanying an NSL shall be subject to judicial review under 8
and that an NSL shall include nziof the availabilityf judicial review. 18 U.S.C. § 2709(d)(1),
2).

I. APPLICABLE AUTHORITY ON JUSTICIABILITY AND MOOTNESS

The Constitution limits the federal juiial power to designated “cases” and
“controversies.” U.S. Const., Art. lll, § 2. Fedkcourts do not have p@r to decide questions
of law except as they arise iretbontext of a genuine “case” ‘@ontroversy” within the meaning
of Article Ill. SEC v. Medical Committee for Human RigH34 U.S. 403, 407 (1972). “(A)n
actual controversy must be extant at all stageswéw, not merely at the time the complaint is
filed.” Arizonans for Official English v. Arizon&20 U.S. 43, 67 (1997) (internal quotations
omitted);see alsAlvarez v. Smith58 U.S. 87, 92-94 (200Djffenderfer v. Cent. Baptist
Church of Miami, Fla., Ing.404 U.S. 412, 414 (1972) (per curiam) (“We must review the
judgment of the District Court ilight of Florida law as it nowtands, not as it stood when the
judgment below was entered.”). Unless a partyaatain effective religby its complaint, any
opinion as to the legality of a challged action would bmerely advisory.City of Erie v. Pap’s
A.M, 529 U.S. 277, 287 (2000).

The voluntary cessation of challenged condiogts not ordinarily render a case moot,
since the conduct could be resum@&ity of Mesquite v. Aladdin’s Castle, Ind55 U.S. 283, 289
(1982). However, a statutory change is Ulgienough to render a cas®ot, even if the
legislature has the power to modify the statagain after the lawsuit is dismiss&ke
Maldonado v. Moraless56 F.3d 1037, 1042 (9th Cir. 2008¢e also Diffenderfed04 U.S. at
414-15 (where the only relief sought was to decdestatute unconstitutional, repeal of statute

mooted the actionMatter of Bunker Ltd. P'shji820 F.2d 308, 313 (9th Cir. 1987) (“Offering an

7
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advisory opinion construing a staguhat is not before us in ord® grasp at a finding of a live
controversy embodies obvious and fundamental instargies, and is contrary to the case or
controversy requirement.”). “[T]he Supreme Cantl [the Ninth Circuit] have repeatedly held
that a case is moot when the lidraged statute is repealed, exgirer is amended to remove the
challenged language .og Cabin Republicans v. United StatéS8 F.3d 1162, 1166 (9th Cir.
2011) (“Don’'t Ask, Don’t Tell” statute repealed during pendency of appeal of Constitutional
challenge)see also Princetobniv. v. Schmidt455 U.S. 100, 101, 103 (198@ker curiam) (First

Amendment challenge to prior set of univgrsegulations governing on-campus speech by

members of the public was mooted when the uniyessbstantially amended those regulations to

create a more permissive scheme). Sinyijavthen subsequent legislation or rulemaking
supersedes challenged regulationsutgs, the challenge is moddRDC v. U.S. Nuclear
Regulatory Comm’n680 F.2d 810, 813-14 & n.8 (D.C. Cir. 19&2hallenge to interim rule for
failure to abide by notice and comment requiremeardsted by issuance of final rule with notice
and comment)Bullfrog Films, Inc. v. Wick959 F.2d 778, 780 (9th Cir. 1992) (appeal moot whe
interim regulations found unconstitonal by the district court havgeen supplanted by the new

legislation).

In Maldonadq a district court issued an injunction to remedy the constitutional violatior):

impermissibly favoring commeial over non-commercial speech by allowing exceptions for
certain commercial advertising but not non-commercial messagmslonado,556 F.3d at 1042.
The California Legislature thereaftenacted a statute that specifically excepted non-commerci
speech from such regulation. Finding that theutgeaddressed exactly the constitutional proble
raised in the complaint, the Ninthr€uit dismissed the appeal as molat.
1. DiscussioN

Twitter's Complaint alleges aafiation of the APA with reggct to the DAG letter, as well
as facial and as-applied challenges to sastk709(c) and 3511. The Government argued for
partial dismissal of the claims on several groundsth@dt Twitter had no staling to seek judicial
review of the DAG letter becaugevas not “final agency actiorfor purposes of the APA; (2)

that the Court should declinerisdiction and defer decision onFA-based claims to the FISC
8




United States District Court
Northern District of Califorra

© 00 N oo o b~ w N P

N N N N DN DN DN NN R R R R R R R R R
0o ~N o 00~ W N PP O © 00w ~N o o M W N B O

based upon comity and prudential considerationghé the Court shouldismiss the challenge
to section 3511 based upon the reasoning expressetdmnnDoe, Inc. v. Mukasgy49 F.3d 861
(2d Cir. 2008), rather thaollowing the analysis othe district court in thén re Nat'l Sec. Letter
930 F. Supp. 2d 1064, 1073 (N.D. Cal. 2018) (& NSL).

Each of the argued grounds for dismissalisiinated by the mvisions of the new
USAFA. First, the Government concedes wdegms apparent from the legislation: whatever
effect the DAG Letter had, it is now supersebtigdection 603 of the USAFA. Section 603
permits disclosure of aggregatata in bands, some of whittack those set forth in the DAG
Letter, and some that differ. Twitter argueatttine USAFA does not supersede the DAG Letter
because it offers more options for reportioygcommunications providers than the DAG Letter
did. Twitter further argues that the Governmegrinot simply withdraw the DAG Letter becauseg
a legislative rule (thafwitter complains was not adoptedaaocord with the APA to begin with)
cannot bavithdrawnexcept through a notice-and-commmprocess consistent with the
requirements of the APA, 5 U.S.C. section 551@Bdth of Twitter's arguments are untenable.
Whether the DAG Letter is a non-binding statetridfragency guidanc@s the Government
would have it) or an improperly adoptezfjulation (as Twitter would have iffongressurely
can enact legislation thatipplants the disclosure optionsfeeth in the DAG Letter with a set of
more detailed and unqualified disclosure opticBseMohasco Corp. v. Silved47 U.S. 807, 825
(1980) (agency’s “interpretation’ of the statute cannot supersedariguage chosen by
Congress”)Pac. Gas & Elec. Co. v. United Staté4 F.2d 1133, 1136 (9th Cir. 1981) (“a
regulation which operates to create a rule oltawmony with the statute, is a mere nullity”).
Twitter offers no authority to the contrary. Moxer, the notion that an APA process would hav
to be followed in order to whidraw a rule that Twitter claimsas not properly adopted through
the APA in the first place defies logic andsimilarly unsupported by any authority cited by
Twitter.

Because the USAFA results in the DAG Lettarving no legal effect, the issue of whethe
it was a “final agency actiordr not, raised in the Governmis motion, is now purely an

academic question. The Court’s jurisdiction doesmgdtide the dispensing of advisory opinions
9
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on agency actions that have been rendkgal nullities by suleqjuent legislationSee

Diffenderfer 404 U.S. at 414-1%aldonadg 556 F.3d at 1042. To the extent that Twitter seeks

to challenge the constitutionality of any of theAF&\ limitations, its challenge would need to be

addressed to the new legislatfon.

Second, and similarly, the challenge to set8511, and the Government’s argument that

it should be dismissed as a matter of lamadonger properly before the Court given the
amendments to the FISA provisions at isSuBwitter argues that the USAFA did not provide a

standard of review that is meagfully different the one challendan its complaint, and that the

USAFA still gives an unconstitutional level déference to government nondisclosure decisions.

However, Twitter’'s argument ignores the significananges and safeguards to the judicial revie
process that were added to sections 3511)l){d (2) by the USAFA. The House Report in
connection with the legislatisgays that these sectionsre@nacted to “correct[] the
constitutional defects in thesuance of NSL nondisclosureders found by the Second Circuit
Court of Appeals iboe v. Mukaseys49 F.3d 861 (2d. Cir. 2008), and adopt[] the concepts
suggested by that court for a constitutionathyind process.” H.R. Rep. No. 114-109, at 24. Th

defects identified ilMukaseyare the same defects identifieg the district court in thin re NSL

% Twitter seems to argue that the sgepermitted by the DAG Letter is somehgreater
than what would be permitted under the U&#dnd that “the speech permitted under the DAG
Letter would need to beeclassifiedor lawfully brought under sne new nondisclosure provision
for it now to be considered prohibited speechwiffer Reply Supp. Brief, Dkt. 76, at 2:7-9.) The

Court reads the disclosures allowed under the UStdFbe more permissive than the DAG Lettef
allowed, such that anything permitted under the DAG Letter would also be permitted under the

USAFA. Moreover, the USAFA prides: “Nothing in this sean prohibits the Government and
any person from jointly agreeing to the publicationnddrmation referred to in this subsection in
a time, form, or manner other than as désd in this sectin.”). USAFA § 603(c)codified at50
U.S.C. § 1874(c).

The Court further notes that@rding to the Government’s brief, the DNI declassified
aggregate data reported cotesig with the USAFA, pursuaid Pursuant to Executive Order
13,526. See75 Fed. Reg. 1013 (Dec. 29, 2009).

* In addition, the Government's argumerattthe Court should delay decision on the
motion with respect to section 3511tilithe Ninth Circuit has ruled on tHe re NSLappeal is
mooted for the separate reason that the Ninthu€inas vacated the judgment in that case and
remanded it for further consideration in light of the passage of the USAF&%Dkt. No. 78.)

10
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case on which Twitter reliedn re NSL. 930 F. Supp. 2d at 1073. Itk Twitter argued that the
Second Circuit’'s decision imMukasey‘correctly identified the conigutional problems posed by
Section 2709(c)’s broad language,” even ie#ched the wrong conclusion about the mitigating
effect of Department of Justice policies angulations on that potentiabnstitutional violation.
(Twitter Oppo., Dkt. No. 34, 19:9-19.) Thus, theAF\ was directly addressed to correcting the
defects identified by Twitter, in the manner indicated by bautkaseyandin re NSL
Consequently, Twitter’'s contention that the U3Adfoes not moot its challenge to section 3511,
as currently alleged, is without merit.

Along those same lines, the USAFA’s chantgesection 2709 make Twitter’s facial and

as-applied challenges to the pn@rsions of these nondisclosure provisions no longer germane.

Twitter alleged that section 2709 was a prior resti@ma content-based restriction on speech th;
was not narrowly tailored and lacked procedsedeguards consistentth strict scrutiny.
(Complaint 1 46, 47, 48.) The revisionsegton 2709, as well as section 3511, in the USAFA
provide for additional safeguards on review of noridsmare restrictionsTwitter’'s challenges are
directed to provisions which no longer existhe same form as when the action here was
brought® Moreover, Twitter framed its allegatis as a claim that section 2709(c) was
unconstitutional as applied to Twitteria the DAG Lettet (Complaint § 47, emphasis supplied).
The DAG Letter, to the extent it was areagy action, has now been superceded.

Finally, the Court has no neéaldecide the question of whether it should defer to the
jurisdiction of the FISC on the EA-based claims here, sincather this Court nor the FISC

would have jurisdictiomver a moot action.

In sum, the issues raised in the motion gndss are all mooted by the amendments to the

FISA statute by the USAFA. The motitmdismiss, on the grounds as state@HSIED.

> Section 2709 incorporates reiins to the nondisclosure revigrocess, as set forth in
the amended Section 3511. As the Court réaoise provisions, a recipient who seeks court

review shifts the burden to the Government to justify nondisclosure with a statement of specifi

facts, which permits the court é@der nondisclosure subject tonditions as appropriate to the
circumstancesSeel8 U.S.C. § 3511(b)(1)(A), (B), (C).
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However, in light of the amendments to th@tkey legal provisions challenged herein, and the
apparent mootness of Twitter’s claims, the CQrDERS on its own motion that Twitter file an
amended complaint no later thlovember 13, 2015 The CourSeTs a compliance hearing on
Friday, November 20, 2015, at 9:01 a.m. Ififtev has filed its amended complaint timely, no
appearance will be required and the Court will vacate the hedfing.amended complaint has

been filed, this action will be dismissed as moot.

T 1SS0 ORDERED.
Dated: October 14, 2015 W / 5'7( % 5(

YVONNE GONZALEZ ROGERS
UNITED STATES DISTRICT JUDGE
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