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Internet Payment Service Providers and Sponsored Merchants

Effective Muay 13, 2002

Summarized below are Visa U.S.A Inc. Operating » Esrablish an Acguirer's right ©
Regudations requiretent for uee of Intemes Payment » Immecdigiely torminate &n IPED for

fraudulent activities or other activities
specified in Section 2.5.0 of the Vise
U.S.A. Inc. Operasing Regulazions

» Requirean IPSPro immecdiately rerminarte
a Sponsored Merchant for fraudulent
acrivities or other activicios specified in
Sezrion 2.5.D of the Vi U5 A, Inc.
Operatng Regulations

r  Risk Management. Au Acguirer must

Service Fraviders, including:

> Acquirer responsibilities

» Jurisdiction

» Transaccion processing

»  Customar service and dispured transacrions

r Web site requirernents

Acquirer Responsibilities . I
. qTPSP Con:fa::. n Acquires that signs an Intemer » Query the Terminated Marchanz File befare:
Payment Service provider (IFSP) 1o provide » Eprering into an agreement with esch
Sponsored Merchant acquisition, authorizatian, prospective IPSP
payment processing, andjor monitoring Anctons »  An PSP gnters inro an agresmanc with each

must ensure thac the [PSP pecforms all such
funcrions a accordance with the relevant seerions
of the Visa U.S.A. Tnc. Operating Regulations. An
Acquirer's contract with (s IPSP must:

» Reguirc that each Sponsored Merchant
contraer with an IPSP contain merchant
agresment PEQUICMENTS specitied in the Visa
1J.S.A. Ing. Operating Regulations

» Include 2 provision ta eszablish IPSF financial
lizbility for tramsscrions enrered  into
Interchange on behalf of Sponsared Memhants,
a5 well as responsibilicy for any disputed
Trapsactions, credils, O TUSIOMET SEIVieE-
related expenses

» Include a starement that the PSP or s
Sponsored Merchants must not transier ot
atrempt to transfer finenctal liabiliey o 2
Cardholder by asking or requiring a Cardholder
to waive his or ter dispute rights

»  Requlre 2z IPSP co deposic only transacdons

from Sponsared Merchants within the
A.cauirer's jurisdiction

prospective Sponsored Merchant

» Ensuce that a merchant listzd on the
Terminated Merchant File is not permitred to
be 2 Sponsored Merclua

v TEpsure that an IPSP with ane ar more
Sponsored Merchant classlficd wirh Merchent
Caregory Code 5967 complies with the high-
risk lnterner Payment Service Provider
registration program

» Ensure that terminated Sponsored Merchanss
and terminated IPSPs are added to the
Terminated Merchant File

Spoonsored Merchants. An Acauirer of an 1PSP
must ensure tat Sponsored Merchans meat all
card acoeptance regulrcinzils, and comply with
Visa 1J.S. A. Inc. Operating Regulations far elecrronic
commrmeres merchans (e.g.. Websice requirements,
canceliation pelicies, refund policy disclosure,
privacy notices, jurisdiction requiremcn_m}.

Visa Busingss Review? 318 pUBNshed weekly by Visa U SA nc. P.O, BOX 8590 Sgn Franaisce, Salfornia 041 18.8999. for the exclusive use 0! U.S. Memberns
1 gperating thetr Visa-spensoicd programs, Ths information furniched herein is COMFIDENTLAL and shali nothe dunlimird, muhlished, or diatinsed

r whale of in patt withor! the prior wrirten permission of Visa.
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Internet Payment Service Providers and Sponsored Merchants wenines
Effective May 15, 2002 —

r  Merchunts Lncligible for Sponsored Merchant Terminsted Merehants/Risk Management.

Status. To support risk managament abjectives,
cercain rypes of merchants are ineligitle for
Sponscred Merchant status, es indicared below.
However, these merchant rypes may be signed

Acguirers must establish procedures to ensurs
rersinared Merchanes (L., merchans listed onthe
Tarminared Merchant File) are not permitted to
be Spensored Merchants.

directly by an Acguirer » I[PSP Payment. An Acquirer must direcrly pay or
»  Buyers Clubs/Membership Clubs credit its IPSP. An Acquirer that contracrs with
( . : e beth en IPSPE and it Sponsared Merchant may

» d S o
Credit Counseling or Credir Repair Jervices Sirectly pay or credit the Sponsored Merchan's
»  Credit Prowccion/Identity T nefr Protecrion account for its partion of the deposit, as parmited

¥ Diract Marketine—Subscrintion Merchants by lozal law.

» Termination of Sponsered Merchans. An

+  Infomercinl Merchones

»  Mulu-Lovel Marketing Businesses
»  Curbound Telemarkerers

r  Prepaid Phone Cards

» Prepaid Phone Services

» Rebate-Based Businesses

Acnulrsr must ensufc that it hes the conrractual
right to require an IPSP to immediately terminace
any Speonsored Merchant for goad causz. In
addirion, an Acquirer must require an IPSF to
rerminare any Sponsored Merchant if required to
do so by the Acquirer or Visa.

Juriediction

> “Up-Sell” Merchanrs » Sponsored Merchants, AN ACguire? Must ensure
d © si 4 Merch
‘I'hese merchant types are generally clasatfied tnTtZi?iz gfic:?ir?:‘s .;_.;g;;giigggsom grehant
within the following Merchant Category ] '
Codes: 4814, 5962, 3966, 5968, and 5969, » Multiple Acquirer Contracts, An IP3F may have

Additianally, an IPSP may not qualify as 2
Sponsored Merchant of another PSP An
Acquirer must ensure that an [PSP does not
pracess tansacrions an bzhalf of another IPSE.

IPSP Reporting—3Sponsored Merchant. An
Acguirer must require an IPSP ro provide
comprenensive lists (ineluding names of princrpale
and their sountry of domicile) far all of tts
Sponsored Merchane and wansaction level derail
reports, and, upon regquest, to YVisa.

Liabiliry. An Acguirer is liable for all acts,
cmissions. and circumstances of ics [PSPs and their
Sponsored Merchane includmg, but pot timited
to, chargehacie, failure to provids service, and any
lepral costs that may arse.

conmaces with multiple Acguiress, bur may oniy
submir rransactions to an Acquirer from Sponsored
Merchutits wichin that Acquiter’s jurisdiction.

Transaction Processing

»

Merchant Caregory Code (MCC). An Acquirer
MUSt

» Use che appropriate MCC te reficer each
Sponsorad Marshanes principal line of business
{&x., clothing, antigues, hobhicyecliceribles).
Visa may grant & waiver to the smecific MCC
requirement and permic use of 2 general MCC.
However, high-risk and online gambling MCCs
are excluded and the waiver may be reveked at
any time.

Visa Business Reviews are published weekiy by Visa L. S 4. inc., P.0. BoxB997, $an rrancista, Lalilommia $a126-895%, forihe exclushz use uf U5, Mimberz
in cparatiag thelt Vise-sponsored programs. The Information surnished herain ;s CONFIDENTIAL 256 shall not bedupiicated, pubiished, or disciosed
in whele or in pent without The priar writlen permission of Vise.
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internet Payment Service Providers and Sponsored Merchants (carinues

Effective May 15, 2002

[

r

» Assign Merchant Category Code 7995 10 2
Sponsored Merchane rhac provides gambling
chips or electronic funds for use in online
gambling, even if gambling services is not che
Spunsored Mewclial’s primary business.

Transaction Country. The Merchant country code
descripror (n the VisaNeol tisssupss st cantain
the country code of the Sponsored Merchant. In
addirion, the Merchant country code must be 2
country in whish the Acquirer is permitred o
operate under the Visa International By-Laws and
Reglons! Board Delegations and Visa Inicmuativie!
Operating Regularions.

Transaction Receipts and Cardholder Sturcments

» [PSF Name—The [PSP name may appear
alone on the cardholder crutsaction seceipe,
which may be in the form of 2 confirmation e-
mail or smarement. only if che customer accesses
the 1PSP Web site directly {e.g., Toymall.com).
in this case, the consumer is incentionally
shopping at Toymall and expects to be billed
by Toymall. Thus, the IPSP name must remain
abwioms o the cardholder during the goods-
services sclection, bprder, and paymeni
processes.

Visa may require an 1PSP o include the
Sponsored Mershant's name in the clearing
secord if the LPSE ar some or all of 165 Sponsored
Merchants, generate cxcessive customer
disputes (e.g.. qualifies far the Ginhal Merchant
Chargehack Monitoring Program or generates
sxcessive copy requests or other indicators as
determined by Visa).

» IPSP Name/Sponsored Merchant Namewlf

the customes logs enroa Sponsored Merchanr's
Wek site and is then hyperlinked to the [PSP
site far payment, the IPSP name may only
appeer in conjunctien wich ths Sponsored
Merchant's name on the transaction receipt
and in the clearing record.

custorner Service and Disputed Transactions

r

IPSF Liabillty, The IPST may provide customer
service and after-sales support either directly or via
irs Sponsared Merchanus, In sither case, the IPSP
rakes full responsibility for any disputss, credits, or
customer service-relared issues and bears ultimata
liabUtey for the transdcion.

Weh Site Requirements
» Display of Marks. An Acquirer must ensure that

IPSPs and their Sponsored Merchant Web sites
display the Visa murks (UT acLopuancs in sccordsnces
with the Visa U.S.A. Ing, Operating Regulations.

Customer Servics Access. [ the cunuine acccass
the IPSP Web site directly when placing an ordez,

the customer must be able to 2ecess austomer
sarvige through the [PSP

Visg Busiass Reviews ars published weekdy by Visa U S.A. Inc. F.O.BOX 899%. 5a
in nparating Their Vigs-gpensared programe. The infarmation furmnishad herel

in whole or i par without the briar weitten permissien of Visa.

n Francisca. Calllormia 94 128-859%. fot the exclusive usg of LS. Members
115 CONFIDENTIAL and shall not be duplicated, published, or disclosed
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High-Risk Internet Payment Service Provider Registration Program

Effective November 15, 2002

The Vise U.S.A. ine. Operating Regulations governing
use of High-Rigk Internes Paymenr Service Prov iders
establish a registration program, risk standards, ard
operating reguirements for High-Risk 1PSPs.

pDafinrtions

High-Risk Internet Payment Service Prowider
(IPSP): An online entity that enrers into 2 contract
with an Acquirer ro provide payment services to
Sponsared Merchants, and includes one or more
Sponsored Merehans classified as MCC 5567 {Direct
Markering—Inbound Teleservices Merchant) in its
Sponsored Merchant portfolio.

High-Risk Spensored Merchant (SM}); An online
business designated with MCC 5967 (Direct
Marketing—Inbound Teleservices Merchant) that
contracts with an IPSP to perform some or all of it
PRyt gperarions on its behalf,

Risk Management

» Capital Reguirement. A minimum Tier | capiral
requirement of $100 million must be maintained
for registration of 4 High-Risk IFSE

» Acquirer Stams. An Acquirer must be in goad
standing in all Visa risk managsment programs.

» Rescrves, High-Risk Sponsored Merchans reserves,
when required by the High-Risk IP5L or Acguiren,
st be held directly by the Acguirer.

»  Terminated Morchant Tils An Acguirer must
query the Terminated Merchant File for each
porential High-Risk Sponsored Merchant.
Addicionally, an Acguirer must ensure that al] its
High-Risk IPSPs are netified of Merchants that
have beer disqualified from the Vise system and
that Visa processing privileges must not be
exrended ro them. In addition, all Terminated
Merchant File requirements specified in Section
2.2.C., Visa U.S.A Inc. Operazing Regulonions, zpply
to High-Risk Sponsored Merchant acquisiiion aud
ermination.

» High-Risk Merchant Moniroring. Existing
Operating Reguiations require an Acquiter w
comply with the High-Risk Merchant monitoring
standards, as specified m Section 2.5.C, Visa U S A
Inc. Operazing Regularions.

»  Disqualification. As currently specified in the Visa
U.5.A. Inc. Operating Regulations, Viss may
disqualify a High-Risk 1PSP or High-Risk
Sponsored Merchant in accordance with the
Chargeback Monitoring Programs or for other
activicy thar causes undue harm 1o the Visa syster.

» Merchant Prohibition. Vise may prohibic one or
more online Merchants from inclusion as 2 High-
Risk Sponsored Merchant in an Aequirer’s High-
Risk IPSP portfolio.

» Transaction Processing Restricrion. An Acquires
rnuze ensure rthat High-Risk 1PSPs do not process

rransactions for other 1PSPs.

» Lawfulness of Visa Transactinns. As currently
specified in the Vise U.S.A. Inc. Operating
Repulations, an Acquirer must warrant that High-
Risk 1PSP anssctions entered mio inrerchange
do nort violate, and will not cause an lssuer to
violate applicable federal, srare, and local laws. An
Acqguirer agrees to indemnify and hold harmless
the Issuer for any clatms and Habilities resulting
from an Acquirer’s breach of this wamanty.

Registration Program

Before enrering rransactions on hehalf of High-Risk

Sponsored Merchants (MCC 3967) into inrerchange,

Acquirers of High-Risk [PSPs arc required ta submit

o Visa:

»  Exhibit VV—Visa Third-FPamry Servicer
Registration (Exhibiz VV has been updated to
inciude “High-Risk Incerner Payment Service
Provider” as 2 business category).

»  Docurmenration to canfirm compliance with the
Tnhanced 1SO/Service Provider Risk Standards
docurment, which requires an Acguirer to perform

?ﬁsa Business Reviews are published weekly by visa US.A. jac., P.O, Box 8999, San Francisco, California 94 1265999, foe L exnciusive use of LS, Members
ih cperating Thelt Visa-sponsared pragrams. The tnformation furnished herein s CONFIDENTIAL and shall not be dupiicated, pubtished. ar disdosed

in whole gr in pait without the priot written permissios of Visz,
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High-Risk Intemnet Payment Service Provider Registration Program (contnses;

Fffective November 15, 2002

a comprehensive risk and financial review prior to
entering 2 business relationship with a third-party
setvicer.

A comprehensive list of all High-Risk Sponsored
Merehants in an electronic farmat specified by Visa.

in addirion, an Acquirer is required to provide
ongoing reports on. High-Risk Sponsored Merchant
activity on 2 monthly basis in an elecmonic format
specificd by Visa,

Afcer Visa reviews the registration information and
Jetersmines that the Member has sadsfastorily met the
risk standards, a letrer approving the registravion will
be sent to the Member.

This registration program addresses concems abaut

1PSPs porantially using the aggregator business model
to circumvent identificarion of High-Risk Sponsored
Merchant activity in Visa chargeback or Tisk
MONIring progritis-

Program Requirements

>

»

High-Risk IPSP Coatract. An Acguirer is
responsible for including a provision in the High-
Risk [PSP contract thar requires the Higli-Risk
IPSP to have 2 supplemental Merchant agreement
with each High-Risk Sponsored Merchant.

High-Risk Sponscred Merchant Agresment. The
High-Risk Sponsorad Merchant agreement must
he signed by a senior officer of the High-Risk IPSP
and contaln relevant Merchant agreement
requirements, 25 specified in the Visa U5 A Inc.

Operatng Regularions.

Operating Regulatien Campliancs.

»  An Acguiter must comply with all applicable
requiements in Section 1.4, Visa U.S.A. Inc.
Operating Regulations, which govern Member
use of third-parey servicers and Independents
Sales Organizations,

» High-Risk [PSPs and Hieh-Risk Sponsored
Merchants must comply with applicable Visa

Operating Regulations. An Acguirer is
responsible for monltoring these enrities’
compliance with the Visa Operaung

Regulations.

» An Acquirer must ensure that any High-ERisk

Sponsored Merchanc that acceprs cardholder
duta is compliont with the Cardholder

Informarion Security Program (CISP)
requirements. (Note: Acquirers may wish to
limit their CISP certification respansibility by
prohibiting High-Risk Sponsored Merchants

from nccessing cardholder information.)

» Prohibition Against Cross-Border Acquiring. An

Aequirer ar its High-Risk 1IPSP musz not solicit
Sponsored Merchant cutlers located outside the
jurisdictional rights of the Acguirer. Cross-border
acquiring is prohibited.

Processing Requirement. Tne Merchant MName
ficld must use the formar specified in Section 7.2,
Merchant Data Manual. The High-Risk [PSP name
2bbreviation must occupy the positions specified
wichin options, 1, Z, or 3. The Sponsored Merchant
Name will always follow the asterisk. For example:

“Slyshopping*Sponsoredmerchant”

Noto: An Acquirer must identify the selected
formar to Visa during the regiscratlon process,

Web Site Requirament. The High -Risk IPSP name
that wil] appear on the cardholder staterment fust
bo clearly disclosed on each Spansored Merchant
payment Web page. The payment Weh page must
include the following lanpuage:

“[High-Risk IPSP name] is ¢ designated payment
processor for [High-Risk Sponsered Merchart namel.
{Actucl High-Risk JPSP name¥Spanuored Merchans
Web site name] will appeer on your cardholder
statemaent.”

Semlement Funds. An Acguirer must ensure thar
Sponsored Marchants receive settlement funds as
saricled,

L R A B BN A BN B AN B BN AR N AR O BE BN B AL BN BN BN O BN BN BE AN M OB I N B R I B |

O, fiox 8999 San Francisco, Calilornia 94128-8599, torthe cxclusive use ol U.S. Membere

Vina Busires kevigws a8 published weskiy by Viss U.S.A nc.. P
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in cperating thelr Visz-sponsored progrems. The infarmation futnighed harein is CONFIDENTIAL and shall not be dupt
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High-Risk Intemet Payment Service Provider Registration Program (continueq)
Effective November 15, 2002

Fees agd Fines : » Fines. An Acguirer et fails o tomply wich
» Repgistration Fees. ' registration requirements for a High-Risk IPSP or
: _ High-Risk Sponsored Merchant is assessed
High-Risk [PSF: penalries s follows:
* $5,000—Inirial registracion »  $25.000 per High-Risk Sponsored Merchant or
> $7,500—Annual registration High-Risk IPSP per month
Hiph-Risk Sponsored Mearchane: »  $10C.000 per month after three violations in &
. . . calendar year andjor prohibition against signing
*  $500—Initial registration = High-Risk Sponsored Mcechane

 5250—Aawmiual tegisUution

These fees will be processed through che
Irteyrated Billing Systein, and aic equivalenc
to fass charged for regisceation of High-Risk
Telemarketing Merchants and third-party
ag&nts.

Visa Gusines Reviews are pabllshed weekly by visa U S.Aunc., P.O, Bux 89%¢. Sen Franchacn, California 94 128-8995. forthe exciusive useof U5, Mampcrs
in operating thelr Visa-suunsored programs. The infomatian (urnished herzin is CONFIDENTIAL and shall not be duplizated, pubilshad, or digcinged
in whole or in part without the priot wiilten permission of Visa,
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Enhanced 1S0/Service Provider Risk Standards

I A

Risk Standards to be agminigtered during the registration prozess and througheut the life of the agreement,

1. Wesaber finzncial instiution must submit 2 complared Exhibic VV to Visa glong with the documentation
suppoLling dn adeguare risk and finaneial review prier to sy mrenzaction aerivity wich the 1SQ/Service Provider.
“The Member must not proceed with transaction acdvity with the 1S0/Service Provider until registration has
been recorded, nd the Member nodified in writing, by Visa.

2. Member is respamsible for providing the following minimum supporting documentati
Service Provider
a) An sdequate

includes 2 review o

on with respect o the 180/

financial review of the I1SO/Service Provider by the Member has been completed which

¢ current and audited financials and a D&D check. .

b) An adequate financial eeview af the principals by the Member has been complered that includes
business tax rerusns, statement of net worth listing all assers and liabilities and adeguate proof that
anyone aceepting financial {isbilicy would be uble to support chas Hebllicy.

¢) A thorough on-site review has been conducred by the Member, which covers all major services that

will be provided.

&) Thorough beckground check by the Mesmber on the
performed.

e) Current znd previous Acquirer business relationships,

of the 130/Service Frovide have besn cheeked and review
against the tist of disqualified encities at Yisz,

f)  Adeguaie contiuls bave been established by the 18O/Service Provi
including an auditing process, with clear 2nd securs procedures for

15Q/Service Provider and its principals has hean

both forcign rnd domestic, including alt DBAS,
ed by the Member, and have been ehericed

der and reviewzd by the Memher,
adding and deleting merchanzs.

g) An adequate and rimely managsment and exceprion reporting procsss has been msmhlishad by the

1S0/Service Provider to which the Member would have access,

h) Cerdholder informarion seeurity pructices of the 18Q/Semvice Provider have heen reviewed by the

Member and meet Visa standards.

s associated with the 150Y/Servica Provider has heen esrablished
of al! the irems on this documerit on an annual basis,

on and approve the 150/Service Frovider.
compromise sither the Member ot Visa and

{) An ongoing proczss for controlling risl
by the Member, which includes & review

3. Appropriat officers of the Member muet review all documenzas
Approval mus: be based an sound bustness practices thar will not
may vot ke based solely on the language of the service agreement that limits the Member's financial hability.
Member is accountable for activiries of the [SO/Service Provider, including compliance with applicable Visa
Operating Regulations. For the purposes of the Visa Operating Regulations, including fines and participarion in
the Visa systam, acts of the 1S0/Service Provider will be meated as #f they had been dune by die Mesaizr
directly.
Meamber must provids wo Visd « copy of the exccuted agen
days. A pre-condition for execuring an agresmant with an 1SO/Service Provider is registrarion and good

sranding with Visa. Any changes 1o the agrecment must be providad o Visa within 30 days. This is for
be construed as an endorsement or approval by Visa.

-

ment with the 130/Serevice Provider and within 30

L

iformetional purposss only, and must 1ot

P00 Box 8990, San Francisco, Galifornia 54128-8959, iorthe exclusiveuse of LS, Membaers

Yisa Business Revings are published weekly by Visz U.S A tnc
ali nat be dupticared, published, or disdosct

in cperatine their Viss-sponsored programs, The information fursizhed herein 13 CONFIDENTIAL and st
In wnole or in pam without the prior writien prrmission of Yisa.
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Enhanced 150 /Service Provider Risk Standards contnues

S

6. Member must ensure thar quarterly reporting on the 1SO/Service Provider's activity is submirted in a timely
manner & required In section 1.4.C.2.

7. Member must ensure that prompt and appropriate zction is implemanted if Vis risk monitoring programs
identity the 15Q0fService Provider as intraducing substantial tisk into the Visa sysrem.

Member must disclose any currant or future equicy positions it has or may take in the 150/Service Provider.
Member must disclose any current or furure ioans [t has made or may make to the 150fService Provider,

0. Member is respomsible for ensuring that any services provided by the ISO/Service Provider on behalf of the
Member as stipulated in the wrizten contract are performed by that I50/Service Provider itself and ar= not
subcontracted 1o any other entiry.

= w0 oo

Visz Buciness Reviews ate published weelly by Visa 8.4, inc. P.O. Bor 899, Sanfrandisco, Caliiothiz $4126-8595, jortha cxtiusive use of U.S. Members
in operating their Visz-sponsored programs. The infarmation furnlshed nercln is CONFIDENTIAL and shall not be duplicated . published, or disciosed
n whgic ar in par without the prios written permissian of Vi
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