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57 ABSTRACT

A method of delermining a peographic location of an
Internet user involves determining if the host s om-line,
determtining ownership of the host name, and then deter-
mining the route aken in delivering packels to the user.
Based on the detected route, the method proceeds with
determining the goographic route based on the host locatioas
and then assigniog & confidence level 1o the assigned loca-
tion. A sysiem collects the geographic information and
aliows web sites or other catities to request the geographic
location of their visitors. The database of geographic loca-
tions may be stored in a central location or, alieroatively,
may be al least partiaily located at the web site. With this
information, web sites cao target conicot, advenising, or
reute traffic depending upon the prographic locations of
their visilors. Through web site requests for geographic
information, a ceniral database tracks ap Inoteroet user's
waffic on the Internet whereby a profile can be generated. In
addition to this profiie, the centrel database can slore visi-
tor's preferences as 10 what conlent should be delivered to
an IP address, the available interface, and the petwork speed
associated with that IP address.

15 Claims, 15 Druwing Sheets
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SYSTEMS AND METHODS FOR
DETERMINING COLLECTING AND USING
GEOGRAPHIC LOCATIONS OF INTERNET

USERS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims priority to, and incorporaies by
refereace, LS. application Ser. Mo, §0/132,147 cntitled
“Systemn to Determine the Geographic Location of an lnter-
net User” filed on May 3, 1999, and U.S. application Ser.
No. 60/133,939 entitled “Method, System and Set of Pro-
grams for Tailoring an Inicrnet Site Based Upos the Geo-
graphic Location or Internet Connection Speed of lnternet
User™ filed on May 13, 1999

FIELD OF THE INVENTION

The present invention retates 1o systems and methods for
determiniog geographic locations of Internet users, Acvord-
ing to other aspects, the invention relales to syslems and
methods for collecting geographic locations of Internet
users, for profiling Interact users, or for sclectively deliver-
ing information based on the geographic locations or con-
negtion speeds of the Intemet wsers.

BACKGROUND

The Inlernet consists of 2 network of interconnected
compuler networks. Each of these vomputers bas an P
address that is comprised of a series of fowr mumbers
separated by periods or dots and cach of these four numbers
is an 8-bit integer which collectively represent the unigue
address of the compuier within the Internet. The Internet is
a packet switching nctwork whereby a data file routed over
the Iatemet to seine destination ts broken down into a
number of packeis that arc scparatcly transmitied o the
destipation. Each packet contains, inter alia, some portion of
the data file and the IP address of the destination.

The IP address of a deslination is useful in routing packets
to the cortect destination but is not very people friendlv. A
group of four 8-bit numbers by themselves do not reveal or
suggest anything aboul the destination aml most people
would find it difficult to remember the [P addresses of 2
destination. As 2 result of this shoricoming in jusi using IP
addresses, domain pames weore created. Domain pames
consist of two or more parts, frequeatly words, separated by
periods. Since the wonds, numbers, or other symbols form-
ing a domain pame often indicate or at least suggest the
wdentity of 2 destination, domain names bave become the
standard way of eotering an address and are more casily
remembered than the 1P addresses. After a domain name has
been entered, @ domain name server (DNS) resolves the
domain name into a specific IP address. Thus, for example,
when someone surfing the Inlomet enters into a browser
program @ pariicular domain pame for & web sile, the
browser first queries the DNS 1o arrive at the proper IP
address.

While the IP address works well to deliver packets to the
correct address on the Internet, TP addresses do not convey
any useful information about the geographic address of the
destination. Furthermore, the domaein naunes do pot even
pecessarily indicate any geographic location although some-
nmes they may suggest, comectly or incorrectly, such a
location. This absence of a link between the IP address or
domain name and the geographic location holds true both
nationally and internaticnally. For instance, a country top-

15

35

45

1]

=3

2

level domain format designates .us for the United States, uk
for the United Kingdom, etc. Thus, by tefereacing these
extensions, at least the country within which the computer is
located can often be determined. These extensions, however,
can often be deceiving and may be inaccurate. For instance,
the .md domain s assigned to the Republic of Moldova but
bas become quite popular with medical doctors in the United
States. Consequently, while the domain name may suggest
some aspect of the computer’s geographic location, the
dotmain name zad the IP address often do not convey zoy
vseful geographic information.

1 addition to the geographic Incation, the IP address aod
domain pame also el very Hitde information about the
petson of company using the computer of compuler net-
work, Consequently, it is therefore possible for visiters to go
10 2 web site, transier files, or send email without revealing
their true ideatity. This anonyimity, bowever, runs counter io
the desires of many web sites. For example, for advertising
purposes, it is desirable to target cach advertisement 1o 2
select markel group optimized for the goods or services
associated with ihe advertiserent. An advernissment for a
product or scrvice that matches or is closely associated with
the intercsts of a person or group will be much more
cflective, and thus more valuable to the advertisers, than an
advertisemen that 15 blindly sent out {0 every visitor to the
site.

Driven often by the desire to increase adverlising rev-
emues and 1o increase sales, many siles are pow profiling
their visitors. To profile a visitor, web sites first monitor their
visitors® traffie historically through the site and detect pat-
1ems of behavior for different groups of visitors. The web
site may come fo mnfor thal a certain group of visitors
requesting a page or sequence of pages has a particular
interest. When seiecting an advertisement for the next page
requesied by an individual in that group, the web site can
1arge! an advertisement associated with the inferred interest
of the individuai or group. Thus, the visitor’s traffic through
the web site is mapped and analyzed based on the behavior
of other visitors at the web site, Many web siles are therefore
interested in fearning a5 much as possible about their visitors
in order 10 incrcase the profitability of their web site.

The desire to leamn more about users of the Interaet is
cruniered by privacy concems of the users. The use of
cockies, for instance, is objectiosable to maoy visitors. In
fact, bills have been igtroduced into the House of Repre-
sentatives and alse in the Sepate controlling the use of
cookiss or digital 1) 1ags. By placing cookies on a user’s
computer, companies can track visilors across numerous
web sites, thereby sugpesting interests of the visitors. While
many companies may find cookics and other profiling 1ech-
miques beneficial, profiling techniques have nol won wide-
spread approval from the public at lacge,

A particularly telling example of the competing interests
between privacy and profiling is when Double Click, Inc. of
New York, N.Y. tied the names and addresses of individuais
to their respective [P addresses. The reactions to Double
Click’s actions inchuded the filing of a complaizt with the
Federal Trade Commission (FTC) by the Electronic Privacy
information Center and outhwrsts from many privacy advo-
cales that the tracking of browsing habits of visitors is
inberently invasive. Thus, even thovgh the fechnology may
allow for precise tracking of individuals on the Internet,
companics must carsfully balance the desire o profile
visilors with the nghts of the visilors ip remaining anony-
MOUS.

Anced there fore exists for systems and methods by which
more detailed information may be obtained on visilors
without jeopardizing or compromising the visitors® privacy
sights. -
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SUMMARY

The invention addresses the problems above by providing
systems and melbods for determining the geographic loca-
tions of Ioternet vsers. According to one aspect, & method of
collecting geographic information involves taidag one of the
1P address or bost name and determining the organization
that owns the IP address. Preferably, the method first takes
oo of the 1P address or host name and checks whether the
host pame is associated with that IP address, such zs through
an pslockup query. Nexi, the route 1o the bost is acquired,
preferably through a traceroute query, so as 1o determine a
number of imtermediate hosts. The specific route is analyzed
and mapped against 3 database of stored geographic
locations, thereby mapping out the intertmediate hosts. For
any intermediate bost oot having a location stored in the
database, the method involves determining a geographic
location and storing this information in the databasc.

According to apother aspect, the invention relates o 2
sysicm for delermining peographic locations of internet
users. The determination sysiem teceives gueries from
requestors, such as web sites, for the geographic foczation of
a cenain Internet user. The determipation system in turp
queries 3 central database of stored locations and returns the
geographic informaton if contained in the database. I the
geographic information is net in the database, thes the
system performs a search to collect that information. Instead
of querying a central database each time geographic location
of an Intemet user is desired, the web sitc or other requestor
may have pgeographic locations of at least some Internet
users stored in a local database. The web site first checks
with the local database for the geographic informatios and,
if it pot available, then seods 2 query (o the central database,

The geographic locstion information of Ioternet users can
be used for a variety of purposes. For instance, & position
targetet can be associated with web siles to farget the
delivery of information based on the geographic focalion
information. The web siles cap selectively deliver content or
advertising based on the geographic locstion of its visitors.
The geographic ocation information cap 2lso be used in the
routing of Internet traffic, A traffic manager associated with
a number of web servers detects the geopraphic locations of
its Internet visitors and routes the traffic 1o the closest server.

The databases of geographic locations can contain other
information that may be useful lo web siles and other
requestors. The databases, for instance, can serve as a
registery for allowed content that may be delivered to 2
particular IP address or range of 1P addresses. Thus, priot o
a web site dolivering contont o ap P address, the web site
may query the database to ensure that the delivery of the
conlent is permitted. The databases may store petwork
speeds of Intermel users whereby a web site can taflor the
amount of content delivered to an Interpet user based in part
of the bandwidth 1o that user. The databascs may also store
an interface of 2o Internel user whereby & web sitc can tailor
the cuptent and presentation for that particular intecface,
Chher uses of the geographic location and of the systems and
methods descrbed berein will be apparen! to Lhose skilled in
the ant and are encompassed by the invention,

BRIEF DESCRIPTION OF DRAWINGS

The accompanying drawings, which are incorporated i
and form a parl of the specification, illustrate preferred
embodiments of the prescut inventioe and, togzther with the
descrption, disclose the principles of the invention. In the
drawings:

F1G. 1 is 2 block diagram of a setwork having a collection
sysicm azcconding 10 3 preferred embodiment of the inven-
tion;
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FIG. 2 is 1 flow chart depicting a preferred method of
operation for the collection system of FIG. §;

FIG. 3 is a flow chan depicting 2 prefemred method of
obtaining geographic information through an Interpet Ser-
vice Provider (ISP},

FIG. 4 is 2 block diagram of 2 network having a eoliection
system and delermination system sccording to s preferred
embodiment of the invention;

FIG. § is 2 flow charl depicting a preferred method of
operation for the collection and determination system;

FIG. 6 is a block diagram of 8 web server using 2 position
targeter consected to the collection 2nd determination sys-
lem;

HAG. 7 is 2 flow chan depicting a preferred method of
operation for the web server and position wargeter of FI1G. §6;

FIG. 8 is a block diagram of 2 web server using a position
targeter having access to 8 focal geographic database as well
as the collection and detenmination system;

F1G. 9 is a flow chart depicting a preferred method of
operation for the web scrver and position targeter of FIG. 8;

FIG. 10 is a block disgram of # netwerk depicting the
gathering of geographical Jucation information from 2 user
through 2 proxy server;

FIG. 11 is a flow chan depicting a preferred method of
operation for gathering geographic information theough the
PIOXY server,

F1G. 12 is a block diagram of a traffic manager acoording
0 2 preferred embodiment of the invention;

FIG. 13 is a biock diagram of a network including a
profile server and 2 profile discovery server according 1o a
preferred embodiment of the invention; and

FI1GS. 14(A) end 14(B) are flow charts depicting preferred
methods of operation for the profile server and profile
discovery server of FIG. 13,

DETAILED DESCRIPTION

Reference will aow be made in detail w preferred
embodiments of the invention, soo-limiting examples of
which are lustrated in the accompanying drawings.

1. COLLECTING, DETERMINING AND
DISTRIBUTING GEOGRAPHIC LOCATIONS

According to one aspect, the prescnt inveotion rclates io
sysicms sud methods of collecting, detwrmining, and dis-
tributing data that identifics where an Internet user is likely
to be geographically located. Because the method of
addressing on the Interney, Internet Protocol (IP) addresses,
allows for any range of addresses 10 be Jocated anywhere in
the world, determining the acmal location of any given
machine, or host, is oot @ sitople task.

A, Collecting Geographic Location Data

A system 10 for coliecting geographic information is
shown in FIG. L. The system 10 uses various kternet route
tools to aid in discovering the likely placement of newly
discovered Internct hosts, such as now target host 34. In
particular the system 10 preferably uses programs known as
bast, nelookup, ping, traceroute, and whois in détcrraining a
geographic location for the target bost 34. N shouid be
undersicod that the invention is pot {imited 10 these pro-
grams bul may use other programs of systems that offer the
same or similar functionality. Thus, the invention may use
any sysiems or methods to determine the geographic loca-
tios or provide funther information that will help asceriain
the geographic lacation of an IP address.
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In particulsr, nsiookup, ping, tracerounte, and whois pro-
vide the bes! source of information. The operation of ping
and traceroute s explained in the lotemet Engineering Task
Force {IETF) Reguest For Comments (RFC) numbered 2151
which may be found at hap/fvww.ietforg/rio/ric215] 1,
nslookup (actually DNS lookups) is explained in the JETF
RFC numbered 2535 which may be found at hutp:/f
www.ietf.ong/rfe/rfe2535.1xt, and whois is explained in the
{ETF RFC mumbered 954 which may be found at hup//
werw.ietf org/rie/rfc0954.1xt, A brief explanation of each of
hast, nsiookup, ping, traceroute, and whois is given below.
{n cxplaining the operation of these commands, source host
refers to the machine that the system 18 is run on and farpes
host refers to the machine being searched for by Ihe system
10, such as target bost 34, A more detailed explanation of
these commaods is available via the RFCs specified or
manual pages on & UNTX systew.

host quenies a target dorsain’s DNS servers and collecis
information about the domain name. For example, with the
“-1" option the command “host-1 digitalenvoy.net” wilt show
the system 10 ajl hos! names that bave the suffix of digital-
envay.neL

nslockup will convert an [P address 10 a bost name or vice
versa using the DNS lookup system.

ping sends a target host a request to see if the host is
on-line and operational. ping can alse be used to record the
toute that was iaken to query the status of the target bost but
this is often not compleiely reliable.

traceroute is designed (o determine the exact route that is
taken to reach a target host, [1is possible 10 use traceroute
to dotermine a parial rodie 1o a non-existent or non-online
target host machine. In this case the route will be zaced to
a certain poiat after which # will fail to record further
progress (owarnds the Larget bost. The report that is provided
to the sysiem 10 by traceroule gives the 1P address of cach
hos! encountered from the source host 10 the target bost.
tracoroule can aiso provide bost names for each host encoun-
tered using DNS if it is configured in this fashion.

whois queries servers on the Internet and cin obtain
registration information for 3 domain nzme or block of IP
ackiresses.

A preferred methbod 100 of operation for the system 16
will now be described with reference 10 FIGS. 1 and 2. At
102, the system 18 receives a new address for which a
geographic location is desired. The system 10 accepis new
target hosts that are currently not contained in its database 20
or that need to be re-verified. The systern 10 requires only
one of the IP address or the bost name, alihough both cas be
provided. At 103, the system 10 preferably, aithongh oot
necessanily, verifies the P address and host name. The
system B0 uses asiookup to obtain the host pame or IP
address {o verify that both pieces of information are correct,
Next, at 104, the system 10 determines if the target host 34
is on-line and aperational and preferably accomplishes this
function through a ping. If the host 34 is not on-Hne, the
system 14 can re-quene the 1P address for Iaser analysis,
depending upon the preferences in the configuration of the
system 19,

At 106, the system 10 determines ownership of the
domaiz pame. Preferably, the system 10 uses 3 whois 1o
determine the organization that actually owns the IP address,
The sddress of this orpanization is not necessarily the
fvcation of the WP address bul this informalion may be useful
for smaller organizations whose IP blocks are often geo-
graphicaily in one location, At 107, the system 10 then
determioes the route taken lo reach the target bost M.
Preferably, the sysiem 10 uses 2 traceroute 00 the (arget host
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34. A1 108, the system 10 takes the rosie [o the targel host
34 aod anulyzes and maps it geographically agzinst &
databasc 20 of stored locations. If any bosts leading o the
target host, such as intermediate host 32, are sot conlained
in the database Z0, the system 10 makes a determioation as
to the location of those hosts.

At 109, 3 determination is then wade as to the Joeation of
lhe target host and 2 confidence level, from O o 100, is
assigned to the determination based on the confidence level
of bosts leading to and new hosts found and the target bost
34. All new hosts and their respective geographic locations
arc then added 1o the databass 20 a1 110,

1f the bos! pame is of the connwry top-level domain format
(s, .uk, eic) then the sysiem 10 first maps against the
country and possibly the staie, or province, and city of
ongin. The system 10, however, must stil map the Intemnet
route for the IP address ip case the address does not originate
from where the domain shows that it appears to originate. As
discussed in the exampic sbove, the .md domain is assigned
te the Republic of Moldova but is quite popular with medical
doctors in the United States. Thus, the system 10 cannot tely
compietely upon the country top-level domain formats in
determining the geographic location.

The method 106 atlows the sysiem 10 to determine the
couniry, state, and city that the tarpet host 34 originates {from
and allow for an assignment of 2 eonfidence kovel against
entries in the database. The confidence ievel is assigned in
the foliowing manner. In cases whese a dizler has heen ysed
o determine the IP address space assigned by an Intervet
Scrvice Provider lo a dial-up modem pool, which will be
desernibed in more detsil below, the coufidence eniered is
100. Other confidences are based upon the neighboring
entries. If two same location entries surround an unkonown
eniry, the unknewn entry is given & confidence of the
average of the known same location eniries. For instance, a
location determingd solcly by whois might receive a 35
confidence level.

As an exsmple, 2 sample search against the host “digi-
alenvoy.net” will now be described, Fissl, the system 10
reoeives the target bost “digitalenvoy.net™ at 182 and does 3
DNS tookup on the name at 103. The command nslookup
returns the following 1o the system 10:

» axlockup digitalenvoy.net
Name:  digizienvoy.oel
Address:  206.153.196.15

The sysiem 10 at 104 then does a pisg on the machine,
which teils the system 10 if the targe! st 34 is on-line and
operational. The “-c 1" option telis ping o only send one
packet. This opticn speeds up confirmation considerably.
The ping returns the following o the system 1(:

> = I digialenvoynet
PING digitalesvoy.nel [205.153.190.15): 56 das byics

&4 brytes from 209.153.199.15 wap a6 = 0 05 = 24) me « 1204 ms
- « - digialenvoy.oel ping staistics - - -
1 packely transmitiod, | pack ived, 0% prokes lows

Tound-rip min/avg/max « 120.4/330.4/120.4

The system 10 next cxzcutes 2 whois at 186 on “digitalen-
voy.net”. In this cxample, the whois ioforms the system 10

-that the registrant-is in Georgia.
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» whobs digitsiesvoy.aet s4-(-Cathntal-bribboplanstnet  Atlanta, GA - confidesce 8O
Registrnt: (40.3.149)
Some Une {DIGITALENVOY-DOM) 5 bS-1-Gpalosio-bribboplanetnet  Palo Alto, CA - confidence 85
$234 Addrees Sereel (403242
AILANTA, GA 33333 p-i.peioaito-nbrZbboplanctaet  Pale Alo, CA - confidence 90
Us {49.2.197)
Domaiz Name: DIGITAL FNVOYNET pé-Lsanjoscl-nbel bbmpleostnet  San Jowe, CA - confidence 85
Admininative Conet: (4.8.1.2)
Ope, Some  (SO0000) same@onc.net 10 pl-O-0sanjosel-be2.bbaplaneinet  San Josg, CA - confidence 100
41 404 555 5555 (40.3.82)
Techrical Cesact, Zone Conlaet: MSasiose<omd.nap.pel San Jose, CA - cosfidence 50
rIYDNS Suppor: (MS311-0RG)  suppor@MYDNS.COM (207112.242.25%)
+1 (206) 374.2143 NSeaile] worel.anp.uel Seattie, WA - confidence 95
Billing Contact: (207.312.247138)
One, Seepe  (SOC000Y  some@@one. pes 15 sssatmdatavom-acoesspoint.oet  Seatle, W5 - confidesce 95
+1 408 558 8535 (207.112242254)
Record last updaied ap T4 Apr-55. ven-amit. 1 earcum oot Vancouver, British Coiumbia
Recoed crexted an 14-Apr-09. (705.181.105.49) Crmcdn - combidence 100
Datsbase Iast updaied an 22-Apr-99 11:06:22 EDT. butie wovidway.net Vancouver, Beitish Columbia
Domain servers in Hased order: (209.153.1949.15) Canada
NSLMYDOMAIN.COM 053902 ”
NE2Z MYDOMAIN.COM 20.153.190.3
NS MYDOMAIN.COM 205.153.199.4
NS4 MYDOMAIN.COM 269.153.196.5
The system 10 zssigos 2 confideace level of 99 indicating
The system 10 at 107 execures a traceroute on the target host ) that the enlty is coutgnezi in lhe d.atabasc .20 and has b.ecu
34. The traceroute on “digitalenvoy.net” retums the follow. 25 checked by a person for confirmation. Whils confirmations
ing to the sysiem 10: may be performed by persons, such 25 an analyst, sceording
10 other aspects of the invention the confirmation may be
perlormed by an Artificial Intclligence system or any other
— suitable additional system, module, device, program,
> tracgrouke digitsleavoy.ncl 3 o The 1 10 fide level of
tracerouts 1o digitalenvoy.oet (209.153.199.15), 30 hops max, 40 entiies, i, syslem feRefves a oot noe ievel o
by packes 100 for geographic information that has been confirmed by

1 130.207.47.1 (1X)2614T.1) 6285 me 2227 mu 4027 am : . :

2 priowayl-mgaiechodu (L0207.244.1) 1703 ms 1672 me an inlernet Scrvwc Providers {ISP). ’I’hc ISP would provide
1528 s the system 10 with the actual mapping of [P addresses
3-‘:35 fiﬂ&ﬁ;’”%mhmm (192321262) 3296 ms 35 against geography, Also, data gatbered with the system 10

] me ms e N .

4 (1-OatianZ-br2 bbeplanevne: (40.290) 3000 me 3517 au through éxlalmg lSPs§ given a 100 confidence level because
3432 me of a definite connsction between the geopraphy znd the IP

§ sd{-atlepta]-brlbbnpianct.oat {4.0.1.149) 4476 mu 181~ : .

0 atlantal b2 borl  (DaAST) AT6bms 4740 ms address. Many of these hosts, such as intermediate bost 32,

6 b5-1-Opwlostio-bri bbopiaostaes (4.0.4342) 72385 ms o Wi be repeatedly traversed when the system 10 searches for
TLES mm  GR.482 = now target hosis, such as wrgel host 34, and the coafidence
é_f;ogjm::hwmm (40.239T) A2580 ma level of their geographic location should increasc up 1o 2

E pé-Qaamjosel-nbrl bhnplanctnet (4.0.12) 7929¢ = IR maximum 99 unless confirmed by an ISP or verified by a
o 3‘&;’5 T b bbamianeoct (401 28015 systemn analyst. The confidence level can increase in &
-,;Eés um-,’;‘;f-; ool opianet.oct (4.0.1.62) = 45 mumber of ways, such 1s by a set amount with cach
10 NSapjose-cored.map.net {207.112.242.253) 80.031 ou 78506 cu successive confirmation of the host’s 32 geographic loca-
16 o tion.

11 NScaitie] corel.zap.oet £207.112.247.138) 315,104 wm 112568
ms 468 m
12 soa-atmstarcom-accesrpointact (207.112.243.254) 112,639 am ; :
327923 173847 5a < so  The sysiem 10 takes advaniage in common naming con-
13 vn-pimil idmarcomnet  {(F00.153195.49)  115.89% ms veptions in leading to reasonahle guesses is to the geo-
116503 o 134036 o . graphic location of the hosis. For example, any bost that
14 hume workdway.net  (209.153.199.15) 118.008 ms * 114.571 ms conlaing "SI!I}OSC“ io the first part of its bos! pame is
probably located in San Jose, Calif. or connected to 2 system
After referring 1o the goographic focations stored in the 55 that is in San Jose, Calif. These comparison rule sofs are
dstabase 28, the system IO adalyzes these bops in the implemented in the systemn 10 as entries in the database 20.
following way: "The database 20 may bave Jook-up labies listing peographic
locations, such as city, county, regional, siste, eie, with
corresponding variations of the aames. Thus, the database
10207471 (130.207.47.1) Hoxt machize Jocated in 6 20 could have multipie listings for the same city, such as
Atlana, GA SanFrancisco, SanFran, and Siranciseo all for San
grwnyl-nrgaiech sduy Alianis, GA - confidencs 100 Fraccisco, Calif.
{130.207.244.1)
fl-Gatiacta2-c@9 dhnplancloet  Athansis, GA - covfidence 100
{192.221.26.7) .
fl-GatiaaaZ-bribbophisctost  Atlasa, GA - coutidence 95 65 C_)fscn & block _af IP addresses are assigned and sub-
(4.0.250) assigned to organizations. For examplc, the IP block tha:

<omains the target- address 209.153.199.15 can be queried:
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» whois 709.153.199. 1 S@whois.azin.act
{whotasrin.net}
Singeom Intersationss Dptics Corp. (NETBLE-STARCOMYT)
STARCOMG?

209.153.19.0-
105.153.255.255
WORLDWAY HOLDINGS INC. (NETHLK-WWAY-NET-01}
WWAY-NET-01

2091533990~
200.153,199.235

From the results of this guery, the system 10 determines
that the farge block from 209.153.192.0 to 209.153.255.255
is assigoed 1o Slarcom Intematicnal Optics Corp. Within this
block, Starcom has assigned Worldway Holdings Inc. the
209.153.195.0 10 209.153.199.255 block. By further query-
ing this block (NETBLK-WWAY-NET-01} the collection
systemn 10 gains insight into where the organization exists. In
this casce the orgamzation is in Vancouver, British Cofumbia,
as shown below.

» whois NETBLEK-WWAY-NET-01@whoisarin.nc

{whemarisnet}

WORLDWAY HOLDINGS INC. WNETBLK-WWAY.NET-01)
1334 Wext 15th Street

North Vancouver, BC V7L 258

CA

Netpame: WWAY-NETC}

Methlock: 29.152,199.0-358. 151.159.255
Coordinator:
WORLDWAY DNS (WD171-0RG-ARIN}
das@WORLDWAY.COM
+1 {604) 6082057
Domain System inverse mapping provided by:
NSLMYDNS.COM 25.153.199.2
NSZLMYDNS.OOM Pl REX R ]

With the combination of the trace and the [P block address
information, the coliection sysiem 10 can be fairly contain
that the bost “digitalepvoy.net” is focated in Vaocouver,
British Columbia. Because the collection system 10 “dis-
covered” this bost using automatic methods with go human
intervention, the system 19 preferably assigns 2 confidence
level slightly lower than the confidence lovei of the host that
led to it. Also, the system 10 will not assume the geographic
location will be the same for the crganization and the
sub-block of IP addresscs assigned since the actual 1P
ackdress may be i another physical Jocation. The geographic
locations may casily be differcot since [P blocks are assigned
lo & requesting organization and no indication is required for
where the IP block will be used.

B. Obtaining Geographic Location Data from ISPs

Ameibod 111 [or obtaising geographic locations from an
1SP will now be described with referesnce 10 FIG. 3. At 112,
the collection system 10 obtains access numbers for the ISP
The acosss pumbers in the preferred embodiment are dial-up
pumbers and may be obtzined in any suitabie manner, such
as by estabiishing an account with the ISP. Next, at 113, the
collection system 10 conpects with the ISP by using one of
the access numbers. When the collection system 10 estab-
lishes communications with the ISP, the ISP assipns the
collection systemn 10 1o {P addross, which is detected by the
collection system 10 ar 114,

The coliection system 10 a3 115 then determines the route
10 2 sample tarpet host and preferably determines this route
through a traceroute. The cxact farget host that forms the
basis of the iraceronic as well as the finai destination of the
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route is not important 50 any suilable bost may be used. At
118, the collection system 10 analyzes the route obtained
through traceroute to determine the location of the host
associated with the ISP, Thus, the collection sysiem 10 looks
i & backward direction to determine the geographic location
of the next hop in the traceroute. At 117, the collection
system 1) stores the results of the analysis in the database
20,

With the method 111, the collection sysiem 10 can there-
fore obtain tbe geographic Jocations of IP addresses with the
assistance of the ISPs. Because the collection system 10
dials-up ardd coancets with the 1SE, the colicction system 10
preferably performs the metbod 111 ia 2 such a manner so
as o alleviate the Joad placed on the ESP. For instance, the
collection system 10 may perform the method 111 duning
off-peak umes for the 18P, such as during the night. Adso, the
collection sysiem 10 may control the frequency at which it
connects with 2 particular ISF, such as establishing connec-
tions with the ISP 1 10 minute intervals.

C. Determining Geographic Location Data

‘With reforcnee to FIG. 4, according to another aspect, the
ipvention relates to & geopraphic determination system 30
that uscs the databasc 20 created by the coliection system 10,
The determination system 10 receives reguesis for a gro-
graphic location and based on either the 1P address or host
name of the host being scarched for, such as target host 34,
A geopraphic information requestor 40 provides the request
10, and the respoase from, the determination system 30 in an
interactive metwork session that may ocewr through the
Tateroet 7 or through some other aewwork. The coliection
sysicm 10, database 20, and determination system 38 can
cotiectively be considersd a collection and determination
sysiem 30.

A preferred method 128 of operation for the determination
system 30 will now be described with reference to FiG. &5
Al 122, the sysiem 30 receives a reguest for the geographic
location of an entity and, as discussed shove, receives one or
both of the IP address and domain name. At 123, the
determination system 30 scarches the datebase 20 for the
geographic location for the data provided, checking to see if
the information has already been obtamed. When searching
for an IP address at 123, the system 30 also sries 1o find either
the same cxact [P address listed in the datsbase 20 or 2 range
or hlock of P addresses listed in the database 26 that
costains the IP address in question. If (he I address being
searched for i5 within a block of addresses, the determina-
tion system 30 copsiders it & match, the information is
retrieved at 125, and the geographic information &5 delivered
to the requestor 40 at 126, If the information is not available
in database 20, as determined at 124, then 3t 127 the sysiem
38 informs the requesior &0 that the information is not
known, At 128, the system 30 then determines the geo-
graphic location of the unknown IP address and stores the
restt in the database 20, As an altermative at 125 to stating
that the geographic location is uoknown, the system 38
could determine the geographic infermation and provide the
information o the requestor 40,

The determination system 34 looks for both the P address
in the database 20 and also for the domain name. Since a
smgle P address may have multipic domain names, the
determination system 30 looks for close matches 1o the
domain pame in question. For instance, when searching for
a host pame, lhe system 30 performs patiern maiching
against the ectries io the database 20. When a maich is found
that suggests the same IP address, the determination system
30 returns the geographic data for that entry o the requestor
44.
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An ambiguily may anise when the requestor 48 provides
both an IP address and a domain name and these two pieces
of data lead to different bosis and different geographic
iocations. If both data pieces do not exactly maich
geograpbically, then the system 30 preferzbly responds with
the information thal represents the best confidence. As
another cxample, the system 39 may respond in a manaer
defined by the requester 4. As some options, the determi-
pation system 3 can repornt only when the dafa coincide and
agree with each other, may provide no information in the
event of conflicting resulls, may provide the geographic
information based coly on tbe TP address, may provide the
geographic information based cnly on the host name, or may
instcad provide a best guess based on the extent 1o which the
address and host name match.

A sample format of a request sent by the requestor 48 to
the determination sysiem 30 is provided below, wherein the
search is against the host “digitalcavoy.nct” and the tems in
bold arc responses from the geographic detcrmination sys-
tem 3

Coanecting w0 serverdigitalemvoyne: . . .
diginatenvoy pet;
ver;brilish ol

e
"5

The format of the request apd the format of the output from
the determination system 30 can of course be aliered accord-
g 1o the application and are not in any way limited to the
exzmple provided above,

D. Distributing Geographic Location Data

A system for disihuting the geographic location infor-
mation will now be described with reference to FIGS. 6 2nd
7. According to a first aspect shown in FIG. 8, the geo-
gtaphic information on 1P addresses and domain names is
collecied and determined by the system 50. A web site 60
may desire the geographic locations of its visitors and would
desire this information from the coliection and determina-
tion system 5. The web site 60 inchudes 3 web server 62 for
receiving requests from users § for cerlain pages and a
position targeter 64 for at least obtzining the geographic
sformation of the users 5.

A preferred method 130 of operation of the notwork
shown in FIG. & will now be described with reference to
FIG. 7. At 132, the web server 62 receives 2 request from the
user § for a web page. At 133, the web server 62 queries the
position targeter 64 that, in turn, at 134 queries the collection
and delermination sysiem 30 for the geographic location of
the user. Preferably, the position targeter 64 sonds the query
through the Interoet 7 to the colicction and determination
sysiem 50. The position targeler 54, however, may send the
query through ofber roules, such as through 2 direct con-
nection to the coliection and determination system 50 or
through another network. As discussed above, the collection
and delermination system 58 accepts 2 target bost's [P
address, bosl mame, or both and returns the geographic
locatios of the host in a format specified by the web site 60.
At 138, the position 1argetes obisins the geographic location
from the collection and determination sysiem 54, at 136 the
information that will be delivered to the user 5 is selected,
and is then delivered (o the user 5 at 137, This information
is preferably selected by the position targeter based on the
geographic location of the user 5. Alternatively, the posilion
fargeter 64 may deliver the geographic mformation to the
web server 62 which then selects the appropriste informa-
tion 1o be debiversd 1o the user 5. As discussed in more detail
below, the geographic location may have a bearing on what
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coatent is delivered 1o the user, what advertsing, the type of
content, if any, delivered to the user §, and/or the exrent of
content.

As another option shown in FIG. 8, the web site 60 may
be associatzd with 2 local database 66 storing geographic
information on users 5. With refecence 1o FIG. 9, & preferred
method 140 of operation begins at 142 with the web server
82 reociving 2 request from the user 8. A 143, the web
server 62 queries a position targeter 64 for the geographic
location information. Unlike the aperation 130 of the posi-
tion targeter 64 in FIGS. 6 and 7, the position targeter’ next
first checks the local databasc 66 for the desired geographic
information. If the location infarmation isnot in the datzbase
66, then ot 145 the position targeter 64° queries the database
28 associated with the collection and determination system
58.

After the position fargeter 64 obtains the geographic
information at 146, either locally from database 66 or
centrally through datsbase 20, the desired information is
selecied based on the geographic location of the user S,
Again, as discussed above, this selection process may be
performed by the position targeter 84" or by the web server
62. In cither eveat, the selected information is delivered to
the user 8 at 148,

¥or both the position targeter 64 and position targeier 64',
the position targeter may be configured to output HTML
code based on the result of the grographic location guery. An
HTML code based result is particularly useful when the web
site 60 delivers dynamic web pages based on the user's §
Iocation. It should be understood, however, that the output of
the positiop targeier 64 and posilion trpeter 64' s pot
limited to HTML. code but cocompasses any type of content
or output, such as JPEGs, GIFs, eic.

A sample scarch against the host “digitalepvoy.net” is
shown here (items in bold are responses from the position
targeler &4 or 64"

» disuibwionprogram digitaieavoy.net
yancouver;british columbiascan:99;

The format of the output, of course, may differ if different
optioes are enzbled or disabled.

End users 5 may clect 3 different geographie location as
compared to where they have been identified from by the
system 50 when it possibly chooses an iacomect geographic
location. IF this information is passed backed to the position
targeter 64 or 64", the position targeter 64 or 64' will pass this
information 1o the determination system 30 which will store
this in the database 20 for later apalysis Because this
information canpot be trusted completely, the collection and
determination system 50 mmust asalyze and verify the infor-
mation and possibly clocct buman infervention.

E. Determining Geographic Locations Through A Proxy
Server

Ooe difficuity in providing geographic information on 3
targel host is when the larget host is associaled with a
caching proxy server. Acaching proxy will make requests on
behalf of other network clicnts and save the results for future
requests. This process reduces the amownt of oulgoing
bandwidih from a2 oetwork that is required and thus is a
popular choice for many Internet scoess providers. For
instance, as showp in FIG. 16, a user $ may be associated
wilk a proxy server 36.

In some cascs, this caching is nndesirable since the data
inside them becomes stale. The web has comecied this
problem by having a feature by which papes can be marked
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uncacheable. Unfortunately, the requests for these uncache-
able pages stili Jook as if they are coming from the proxy
server 36 instead of the end-user computers 5. The geo-
graphic information of the user 5, however, may ofien be
required-

A method 150 of detenmining the geographic information
of the user 5 associated with the proxy server 36 will now
be described with reference to FIG. 11 In the preferred
embodiment, the user 5 kas direct routable aceess to the
network; ©.g. 2 sysiem using Network Address Translation
will not work since the address is ool 2 pant of the global
Ioternel. Also, the proxy server 36 should allow acoess
through arbitrary ports whereby a corporate firewall which
biocks dircet access on &l ports will oot work. Finally, the
user § must have a browser that supports Java Applets or
cyuivalent such functionality.

With refercace to FIG. 15, at 152, ¢ user 5 initiates a
request 10 2 web server 60, such as the web server 60 shown
in Fi1G. 6 or FIG. 8. At 153, the HTTP request is processed
by the proxy server 36 and oo hit is found ip the proxy’s
cache because the pages for this system are marked uncach-
able. On behalf of the user 5, the proxy server 38 connects
to the web server 60 and requests the URL at 153. At 154,
the web server 60 cither through the local database 60 or
through the database 20 with the colleclion zund determina-
tion system 50, receives the request, determings it is coming
from a proxy server 36, and then at 155 selects the web page
that has been tagged o allow for the determination of the
user's 8 IP address. The web page is preferably tagged with
a Java applet that can be used o deenmine the IP address of
the cod-user 5. The web scrver 86 cmbeds a unigue applet
parameter tag for thal request and sends the document back
to the proxy server 36. The proxy server 36 then forwards
the document lo the user 5 a1 158.

Al 157, the user's 5 browser then exccutes the Java
Applet, passing along the unique parsmeter tag. Since by
default applels have rights to access the bost from which
they came, the applet on the user’s 5§ browser opens a direct
conpection 1o the clicnt web server 80, such as oa, but not
Limited 1o, port 5008, The web server 60, such s through a
scparale server program, is lisiening for and accepts the
connection on port S000. At 158, the Java applet then sends
back the unique parameler lag 1o the web server 66. Sioce
the conpection is direct, the web server 60 at 159 can
determine the correct IP address for the user 5, so the web
server 60 pow can associate the session tag with thal IP
adkiress on alt future requests coming from the proxy server
38

As ap alternative, 2t 155, the web server 155 may still
deliver 3 web page that has a Java applet. As with the
cmbodiment discussed above, the web page having the Java
applet is delivered to the proxy server at 156 and the user §
connects with the web server 60 at 157, The Java applet
according to this embodiment of the invention differs from
the Java applet discussed above in Lhat at 158 the Java apples
reloads the user's browser with what it was told to load by
the web server 60, The Java applet according 1o this aspect
of the invention is oot associated with a unigue parameter
tag that alleviates the need to handle 2nd 1o sort the plurality
of unique parameter tags. Instead, with this aspect of the
invention, the web server 60 at 159 determines the IP
address and geographic location of the user § when the Java
applet conpects to the web server 60

II. TAILORING AN INTERNET SITE BASED
ON GEOGRAPHIC LOCATION OF [T3
VISITCRS
The web site 60 cao tailor the Internet site based upon the
geographic location or Inteme! copnection speed of an

15

20

14

Internet user 5. When the user § visits the [siernet site 60,
the Internet site 6 queries a database, such as local database
60 or central database 20, over the lnterne! which then
returns the geographic location and/or Internet connection
speed of the user based upon the user’s IP address and other
relevant information denved from the user's *hit™ on the
Intemet site 60. This mformation may be derived from the
route 10 the user's § machine, the user’s § host name, the
hosts along the route fo the user’s machine §, via SNMB,
and/or via NTP but not kimited 1o these technigues. Based on
this information the Inleme! site 60 may tzilor the content
andior advertising prescated to the user. This lalloning may
also inchude, but not be Himited to, changing the language of
the Inicmet site to 2 user’s native ongue based on the user’s
location, varying the products or advertising shown on an
Internet sitc based upon tbe geographic information and
other information received from the database, or preventing
aceess based oo the source of the request (e, “adult™ content
sites rejecting requests from schools, ete.}. This tailoring can
be done by having scveral allemative screens or sites for a
user and having the web server 62 or position targeter 64 or
64' dynamically seloct the proper one based upon the bser’s
geographic information. The geographic information can
also be analyzed to effectively market the site 1o potestial
Interoet site advertisers and external content providess or to
provide roedia-rich conient to users that have sufficient
bandwidth.

The methods of tailoring involve tracing the path back 1o
the Internet user’s machice §, determining the focation of all
hosts in the path, making a determination of the likelihood
of the location of the Intemel user’s machine, delerminiog
other information about the hosts, which may or may not be
linked 10 its geographic focation, in the path 10 and including
the lnternet user’s machine by directly querying them for
such information (by using, but aot limited by, SNMP or
NTP for example), or aliernatively, there is a complete
databasc that may be updaied that stores information about
the IP addresses and bost namnes which can be queried by a
distant source which would then be sem information abous
the user.

The web site 66 dynamically changes Internel contemt
and/or advertising based on the geographic location of the
luternet user § as determined from the above methods or
processes. The web site 60 prescats ope of several pre-
designed alternative screens, presentations, or mirror siles
depending on the information sent by the datebase as 2 result
of the user 5 accessing the web site 84,

As discusscd above, the scelection of the sppropriaie
information to deliver 1o the uscr S base on the geographic
location can be performed either by the web server 62 or the
position targeter 64 or 64'. In cither case, the web sile can
dynamically adapt and tatlor Internel content to suil the
aeeds of nteroet users § based oo their geographic localion
and/or connection speed. As another option, the web site 60
can dynamicaily adapt and tailor lmtemet advertising for
targeting specific Internet users based on thewr geographic
{ocation and/or comection speod. Furthermore, the web site
66 can dynamically adap! and tailor internet content and/or
adventising to the native fanguage of Intemet users § which
may be deteymined by their geographic location. Also, the
web site 60 can control access, by sclectively allowing or
disallowing access, to the Internel site 60 or a particular web
page oa the site 60 based on the peographic jocation, TP
Address, host name and/or connection speed of the lnlemet
user. As another example, the web site can analyze visits by
Internet users § in order 10 compile 2 geographic andior
connection speed breakdown of Internet users 5 to aid in the
marketing of Interoel siles,
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A. Credit Card Fraud

In addition to using geographic location information 1o
arpel information to the user, the web sile 68 or the
collection and determination system 58 can provide a
mechanism for web sites owners to deleel possible cases on
online credit card fraud. When a user S enters information o
complete an on-line order, he/she must give 2 shipping and
billing address. This information cannot currently be vali-
dated apgainst the physical location of the user 5. Through the
invention, the web site 60 determines the geographic loca-
tion of the user 5. If the user 5 enters a location that he is
determined oot to be in, there could be 2 possible cause of
fraud. This situaticn would require follow up by the web site
ownet to determine if the order request was legitimate or
nol.
B. Site Management

in addition to using geographic information o detect
credit card fraud, the peographic information can also be
used in managing traffic on the Internet 7. For example, with
reference to FIG. 12, a traffic manager 70 bas the benefit of
obtaining the geographic information of its users or visitors
£, The traffic manager 70 may employ the local database 60
o, although not shown, may be connected 1o the collection
and delermination system 50. Afler the 1rafbic mansger 70
detects the geographic location of the users 8, the maffic
manager T8 directs a user’s § request 1o the most desirable
web server, such as web server A 74 or web server B 72. For
instance, if the user § is in Atlanta, the trafBc manager 78
msy direct the user's request 1o web server A 74 which is
based ia Atlanta. On the otber hand, if the user § is in San
Francisen, then the traflic manager 70 would direct the user
% 1o web server B, which is localed in San Francisco. In this
manner, the trafic manager 70 cag reduce traffic between
infermediale hosts and direct the traffic to the closest web
SETVEL.

1II. PROFILE SERVER AND PROFILE
DISCOVERY SERVER

As discussed above, the coliection and determination
system 58 may store geographic information on users 5 and
provide this information to web sites 6 or other roquesters
40, According to another aspect of the invention, based on
the requests from the web sites 60 and other requesicrs 40,
information other than the geographic location of the users
% is tacked. With reference to FIG. 13, a pmitie server 80
is conpedted to the web site 60 through the Internet and also
to a profile discovery server 98, which may also be through
1he lnternet, through another petwork connection, or & direct
coppection. The profile server BB comprises a reguest han-
dler 82, a database server cogine 83, and a databasc 84. As
will be more apparent from the description below, the
database 84 includes 2 goography databasc 84A, an autho-
rization database 848, a network speed datebase 84C, a
profile database 841}, and an interface database B4E. The
profije discovery server 90 includes a discoverer engine 92,
& profiker 93, and 2 databasc 94, The database 94 includes 2
common geographic naimes database 94A, a global geo-
graphic structure database $4B, and a MAC address own-
ership database 94C.

A. Profiler

In generzl, the profile server 88 and profile discovery
server 90 gatter information about specific IP addresses
based upon the Inlerne: users' interactions with the various
web sites 60 and other reguesiors 0. This information
includes, but is 0ot limited 10, the types of web sites 60
visited, pages hit such as spofis siles, auction siles, news
sites, e-commerce sites, geographic information, bandwidih
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informalion, and tme speat at the web site #0, All of this
information is fed from the web site 60 in the petwork back
10 the database 84. This information is stored in the high
performance database 83 by IP address and creates an
claborate profile of the [P address based on sites 60 visited
and actions taken within cach site 60. This profile is stored
a5 1 series of preferences for or agaiest predelermined
categories. No ipleraction is pecessarly required berween
the web site 60 and the user's 3 browser o maintain the
profile. Sigaificantly, this method of profiling does not
require the use of any cockies that have been found to be
highly objectionable by the users. While cookies are ot
prefered, due 1o difficulties induced by nctwork lopology,
cookies may be used 1o track certain users § after carcfully
considering the privacy issues of the users 5.

As users § access web sites 60 in the actwork, profiled
information about the IP address of the user 68 is sent from
the database 84 fo the position argeler §4 or 64" at the web
site 60. As explained above, the position targeier 64 or 64'
of the web server 62 allows pre-set configurations of pages
on the web site 60 1o \bea be dynamically shown to the user
§ based oo the dewiled profile of that user . In addition
preferences of users 5 similar io those of a current user Scan
be used to predict the content thal the currenl user § may
prefer 1o view, The information profiled could inciude, but
is pot limited to, the following: geographic location, con-
nection speed to the Internet, iendency to like/dislike any of
news, weather, spors, enterlainment, sporting goods, ciotk-
ing goods, eic.

As an example, two users are oamed Alice aod Bob, Adice
visils 2 web site, www.somerandomsile.com. This site, asks
the profile server 80, such as scrverdigitaicnvoy.net, where
Alice is from and what she likes/dislikes. The database 84
bas po record of Alice but does know from geography
database B4A that she is from Atlania, Ga. and ootifics the
web site 1o that effect. Using Alice’s geographic
information, the web site sends Alice 2 web page that is
taflored for her geographic location, for inslance it contains
the Atlanla weather forocast and the sew headiines for
Atlanta. Alice continues to visit the web site and buys an
umbrella from the site and then terminates her visil. The web
sile Jews the profile server 80 and database 84 know that Alice
bought an umbrella from Ihe site. Bob then visiis the site
weww.somerandomsile.com. The site again asks the profile
server 88, such as a serverdigitalenveyanet, about Bob. The
server 88 looks in the database 84 for information on Bob
and finds nope. Again though, the server 88 looks in the
geopraphy database B4A and deicrmines that be is from
Allantz, Ga. Also, based op the data gathered in part from
Alice aod stored in profile database 84D, the profile server
80 infers that people from Aslanta, Ga. may like 10 buy
wmbrellas. The sile uses Bob’s geographic information and
the fact thai Atlantans bave a propensity to buy umbrellas 1o
send Bob a web page with Atlanta information, such as the
weather andd news, and an offer 1o buy anumbrella. Bob buys
the umbreliz and the site sends this information to the server
89, thereby showing a greater propeosity for Atlantan’s to
buy umbrellas.

In addition, if the profile stored in the profile database
84D in profile server 80 shows that an IP Address has
previously hit several e<commerce siles and sports sites in
the petwork and that the address is located in California, the
web site can be dynamicaily tailored 1o shiow sports items for
sale that 2re more ofien purchased by Californians, such as
surf boards. This method atlows for more customized cxpe-
riences for users at e-commerce and information sites.

This information can also be compiled for web sites in the
petwork or vatside the network. Web sites cutside of the
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network can develop profiles of the users typically hitling
their web site. Log files of web sites can be examined and
IP Addresses can be compared against the profiled IP
Address information stored on the central server. This will
allow web siles o analyze their traffic and determine the
general profile of users hitting the site.

In order to remove “stale” information, the database
server engine 83 occasionally purges the database 84 in the
profiic server 80. For example, a user § that is interested in
researching information about a wrip will probably not want
to continue seeing promotions for that trip after e trip hes
been completed. By purging the database 84, okl preforences
are removed and are updaled witk current inisrests and
desires,

E. Conent Registry

in addition 1o the examples provided above, the profile
server B0 can provide a mechanism for end users 5 to
register their noed for certain types of information content to
be allowed or disallowed {rom being served to their systems.
Registration is based on IP 2ddress and regisiration rights are
timited 10 authorized and rogistered owners of the [P
addresses. These owners aceess 1he profile server 89 through
the Internct and identify classes of Internet content that they
would wan? to allow or disallow from being served to their
1P addresses ranges. The classes of Luternet content that a
particular P address or block of addresses are allowed or
disallowed from receiving is slored by the profile server 80
in the authorization database B4B. Internet conienl
providers, such a5 web sites 60, guery the profile server 80,
which in tum gueries the authorization database B4B, and
identfy uscrs § that do or do not wani to recoive their
woptent based on this TP address regisiry,

For example, 2 school registers their IP ranges and reg-
isters with the profile server 80 1o disaliow adult content
from being sent 1o their sysiems. When an scoess is made
from roachines within the school’s |P range to an adult siie,
the adult site checks with the profile server 80 and discovers
that confent provided by the adull sile is disallowed from
being sent to those JP addresses. Insiead of the adult content,
the adult site sends 3 gotice 1o the user that the content within
the site cannot be served to hisher machine, This seres of
events allows ead IP address owners 1o control the content
that will be distributed and served to machines within their
control.

C. Bandwidth Registry

The profile server 80 preferably is also relied upon in
determining the amount of content 10 be seot to the user 5,
Web sites 60 dynamiczlly determine the available bandwidth
10 3 specific user and provide this information to the profile
server 80, which stores this information in the network speed
database 84C. In addition, the web site 60 examines the raie
apd speed by which a spedific user 5 is able to dowaload
packets from the web site 60, the web site 60 determines the
avaiizble bandwidth from the web site 60 10 the end user 5.
If there is congestion &l the web site 60, on the path to the
end user 5, or at the last Link 10 the user’s 5 terminal, the welb
sile 60 timits the available bandwidth for that user 5. Based
on this information, the web site 60 can dynamically reduce
the amoum of information being senl 1o the user 60 and
consequently increase downioad times perceived by the user
5. The bandwidth information is preferably seml to the
profile server 80 and stored in the network speed database
84C so that vther sites 60 in the petwork have the bepefit of
this bandwidth information without having to pecessarily
measure the bandwidih themseives,

In order to remove “stale” bardwidth information, the
database server engine 83 occasionally purges the informa-
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tion in the oetwork speed database 84C. For exzmpie,
congestion between a web siic 60 and a user 5 will usually
ot persist,

D. Imerface Registry

Web sites 60 aiso prefenably are able to dypamically
determine the interface that a3 user 5 has o view the web site
60. This user interface information may be placed in the
datahasc 84E through a registration process, may be known
from the ISP, or may be detecied or discovered in other
ways. Personal Digital Assistant {PDA) uscrs are shown &
web site 60 with limited or no graphics in onder 1o accom-
modate the PDAs limiled storage capabilitics. Web sites 60
query the profile server 80 when accessed by 2 vser 5, The
profile server 80, in turn, queries the interface database 84
and, if available, retricves the svpe of interface 2ssociated
with 2 particular P address. The profile server 80 stores in
the database B4E all users and informs the web site 60 of the
display interface that the user 5 has. Based on this
information, the web site 60 taijors the information that is
being senl to the user 5.

E. Mcthods of Operation

Aprefered method 160 of operation for the profike server
80 and profile disvovery server $0 will now be described
with refercoce to FIGS. 14 A) and 14(B). Al 162, the profile
seever 88 is given an IP address or host name to query. At
143, the profile server 80 determines whether the requester
s authorized (o receive the information and, il not, tells the
requestor at 166 that the information is unknown. The
inquiry as to whether the requestor is authorized at 163 is
preferably performed 50 that only those entitics that have
paid for access to the profile server B) and profile discovery
scrver ) obiain the data. If the requestor is authorized, then
the profile server at 164 detenmines whether the profile of the
address is known. If the profile for that address is known, the
profile server 80 sends the requesied information to the
requester a1 165, atherwise the profile server 86 a1 166
informs the requestor that the information is unknown.

For information that is unknown to the profile server 80,
the prafile server 80 passes the information to the profile
discovery server 90 at 167. Al 168, the profile discovery
server determines the rouse fo the address, at 164 obtains
known information about all hosts iIn route from tiw profile
scrver 88, and theo decides at 170 whether any unkoown
hosts are left in the route. If oo unknown hosts are jeft io the
rowte, ther at 171 the profile discovery server 990 returns an
emor condition and notifies the operator.

For each host name left in the route, the profile discovery
server 90 pext at 172 determines whether a host name cxists
for the unknown host. If so, thea at 173 the profile discovery
server alicmpts {o determine the location based on common
hos: name naming coaventions asd/or global country based
naming conventions. Al 174, the profile discovery server %0
checks whether the host respoads to NTP queries and, if so,
a1 175 atiempts to determine the time zone based on the NTP
responses. A 176, the profiic discovery server 90 checks
whether the bost respouds 10 SNMP queries and, if s0, 21177
attemnpts o determine the location, machine type, and con-
nection speed based on public SNMP responses. Next, at
178, the profile discovery server 90 checks whether the bost
has 2 MAC address and, if so, attempts 1o delermine
machine type and connection speed based on known MAC
address delegations.

Al 180, the profile discovery server %0 determines
whether any additional ucknown bosts exist. If so, the
profile discovery server 90 returns to 172 and checks
whether a host mame is available. When no more unknown
hosts cxist, the profile discovery server 90 at 181 interpo-
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Iates informalion 1o delurmine any remaining information, at
182 flags the interpolated data for future review, and at 183
saves all discovered aod interpolated data at the profile
server 80.

The foregoing description of the preferred embodiments
of the invention has been peesenied only for the purpose of
iliustration and description and is oot intended to be exhans-
tive or 10 limit the invention to the precise forms disclosed.
Many modifications apd variations are possible is light of
the above tcaching.

The embediments were chosen and deseribed in order to
explain the principles of the invention and their practical
application so as to enable others skilled in the art 10 utilize
the igvention and various embodiments and with various
modifications as are suited to the particslar use contems
plated.

Whai is claimed:

1. An automaied computer-implemented method of deter-
mining 2 geographic location of an Internet user, compris-
ing:

receiving one of an IP address, bost name or domain pame

associated with the Internet user;

defermining a geographic sddress of an entity that owns

the 1P adkdiress, host name or domain pame;

obtaining a route through the loternet 1o a target host for

the IP address, the roule conlaining any intermediate
hosis;

determining a geographic naming convention for 2ll hosts

contained in the route through the Inleraer 1o the targer
hosL;

deriving a geographic location of any intermediate hosts

contained in the route by automatically matching inter-
mediate hosts 1o geographic locations through use of a
database correlating geographic naming conventions to
geographic locations,

if any imermediale bosts within the route do pot have

associaled koown geographic paming cosventions,
deriving the geographic locations of any unknown
intermediate host in the route by deterniniog the geo-
graphic location of an entity that owns the unknown
intermediate bost;

sutomatically determining the geographic location of the

Interoel user by analysis of ithe route and the geoo-
graphic locations of the intermediale bosts; aad

storing the geographic location of the Inlernet user in 4

database along with the geographic locations of a
plurzlity of other Internet users.
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2. The method s set forth in claim 1, wherein the
receiving one of the IP address, bost name or {he domain
pame comprises recsiving both the [P address and the
domain same and the method further comprises verifying
that the P address comresponds to the host pame or the
domain mame.

3. The method as set forth in claim 2, wherein the
verifying comprises performing an nslockup on ooe of the [P
address, hos! pame or domain name.

4. The method as set forth in claim 1, wherein determining
the geographic location of the Internet user comprises per-
forming & whois for the P address.

5. The method as set forth in claim 1, further comprising
checking whether the target host is on-line prior 1o deter
mining the geographic address,

6. The method as set forth in clsim 5, wherein the
checking comprises performing a ping,

7. The method as set fonh in claim 1, wherein the
obizining of the mute through the Internet comprises per-
forming a tracerouic.

8. The method as set forth in claim 1, farther comprising
assigning a confidence level 1o the geographic location of
the Intermel user.

9. The method as set forth in claim 1, wherein the
determining of the geographic location includes analyzing
the domain name for the geographic location.

10. The method as set fonh 1o claim 1, further comprising
confirming the geographic location of the Internet user.

11. The method as set forth in claim 1, wherein avtomati-
cally determining the geographic location of the Internet
user comprises auiomatically determining a cily where the
Internct user is located.

12. The method as s¢t forth in ¢laim 1, wherein automati-
cally determining the geographic location of the Inlemet
user comprises aulomaticslly determining 2 region within a
country where the Iniernet user is located.

13. The method as set forth in claim 1, wherein receiving
comprises receiving a plurality of IP addresses, host names
of domain names sssociated with a plurality of lnternet users
and sutomatically determining comprises automatically
determining geographic locations of the plurality of Intormet
users.

14, The method as set forth in claim 13, wherein storing
comprises compiling & database containing the geographic
locations of the Interner users.

15. The method as set forth i ¢laim 1, further comprising
receiving queries for the geographic location of the intemet
user and returning the geopraphic location.

* L * * ¥
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