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Breathing new life into Layer 4

A new advance adds intelligence to content routing decisions

By Rob Fricdmaa, Exceutive Viee
President, Business Devolopmert,
Digital Eavay

ver the yrary, the Lsteroer has
Ommddmgednmywm

adding moce funcionalty, sppli-
cxtians, s ot imporandy, vaers. In or-
der to respond 1o thoso changes, broed-
band ad enterpaise necworks aee
cvalving ro handle ever.tuctenmng
utlic and high bandwidth appii-
eacicns. This has spaoned the nexd
10 L st weays 1o optimize the ex.
perience for users and ddiver oo
the promisc of broadbend.

As the gap between the brosd-
bantd "haves® wad “have-non” con.
tinges o grow, fertain [atomer
cootent delieery fundamenials are
failing eo change wih the mes,
thus stalling tht promised daliv-
ery tf broadband-opdimized coa.
went. This fwct bas helped slow the
rac of broadband adopose, which
forces many 1o deiiver roment t-
lored w the lowest common de-
nomicatce of disl-up osees. Se how
doss the broedband wordd manpli-
fy aad sutomate che deiivecy of
tnedis rich cantem?

It mokes yeue te rever back
1o the basics end take 2 logk st the
layers of the Open System
Interconpection (OSD model,
wiich retves s the architectursl
brancwork fou cootent defivery, and
underseend bow # aow technalogics] ad-
vence has the power 10 add weelligenee
o comeal routng decisiony ar the nct-
work layer, providizg ew levels o consert
qulity 10 both broanbgnd and didd-op
{atemet vaars,

Tre T-laver 05| modet
The O model 19 the stepdasd de-

2 CENDECEMBER 2R
git-4 B4 W34

seription for how mosages-sad con-
tent-should be mansaurted betwses any
two poinus In a petwosk This fromework is
broken into sewer lavers of functions thar
wlor phiez 11 2ach end of a commuricadap.

Apphcation (Layer 7). This layer sap-
pors spplicarion sud cod-ucer procecces.
Quallty-ol-service i genenally idemnified,

uzcr suthenticadon and privacy sic wa-

OSl model

Fgoro L Tha sevads tapues of sha Opan Sypyeam
imterconnection medal.

sidercyd and sy constraint on datx wRiex
arcidentified. Bverything s this layer s op-
phicadionrpecific. This layer provides ap-
plicacen seevieey for Bl tassfery, e-mal
anc ocher network softwane sorvioes.
Presentedon (Layer 6). [his loyer pec.
wder mdependerce from diffcrences in
data tepresenestion {eg. cocrypiiond by
transisting from spplication 10 neparark

Likirirst

format. The preseaiation kyor wotks to
transfoem dats iotors form thar the appi-

_extion lsye: zan scoepr. Thix layer for.

fH:aty ALG CORTYPS Catd 5 e esut acToss
& Derwork, providiag frecdom from com.
padibility peoblems. Jeis somerimes catled
the gyntsx Javer,

Sension {Layer 5). This dayer cxab.
lishes, mannges and termrimaces coanec.
tives berween apploations. The
sewsion bayes sets up, coordiorin
and terpunacet convetsations. ex.
changes and dislopaca between
the applications at cach end. In
deals with saeion and connection
coordinadan.

Transport (Layer 4). Thos layer
provides tansparent wansfer of
iz beoween end sysreme, of hors
and fs responsible for endute-end
error rectwely xod How conteot [z
ensurcs complete dots wransfer,

Nerwerk (Laper 3). This bayer
provides ewitching and rodtiop
techaologies, erewing logival
pachs, known e virtoal circuirs,
for trumsmirting deo from node w
sade Rewring and forwacding sre
funcrions of s layer, 5 tre ad.
decasing. internecwodang, aver
handling. congestion contrel snd
Packet sequERCing.

Dana liak {Laver 2). Acthi
layer, daw packers re encoded
and decoded into bire e fur-
nizhas transmission protocol
krerwicdze and manugemery and
haadles errons in the physice] layer, fow
contrel and frame syachronization. The
dars Link Jayer iy dvided ato 1we sube
lsyers: The Medin Accens Control
{MAC) Juver s2d the Logical Link
Comurel (L1.0) layer. The MAT wub

wrpg) 20-10-38G
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lover consrals how & compuzer on tie
nevaork gains access to the data and
rovidey permission to trsnmmit it The
LLC lsyer controls freme synchroniza
tion, flow control snd stror shecking,
Phoyvical (Layse L), This axyer conveys
the bic seeansaclectrical mvpulse, gt oe re-
die signai-theough the network o the dec-
taicnd and modsmical level, It providex die
hardware mesns of snding and reusiving
dma oo 8 carmér, inchuding delning ¢
bles, cards and physical aspees.
“Teditionally; cocrent zetwoddng equip-
roetyt-ikich oo to movs kow. and bgh.
bandwdth et tn ond users-Amctions
2t layens 3 and 4. rouning Ineict weery
besed on their [F addresses and bandwidits
evailable & the destination server While
Layer 7 provides move informanon abowe 4
specific wer, r@m;bﬂaiuui.;ye:?m
formution i 1 titeconaaming, Tesource-
constrmoing cndoaver that is costly to -
" plenest for the resuls ackieved,

Erter Layer by

New technological advances have
been developed to creace richer profiles
argund [P tddresser, allowing for in-
SENReous Setikion. Making based sole-
Iv on informetion svaiighle ar layen 3
1nd % of the O3 Model. This pew in:
telligence=dubbed “Layer 4»"—bas the
poteatiad to revolutionize coprent deliv-
ety and make ibw prutnisc of broadbend
content a cost-effective reality.

Tarper 4o brings v vew bxtoss into the
Layer 4 decision.making process:
Geographiral god wpological information
abuout IP sddeerses allows companics 10
ynderstand where asen, soovers and con-
tent are lotoied Moce inteligent daw.
handking decitions caz be made st this lay-
w2 that wllow for the opsimined dedivery of
broadband cootent.

With this imslligent touting, visitons
caa instanthy be differestisted and rerour.
«d based on facton such a1 city-level

84 CED/DECEMBER 2002
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2inirgrrst

This newitntclligence,
dubbed ‘T ayer 4+, bas
the potential to
revolutionize content
delivery and make
the promise of broadband
content g cost-effective

A reial‘:ty
geogaphy; com:gwa 1ype (broadband
uz. dial-up): serwork ropology; 2ad wser

type and priezity.
Ay enbanced vivibility into 2 vivitory

" profle becomss possibic #t the lowar net

woriang levely, coteTpucs mad seTViCeS
providess wili be able w:

* Instantly differentute berwaes huh
bendeidth and kow bandwidth vieor,
yerving tich consent 1o cable modem wsers
and strpped dowm content w0 dialap users.

* Rouge visitors 1 rervers based on
econcetion type and location. For reample
a brroadband wser gy be routed to 4 Lo
egeszed, yrographically sad wopolog-
cally dlowr soreeri 1o omble bemer Qod
1ad optimize the ddivery of hzgh
bandundip sontear

Getting tha informbticnA Herculean taxk

One of the major hmidng factors re-
gurding (he abifint 10 obrain Layer 4= in
formayion i+ the enormiry uf the msk
Laycre 4+ routing it dependent on the pra-
analysis of the ekire [P address space.
There are moss thin 4 biliian possble 19
adcivesnes, end detaded saniyvis of cach of
them s & Herculoan sk, evpeaally in
2ght of the facr that TP sddresses we con-
uanty being uaigned, aliocated, realle-
cated, moved ead changed due to mutens
being moved, entecprises being astigned
IP sddresszs or moving, srd petvorks
being butlt or changed,

la order to I22p up wich these
thingo, complex slgodhrns. bandwidts
Mcasuremcal and mapping techaciogy,
1nd €nely tuned dedivery mochanismy

T3lg0-m0i3  wiyk:ge  2-1i-20¢
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azi: aeceweary. Opce all of the [P space
is analyzed, cach sddress must be pe-
ticdieally updated 1o reflert changes
in the [P address informativg,
This procest i anslogous 1o
Intemet search engine spider-
[ng s ity enormity, yot coquires
Esr deeper leyon of inteltic
gener to keep the informe-
ting sbout the coneiantly
changing 4 billios-plus 1P ad-
diesses curreat.

“While this task is deunzing,
this s exactly what allows ttom
ietdligent Layer 4 decidons w
b made.

FHow it works'
"Using infoemarion st reies on
bt the neswirk topology and the e
ogaphic proggity of £ vses w conset,
more intelligeor dechions can be rde s

With current spproaches, if a uter ard
the comzent being scroased are of the
sume aetwark, the user i Jicely to basent
vy that server. This would be the care e
gerdiess of the physical distmnce between
the user and the serves, whother the dis-
Yanee Is 100 milet or 1,00C miles.

Usiag more iarelligom rounng rech.
nology, coatent can be mote dfectively
Jhsttibnsd 22 the Layer 4 level So now, (-
stead of concent being “dumbly™ ronmeed,
the "nesrpem” of comtent-sougser is oal-
wulitcd based on the grography and set.
-wock repology betwoen the uter snd the
server faoms thet hoid tha cooment being
accessed, Funhanmors, from the wpo.
rogionl aad geogesphical informmtinn thar
is mxeacted from an [P sddrens, 2 i pos-
abiso deteey the wpeed of an Intermet do-
vice, allowiog brosdbiad contenr
providers o etop wasting bandwicth and
soart serving modia APPrOpTise: contenr o
high-speed rurfers.

Confignt custornization Snd comirot
While the lbiiiqr to mare efectvely
toute trffic Lone is a compelling argu-
eneer fioe this recimology, dierz is 3 "boans”
fastute chat maloes 1t oven more sppeslag
The ability w cysomize and control me
delivery of rostant based ont the goo-
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With :Ez's new,
mielligent routing

approach, streanting
networks and
Web sites will be able
to instantly recognize
detatls about users based
only on their
P addresses, permutting
a higher QaS for

broadband users....

Lisirgrese

praphic informrdon collrered about
a0 1P address.

. S0 not only ot brosdband coo-

. e be optnixd for defocry fram
, & actworking porspertive, but bt
e alw b opeirmimed fox de
lecy fom ¢ rloveacy per
specuve, mad coa be con-

N With contcnt custoimdstion
(€ control, eatcrpriscs, service

* providest xnd reniers cap provide the

ook, feel and wabihty oo them Web dite
frem the tme o Web sorfer Frer vise
{~somediing chat was pearly unpemibie
to accomplsb withour uscrs scrually
sharing information ebour thomeetves,
This cloatly lacrenses the porermial au-
dience of apy sive thay is strempring to
sddrest ond wtitact an orherwite yn.
knowrn st of its visitory, 1nd has fysther
inplicenions from the randpoint of be-
ing & “good cotporste citizen.”

Fual {or the brogdband fire?

With this sew, mntelligen: rouring ap-
proach, sreaming necwori #nd Wb sives
will be able to instantly recognize dewds
about users based oaly on their IP ad-
dresses, permintdog 2 higher qoaliry of ve-
wice for broadband usars while matsin-
ing & tore basic service for dial-up vaen.
The shidity 1o conteal and cuseomine con-
rent will enahle mors wrgered, media
rich ¢ontent to b delivered to broad:
bend urtci-fusthet acomtuaing the dif-
feronees in expericnce between brosd.
baad and traditional dial-ap users, That
could contifrue to sl the broadband firc
and help sexplify the process of debivesing
on the preenise of broadband, &
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