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individually and on cehaif of : -
all others similarly situated, :
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v. :

NETSCAPE COMMUNICATICNS
CORPORATICN and AMERICA ONLINE,

INC.,
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Plaintiff, individually and on behalf of all others
similarly situated, by her attorneys, alleges the following upon
information and belief (except for thcse allegations pertain:ing
to piaintiff, which are based on personal knowledge), after dus
investigatlon by their counsel.

NATURE OF THE ACTIOﬁ

1. Plaintiff brings this action on her own behalf and as a
class action on behalf of.a class (the “Class")‘consisting of
plaintiff and all other persons or entities whose electronic
communications have been intercepted by defendants as set forth
pelow, to recover damages caused to the Class by defendants'
theft of their private information in violation of the Electronicz
Communications Privacy Act and the Computer Fraud and Bbuse Act.

2. Unbeknownst to the members of the Class, and without

their authorization, defendants have been spying on their
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InterreT acsi-ositiEs. "Smartiownlsad,™ a product aiscriputaz oo
defendaﬂts to users of Hets;ape's "IZermunizator" wWeb browssr, -s
an electroni¢ bBugglng dev:cé. It secretly 1ntercepts elecIronic
coﬁmun;:at;ons between Web users and Web sites - communisatisns
to which deferdants are not a party. It then transmits the
contents of those communications - the name and location of £:les
being exchanged over the Web, which Web user 1s requesting a
given file and which Web site Ls providing it - back to
defendants. SmartDownload captures and transmits this
information w:thout the consent of either the Web site oxr the Weo
user visiting the Web site. This contipuing surveillances of the
Class members' electronic communications permits Netscape to
create a continuing profile of the Web site's and each wvisitor's
file transfers using SmartDownleoad.

JURISDICTION AND VENUE

3. Plaintiff brings this action pursuant to Sections 2311
and 2520 of the Electronic Communications Privacy Act ("ECPA™},
18 U.S.C.A. §§ 2511 and 2520, and Section 1030 of the Computer
fraud and Abuse Act ("CFAA"}, 18 U.S.C. § 1030.

4. This Court has jurlsdiction pursuant to 28 U.S.C. §§

1331 and 1137.

3. Venue is proper in this District pursuant to 28 U.s.C.

§§ 1391(p} and (c). Each defendant maintains a permanent

pusiness office i1n this Discrict.
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defendarts, arrectly or indirzectly, used the means and
instrurentalitles of interstate cirrezrce, :acluding lnterstans
telephore commun:ications and the Interner.

THE PARTIES

7, laintiff Sherry Weindorf has used defendants'
"SmartDownload" software to downlcad files from Web sites a1 z-=s
Internet.

8; ‘Defendant Netscape Ceommunications Corporation
{"Netscape") Ls‘é Delaware corperation with business cffices ain
this Distrlct at 260 Madison Avenue and at 599 Lexington Ave, New
York, NY, and principal executive offices at 501 E. Middlefield
Road, Mountain View, California. WNetscape offers a broad range
of Iﬁternet-related products and services and 1s best known Ior
its popular Web browser, Netscape Communicator, formerly known as
Netscape Navigator {collectively referred ta herein as
"Communicator™), and its principal Internet site, NetCenter.

9. Defendant America Online, Inc. ("AQCL") 1s a Delaware
corporation with business coffices in this District aE 45 West
18th -Street, New York, NY and tts principal place of business at
22000 ACL Way, Dulles, Virginia. Defendant Netscape 1s a
subsidiary of defendant AOL. According to ACL's corporate Web
site, AOQL

1s the'worid's leader in interactive
services, Web brands, Internet technologles,
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nyer and Jigital City, Inc.; the

ape Netcenter and ACL.COM portals; the
cape Navigatcr and Communigator Rrowsers;
AOL MovieFone, the nation's #1 movie listaing
guirde and ticketing service; and Spinner.com
and NullSoft's Winamp, leaders in Internet
music. Through 1ts strategarc alliance with
Sun Microsystems, the company develops and
cffers easy-to-deploy, end-to-end e~commerce
and enterprise solutions for companies
operat.ng 1n the Net Economy.
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CLASS ACTION ALLEGATIONS

10. Plaintiff brings this action as a class action under
Rules 23{a}, 23(b!{2), and 23(b) (3) of the Federal Rules of Caiwel
procedure on behalf cf a class consisting of plaintiff and all
other United States persons or entities whose electronic
communications have been intercepted by defendants by means of
rhe SmartDownload software, as more fully set fofth below ("the
Class"). Excluded from the Class are the defendants herein, any
subsidiary. of either defendant, all employees and directors of
either defendant cr any subsidiary, and the legal
representatives, heirs, sucﬁessors or assigns of any such
excluded person or enticy.

11. The Class 15 SO numerous that.joindér-of all members .3
meract;cable. The members of the Class number in the millions.

The members of the Class are geographically drspersed throughcut
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L2 Sigintiff's claims av2 Tygolcal oI Tne claiws I oirs

other mamrbers 2f ztns Class, as plawntiif and all otner =emgars -3

the Class wezs Lnjured 1n exactly the same way - by tne

(a1

intentional theft of their private informatien in violation oI
federal law as complained of here:n, plaintiff will fairl, &=z
adeguately protect the interests of the other meﬁbers cf tne
Class and have retained c0unsel_competent and expeflenced in
class acticn litigation.

13. Plaintiff has no interests that are contrary Io or In
conflict with these of the Class.

| 14. A class action LS superior to other available me:zhcds
for the fair and efficient adjudication of this controversy.
Since Lhe damages suffered by individual Class members may be
relatively smail, the expensé and burden of individual litigact:icn
make 1t virtually impossible for the Class members individually
to seék redress for the wrongful conduct élleged.

15. Plaintiff knows of no difficulty that will be
encountered in the ﬁanagement of this litigation that would
preclude its maintenance as a class action.

16. Common guestions of law and fact exist as to all

members of the Class and predominate over any questions afiec
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cencerted action or common course of conduct complained ¢l anaz
< whether the members of zhe Class have sustainea
damages ana, :f so, the proper measure of sucn damages.

SUBSTANTIVE ALLEGATIONS

©7. Netscape has nc bona fide existence :ndependent of
AOL. In November cf 1398, defendant ACL égreed to merge w;ﬁ:
defendant Netscape iwhich was at the cime publicly heid: in
exchange for AQL stock.

18, The merger was accounted for as a pooling of interss
rransaction. |

19. Since the consummation of the merger, the operat.ons z3
AQOL and Netscape have been functionally merged and inextricably
intermingled, as detailed in AOL's press release dated Novémbe:
24, 1938 and in Item 1 of AOL's Annual Report on Form 10-K for
the year ended June 30, 1999.

20. They routinely provide each other with financiral,
managerizal, and informational resources, physical infrastrcu

and ince.lsctual property without compensating each other

accounc:ing for such use,
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agreement with AQL.

23. SmartDownlseg facil:itates the zransfer of large I:iles
over the Internet by permitting a transfer to be resumed R -3
interrupt=ad. Flles wnat nave been corpressed using a particuls:s
method have file names ending with ".z:p" and are known as "z:
files.,” (=2rtaw.n progranm flles, wh;ch can bhe executed, nave 1’2
names ending with ".exe" and are Xncwn as "exe files."™ Tne only

-

types of files that SmartDownload will download are zip files anz
exe files.

24, The program used to install Netscape's Communicartor
browser is over twelve megabytes in size. It takes at least 2
half-hour to download a file of this size using an ordinary

relephcne modem.

25, Defendants enccurage anybody seeking to install cr o
upgrade Communicater to first download SmartDownlcad.

26. Once SmartDownlcad is downloaded and running on a Weo
user's computer, it autcmatically connects to Netscape?s Eil

éervers and downloads the installaticn program for Commun:catzz.
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iAstal.irg 1T, CSMAMUNICATOr 24ToTétiza.ly Sreates and siorss T
rhe Web user's computer a small text file <nTan as 2 “cooelal "
Netscape's cockie contains a Jnigue and inchanging string <f

characters that :s d:fferent Irom the string placed by
Commuricacss L0 any OLhier CooKlg On any otner tomputer. TrnLs
yn.que StIlng Eerm.ts Netscape's cookig Lo function as a <08 i
electronic igenctificat:ion tag 1n future communicacions wiTn
Netscage.

29, Many different Web sites can place many different
cookles on & SLngle computer, Cookles were criginally :ntenzac
provide temporary 1dentification for purposes such as electron:i:
commerce. For example, an online retaill Webh site can use &
~sokie to permit a consumer €O shop through a series of Web oagss
while adding 1tems to an online shopping cart, and to buy therm,
When a consumer-clicks on a link to add an item to his carz,

r

~smmunicator sends the contents of the cookie tc the retail

along with a reference to the item that the shopper wants TO Dui.

natabase programs on the retailer's computers autcmatically

i

2 Sarapase record in which the 1item 1S assoclated wo:n

idencifizatian string from the cookie. When the consumer +~ants
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particular ccmputer. Moreover, this unique rdent:fication
1S5 not :andom..but 1nsread reflects specific information abcas
the particular Web user. The contents of the Netscape ock:ie
inelude the Internet address of the individual computer through
which the user 1s connecting to the Internet and the exact secgrl
in time when the cookle was created. Defendants refer Lo =as
combinataion of these two pieces of cookie ;nfo:mation as a "User
ID." If the user has provzded his email address to defendant
Netscape Dby reqléterlng at Netscape's NetCenter web site,
defendants also cause the cookie to include the user’'s ema:rl
address.

31. Similarly, when SmartDownload 1s first installed, :t
creates and stores in a part of the Windows operating sysktem
xnown as the Registry a unique string of characters that
defendants refer to as the "Kéy" or the "UserID.” This "Key" o=

wUserID” 1s not randem but instead consists of the computer's

N TR
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32, After the user has installed peotn Tomminicator ars
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Smar-towninad, Smartleown_sad assumes from Communicactor tne

W

™

of deownloading various firles., Communicator 1tself could anz
weuld perform these downlcading zasks :I Smartlownlcad were nz:

instal.ed.

=l

33. hefaafter, each time a Wep user downloads any £:le
f;cm any site cn the Internet using SmartDownload, Smar:D&mnl:aﬁ
automatically intercepts the name and Internet address of tn=
file ard the Web site from which 1t is being sent and transniTs
that Lnfc;macion to defendants. Within the same transmissisn,
SmartDownload alsc includes the contents of the Netscape cooxie
previcusly created by Communicator and the "Key" previously
created by SmartDownload.

34, For example, if a Web user uses SmartDownload to
downlcad the setup program for Microsoft's Internet Explorer

“vicroscft's Web site, SmartDownlcad will transmit to defendancts
rhe name of the setup file {e.g., "leSetup.exe”} and the Intarnst

address of the file within Migrosoft's Web servers (e.g.,
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site operators threaten the greatest potential loss of business

to AOL.

35. Defendants are using SmartDownload to eavesdrop.
are using SmartDownload to intercept and obtain information azc.
communications to which they are not a party. Moreover, by

iacluding the contents of the Netscape cookie and the

e T I R N T T D L T e

smartDownload Key in the transmission, they are intentionaliy

p:ovxdlng themselves with all of the information that they need

Py - -

o create moment-by-moment profiles of file transactions by opczn

r

ndivizzal Web users and individual Web sites.
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COUNT I
L

(Interception And Use Of Electronic
Communications Under The ECPA)

. 2laintifi repsats and realleges =ach and every

allegation contained accve.

jointly and severally, pursuant o Sections 2311 and 2327 o tre
ECPA, 18 U.5.7. §F 25ii, 2520.
41. Seczion 2511 of the ECPA prov:ides, 1n part:

(1} Except as otherwise specifically
provided in this chapter any perscon
who ==

{a) intentionally Lntercepts, endeavors
to intercept, oOr procures any other
person to lntercept or endeavor to
intercept, any . . . electronic
communication;

{d) intentionally uses, or endeavors =o
use, the contents of any . . .
electronic communication, knowing or
having reason to know that the
information was chtained through the

interception of af{n} . . . electronic
communication in violation of this
subsection;

L] W w

12
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gzz7.3n 2IlL Z2'.a., Li', Any DEYEIn Whoss
"alezironls SSAMLNITETOST LS LnIfrcaceac
.o 2r wntentionally usad 11 violartion of
Tmi5 chapTer may 1n a fivil agtion recover
Zrom the person or entity wWn.ch engaged 1n
Trnat vo.olation such rel:ef as may be
apcrscopriate
'by Rel:2f.--In an action under tnis
sectizrn, aprroprrate relisf includes--
+1]1  such preliminary and other
eguirtable or declaratory relief as may
oe appropriatey

;2} damages under supsection {c) and
punitive damages in appropriate cases;
and

{3} a reasonable attorney's fee and
other litigation costs reasonably
incurred. :

{c} Computation of damages.--

* * L

(2) In any other action under this
section, the court may assess as damages
whichever is the greater of--

(A} the sum cf the actual demages
suffered by the pla:ntiffs and any
profits made by the violator as a

result of the viclation; or

(B} statutory damages of whichever

1s the greater of $1C0 a day for
each day of violation or $10,000,

¥ L4 -«
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43, Esozizr 2ZL0 2 zmne £0FA, s2zzing fxrth the zeli-itozns
= - = F " L - ™"
of the terms :n § 2511, defines "gerson” to include "any . . .

cartnership, association, 3c;nt sgock ccmpeny, Lruss, or
corporat-cn.” 18 U.S.C. § 251076). Each aefsndant 1s a
within the meaning of § 2511.

44. Section Z5.0 defines “elactrcnic communication™ oo
include "any zransfer of signs, signals, writing, lmages, S0ungs,
data, or intell:gence of any nature transmitted i1n whole sr in
part by a wire, radio, electromagnet:ic, photcelectronic or

"

photooptical system that affects interstate or foreign comrmearce,

wun

subject to exclusions not relevant to this action. 18 U.S.C.
2510{12). The Internet communication between the Class members
L5 an "electrornic communication” within the meaning of § 28il.
45. Section 2510 déf;nes "contants" of anrelectronic
communication to Lnéluae "any lnforfation concernlng th;
substance, purport, or meaning of that communication.”™ 18 UQS.C.
§ 2510(8). The file name, 1ts source, and the Internet
identities of the participants in that electronic communlcatlzn

constizute a part of the "content" of that electronic

communica=ion within the meaning of § 2511.

14
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apparat.s which can pe used O i1ntercept a wire, ora:, oF
slectranic comMmunicatisn, ' subject £ exclusicns not relevinn o
sh1s ac=ion. L8 U.S.C. § 2310{%5;. Smartlownload is arn
"slectrzonic . . device" wrzhin the meaning 2f 18 U.5.2. §

2510(5:. 3y using Smar:Downioad to sacretly ooctain the corntan
of thar elsctronic communication, each defendant "intercegts'
chat communicazion within the meaning cof § 2511.

47. By viztue of the foregoing, each plaintiff and each
memker of the Class 1s a "person whose . . . electron:c
communicacion 15 intercepted . . . 1In violation of this chapcsz”
within cthe meaning of § 2520.

48. Moreover, defendants intentionally use these

intercepted communicat:ons, and therefore plaintiff and each

nember of the Class is a "person whose . . . electronic

-ommunication is . . . intentionally used . . . in violation cZ
+his chapter” within the meaning of § 2520.
4%, By virtue of the foregeing, defendants are liable

-

laint.?¢ and the octher members of the Class for their vio_.ations

¥ )

of Sections 2511 and 2320 of the ECPA.

15
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52. Plainciff and che other members of the Class navae -z

i

adeguaze remedy at law for defendants' continued vioclation 37 <-
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COQUNT II
(Unauthorized Access Under The CFAA}

53. Pla:intiff repeats and realleges eacn and every
preceding allegation as 1f fully set forth herein.

54, Plaintiff asserts this Count against both defendants,
jointly and seﬁerally, pufsuant tc Section 1030 of the CFAA, -
U.s.c. § 1030.

55. Section 1030 provides in part:

{a) Whoever~

{2} intentionally accesses a computer
without authorization or exceeds
authorized access, and thereby obtains--

* * *

{C) informat:ion from any protected
computer 1f the conduct involved an

lg
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gnall be gaonisned 33 provizged un
sibsestoen T 2% tnils secticn
.setting fortn tne punishvvents,
1.2., fires and improsonment, for
offenses].

b} Whoever attempts o commit an

offense under subsection (a) ¢f this
section shall be punished as provided In
subsecticn o) of this secticen.

{g} Ary person who suffers damage or
loss by reason of a violation of this
section may maintain a civil action
against the violator to obtain
compensatory damages and 1njunctive
relief or other equitable relief. . . .
No action may be brought under this
subsection unless such action 1S begun
within 2 years of the date of the act
complained of or the date of the
discovery of the damage.

56. Sectlion 1030 defines the term "protected computer” =<z
include "a computer . . .which is used 1in lnterstate or forsign
commerce or communication.” 18 U.S.C. § 1030(e) (2} (B). Each
computer on which SmartDownload is installed 15 used in
interstate communications and is therefore a "protédted compuzar
wiéhln.the meaning of § 1030.

57. Section lb30 defines the term "exceeds authorized

access" To mean “"to access a computer with authorization and Tz

use such access to obtain or alter information 1in the comput2x

17
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Thar T°3 SIISESIY OLE T o2MT_T_oS3 37 1T oIntnaln o Iroz_T=r." Lk
J.3.C. § 1330 e A, 3, .5.73 Erzrzlc.-_cEd Tt segretl, TotEoC
caforrasL=n TonTainga 1n o Tre cTorgoot2rs ol Smartlownlcad assrs

about ~nac I1ls25 2r2 dewn.csazed, sac- aziendar:
campu:ér WITTSUT AUTNRCrLZATLON or excoeds auincrized access”
" within the mearing of § 1035,

58. Section 1030 def:nes the term "damage” to incluce
impairment to the integrity or avairlabilaty of . . . & syste”
. . that-- . . . causes Loss aggregétl:q at ieast $3,900 in va__.s
during any l-year period to one or more :indrividuals . , .7 13
U.5.C. § 1030(e) (8) (A). By using SmartSownlecad to secretly

obtain information contained 1n the computers of Class members

aboutr what files are.downloaded, each defendant has caused
"damage" within the meahlng of § 1030.

59, By virtue of the foregoing, defendantslare-liéb}e tb :"
plaint:ff and the other members of the Cléss for their vlélations
of Sectien 1030 cf the CFAA.

60. Since SmartDownlcad was not available until November of

1998, this action is timely as to plaintiff and each member of

the Class.

61. Defendants' actions complained of herein were
conscious, intentional, wanton and malicious, entaitling plainciff

and the cother members of the Class tc an award cof punitive

damages.

18
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. Tla_=7. I a1 tnz zongr varoar3 I oTns Tlsss otz omot
adeqguats gMeldy =T LF 2z z2gfzraz-t3! zortinLsd toolaTice Doz
TTRA.

JURY TRIAL DEMANDED
Plas-z.37 zemands a zr:al by sury sn all Lss.es SC TZ_sc.3.

WHEREFORE, plaintiff, on behalf of herself and the wswonercs
of the Class, prays Ior judgment as follows:

a) declaring this action to be a proper ¢.ass aIIl:-
and certify:ng pliainti:ff as a proper representative of the Tlass
under Rule 21 of the Federal Rules of C;vxl Procedure;

_ o) declar:ng that defendants' acts alleged above
viclate the ECPA and the CFAA as alleged herzein;

¢l preliminarily and permanently enjoining defendants
from pursuing the course of conduct complained of herein;

| d) awarding compensatory and statutory damages 1n
favor of plaintiff and the other members of the Class against
defendants, jozntly and severally, for the damages sustained as a
resulc of the wrengdeings of defendants, together yith pre- and
post-judgment interest thereon;
| e) awarding plaintiff and the other members of the
Class their costs and expenses incurred in this action, including

reasonable allowance of fees for plaintiff's attorneys and

experts, and rermbursement of plaintiff's expenses;
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Of Counsel:

Michael J. Boni
Neil Glazer
KOHN, SWIFT & GRAF, P.C.
One South Broad Street

_ Suite 2100
Philadelphia, PA 19107
{215) 2389-1700
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