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SHERRY AWEINDORE, : CIVIL ACTION NG’. ~ i 9
individually and on pehalf of :
all others similarly situated, :

ISTRICT COURT

)
SCUTHERN DISTRICT QF HEW YCR¥

Plazntiff, : CLASS ACTION COMPLAINT
V.
NETSCAPE CCMMUNICATICNS

CORPCRATICN and AMERICA CNLINE, : .
INC- ) : |a|
: !

pDefendants. : R g
: g.5.D.C v N.Y.

Plarntiff, individually and on behalf of all others

similarly situated, by her attorneys, alleges the following upen
information and belief |except for those allegations pertaining
to plaintiff, which are hased on personal knowledge), after dus
investigation by their counsel.

NATURE OF THE ACTION

1, Plaintiff brings this action on her own behalf and as a
class action on pehalf of a class (the "Class") consisting of
plaint:1ff and all other persons or entities whose electronic
communications have been intercepted by defendants as set forth
below, to recover damages caused to the Class by defendants'
rheft of their private informaticn in violation of the Electronic
communications Privacy Act and the Computer Fraud and Abuse AgTt.

2. Unbeknownst to the members of the Class, and without

theirr author:ization, defendants have peen spying on their
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defendants to users of Mezfscape's "Temmunicator'" Web browssrn, L3
an elecw=ronls bugging device. It secretly 1ntercepts eLeciion.:
commurn.sac.ons between Web users and Web sites - communigatiins

ro which defsndants are not a party. [T then transmits the
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contents of those communications - the name and location cf
being exchanged over the Web, which Web user s requesting 2
given file and which Web site 15 providing 1t - back to
defendants. SmartDownload captures and transmlts this
information w:thout the consent of eicher the Web site or the Webd
user visicing the Web site. This centinuing surveirllance of the
Class members' electronic communications permits Netscape to
create a continuing profile of the Web site's and each QlSlto:'s
file transfers using SmartDownload.

JURISDICTION AND VENUE

3. Plaintiff brings this action pursuant to Sectlons 2511
and 2520 of the Electronic Communications Privacy Rct ("ECPA"},
19 U.S.C.A, §§ 2511 and 2520, and Section 1030 of the Computer
fraud and Abuse Act ("CFAA"), 18 U.S5.C. § 1030.

4. This Court has jurisdiction pursuant to 28 U.5.C. &

1331 and 1137.

3. Venue is proper in this Discrict pursuant te 28 §.3.C.

§§ 1391(b) and (c). Each defendant malntains a permanent

wusiness office 1n this District.
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: @ 2Cts and conduct complasred <,
defendarts, arrectly or Lndirectly, uased the means and
instrurentalities of :nrersrtace comrrerce, rnacluding lnterstate

telephone communications and the Internet.
THE PARTIES

7. Plaint:ff Sherry Weindorf has used defendants'
“SmartDownload" softwere to download f£iles from Web sites on t-a
Internect.

8. Defendant Netscape Communicat:ions Corperation
("Netscape") 1s a Delaware corporation with business offices in
this Disrrict at 260 Madison Avenue and at 599% Lexington Ave, Nzw
York, NY, and principal executive offices at 501 E. Middlefield
Road, Mountain View, California. Netscape offers a broad range
of Internet-relared products and services and 1s best known Ior
its popular Web browser, Netscape Communicator, formerly known as
Netscape Navigator (cocllectively referred to herein as
"Communicator™), and its principal Internet site, NetCenter.

9. Cefendant America Online, Inc. ("AOL") is a Delaware
corporation with business offices in this District at 43 West
18ch -Street, New York, NY and its principal place of business at
22000 ACOL Way, Dulles, Virginia. Defendant Netscape 1s 2
subsidiary of defendant AOL. According to AOL's corporate Web

sitae, AOL

15 the world's leader in interactive
sarvices, Web brands, Internet technologtes,
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ars e-Iommerce services. EmerLca OnllnE, LnT.
cgerates: Americd Znline, with more nan 23
million members, and Compulerve, wWith mere
than 2.7 mili.gn merbers, Ine Zompany’'s twe
worodwide Incernet servicss; several leading
inrernet branags including ICY, AGL Instant
Messanger and Digital City, Inc.; the
Mlerscape Netcenter and ACL.COM portals; the
Nerscape Navigator and Communicator browsers;
A0L MovieFone, the nation's #1 movie listing

guide and ticketing service; and Splnner.com
angd NullSoft's Winamp, lesaders 1n Internet
music. Through its strategac alliance with
sun Microsystems, the company develops and
cffers easy-to-deploy, end-tc-end e~commarce
and enterprise solutions for companies
operating in the Net Economy.

CLASS ACTION ALLEGATIONS

10. Plaintiff brings this action as a class action under
Rules 23(a}, 23{b}{2), and 23(b} (3} of the Federal Rules of Ciwvil
Procedure on behalf of a c¢lass consisting of plaintiff and all
other United States persons or entities whose electron:ic
communications have been intercepted by defendants by means of
rhe SmartDownload software, as more fully set forth below ("the
Class"). Excluded from the Class are the defendants herein, any
subsidiary of either defendant, all employees and directors of
either defendant or any subsidiary, and the legal
representatives, heirs, successors or assigns of any such
sxcluded person cr entity.

11. The Class 1s so numerous that joinder of all members :s
meract;cable. The members of the Class number 1in the millions.

The members of the Class are geographically drspersed throughcut
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mra _n_me% 3ta2uzs,  The eszczt o-uroper I 7.35% rerners U5 _nr -
az this zT.me

L2 Plazntiff’'s clatms 272 L,DLT&L 2L oIne Clains 2Iotrs
ather marbers 2% tne Class, as plawmntiff and all otnegr meppars o3

rhe Class wera injured 1n exactly the same way - by tne

intentional trheft of therr private informaticn in viclation oI
faderal law as complained of herein., Plaintifi will Zaix.
adequately protect zhe interests of the other mempers of tne
Class and nave ratained counssl competent and expefienced in

class action litigation.

2, Plaint:iff has no interests that are contrary Io o¢r in

.

conflict with those of the Class.

14. A class action 1s superior to other available mezncds
for the fair and efficient adjudication of this controversy,
Since .Lnhe damages suffered by individual Class members may be
relatively small, the expense and burden of individual litigat:icn
make it virtually impossible for the Class members individually
to seak redress for the wrongful conduct alleged.

15. Plaintiff knows of no difficulty that will be
encountered in the management of this litigation that weould
preclude its maintenance as a class action.

16. Common guestions of law and fact exist as Lo all

mempers of the Class and predominate over any questions affeccting
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taw and fact TIrmmon TIoTne T.as55 srs
4 xmgTner selendanis' 2CT§ 35 2Ll8Ied nars.n
viglatTez tr= ITFA anz/or Tne ITTARS
c anetner delendants SAZTLIIIPATE2T N and Durs.LEl T3

ccncerced action or cemmon course of conduct complained ol anz
< whether the members of the Tlass have sustalres
damages zn3, :f so, the proper measure of sucn damages.

SUBSTANTIVE ALLEGATIONS

~}

17. Netscape nas nc bona fide existence .ndependent of
A0L. In November of 1398, defendant ACL agreed to merge wiin
defandant MNetscape iwhich was at the time publicly helid: in
exchange for AOL stock.

18. The merger was accounted for as a pooling of interes:ts
rransaction.

15. Since the consummation of the merger, the cperat.cons ol
AOL and Nerscape nave been functionally merged and inextricanly
intermingled, as detailed in AQOL's press release dated Novembex
24, 1939 and in Item 1 of AQL's Annual Report on Form 10-K for
the year ended June 30, 1999.

20. They routinely provide each other with financiai,

P

managerial, and informational resources, physical infrastruso.

-

or

and inte.lsctual property wilhout compensating each othexr

ccounting for such use.
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. TU&, 2I% LS_nT LTUTEXnET IICLLIEr3 N30 Itner zsEsgn:
ander --=_r TI_TT ZonIIsl o ASCIMIoLEr 178 WIINGS SoMT.oastEL Ll
here:wrn,

2t Yewscaps Lntroducen EFrartlaoecload ln o loverper o LFiE,
virtuallh, sim.ltanecis.y Wity the e4szzzicn 97 The merger
agreement with AOL.

23. SmartdDownloaz facilitates tne transfer of large I..s3

over the internet by permitiing & transfer to be resumed LI .T i

interzupted. Files tnat Nave peen corpressed using a partigulscs

method have f:le names ending with ".z:p” and are known as "z.lg

—_— -

files." Certain program £:les, which can be executed, nave f1l:2

names eadirg with “.exe” and are kncwn as "exe files.” Tne on.y

rypes of files that SmartDownload will download are zip files anz

exe filles.

24, The program used to install Netscape's Communicanor wWso

browser is over twelve megabytes in size. It takes at least 2

half-houzr to download a file of this size using an ordinary
relepheone modem.

25, Defendants encourage anybody seeking to install cr o
upgrade Communicator te first download SmartDownload.
26, Once SmartDownload is deownloaded and running on a Weo

user's computer, it automatically connects TO Metscape's file

servers and downloads the installation program for Commun:icat
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- Jefzmn3m3 2.5 ®NICIZEI2 TLELTINE LI TletszagE’ s
Narm{a~-zr WEZ 3.1 Tt 1l :_:ai ar3 _nsti.l STarTicanloes ==
~mgw oz s moT LOSTRL_LNI DX LLFITEILTY IINULnLIETIC

o3 =ag frrzc vira TmET 4 MBS 38T r.ns Communcszator aliTsrs
LnErallirg Li, COTMUNLCATOr &J4ISME&TLCA-.; CrERTeS And 3TTres T

rhe Web nser's computer a small text file «ncen as a
Netscape's cookie contains 2 gnijue and incnanging string <z
characters that s different Zrom the string plated by

Commuplcazor Ln any Ouner Sookle on any oLner tomputer, Tnis

unlgue SLILNg £ermits Nerscape's cockie to function as a <ina i

11

-

electrzonic rcentification Lag in fFuture COMMUNICTAELLIONS Wi
Netscape.

29, Many different Web sites can place many differen:
cookies on a single cocmputer. Cockles were criginally internzaz
provide temporary identification for purposes such as elegtronic
commerce. For example, an online retail Web site can use &
~sokie To pErmit a consumer O shop through a series of Wep pagss
while adding items to an cnliine shopping cart, and to buy tham,
Whan a consumer clicks on a link t£o add an item to his carc,
~ammunicator sends the contents of the cookie to the retai_=r,
along with a reference to the item that the shopper Wantis to Ouy.

-

narapase programs on the retailer's computers avtomaticaily

- = o-

creazs & Zatacase record in which the item 15 assoclrated wi:In

identofigation string from the cookie. When the consumer ~3antsd
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o ZREeSe TLT, TeSMLrLIENIT O ESTIS ICS TTTALE 2TELT, 21LITT LTt T
ApprogrLate Iorranc.  Tne reta.l=2r's 1avicass Crogram gouLLI o oTUolid
racaros 2OREEL7LINY TA® IIrsuCer’s lIent.olLisatiin SIring, 27T %
Web gaje =.mrarLiitg Tne several 1I2TS LS cresentsd T2 Tre
consumarn,

15, Tne unigue sdentification information in Netscage's

cockie permits NeLscape IO track which of zhe millions »£

4ifferent IransmMLSSLORS Re 1LS Servers ovel time originate Irzm oz
particular zcmputer. Moreover, this unigue identrfication string
15 not rardom, but instead reflects sceclfic 1nformation abce
the particular Web user. The contents of the Netscape oock:ie

o

include the Interner address cf the :ndividual computer throu

(18]

which the user 1s cennecting to the Internet and the exact seccrl
in time when the cookie was created, Defendants refer Lo tne
combination of these two pieces of cock;e-lnformation as a "User
1p." If the user has provided his email address to defendant
Netscape by registiering at Netscape's NetCenter web site,
defendants also cause the cookie to include the user's emall
address.

31. sSimilarly, when SmartDownload is first installed, i%
creates and stores in a part of the Windows operating system
xmown as the Registry a unigue string of characters that
defandants refer to as the "Key" or the "UserlID.® This "Key" v

"UserlID® 1s not randem but instead consists of the computer’'s
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"Mazr.ons iU, NI .8 5 ETring I Ttarscisrs sogrili,lnr it
namg 12 TnET LNZIVLIZLEL ITTLLTEr, 33 The os2rlzl ~umzsr oo
gorirar  sToraZe vollre, ..&., oI Tns MUp M omars arive, Tols
imiges 5Tring rermicts the ¥ey T2 TincIiizt 33 ar 2dolTiTra.
giecororys Lasmrifizazion nag o oan faTuzE o ZoTILNLTAtLINsS ALt
Netscape.

32, Afzer the user has :installed potn Tommunlisator arc

Smartlownioad, 3martlcwn.cad assumes from Communicacor Tng tisc
of downloading various firles. Communicator 1tself could anz
would perform these downlcacding zasks 17 SmartCfownload were not
installed.

331. Theresafter, each time a Wep user downlcads any, I:pl=
from any site on the Internet using SmarzcDownload, Smartécmnl:aﬁ
automatically intercepts the name and Internet address of tne
file ard the Web site from which i1t is being sent and transm.iIs
rhat information te defendants. Within the same transmission,
SmartDownload also includes the contents of the Netscape cosKLe
previcusly created by Communicator and the "Key" previousl;
~reated by Smartlcwnload.

34, For example, if a Web user uses Smartlownload Lo
Jownload the setup program for Microsoft's Internet Explorer Z:zor

crosoft's Web site, SmartDownlcad will transmit to gdefandarcs

R
o

the name <f the setup file (e.9., "ieSetup.exe”) and the Internszt

address of the file within Microscft's Web servers (e.qg.,

10
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UmNUDD 3T ot otELLTLIZTEISTLILIT T TLIEn L3IIoLvzta L LY -k
sy ~lIm3 Wit ToLE oLmIrtaz_ocr, Imariloasltan s=-23 tti
romrests oo otne Wap o ousarz's RTSTagS IToalE 272 tne ZTaTili vl o=
“ay “-.5, Trco.an 3martlswnloan's sg,i-3, T.eTsSCag® TEN IZtE T
infarmatisn 2077 APg 5 downloading sbrzn versicn sSfoLts
CORDEeTLISr 'S DICWSEX.

iz S:milarly, Smarclownloag os2rs downlcad exe Iilzs T-a
can be usesd o Isnnect to - and IS Spen atoounts ALTh - 3TE.l
Tnterret Ssruice Pravidsrs Toat sompete dursctly with 2efsrlsts

informacion apcut ar which Web users are 100XKLng 1nto oSpe~iny
Intercel accoess accounts with AQL's competlitors: bl wnizin Weso

site operators are assisting those competlitors: and ¢) which W=z

te ACL.

36. Defendants are using SmartDownload to eavesdrop.

are using SmartDownload to intercept and obtain information acco.

communications to which they are not a party. Moreover, oy
1ncluding the contents of the Netscape cookie and the

smartDownload Key in the transmission, they are intentionaliy

re/y

o1

K

sroviding themselves with all of the information that they need

ro create moment-by-moment profiles of file transactions Ry

ndyyiacal Web users and individual Wepn sipties.

-

gy ———
-t
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SEIz-uarnE otever 1LET.I58 T oTre Tlass vemger: toat
SrartltTan.iald TIZimsTiliTs _rizrest_ - TI o 3tsTans
iz ZfmarTlourlzaz’s ToimsriIs.In i ottlE oz2%a .8
fanoTineall. LTISEL3TES IO LT A0.LI1T, TT O Y2s.T2 ATWhRlIsANs
COUNT I
{(Interception And Use Of Electronic
Communications Under The ECPA)
3%, Plawntifi repeats and realleges 2ach and every

allegation contained zkcve.

35, Plaintiff asserts this Court against both delendants,

ons 231L and 2527 I w2

i

=
=

O
ot

jorntly and severally, Sursuant

ECPA, 19 U.5.C. §§ 2511, 2320.

41. S3Seeczion 2511 of the ECPA provides, in part:
(1} Except as ctherwise specifically
provided in this chapter any persen
who ~-

{a) intentionally intercepts, endeavors
te iLntercept, or procures any cother
person to intercept or endeavor o
intercept, any . . . electronic
communication;

(d) intentionally uses, or endeavors <0
use, the contents of any . . .
electronic communication, knowing Or
having reason to know that the
information was obtained through the

interception of a(n] . . . electronic
communication in violation cf this
subsection;

u - -

12
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lins3 2 ILULER
- Ir =z _oze s.precn o1z
iz .- soizn B
wre LUFA CIrTULses, .7 oparc
~-L47epT A% groviaed oo
Lu', any SEersIn Whose
LI CSIMMLMLTET.IN LS LhTercentaes
N noens allivy wsed :n wvaiolation of
I-L3 chagTer may LD o3 CSLvil astion recover
Irom tThe persen or entilty wnlch sngaged in
wnat violazion such relirzf as may be
apgropriate
'y Rel:sf.--In an acticn under tnis
sectisr, appropriacte rel:ef :includes--
11} such preliminary and other
eguitable or declaratory relief 3s may
ce appropriate;

;27 damages under supsection (<) and
punitlve damages in appropriate cases;
and

{3} a reasonable attorney’'s fee and
other litigation costs reasonably
incurred.

tc) Computation of damages.--

* * *

(2} In any other action under tnis
section, the court may assess as damages
whichever is the greater of--

{4} the sum of the actual damages
suffered by the plaintififs and any
profits made by the violator as a
result of the violation; or

{8} statutory damages of whichever

1s the greater of 5100 a day for
sach day of violation or $10,000.

L a* w

13
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corporat:on.'  1E U.
within the meaning of § 231
44. Section 2510 defires "slactronig gommunicatiaon’ Ts
include "any transfer of signs, slgnais, wIlting, lmages, sounas,

data, or intelligence of any natdre rrarsmitted in whole zr in

part by & wire, radio, electromagnetic, photoelectronic or

s

photooptical system that affects interstate or foreign commaroe,

-~

subject to exclusions not relevant to this action. 18 U.8.2. §

- =

2510(12). The Internet communication netween the Class membe
Ls an "electronic communication” within the meaning of § 25il.
45. Section 2510 defines "contents” of an electronic

communication to include Many information concerning the

i

(%]

substance, purport, oI meaning of that communicaticn.” 18 U,
§ 2510(8). The file name, 1ts sSource, and the Internet
.dentities of the particilpants in that gelectronic ceommunicatizn
eonstri-ate a part of the vcontent" of that electronic

--mmunication with:in the meaning of § 2511.

[y
o
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“ 2Tz ZILT zelirEs . T2 TEan "tew ozl .
TINEr 2I9..31TL37 TIOTTE OIITISTIE = &~ _r=z, =_sTizi-_I, I
sral oews mIZRLLIN TCOIDLGR NS LEE 37 ETy SL2ITIZNLI, TEINENLTEL,
v mmesge mac_za " 1% 0 2 0. § ZELT 4 Sgecoion LELT dAsiinzs
"alactro-~_3, —eInan_7Tal, or sther dgvice" o wear Tany 2oz Tl

snls act.on. R U.5.C. § 23:i0{%;. Smarzlown.cad is an
"elactrznic . . . device" wizhin the meaning of 18 U.3.C. §
2310105 3y using Smar:Downlead to secretly 55Taln the ConUenIs

of that elsc-ronic communication, =ach defendant "intercepts”
that communication within the meaning of § 2511.

47. By virtue of the foregeilng, each plaintiff and eacn
member of the Class is a "person whose . . . electronsc
commUnLcation 15 intercepted . . . 10 violation of this chaprsr”
within zhe meaning of § 2520.

48. Moreover, defendants intentionally use these
intercepted communicat:ens, and therefore plaintiff and each
nember of the Class is a "person whose . . . electronic

—ommunication is , . . intentionaily used . . . in violation =

shis chapter” within the meaning of § 2520,

-

Q

43, By virtue of the foregoing, defendants are liable
claintiif and the other members of the Class for therr viclLatlilns

~f Sections 2511 and 2520 of the ECPA.

15
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z FomIE IrartioanlTal L33 et 33 lEsls Lrmil tcezeoz- :
<399, Tn.3 5ITTion U5 TiTel, 35 T2 £_ozict ff s o@ime mamoze -
Tng T.23s

z. Jlgnzanis' aciions cimpla.nan of rare_n Lers
ccnscls.s, LUIsrtional, warton and TaliToous, £mTitling Toa_nTois

and the ctner merbers of the Class to an award ol punizi—e

82, Plaintiff and the other members of the Class navs ~-

adequaza remesdy at law for defendanzs' continued violazion of

ECPA.
COUNT II
{Unauthorized Access Under The CFAA)
3. Plaint:ff repeats and realleges each and evervw

preceding aliegation as 1f fully set forth herein.
54. Plaintiff asserts this Count against both defendants,

. -

jointly and severally, pursuant to Secticn 1030 of the CFrA, L
U.s.c. § 1030.
55. Secrion 1030 provides in part:

tal Whoever-

{2) intenticnally accesses a computer
without authorization or exceeds
authorized access, and thereby obtains--

* b W

{C) informat:ion from any protected
computer 1f the conduct involved an

16
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gnall, be cuonisngd &5 £roUtLI8qg 1N
sipsaction T =f ::_% sacTiin
isezting Iorcn Ing gunishrernts,
t.e., fires and toprisonment, for
offenses]
b} Wheever attempts to CommitT an
cffense under subsection (g} of this
section shall be punished as provided .o
sipsection (o) of this secticn.

tg) Ary person who suffers damage or
loss by reason of a violation of this
section may maintain a ¢rvil action
against the violator to obtain
compensarory damages and injunctive
relief or other eguitable relief.

No action may be brought under this
subsection unless such action 15 begun
within 2 years cf the date of the act
complained of or the date of the
discovery of the damage.

56. Sectlon 1030 defines the term “"protected computer" =z
include "a computer . . .which 1s used in interstate or foreign
commerce or communication." 18 U.S.C. § 1030(e)(2){B). Each
computer on which SmartDownload is installed 1s used 1in

-

interstate communications and is therefore a "protected compurzecs

within the meaning cf § 1030.

57, Section 1030 defines the term "exceeds authorized
access" “o mean "to access a computer with authorization and

Luse such access to obtain or alter informaticn in the compu-t

17
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absout anatT fLl25 arLs 2oWn.saled, AcT aelendar:
computer wiITTIT 3UTACrization oOr excfeds auintrized acoess
within the mearning of § 1030,
58, Zection 1030 defines tne verm "damage” to incluze M"an,
impairment to the integr:ty or availapiiity of . . . a svsis~™

that-- . . . Causes LcSS aggregating at least $5,000 in val.s
during any l-year period to one or more tndividueals
U.5.C. § 1030{e} (8)(A). By using SmartDownload to secretly
obtain informarion conzained i1n the computers of Class members
about what files are downloaded, each defendant has caused
"damage" within the meaning of § 1030.

%59, By virtue of the foregoing, defendants are liable to
plainti1ff and the other members of the Class for their viclat:ions
of Secticn 1030 cof the CFAA,

60. Since Sma?tDownload was not available until November of
1998, this action is timely as to plaintiff and each member of
rne Class.

1. Defendants' actions complained of herein were

conscious, intentional, wanton and malicious, ent:itling plaintiff

and rhe scther members of the Class to an award of punitive

damages.
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WHEREFORE, plaintiff, on behalf of herself and the remoscrs
cf tne Class, prays for judgment as [olilsws:

al declaring this action o Deé a proper CLass £It.:I”
and certifying piaint:ff as a proper rapresentative of the {lass
under Rule 22 of the Federal Rules of Ciovil Procedure;

o) declar:ng that defendants' acts alleged apove
violate the ECPA and the CFAA as alleged herein;

cl preliminarily and permanently enjoining defandants
from pursuing the course of conduct complained of herein;

d} awarding compensatory and statutory damages 1o
favor of plaintiff and the other members of the Class against
defendants, jcointly and severally, for the damages sustained as a
cesult of the wrongdeings of defendants, together with pre- and
post-judgment interest thereonj

e) awarding plaintiff and the other members of the
Class their costs and expenses incurred in this action, 1ncluging
reascnable allowance of fees for piaintiff's attorneys and

experts, and reimbursement of plaintirff’'s expensesy

19
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