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DECLARATION OF PATRICK J. CAROME -

1, Patrick J. Carome, declare as follows:
1. 1amapartner in the Washington, D. C. office of the law firm Wilmer
Cutler Pickering Hale & Dorr LLP. I was lead counsel for Netscape Communications
Corporation and America Online, Inc. in the following litigations: Specht v. Netscape |
Communications Corp. and American Online, Inc., 00 CIV 4871 (S.D.N.Y.); Weindorfv.
Netscape Communications Corp. and America Online, Inc., No. 00 CIV 6219 (SD.N.Y.);
Gruber v. Netscape Communications Corp. and America Online, Inc., No. 00 CIV 6249
(S.D.N.Y.); and Mueller v. Netscape Communications Corp. and America Online, Inc., No. 00
CIv 01723 (D.D.C.)! (hereinafter, the “SmartDownload Actions”). I was aiso lead counsel for
Nefscape in connection with an investigation initiated by the New York Attorney General into
consumer protection issues regarding its SmartDownload product (hereiné.fter, the
“SmartDownload Investigation™). I have personal, first-hand knowledge of the matters stated
herein and, if called to testify, could and would testify competently thereto.
The SmartDownload Actions

2. The SmartDownload Actions were nearly identical in their terms. All four
actions alleged, among other things, that Netscape distributed a software program called

| SmartDownibad, which allowed users to pause or resume downloads of .Zip or .Exe Files from

the Internet. They alleged that Netscape and AOL violated the Eiectronic Communications
Pﬁvacy Act, 18 U.S.C. § 2510 et seq. (“ECPA™), because SmartDownload allegedly
“intercepted” a user’s communications by transmitting, during the course of a download and
unbeknownst fo the user, the URL address of the file the user was downloading, along with a
string of characters called the “key,” and a Netscape “cookie” (hereinafter, the “Behavioral

Data™).

! Mueller voluntarily dismissed his complaint on or about August 24, 2002,
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3.  The SmartDownload Actions also alleged that the same SmartDownload
feature violated the Computer Fraud and Abuse Act, 18 U.S.C. § 1030 (“CFAA™), by accessing a
computer w:thout or beyond the scope of authonzanon

4,  Throughout the course of the SmartDownload Actions, Plamtlffs pursued
various legal theories, including whether the Behavioral Data allegedly intercepted by Netscape
and AOL had been used for marketing purposes or had been shared with third parties.
Specifically, Plaintiffs were keenly interested in whether the Behavioral Data was being

| collected by SmartDownload to create “profiles” of Internet users that defendants sold, shared

with third parties, or otherwise used for financial advantage.

5.  Plaintiffs actively touted and pursued a theory that Behavioral Data may
have been directly sent by Netscape to a third-party advertising company named AdForce. To
support their theory, Plaintiffs sought discovery from Netscape and repeatedly questioned
Netscape regarding its dealings with AdForce. Netscape employee David Park was repeatedly
quéstipned during deposition about whether the Behavioral Data had been sent to AdForce.

Tmmediately following another deposition, Plaintiffs’ counsel stated that he was still actively

pursuing a theory that the Behavioral Data had, in fact, been shared with AdForce.

6. Plaintiffs’ active pursuit of this disclosure theory was further borne-out by a
Powerpoint presentation Plaintiffs made to Netscape and AOL in connection with their efforts to
settle the SmartDownload Actions. Attached hereto as Exhibit H is a true and correct copy of the
Plaintiffs’ Powerpoint presentation. That presentation — aimed at summarizing Plaintiffs’
liability case — contained an entire section entitled “Netséape Configured its Servers to Transmit
SmartDownload Information to AdForce.” See Ex. H at NET/SDL 00011318-24. In that section
Plaintiffs’ expressly stated that “SmartDownload was designed to send the Profiling information
directly to AdForce, not to Netscape.” Id. at NET/SDL 00011320. Moreover, the Powerpoint
presentation references a document located during discovery that Plaintiffs claimed “shows
direct communication between Netscape aﬁd its ad server.” Id. at NET/SDL 00011321.
Plaintiffs concluded this section of their presentation by stating that in early 1999, “Netscape and

AdForce entered into a License Agreement that explicitly required Netscape to provide

USLDOCS 6016815v1
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-1 || demographic data about users of its products to AdForce in exchange for certain services from
2 || AdForce.” Id. at NET/SDL 00011324 | '
3 7. Plaintiffs in the SmartDownload Actions prosecuted their claims
4 {|substantially upon the basis of their theory that users’ private information had been shared with <
5 | advertisers. Despite Netscape’s and AOL’s denial (and evidence pfesented to the contrary),

.6 Plaintiffs doggedly pressed this theory until shortly before the acﬁonsrultimately settled.

7 The New York Attorney General Investigetion
-8 8. In nﬁd-SeptemBer, 2000, I was asked to assist Netscape in connection with |

9 |{an investigation by the New York Attorney General (NY AG) into consumer protection issues 3

10 reIaﬁng to its SmartDownload software. This investigation was initiated by a letter dated a

11 || September 8, 2000, which detailed the subject matter of the NYAG’s investigation (the é

12 || “Iitiation Letter”). Attached hereto as Exhibit I is a true and correct copy of the Initiation :

13 |[{Letter. |

14 9.  The Initiation Letier stated that the NYAG’s “interests” include Netscape’s

15 pracﬁces related to “data transmission, use, retention, and transfer.” Ex. Iat

16 ||NET/SDL00010050. Indeed, the Initiétibn Letter expressly requested that Netscape provide,

17 {| within 20 .days, information that details the “[hlistory of transfers to third barties.” 1d. at

.l 8 ||NET/SDL00010051. Based on this, I was not surprised fo learn that one of the NYAG’s primary

19 || concermns was whether there had been third-party disclosure of users’ information collected by

20 SmartDownload. Although the NYAG’s concern was ultimately determined to be unfeunded, I

21 | spent substantial time and resources fesponding to the NYAG’s disclosure inquiries and working

22 |{to persuade him that 110 such disclosure had oceurred.

23
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10. Attached hereto as Exhibit J is a true and correct copy of a report prepared
by @stake, the company our firm retained on behalf of Netscape to comply with the terms of the
Assurance of Discontinuance executed by Netscape.

I declare under penalty of perjury of the laws of the United States of America that

the foregoing is true and oorrect

Executed this _L day of January 2007 at Washington D.C.

G

Patrick J. Carome

[
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STATE OF NEW YORK
OFFICE OF THE ATTORNEY GENERAL
www.oag.state.ny.ns
ELIOT SHITZER ' ‘ DierricH L. Snew,
Attomey General . Depuly Attomey General -
; : | Division of Public Advocacy
DAVID A. STAMPLEY : : CAITUN J. HALLIGAN
Assistant Attormey General, Intewmed Buregy Assistant Altomey General in Chargy
Voice: 212416-8332 Fac 212-416-8359 Internet Buresy
davidstampley@oag. stale. y. s :
~ Sept, 8,2000
Paul T. Cappuccio, Esq.
Sr. Vice President and General Counsel
America Online, Inc,
22000 AOL Way
Dunes. VA 20166-9323

Dear Mr. Cappuccio:

We are examining consumer protection issues related to background Intemet communica-
tions software embedded in Netscape consumer software products and data collected by the
communications software. With this letter, we are asking you to pmwdc mfonnahonrelatmg
to thscapc softwarc mcludmg SmmtDownload. . ] -

IEEIRE PR =t 0w r TR B JT L WEIEES T i LT G

- -.--a...--.- TiaTe, A g et D L e e m

O interests include the availability and content of the company’ s notice 1o consumers about
the comununjcations software, the software’s performance, and the company’s practices
relating to product installation and data transmission, use, retention, and transfer. Regarding

~ any decisions you have made to modify or terminate use of the product, we want to leam
about the avmlablllty to consumers of nofice and deinstallation routines and a.ny changes in
the company's collcction, use, retention, and transfer of the data.

In the requests contained in this letter;

= “Inchding™ means “incleding but pot limited 10.”

o “Communications sofiware” means a software component rc51dmg at least in parton a
consumer’s PC, imbedded in or ﬁmctionally linked to consumer software, and capable
of transmitting data from a consumer’s PC to 2 Web-based server,

SPM (098

120 Broadway, New York, NY 162710332 ® (212) 416-2433 @ Fax (212) 4165369
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Sept. 8, 2000

«  “Consumer sofiware” meens a consumer PC softweare product that includes a communi-
cations software component.

«  “Document” means a commumication expressed in any medinm, including hardcopy as -

well

digitized image, audio stream, or recorded telephone announcement. For purposes of this

as machine-readable form such as a compirier text file, pop-up message, email,

request, “docurnent™ docs not include machine-language, object code, or source code
. forms comphuter program execution instructions.
» “Company” means the company owning or controlling the software at the time of a
documerit’s creation or receipt. ’ :

Unless atherwisc'indfgarei rbg subject manter of the following -requests is limited 10 the
documents and information relating to the company s comnumications software.

We reqguest that vou provide all 3 +thi -

Docwnents: -

1. Pressieleases

2. Litigation documents of record

3. Responses to non-litigation complaints received from outside the company

4.

Consumer-directed docurnentation or notice, whether included in or scparate
from consumer software, and including:

T oA fustallation instructions

b. . descriptions of data collection, use, retention, and transfer

c. ~ deinsrallation instructions

d. privacy statements

Samples of all report types that jnclude data commumcatcdfrom any consumm" ]

PCand reporis derived fioin such daga - - - — m sl ser

Design, fimction, and implementation descnptmns, Whethcr for company or

external distribution, and including those contairicd in manuals marketmg mate-

rials, and memoranda

Information, or reference to 8 provided docnment, that describes or identfﬁgs;:

1.
&

9.

0.

Past and pending legal actions

Past and pending government or regulatory actions and investigations

History of modifications 1o collection practices, including development and
announcement of deinstallation routines and termination of data collection

Regarding data directly or indirectly derived from the communications software:

a Volume of existing data
b.  Velume of purged data

c Date mmge of eollection

SPM 0699

128 Broadvray, New York, NY 102710332 @ (212)416-8433 @ Fax (212)416-K365
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...;92/14/;2002 16:29 FAX . WCP . . @oos
SEp-l2-2aeE  11:13 A0l LEGAL . - TE3 265 2om9 P.o4
*  Paul T. Cappuccio, Esq. : Page 3 7.

Sept. §,2000 - -

d. . Formand content of data felds, including any data containing or derived
from = global uniquc identifier (GUID) or relafing to the age of the con-

RAP R S ATy oy s

sumer
e Form and content of metadata related to item 10(d} i
f. History of apalyses, repotts, or other uses
g History of data retention practices - ‘
L History of transfers to third parties

Documents:

11. Correspondénce with state and federal entities

12. Nop-litigation complaiuts received from outside the cornpany controlling the -
software at the time

13. Correspondence with insurers

14. Correspondence with sofrware developers and manufacmrers from whom the
company purchased or hccnscd the communications software

R o | LA T 6 g Y

S RAI S

-

[nfqman:m that describes or identifies: :
— 5. Hisfiry of modifieations Yo Timchons that rexide on user PCs -
~ 16. History of modifications to functions that do not reside on user PCs
 17. History of data secirrity practices

All documents that exast in & format intc:prctébl: by commnnlsr available busipess
word processing, spreadsheet, or database software should be provided in that format
as wc:l.l as in hardcopy fonnat.

In addrhon, for all the above-—requested docume:nts and responses, pleasc pmvldc t_h; . _, N -
documentation requested in the attachment to this letter, and in the format shown ia the
attachment. In transmitting this documentation to ws, please send a hardcopy as well as a

meachine-recadable table formatted for WordPerféct or Microsoft Word.
Feel fiee to contact me to discuss these matters.

Sincerel
Odly,@

David A. Stamypl
Assistant Afttorney General

e L L PR

SPM 0100

120 Brozdway, New York, NY 1027]-0332 ® (212)416.8433 @ Fax(212)4316-8369
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missfon

@stake offers comprehensive digin! securiry
consulting  services for Global 2000
businesses whose success depends upon
developing secure electronic relatenships
with customers, suppliers, partners and
employees. With practice areas serving
-financial services, communications service
providers and " e-markets, @stake applies
industry expertise and pioneeting research to

design and build strategic security solutons

that enable long-rerm e-business objectives.

CONFIDENTIAL

(@stake

Where Security & Business Intersect™

www.atstake.com ‘

155 BROADWAY
CAMEBRIDGE, MA 02139
MAIN: 6:7,621.3500

FAX: B17.621.1738

NET/SDL00010384
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@stake

Copyright ©2004 by @stzake, Inc.
All Rights Reserved.

No part of this publication may be reproduced, transmitted, transcribed, stored in a retrieval systern or translated into any language in
any form by any means without the written permission of @stake, Inc.

While every precaution has been taken in the preparaiion of this document, @stake, Inc. assumes no responsibility for errors,
omissions, or for damages resulting from the use of the information herein.

Products or corporate names may be tradernarks or registered rademarks of other companies and are used only for the explanation
and fo the owner's benefit, without intent to infringe.

QQE&EF!DENTGAL | | | NET/SDL00010385
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NETSCAFE ASSESSMENT . MARCH 11, 2004

Introduction ' : —

@stake was engaged by Netscape Communications Corporation (Netscape) to.perform a security assessment
of Netscape’s consumer softwase in accordance with the Assurance of Discontinuance Joint Agreement
reached between Netscape and the New York Attorney General’s Office dated June 16, 2003. The
engagement took place between December 8, 2003 and February 13, 2004.

The scope of the assessment was broken down into two areas of_ investigation. The first area of investgation
was an evaluation of the cutrent Netscape product line to determine whether any of Netscape's consamer
software products have any feature that transmirs to Netscape uniquely identified user data reflecting user
activity on web sites that are not affiliated with Newcape, In the event that @stake determined that a feanre r
of any Netscape consumer software product or products transmits to Netscape uniquely identified user data .
reflecting user activity on web sites thar are nor affiliated with Netscape, @stake then would have determined .
whether any disclosures made to consumers describing the existence or operation of any such feature, or - :
regarding Netscape's retention and/or use of any such user data, are accurate.

In the second area of investigation, @stake researched the current operation of the Netscape Network in
regards to SmartDownload version 1.1 Profiling Dara. In the agreement, Netscape states that profiling i
information is no longer recorded on Netscape servess, even if clients still send the data. Finally, the ' :
investigation attempted to identify the location and extent of any recorded profiling data tb.at may have been
obtained previous to the agreement.

Methodology and Evaluation Model

@stake downloaded the consumer software products and analyzed network traffic generated by the products
to determine whether the products transmit to Netscape uniquely identified user data reflecting user activity
on web sites that are not affiliated with Netscape. :

{@stake assessed the content and modification of local files, such as cooldes, to determine whether such local
files cause uniquely identified user data reflecting user actmry on web sites that are not affiliated with
Netscape to be transmitted to Netscape.

In order to determine how either Uniquely Identified User Data. (UIUD) ot data regardmg Other Site Usage
(OSU) may be collected by Netscape products, @stake observed the opemuon of the Netscape consumer
suite of products and generated the following lists:

UIUD collected f created by Netscape products

1. Keycodes or other uniquely generated values based on computer conﬁgumuon details that may be
expected to be unique.

2. Screennames or other registration details from the Netscape thwork Cookies that are generated on
Netscape servers and sent back to Netscape clieats based on screennames or other registration
details. User screennames can be attached to a Netscape profile.

3. Form Manager dam in Navigator.

4. Password Manager dat in Navigator.

5. User informaton in Communicator; such as e-mail address, name, and other data.

035UY collected / created by Nefscape products
1. Navigator histores
Navigator caches
Cooldies
Addzress books
Access to e-imail content
Links and other data stored in Netscape Composer-generated files
Navigator pre-fetch data
Registry data for non-Netscape or other products

0N oL A LR

PROPRIETARY AND CONEIDENTIAL 1
@004 @STAKE, INC,

CONFIDENTIAL o
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MARCH 11, 2004

NETSCAPE ASSESSMENT

During the evaluation of Netseape’s Windows products, @stake used multiple Windows operating systetms,
inclading Windows 98, Windows 2000, and Windows XP. Mac OS 10.2 was used for the evaluation of
Netscape’s Macintosh products. Redhat Linux 9.0 was used for the evaluation of Netscape’s Linux products.
On all platforms, Netscape 7.1 software was downloaded from Netscape Network servers, and installation
included both the “quick” version, where a bootstrapped installation and download took place, and a full
download and installation. During installation, 2 user has the option to create a Netscape Network account.
Test cases included the account creation as well as the rejection of account creation.

Software tested

*  Netscape Navigator

* Netscape Composer

" Newscape Mail

*  Instant Messenger

* Radio@Netscape

*  Netscape Toolbar

*  Netscape ISP (Windows oxnly)

All of the zbove software, with the exception of the Netscape Toolbar and Netscape ISP (Windows only), «
was downloaded as part of the Netscape 7.1 package. Netscape 7.1, the Netscape Toolbar and Netscape ISP
(Windows only) were downloaded from Netscape’s website. The version strings submitted by the Netscape
7.1 product are as follows: .

Windows: Mozilla/5.0 (Windows; U; Windows NT 5.1;.en-US; rv:1.4) Gecko/20030624 Netscape/7.1 (ax)

Macintosh: Mozilla/5.0 [Macintosh:‘ U; PPC Mac 0S5 X Mach-0; en-US; rv:1.4) Gecko/20030624
Netscape/7.1
Lipux: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.4) Gecko/20030624 Netscape/7.1

Netscape Products and interaction with the Netscape Network

" 'Due to the interdependency between Netscape software and the Netscape Netwok, it is difficult to constrain
the scope of evaluation simply to Netscape products. For example, the “Search” button on the Netseape
Navigator toolbar directs a user to the Netscape Network. The Netscape Network hosts user registration and
maintenance, as well as search functionality, for the Netscape ISP service, Radio@Netscape and AIM are
Netscape produr:ts that cannot function without the Netscape Network.

For the purposes of this evaluation, @stake evaluated network traffic between Netscape products and the
Netscape Network for registration purposes, basic functionality (such as the search button on Navigator), and
situations where Netscape was the exclusive provider of the service that the product utilized, such as
Radio@Netscape and AIM. In these cases, network traffic between the Netscape Network and the Netscape
product are considered past of the normal utilization of the Netscape product. Other interaction with the
Netscape Network, such as clicking on a link or browsing content on the Netscape Network ‘web pages, was
considered to be user-initiated activity on the Netscape Network and was not evalnated.

Cookies set by the Netscape Network and affiliates were reviewed with Netscape staff to identify if any
Netscape product sets the value of a cookie, rather than reflecting back cookies that were sent by the
Netscape Network servers. Only one case exists where the cookie is set in order to initiate Netscape
registration after installation of the Netscape Navigator software. The coolde does not contain UTUD or

OsU.
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NETSCAPE ASSESSMENT

- Known Limitations _ —
@stake has included 2 list of known or possible limitations for the sake of completeness. ‘
Language Scope
The scope of the examination consisted of specifically the English language vetsion of the Netscape 7.1

software for Windows, Macintosh, and Linux versions. Other localized versions of the Windows software in
other versions wete fot tested.

R A N L TR e T m me e R T TIr AR gLt g e AtLt e d

SmartDownload version 1.5 Not Tested ‘
@stake did not test SmartDownload version 1.5 as instructed by Netscape as it is not currently targeted at the 3
US. mass consumer market. Only products within the Netscape 7.1 suite, the Netscape Toolbar and Netscape
ISP (Windows only) were considered to be current Netscape consumer software.

Covert channels

While unlikely, it is necessary to state that it is technically possible that 2 eovert channel could exist to collect
OSU and transmit it to the Netscape Network that could not be detected without significant time and
Netscape-specific knowledge of decoding personalization, cookie-formatting, session management, and other
Netscape-network features and how they interact with Netscape software. Only overt stimulbus to plain-text
response mechanisms would be easily detected, where the stimulus is aa action that generates OSU and the
plain-text response is an immediate submission to Netscape. The time-bound nature of the test further
decteases the likelihood of covert channel detection. @stake interviewed Netscape personnel on t‘tus issue
and Netscape pcrsonncl provided no evidence that covert channels existed.

" Results of Software Evaluatlon

While Netscape products handle data about other site usage and uniquely identified user daea, the products’
interaction with the Netscape Network or affiliates did not indicate transmission of either UIUD or OSU to
the Netscape Network or affiliates, other than what would be expected duting utilization of Netscape
Nerwork features. (@stake found no transmission of UIUD combmcd with OSU to the Netscape Network by
thscape products duting testing,

I e P A T T R T i WS L AT R
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Retention of SmartDownload Profiling Data . =

(Post-Agreement)

On January 12, 2004, an @stake consultant met with Netscape staff to review the mechanisms in place
surrounding the receipt of SmartDownload version 1.1 Profiling datz in current pracdce. Since there are
active users of SmartDownload version 1.1, Netscape devised a mechanism to avoid logging the keycode and
URL submissions.

The SmartDownload version 1.1 client, with profiling enabled, will send a keycode and the URL of the file
being downloaded to cginetscapecom. The current sexver farm that hosts cginetscape.com is housedina , ;
Netscape datacenter in Mountain View, California. It is load-balanced by 2 Foundry SexverTron which :
provides address translation and failover capability in case a single server fails. There ate tb:ce servers behind - :
the load balancer, all of which are configured in the same fashion.

Upon receipt of a web request, the Netscape server software, through a NSAPI plug-in, evaluates if the
request is destined for sd_server.cgi, 2 CGI program that handles SmartDownload client data. The
sd_server.cgi returns advertising and other application configuration parameters back to the client. A previous
version of sd_gerver.cgi accepted the SmartDownload client data, inchuding keycode and file downloaded,
and logged it ro 4 file. The current version, however, of the sd_server.cgi program does not contain this
functionality, Default Netscape server logging would alse capture the data. Netscape reported 1o @stake that,
more than a year before it entered into the discontinuance agreement, Netscape devised and implemented the
aforementioned NSAPI plug-in to programmatically remove the data from the dient request before logging it
to disk.

o N I A K P

FA Nt s e G g P

Results of Retention of SmartDownload version 1.1 Profiling Data
(Post-Agreement) Evaluation

@stake reviewed the sexver configuration and logfiles on all three cginetscape.com servers to validate the

configuration mentioned above. Through evaluation of the server logs, @stake was able to determine that
there were SmartDownload version 1.1 users stll using the system, and the keycode URL of the file
dowaloaded were not Jogged to disk.

It should be noted that the review was performed duting a visit with Netscape personnel, under review of

. Netscape’s counsel. Since the hosts were in a production environment, the @stake consultant did not interact
with the system, and accepted the tepresentation by Netscape staff that the aforementioned systems wete the
egl.netscape.com hosts in question. Nothing occurred during the review that would indicate that the systems -
in question were not the cginetscape.com webservers.

Storage and Retention of Previously Collected
SmartDownload version 1.1 Profiling Data

@stake did not attempt to confizm the deletion of SmartDownload Profiling Data having been advised by
Netscape that, in light of pending civil liigation, Netscape is subject to legal impediments regarding the
deletion of such data as identified within paragraph 36 of the Assurance of Discontinnance.

Additionally, in interviews Netscape staff reported that, since entedng into the discontinuance agreement,
Netscape has not associated the SmattDownload Profiling Data with any petsonally identifiable consumer
data. @stake found no evidence that Netscape had etther done 5o, or had the means to do so.
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Conclusions of Review —

1. With respect to paragraphs 38 () znd (@) of the Assurance of Discontinuance, @stake detected no
fearure of any Netscape Consumer Software Product that transmits to Netscape uniquely identified vser
data reflecting user activity on websites that are not affiliated with Netscape. Accotdingly, it was
uonecessary for @stake to assess the accuracy of any disclosures made by Netseape concerning the
existence or operation-of any such feature or the retention and/or use of any such user data.

2, With respect to paragraph 38 (iii) of the Assurance of Discoatimuance:

a take confirmed that, as of the time of its review, Netscape is maintaining its server processes
50 25 not to record URL or “keycode” parameter transmission profile datz from SmartDownload
version 1.1;

b. Because @stake was informed by Netscape that Netscape is subject to legal impediments
regarding the deletion of URL and “keycode” data it has received in the past, @stake did not

© attempt to confirm the deletion of SmartDownload profiling data; '

c. (@stake detected no evidence indicating that, since entering into the Assurance of
Discontinuance, Netscape had associated SmartDownload profiling data with any personally

identifizble consumert data.
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