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LATHAM & WATKINS LLP
Daniel M. Wall (Bar No. 102580)
Christopher S. Yates (Bar No. 161273)
505 Montgonery Street, Suite 2000
San Francisco, California 94111-2562
Telephone: (415) 391-0600
Facsimile: (415) 395-8095

Attomeys for Daniel Harris

UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA

Inre CASE NO. 06-80038 JF (PVT)
Application of DANIEL HARRIS® OBJECTIONS TO
MICROSOFT CORPORATION’'S SUBPOENA
MICROSOFT CORPORATION,
' Date:  March 21, 2006 and March 24, 2006
Applicant. Time: 930 am.

Place:  Covington & Burling
One Front Street
San Francisco, California 94111

Pursuant to Rules 30 and 45 of the Federal Rules of Civil Procedure, Nen-Party
Daniel Harris hereby objects to Microsoft Corporation’s (“Microsoft’) Subpoena seeking
documents and deposition testimony (“Subpoena”). Due to the numerous infirmities with the
Subpoena, Mr. Harris will not appear for deposition or produce documents in respoense to the
Subpoena.

PRELIMINARY STATEMENT

Based on an ex parte application to this Court, Microsoft has issued a subpoena
on Daniel Harris (a partner in the law firm Clifford Chance LLP) pursuant to 28 U.S.C. § 1782,
which permits but does not require U.S. courts to “provide assistance” to litigants in foreign legal
proceedings. Discovery under Section 1782 is not a matter of right, as would be the case were
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1 || the subpoenas issued in the course of U.S. litigation. Microsoft has the burden of establishing
2 || that the Court, in its discretion, should permit the discovery. Furthermore, the Court is to
3 | exercise its discretion pursuant to a set of factors unique to this setting, including the extent to
4 | which the requested discovery would circumvent limitations on discovery in the relevant forei gn
5 || proceeding and whether the requested discovery is welcomed by the relevant foreign tribunal.
6 || See Intel Corp. v. Advanced Micro Devices, Inc., 524 U.S. 241, 264-5 (2004), on remand,
7 | Advanced Micro Devices, Inc. v. Intel Corp., No. 01-7033 MISC JW, slip op. at p. 4 (N.D. Cal.,
8 || Oct. 4, 2004) (attached hereto as Exhibit 1),
9 Daniel Harris objects to the requested discovery in general and in numerous

10 | particulars outlined below. Daniel Harris also intends to file a motion to quash on March 135,

11 12006. The European Commission, the relevant foreign tribunal, has also gone on record as

12 | opposing the requested discovery, characterizing it as *an attempt to circumvent” its rules

13 | regarding file access.

14 GENERAL OBJECTIONS

15 A. Microsoft’s subpoenas constitute an improper effort to circumvent

l6 limitations on “file access™ reflected in European Commission rulings

17 Europe’s antitrust enforcement agency, the Directorate General-Competition of

18 | the Commission of the European Communities (“the Commission™), found in 2004 that

19 1l Microsoft had violated its antitrust laws. The Commission’s 2004 decision mandated, inter alia,
20 | that Microsoft provide certain interoperability information as part of the remedy for Microsoft’s
21 || violation of the European Commission’s (“EC™") antitrust laws. Importantly, Microsoft was

22 | permitted to charge a reasonable royalty for protocol information. On December 21, 2005, the
23 || Commission issued a “Statement of Objections™ (“SO™) finding that Microsoft had failed to

24 || comply with various provisions of the Commission’s 2004 decision. The December 21, 2005 SO
25 || began a process whereby the Commission is essentially seeking to hold Microsoft in contempt
26 || for failure to comply with its 2004 decision. This is the “foreign proceeding” in supposed aid of
27 ! which Microsoft seeks discovery from Mr. Harris.

28 || /1
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In the course of these contempt-like proceedings, Microsoft sought discovery
from the Commission concerning communications its competitors, including Oracle and its
attorneys, may have had with the Commission and a “Monitoring Trustee™ the Commission
appointed to supervise Microsoft’s compliance with the Commission’s 2004 decision. The
Commission permitted certain discovery but, pursuant to its own procedural rules concerning
“file access,” rejected some of Microsoft’s requests. To the extent that Microsoft was, as a
matter of EC law, entitled to discovery of such communications, it has obtained such materials.
Daniel Harris therefore objects to the subpoena on the grounds that it is an improper effort to
circumvent the Commission’s rulings regarding appropriate file access.

B. The Commission opposes Microsoft’s effort to obtain the requested discovery

In the Inrel v. AMD case, the Supreme Court and Judge Ware of this Court held
that great weight was to be given to the Commission’s views as to whether discovery sought
under Section 1782 would in fact constitute assistance to the foreign tribunal. See Intel Corp. v.
Advanced Micro Devices, Inc., 524 U.S. 241, 264-5 (2004), on remand, Advanced Micro
Devices, Inc. v. Intel Corp., No. 01-7033 MISC JW, slip op. at p. 4 (N.D. Cal., Oct. 4, 2004)
(denying discovery because the Commission opposed it); see also Schmitz v. Bernstein Liebhard
& Lifshirz, LLP, 376 F.3d 79 (2d Cir. 2004) (affirming denial of discovery under section 1782
where, inter alia, the German government opposed the discovery request). The Commission
opposes Microsoft’s efforts to obtain this discovery through the U.S. legal system, as stated in
the letter to Oracle’s European legal counsel from Philip Lowe, The Director-General of the
EC’s Directorate-Competition (attached hereto as Exhibit 2). Indeed. the Commission’s letter
notes that Microsoft’s subpoena under Section 1782 is “apt to seriously harm the Commission’s
investigation process and circumvent the European rules on access to file.” Daniel Harris objects
to the Subpoena on the grounds that the Commission is not receptive to this Court’s judicial
assistance.

i
i
i
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C. Microsoft’s discovery requests seek privileged communications and work

product in violation of the express terms of 28 U.S.C. § 1782

Microsoft’s discovery requests principaily seek documents or evidence regarding
communications between Oracle, its lawyers and technical advisors, on the one hand, and the
Commission’s professional staff and its Monitoring Trustee, on the other hand, concerning the
Commission’s 2004 decision and Microsoft’s compliance with that decision. As noted,
communications with the Commission and the Monitoring Trustee are subject to the
Commission’s rules on file access. Everything else responsive to Microsoft's subpoenas is
subject to a privilege claim, since it consists of communications among Oracle and its lawyers
and technical advisors concerning Oracle’s interest in licensing the technology pursuant to the
March 2004 Decision. This is improper, since Section 1782 expressly precludes the discovery of
privileged communications. See 28 U.S.C. § 1782: “A person may not be compelled to give his
testimony or statement or to produce a document or other thing in violation of any legally
applicable privilege.” Daniel Harris objects to the subpoena on the grounds that it seeks
privileged materials. Daniel Harris will not produce any documents or provide testimony on
matters protected by the attomey-client privilege, the attorney work product doctrine, the
common interest privilege and/or any other privilege recognized in either the United States or the
EC.

D. Microsoft’s overbroad discovery requests improperly seek to silence
legitimate communications with the Commission regarding Microsoft’s
compliance with Commission decisions

Oracle is a potential licensee of technical information provided under the 2004
decision. Microsoft’s grossly overbroad discovery requests improperly seek to silence Oracle’s
right to communicate with the Commission regarding Microsoft’s compliance with the 2004
decision. Microsoft has issued subpoenas to each of the four companies that have reviewed its
interoperability disclosures pursuant to the procedures established by the Commission, and
counsel for the companies. It is completely right and proper that these companies may
communicate their views of the adequacy of the disclosures to the Commission or the

Monitoring Trustee, and each should be able to do so without being subjected to discovery
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demand from Microsoft. in context, the subpoenas are retaliation for providing technical input to
the Commission and if permitted will chill not only the flow of information to the Commission in
this matter, but others as well. Daniel Harris thus objects to the requested discovery.

E. Section 1782 does not permit discovery of documents located outside of the

United States

Daniel Harris objects to Microsoft’s Subpoena to the extent it seeks documents
located outside of the United States (e.g., from Clifford Chance’s office in Brussels).

F. Other General Objectlons

Daniel Harris objects that the Subpoena is grossly overbroad and imposes undue
burden or expense in viclation of Rules 26 and 45(c)(1) of the Federal Rules of Civil Procedure.

Daniel Harris objects to the Subpoena on the grounds that it seeks information
that is neither relevant to any “claim or defense of any party” nor reasonably calculated to lead to
the discovery of admissible evidence.

Daniel Harris objects to the Subpoena to the extent that it attempts or purports to
require disclosure of information and/or documents containing proprietary, confidential, and/or
private information, and declines to provide any such information and/or documents that could
subject Clifford Chance LLP, Mr. Harris or Oracle to competitive disadvantage or business
injury or violate confidentiality agreements or the privacy interests of third parties.

Daniel Harris objects to the Definitions, Instructions, Document Requests, and
Categories for Deposition to the extent they seek to impose obligations different from, or in
excess of, those created by the Federal Rules of Civil Procedure.

Daniel Harris objects to the Definitions, Instructions, Document Requests, and
Categories for Deposition to the extent they seek the production of documents not currently in
the possession of Clifford Chance, or otherwise seek to impose obligations exceeding those
required by law.

i
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RESPONSES TO REQUESTS FOR PRODUCTION
REQUEST FOR PRODUCTION NO. I;

Al documents that contain, constitute, reflect, evidence. or refer to any
communication or correspondence between You and the Commission, whether on behalf of
Oracle. another client, or yourself, relating to the Interoperability Information or to the proper
interpretation of the terms “Interoperability” or “Interoperability Information™ as used in the
2004 Decision,

RESPONSE TO REQUEST FOR PRODUCTION NO. 1;

Daniel Harris hereby incorporates his General Objections as if fully set forth
herein. Daniel Harris further objects to this request for production on the grounds that: (1) it
constitutes an improper effort to circumvent the Commission’s rul ings regarding appropriate file
access; (2) the Commission opposes the requested discovery; (3) it is overbroad and 1mposes an
undue burden; (4) it seeks documents located outside of the United States; (5) it is vague and
ambiguous; and (6) it secks documents that are protected by the attorney-client privilege, the
attorney work product doctrine, the common interest privilege and/or any other pnivilege
recognized in either the United States or the EC in violation of the express terms of Section
1782,

REQUEST FOR PRODUCTION NO. 2:

All documents that contain, constitute, reflect, evidence, or refer to any
comumunication or correspondence between You and the Monitoring Trustee, whether on behalf
of Oracle, another client, or yourseif, relating to the Interoperability Information or to the proper
interpretation of the terms “Interoperability™ or “Interoperability Information” as used in the
2004 Decision.

RESPONSE TO REQUEST FOR PRODUCTION NO. 2:

Daniel Harris hereby incorporates his General Objections as if fully set forth
herein. Daniel Harris further objects to this request for production on the grounds that: (1) it
constitutes an improper effort to circumvent the Commission's rulings regarding appropriate file
access; (2) the Commission opposes the requested discovery: (3) it is overbroad and imposes an

Case Number: 06-80038 JF (PVT)
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I i undue burden; (4) it seeks documents located outside of the United States; (5) it is vague and
2 | ambiguous; and (6) it seeks documents that are protected by the attorney-client privilege, the
3 | attorney work product doctrine, the common interest privilege and/or any other privilege
4 | recognized in either the United States or the EC in violation of the express terms of Section
5 11782.
6 | REQUEST FOR PRODUCTION NO, 3:
7 All documents that contain, constitute, reflect, evidence, or refer to any
8 | communication or correspondence between You and OTR or any other consultant retained or
9 || consulted by the Commission, whether on behalf of Oracle, another client, or yourself, relating to
10 | the Interoperability Information or to the proper interpretation of the terms “Interoperability” or
11 || “Interoperability Information” as used in the 2004 Decision.
12} RESPONSE TO REQUEST FOR PRODUCTION NO, 3;
13 Daniel Harris hereby incorporates his General Objections as if fully set forth
14l herein. Daniel Harris further objects to this request for production on the grounds that: (1) it
15 | constitutes an improper effort to circumvent the Commission’s rulings regarding appropriate file
16 | access; (2) the Commission opposes the requested discovery; (3) it is overbroad and imposes an
17} undue burden; (4) it seeks documents located outside of the United States; (5) it is vague and
18 |} ambiguous; and (6) it seeks documents that are protected by the attorney-client privilege, the
19 | attorney work product doctrine, the common interest privilege and/or any other privilege
20 | recognized in either the United States or the EC in violation of the express terms of Section
21 || 1782.
22 | REQUEST FOR PRODUCTION NO, 4;
23 All documents that contain, constitute, reflect, evidence, or refer to any
24 || communication between You and any other third party, whether on behalf of Oracle, another
25 § client, or yourself, relating to the Interoperability Information or to the proper interpretation of

26 | the terms “Interoperability” or “Interoperability Information” as used in the 2004 Decision.

27 |
28 || H/
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RESPONSE TO REQUEST FOR PRODUCTION NO. 4:

Daniel Harris hereby incorporates his General Objections as if fully set forth
heremn. Daniel Harris further objects to this request for production on the grounds that: (1) it
constitutes an improper effort to circumvent the Commission’s rufings regarding appropriate file
access; (2) the Commission opposes the requested discovery; (3) it is overbroad and imposes an
undue burden; (4) it seeks documents located outside of the United States; (5) it is vague and
ambiguous; and (6) it seeks documents that are protected by the attorney-client privilege, the
attomey work product doctrine, the comunon interest privilege and/or any other privilege
recognized 1n either the United States or the EC in violation of the express terms of Section
1782.

REQUEST FOR PRODUCTION NO. 5:

All documents since March 24, 2004, that contain, constitute, reflect, evidence, or
refer to any communication between You and the Commission, whether on behalf of Oracle,
another client, or yourself, about Microsoft’s compliance or alleged failure to comply with
European Community competition laws, including without limitation the 2004 Decision, the
Article 24(1) Decision, or the 50.

RESPONSE TO REQUEST FOR PRODUCTION NO. 5:

Daniel Harris hereby incorporates his General Objections as if fully set forth
herein. Daniel Harris further objects to this request for production on the grounds that: (1) it
constitutes an improper effort to circumvent the Commission’s rutings regarding appropriate file
access; (2) the Commission opposes the requested discovery; (3) it is overbroad and imposes an
undue burden; (4) it seeks documents located outside of the United States; (5) it is vague and
ambiguous; and (6) it seeks documents that are protected by the attorney-client privilege, the
attorney work product doctrine, the common interest privilege and/or any other privilege
recognized in either the United States or the EC in violation of the express terms of Section
1782.

i
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REQUEST FOR PRODUCTION NO. 6:

All documents since March 24, 2004, that contain, constitute, reflect, evidence, or
refer to any communication between You and the Monitoring Trustee, whether on behalf of
Oracle, another client, or yourself, about Microsoft’s compliance or alleged failure to comply
with European Community competition laws, including without limitation the 2004 Decision, the
Article 24(1) Decision, or the SO.

RESPONSE TO REQUEST FOR PRODUCTION NO. 6:

Daniel Harris hereby incorporates his General Objections as if fully set forth
herein. Daniel Harris further objects to this request for production on the grounds that: (1) it
constitutes an improper effort to circumvent the Commission’s rulings regarding appropriate file
access; (2) the Commission opposes the requested discovery; (3) it is overbroad and 1mposes an
undue burden; (4) it seeks documents located outside of the United States, (5) it is vague and
ambiguous; and (6) it seeks documents that are protected by the attorney-client privilege, the
attorney work product doctrine, the common interest privilege and/or any other privilege
recognized in either the United States or the EC in violation of the express terms of Section
1782.

REQUEST FOR PRODUCTION NO. 7:

All documents since March 24, 2004, that contain, constitute, reflect, evidence, or
refer to any communication between You and OTR or any other consultant retained or consulted
by the Commission, whether on behalf of Oracle, another client, or yourself, about Microsoft's
compliance or alleged failure to comply with European Community competition laws, including
without limitation the 2004 Decision, the Article 24(1) Decision, or the SO,

RESPONSE TO REQUEST FOR PRODUCTION NO. 7:

Daniel Harris hereby incorporates his General Objections as if fully set forth
herein. Daniel Harris further objects to this request for production on the grounds that: (1) it
constitutes an improper effort to circumvent the Commission’s rulings regarding appropriate file
access; (2) the Commission opposes the requested discovery; (3) it is overbroad and imposes an
undue burden; (4} it seeks documents located outside of the United States; (5) it is vague and

Case Number: 06-80038 JF (PVT)
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ambiguous; and (6) it seeks documents that are protected by the attorney-client privilege, the
attorney work product doctrine, the common interest privilege and/or any other privilege
recognized in either the United States or the EC in violation of the express terms of Section
1782.

REQUEST FOR PRODUCTION NO. 8:

All documents since March 24, 2004, that contain, constitute, reflect, evidence, or refer to
any communication between You and any other third party, whether on behalf of Oracle, another
client, or yourself, about Microsoft’s compliance or alleged failure to comply with European
Community competition laws, including without limitation the 2004 Decision, the Article 24(1)
Decision, or the SO.

RESPONSE TO REQUEST FOR PRODUCTION NO. 8:

Daniel Harris hereby incorporates his General Objections as if fully set forth
herein. Daniel Harris further objects to this request for production on the grounds that: (1) it
constitutes an improper effort to circumvent the Commission’s rulings regarding appropriate file
access; (2) the Commission opposes the requested discovery; (3} it is overbroad and imposes an
undue burden; (4) it seeks documents located outside of the United States; (5} it is vague and
ambiguous; and (6) it seeks documents that are protected by the attomney-client privilege, the
attorney work product doctrine, the common interest privilege and/or any other privilege
recognized in either the United States or the EC in violation of the express terms of Section
1782.

RESPONSES TO REQUESTS FOR DEPOSITION SUBJECTS
REQUEST FOR DEPOSITION SUBJECT NO. 1:

Any communication or correspondence between You and the Commission,
whether on behalf of Oracle, another client, or yourself, relating to the Interoperability
Information or to the proper interpretation of the terms “Interoperability™ or “"Interoperability
Information” as used in the 2004 Decision.

"
i
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RESPONSE TO REQUEST FOR DEPOSITION SUBJECT NO. 1:

Daniel Harris hereby incorporates his General Objections as if fully set forth
herein. Daniel Harris further objects to this request for deposition category on the grounds that:
(1) it constitutes an improper effort to circumvent the Commission’s rulings regarding
appropriate file access and discovery; (2) the Commission opposes the requested discovery; (3) it
is overbroad and imposes an undue burden; (4) it seeks testimony from individuals residing
outside of the United States; (5) it is vague and ambiguous; and (6} it fails to “describe with
reasonable particularity the matters on which examination is requested.”

REQUEST FOR DEPOSITION SUBJECT NO. 2:

Any communication or correspondence between You and the Monitoring Trustee,
whether on behalf of Oracle, another client, or yourself, relating to the Interoperability
Information or to the proper interpretation of the terms “Interoperability” or “Interoperability
Information™ as used in the 2004 Decision.

RESPONSE TO REQUEST FOR DEPOSITION SUBJECT NO. 2:

Daniel Harris hereby incorporates his General Objections as if fully set forth
herein. Daniel Harris further objects to this request for deposition category on the grounds that;
(1) it constitutes an improper effort to circumvent the Commission's rulings regarding
appropriate file access and discovery; (2) the Commission opposes the requested discovery; (3) it
1s overbroad and imposes an undue burden; (4) it seeks testimony from individuals residing
outside of the United States; (5) it is vague and ambiguous: and (6} it fails to “describe with
reasonable particularity the matters on which examination is requested.”

REQUEST FOR DEPOSITION SUBJECT NO. 3:

Any communication or correspondence between You and OTR or any other
consultant retained or consulted by the Commission, whether on behalf of Oracle, another client,
or yourself, relating to the Interoperability Information or to the proper interpretation of the
terms “Interoperability” or “Interoperability Information™ as used in the 2004 Decision.

"
i

Case Number: 06-80038 JF (PVT)
11 OBJECTIONS TO SUBPOENA




LATHAM>WATKINSw

Case 5:06-mc-80038-JF Document 20-6  Filed 03/15/2006 Page 13 of 45

[

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

ATTORNETS AT Law

San FRANC: SO

RESPONSE TO REQUEST FOR DEPOSITION SUBJECT NO. 3:

Daniel Harris hereby incorporates his General Objections as if fully set forth
herein. Daniel Harris further objects to this request for deposition category on the grounds that:
(1) it constitutes an improper effort to circumvent the Commission’s rul ings regarding
appropriate file access and discovery; (2) the Commission opposes the requested discovery; (3) it
is overbroad and imposes an undue burden; (4) it seeks testimony from individuals residing
outside of the United States; (5) it is vague and ambiguous; and (6) it fails to “describe with
reasonable particularity the matters on which examination is requested.”

REQUEST FOR DEPOSITION SUBJECT NO. 4:

Any communication between You and any other third party, whether on behalf of
Oracle, another client, or yourself, relating to the Interoperability Information or to the proper
interpretation of the terms “Interoperability” or “Interoperability Information” as used in the
2004 Decision.

RESPONSE TO REQUEST FOR DEPOSITION SUBJECT NO. 4:

Daniel Harris hereby incorporates his General Objections as if fully set forth
herein. Daniel Harris further objects to this request for deposition category on the grounds that:
(1) it constitutes an improper effort to circumvent the Commission’s rulings regarding
appropriate file access and discovery; (2) the Commission opposes the requested discovery; (3) it
is overbroad and imposes an undue burden; (4) it seeks testimony from individuals residing
outside of the United States; (5) it is vague and ambiguous; (6) it fails to “describe with
reasonable particularity the matters on which examination is requested”’; and (7) it seeks
information that is protected by the attorney-client privilege, the attorney work product doctrine,
the common interest privilege and/or any other privilege recognized in either the United States or
the EC in violation of the express terms of Section 1782.

REQUEST FOR DEPOSITION SUBJECT NO. 5:

Any communication since March 24, 2004, between You and the Commission,
whether on behalf of Oracle, another client, or yourself, about Microsoft’s compliance or alleged
failure to comply with European Community competition laws, including without limitation the

Case Number: 06-80038 JE (PVT)
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2004 Decision, the Article 24(1) Decision, or the SO.
RESPONSE TO REQUEST FOR DEPOSITION SUBJECT NO. 5:

Daniel Harris hereby incorporates his General Objections as if fully set forth
herein. Daniel Harris further objects to this request for deposition category on the grounds that:
(1} it constitutes an improper effort to circumvent the Commission’s rulings regarding
appropriate file access and discovery; (2) the Commission opposes the requested discovery; (3) it
1s overbroad and imposes an undue burden; (4) it seeks testimony from individuals residing
outside of the United States; (5) it is vague and ambiguous; and (6) it fails to “describe with
reasonable particularity the matters on which examination is requested.”

REQUEST FOR DEPOSITION SUBJECT NO. 6:

Any communication since March 24, 2004, between You and the Monitoring
Trustee, whether on behalf of Oracle, another client, or yourself, about Mictosoft's compliance
or alleged failure to comply with European Community competition laws, including without
limitation the 2004 Decision, the Article 24(1) Decision, or the SO.

RESPONSE TO REQUEST FOR DEPOSITION SUBJECT NO. 6:

Daniel Harris hereby incorporates his General Objections as if fully set forth
herein. Daniel Harris further objects to this request for deposition category on the grounds that:
(1) it constitutes an improper effort to circumvent the Commission’s rulings regarding
appropriate file access and discovery; (2) the Commission opposes the requested discovery; (3) it
1s overbroad and imposes an undue burden; (4) it seeks testimony from individuals residing
outside of the United States; (5) it is vague and ambiguous; and (6) it fails to “describe with
reasonable particularity the matters on which examination is requested.”

REQUEST FOR DEPOSITION SUBJECT NO. 7:

Any communication since March 24, 2004, between You and OTR or any other
consultant retained or consulted by the Commission, whether on behalf of Oracle, another client,
or yourself, about Microsoft’s compliance or alleged failure to c'omply with European
Community competition laws, including without limitation the 2004 Decision, the Article 24(1)
Decision, or the SO.

Case Number: 06-80038 JF (PVT)
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| | RESPONSE TO REQUEST FOR DEPOSITION SUBJECT NO. 7:
2 Daniel Haris hereby incorporates his General Objections as if fully set forth
3 |l herein. Daniel Harris further objects to this request for deposition category on the grounds that:

4 || (1) it constitutes an improper effort to circumvent the Commission’s rulings regarding

LA

appropriate file access and discovery; (2) the Commission opposes the requested discovery; (3) it

=)

1s overbroad and imposes an undue burden; (4) it seeks testimony from individuals residing
7 | outside of the United States; (5) it is vague and ambiguous; and (6) it fails to “*describe with
8 | reasonable particularity the matters on which examination is requested.”
9 | REQUEST FOR DEPOSITION SUBJECT NO. 8:

10 All documents [sic] since March 24, 2004, that contain, constitute, reflect,

11 |l evidence, or refer to any communication between You and any other third party, whether on

12 | behalf of Oracle, another client, or yourself, about Microsoft’s compliance or alleged failure to
13 || comply with European Community competition laws, including without limitation the 2004

14 | Decision, the Article 24(1) Decision, or the SO.

15 | RESPONSE TO REQUEST FOR DEPOSITION SUBJECT NO. §:

16 Daniel Harris hereby incorporates his General Objections as if fully set forth

17 ] herein. Daniel Harris further objects to this request for deposition category on the grounds that:
18 | (1) it constitutes an improper effort to circumvent the Commission’s rulings regarding

19 1 appropriate file access and discovery; (2) the Commission opposes the requested discovery; (3} it
20 | is overbroad and imposes an undue burden; (4) it seeks testimony from individuals residing

21 { outside of the United States; (5) it is vague and ambiguous; (6} it fails to “describe with

22 | reasonable particularity the matters on which examination is requested”; and (7) it seeks

23 | information that is protected by the attorney-client privilege, the attorney work product doctrine,
24 | the common interest privilege and/or any other privilege recognized in either the United States or
25 {/the EC in violation of the express terms of Section 1782.

26 | REQUEST FOR DEPOSITION SUBJECT NO. 9:

27 The authenticity of the documents produced pursuant to this subpoena and the

28 |l circumstances of their preparation.

LAn: aMa-vy,:.T:u NSur Case Number: 06-80038 JF (PVT)
14 OBJECTIONS TO SUBPOENA

SaN FRanCisCO
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RESPONSE TO REQUEST FOR DEPOSITION SUBJECT NO. 9:

Daniel Harris hereby incorporates his General Objections as if fully set forth
herein. Daniel Harris further objects to this request for deposition category on the grounds that:
(1) it constitutes an improper effort to circumvent the Commission’s rulings regarding
appropriate file access and discovery; (2) the Commission opposes the requested discovery; (3) it
18 overbroad and imposes an undue burden; (4) it seeks testimony from individuals residing
outside of the United States; (5) it is vague and ambiguous; (6) it fails to “describe with
reasonable particularity the matters on which examination is requested™”; and (7) it seeks
information that is protected by the attorney-client privilege, the attorney work product doctrine,
the common interest privilege and/or any other privilege recognized in either the United States or
the EC in violation of the express terms of Section 1782.

Dated: March 13, 2006 Respectfully submitted,
LATHAM & WATKINS LLP .~

Daniel M. Wall
Christopher S. Y

By

Christopher $. Ydtes
Attorneys for\Dapiiel Harris

SRAS53022.1

Case Number: 06-80038 JF (PVT)
15 OBJECTIONS TO SUBPOENA
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Plaintiff,
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ADVANCED MICRO DEVICES, Inc.,
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NOT FOR CITATION

IN THE UNITED STATES DISTRICT COURT

FOR THE NORTHERN DISTRICT OF CALIFORNIA
SAN JOSE DIVISION

NO. C 01-7033 MISC JW
ORDE‘? DENYING IN FULL
AMENDED

AMD
APPLICATION FURSUANT TO
28 US.C. §1782(n)

NN b -
®» 3 2 R U RNREEBESg =3I G =

INTEL CORPORATION,

Defendant. ;

L INTRODUCTION
Advanced Micro Devices, Inc. ("AMD™) initiated this miscellaneous action to obtain
discovery from Intel Corporation (“Intel”™) pursuant to 28 U.S.C. §1782(a). The Court mfmed
the action to Magistrate Judge Lloyd, who issued an “Crder Granting in Part AMD's Amended
Application For Order Directing Intel To Produce Doctments Pursuent To 28 U.S.C. §1782 And
Demying Intel’s Cross-Application.” On September 27, 2004, the Court heard argument on Intel's
Motion for de ugvg Determination of AMD's Amended Application and Intsl’s Cross-Application
Purguant to 28 U.S.C. §1782; Objections To Magistrate Judge's Recommerided Decision. Having
conducted a d4g QRyQ review, and based upon all papers filad to date and the comments of counsel,
the Court denies in full AMD's amended application for discovery.
. BACKGROUND
in October of 2000, AMD filed a complaint with he European Conunission (“EC™) agrinst
Intel for engaging in alloged anti-competitive behavior in violation of European laws. AMD

describes the complaint as including the following three major charges:
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(1) that Intel uses “Intel Insido™ and other “market development fmd” programs as

loyalty rebates to secure the agreement of PC manufhcturers and retailers to deal

exclusively in Intel-based PCs,

(2) that Intel withholds product allecations, roadmap information, or technology to

cocres PC manufacturers and retailers to deal exclualvely with Intel, and

(3) that Intel forms private, atandard-setting cartels that establish lnterfaces between

microprocessors and other components of the PC system, and by excluding AMD and

. other disfavored firms from access to this critical information Inte! promotes ite

monopoly on microprocessors, _
In pursuit of that complaint, AMD filed an spplication in this Court for an order dirscting Intel to
produce documents pursuant to 28 U.S.C. §1782. Sectlon 1782(a) provides thit a federal distriet
court “may order” & person *residfing]” or “found” in the district to give testimozy or produce
documents “for use in a procoeding in a foreign or international tribunal, . . upen application of any
interested person.” In its present form, AMID)’s application consists of seventy (70) document
requests, sixty-soven (67) of which sesentially seek Intel documents produced to Intergraph
Corporation in an action between the partics in the Northern District of Alsbamn, Intergraph
Comaration v. Intel Corporation, CV §7-N-3023-NE (the “Intergraph oase™. Intel produced
spproximately 500,00 pages of confidential buginess information in the course of the Intergruph case,

The Intergraph case included allegations of patont infringement, state law violations, and
antitrust claims. Intergraph’s antitrust claima were reportedly based upon assertions that Intol’s
decision not to supply Intergruph with the patented Intel sample and pre-reisase microprocessors

constituted monopolization of the microprocessor market; that Intel violatad Section 2 of the

Sharman Act by using its monopoly microprocsssors to loverage a competitive advintage in the
downstream markets of workstations, graphics accelerators and chipsets; and that Intel conspired
with Intergraph workstation competitors to hinder Intergraph’s sale of workstations to selectsd
digital enimation customers. Intergraph’s antitrust claims were rejected on summary judgment.
Intergragh Corp. v, Inte] Corp,, 88 F.Supp.2d 1288 (N.D. Ala. 2000), 3£’ 253 F.3d 695 (Fed. Cir.
2001). |
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III. DISCUSSION

This Court has the benefit of the Supreme Court’s determination that Section 1782(a)
authorizes, but does not require a federa) district court to anthorize the discovery sought in this case.
Lol Corp. v, Advanced Micro Devices, [nic., 124 S.Ct. 2466 (2004)." To guide this Court on
remand, the Supreme Court delineated four main fectors that "bear consideration” in ruling on a
§1782 request. First, the Supreme Court found that “when the person from whom discovery is sought.
is & participant in the foreign proceeding (as Intel is here), the neod for §1782(a) aid generally is not
s apparent aa it ordinarily is when evidence is sought from a nonparticipant in the matter arising
abroad.” Id, at 2483. The Suprame Court reasonsd as follows:

A foreign tribunal has jurisd.iction over those before it, and can Itself order

R Ay

available in the United States, may hc unobtuinsble abgent §1782(;} eid.
'Id. Second, the Supreme Court found that the district court faced with a §1782(n) requeat “may teke
into sccount the nature of the forsign tribunal, the charaster of the proccodings undsrway abrosd, and
the receptivity of the foreign govermment or the court or agency sbroad to U.S. federal-court Jjudicial
usistance.” Id, Third, the Supreme Court also stated that “a district court could consider whether
the §1782(a) request conceals an atternpt to circumvent foreign proof-gathering restrictions or other
policies of a foreign country or the United States.” 4, Fourth, the Supreme Court instructed that
“unduly intrusive or burdensome roquests may be rejeotad or trimmed.” Id

Having considered the fuctora set forth by the Supreme Court, this Court, in its discretion,
holds that AMD's application for discovery should be denied in full. First, the Supreme Court has

! In reaching this conclusion, the Supreme Court resolved thres key issues. First, it held that

Section 1782 does not contain a "foreign-discoverability” emem Id, a4 2476, Thus, AMD is not
required in this case to make a threshold showin tlnt very it soeks would have been
discovereble in the Eungxan Commission mvuﬁngon had lhou dooummtn been located within the
Unlon, Second, the Court held that Section 1782(s) mnakes discovery available to
complainants, such es » Who do not have the status of vnte “litigants"” and are not sov
Egemts. the Sugremo Court held that a "pro fore & foreign “tribunal” need not
“pen nor for an applicant to invoke 1501 25“ Instud “B B2(a) requires only that
a dispositive ruling by the Commission, reviewab uropean courts, be within reasonable

contemplation.” Ld. xt 2480,
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already determined that Intel is & participant in the EC proceedings, and that participant-status Is
significant because the EC bas jurisdiction ove Intel, and therefors could simply ask Intel to produce
any ot all of the discovery AMD now seeks. The EC, however, has not scught the docurnents AMD
now seeks. Therefore, the first factor weighs against granting AMD's application.

Second, the EC 8 not receptive to judicial assistance In this case. On this iesus, it is
significant to this Court that the Supreme Court cited to the EC's two gnicus curias briefs to support
the finding that the EC "does not nced or want” this Court’s assistance in obtaining the documents
AMD seeks. Sog Buropean Commission Amicus Curisg 11-16; Brief for European Commission aa
Amicus Curigs in Support of Pet. for Cert. 4-8, The BC also statad that it “does not consider it
necessary {0 request or even subsequently to review the documents sought” by AMD in this case.
Brief for Europcan Commission ay Amicus Curisg in Support of Pet, for Cert, 4. Morebver, the EC
has stated that granting AMD's §1782(a) request would jeopardize *vital Comrnission, intecests.”
Sgz European Commission Amicus Curiae 15.

Third, AMD’s §1782(a) application appears to be an attempt to cireumvent the BC decision
not to pursue such discovery. Ses Furopean Commission Amicus Curian §.

Because three out of the four factors discussed above clearly weigh against granting AMD's
application, tha Court finds it largely unnecessary and purely academio to eddreas the final factor,
namely whether tha requests are unduly intrusive or burdensome. Nevertheless, for thn sake of
completeness, the Court finds that the documents sought in AMD's application are unduly Intrasive
and burdensome. AMD has mede no attempt to tailor its application to the subject matter of the EC
complaint. For example, AMD’s document requests do not contain the wards “Burope” or l
"Buropean,” the name of any European country, or the name or description of any European OEM or
Wu. Instend, it appears that AMD intentionally kept the requeats broad, essentially lifing 67 out
of its 70 dooument requests verbatim from requests served on Intel by Intergraph, The breadth of
AMID'a application, when considered in light of the EC’s determination that the requested
documents arc unwanted and unlikely to be reviewed, weighs sgainst pranting any portion of AMD'a
application,
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IV, CONCLUSION
For the reasons set forth above, AMD's amended spplication for discovery is denied in full.

Intel’s cross-application is denied es moot.

Dated: October f[ 2004

Olwain 723

P.S

tod States District Judge
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THIS IS TO CERTIFY THAT COPIES OF THIS ORDER HAVE BEEN MAILED TO:

Stree
Los Angeles, CA 90071 -2899

Robent Co%p

GIBSON, UNN & CRUTCHER.
3313 South Grand Ave

Los Angeles, CA NO‘H-3197

James Murray

Intel Corp,

2200 Mission College Blvd., 5C4-202
Sants Clara, CA 95052-8119

Dated: Octobor®, 2004 Ric Wieking, Clirk

»
.
—

Ronald L. Davis
Courtroom Deputy
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N EUROPEAN COMMISSION -
* -4 Compatiion DG S
* 3 .
- h-4 .
. ﬁ** - The .

"Brussels, o
COMP/C-3/TK~b D(2006)*D197
Clifford Chance
Aft. Mr. Thomas Vinjo
avenue Louise 65
B - 1050 Bruxelles

Subject; Case COMP/C-3/37.792 Mierosoft - Microsoft’s diseovery requests with
US courts : ' o :

Dear Mr. Vinje,

By lettor of 10 March 2006 you informed us of discovery requests filed with the US
District Court for the Northern District of California by Microsoft Corporation addressed
to your client Oracle, Clifford Chance and Mr. Ronald Alepin. You also informed us of
an ex parte order fssued by the said court on 3 March 2006 and the related subpoenas
served on Orscle, Clifford Chance and Mr. Alepin by Microsoft.

Following your request and in view of the fact that DG Competition considers that the
discovery requests in this case raise issues of considerable importance in relation to the
Comymission’s rules on accesa to fils; [ am sending you herewith observations (in annex)
that have been, prepared by DG Competition with regzrd to these requests,
Ishmﬂdlikotbpoiutoutihaithearmoxeddocmcntmﬂoctsﬂmviews of DG
Competition, which is a sexvice of the European Commission. Should this be deemed
necessary and appropriate, the Buropean Comumission would like to be able to seck leave
to intervene as amicus curige. 1 should be grateful therefore if you would keep us
informed in a timely way of developments in this proceeding. '

As specified in the attached statement, the present obeervations do not seck to support,
intervene in favour of or otherwise assist aty of the parties involved in the procesding.

B ~ Yours sincerely,
Amex
cwmmiwm-wm-TW:(ﬂz)mti.11

T Europesn |
Offios: J-70 4138 — Tolaphons; direct ina (32.7) 268 07.18 — Fac (32:-2) 258.01.28
Emed Comp-Gralfs-Antrust@oec.ouint B :

13/03 2006 WON 17:38 [TX/RX NGO B315) Goot
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Annex to the letter of 13 March 2'006-;id_dre'ssed‘tt_)':Clifford Chance

Subject: Discavery requesis in re M]crmtt Cﬁrpnnﬂon before the United
States District Court for the Northern District of California

1. INTRODUCTION ) N
11 The pending litigation before the US District Court for the Northern
District of Califormin ' '
. ‘The Directorate-General for Comipétiion (‘DG COME”) of the Furopean
Commission (“Commission”) has béen informied that Microsoft Corporation on 3 March
2006 has made an application for discovery pursnant to-28 U.S.C § 1782 with the US
District Cout for the Northemn District of Califopnia atid asked for the authorisstion to
serve subpoenas oo Oracle, Clifford Chance and Mr. Ronald Alepin. The Conamission has
also been informed that an ex parte order hds been issued on 3 March 2006 by the said
court ordeting Oracle, Clifford Chance and Mr. Alepin to essentially produce:

a. Al documenmts that contain, constitule, reflect. evidence, or refer to awy
communication or correspondence berwean Oracle, Clifford Chance or Mr. Alepin and
the Commission, the Monitoring Trustee or OTR relating to the Interoperability
Information or to the proper imterpretdtion of -the terms “Interoperability” or
“Interoperability Information” as used in the 2004 Decision.’

b. All documents that contaim, constituie, reﬂect ‘evidence, or refer to dnmy
communication between Ordcle, Clifford Chanie or Mr. Alepin and any other third
party, relating to the Interoperability Information oF to the proper imterpretation of the
terms “Interaperability” or "Interoperability Informatlon” as used in the 2004 Decision.’

c All documents that contai, c'oré.stit:de,' reflect, evidence, or refer fo any
communication between Oracle, Clifford Chance or Mr. Alepin and the Commission, the
Monitoring Trustee or OTR abowt Microsoft's compliance or alleged Jathare to comply

’ 'Pomul,ZmdiiofMaowﬁ’neqtm

I Point 4 of Miosoft’s request

Commiswion Europbame - Euwpmcéutnm.&idﬁ&umb—w
CONE GREFFE Anftust 4-70 04136 - Teksphone: (32.7) 2091141 - Taofme (32-2) 206.0128

13/03 20068 MON 17:38 {TX/RX HQ 6975] Byooz
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with European Community competition. laws, including without limitation the 2004
Decision, the Article 24(a)(1) Decision, or the SO°

d. All documents ihat contain, constitute, reflect, evidence, or refer to any
communication between Oracle, Clifford Chance ar Mr. Alepin and any other third party
about Microsoft’s compliance or alleged failure to comply with European Community
competition laws, Including without Hmilation the 2004 Decision, the Article 24(a)(1)
Decision, or the SO." -

2. Given the importance of the policy issues that this matter raises, the Directorate-
GcncralfoxCompcﬁﬁonofﬂrEWoﬁcanComnﬁssionwishcsmathtehsPostmnonthcsc
issmTthomnﬁssionmaysccklcaveﬁomﬂJcCourtto'inﬁcrvmatalawrdamby
fiting an amicus ciriae brief, should this be dectped péccssary and appropriate, after
following its decision meking procedures.. .. © o

3. DG COMP wishes to underline that if does not intend to support or otherwise
assist any of the parties to the pending litigation. - : .

1.2, The framework, within vihich tl_ie Commﬁlon carriés out its antitrust
Investigations ' ' :

4, The Comunission is the institution entrusted within the European Union with the
enforcement of the competition provisions of the Treaty establishing the Furopean ;
Community (“the EC Tresty™), notably Articles 81 (“agrecments in restraint of trade™)
and 82 (“abuse of dominance”)’. The Commission’s powers of competition coforcement
are stated in Council Regulation 1/2003 (proviously i Council Regulation No. 17/62)
which provides for specific means for mvestigating infringenents of Furopesn autitrust
rules, notably issning formal requests for mformation, taking oral stataments and
conducting on-site inspections. Conmission Kegulation No. 773/2004 provides for more
pxe;isonﬂasgavmingcmwunprwcdﬁcs. L .

5. As the European Court of Justice points out in its Hoffinan-La Rocke jdgment
the “observance of the right to be heard is in all proceedings tn which sanctions, in
particular fines or penalty paymenss, may. be imposed a fundamental principle of
Commeunity law which must be respected [...]7° ‘ .

3 points 5, 6 and 7 of MicTosoft's mequest.
*  Point § of Microsoft's request.

3 Asticles 81 and 82 ptovide foe provisiaus comparable i those of Sections (1) and (2) of the Shecman
Act. _

¢ Judgment of the Comt of 13 Febuary 1979 in Caso 85/76, Hoffmam-La Roche & Co. AG v
Commission {1979] ECR 461. R .
' 2

13/03 2005 NON 17:38 [TX/RX NO §375] Qo003
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6. mlm:wﬂhtknsjudgmentmaCommmmmhascmbhshedanmnwofprocedtnal
mlesw!ncharemteumdtoguanuwcti:eapphcanonofthepnnczplcofaqunlnyofanns
and the protection of the rights of defeénce i procoedings before the Commission. In
particular, d:emlesonaccesswﬁkmnmmdcdtomabhthccﬂ‘ecuvecxemscofthe
ngbtsofdcfmcebydcfmdantsm8C0msslmpmceodmg

7. The ¢ Connmsmonﬁlc”tnacumpethonmkugnum(hcremaﬂeralsomfemdto
as “the fik'™) consists of all documents, which bav.: been obtained, produced and/or
asscmblcdbyDGCOMP dm-mgtlxemvesugahon, Access to file is granted to defendants
mpmcwdmgsbcfomd:cConnmamonmaﬂdommmmahngupmcCommmcnﬁlc
wﬂhthcexcephonafnﬁmaldocmnaﬂs,busmemmeﬁofothaundmkmgs,oromq :
conﬁdennalmformahonaﬁcraSmmnrmOfthemonshubcmaddrcsscdmmm

8. Access mobvxmm}y onlygrmnodtothosadomnmmsofthe adlmnmuvu
procedure which relate to the objections raised by the Commission. The European Court
of Tustice confirmed that “the Commission is.allowed 16 preclude from the administrative
procedure evidence which has no relation to the allegations of fact andoflawin the
Statement of Objections and which :herefore has no relevmlpe to the Inmriganon

9. In case a defendant believes that the- Conﬂmmun services have erromecusly,
withheld documnents which are pecessary for its deferce it can make a request for a
decision of the Hearing Ofﬁear whie is. mponsible for mfeg&m&ng the rights of defence
in Commission proceedinga.'’

10. AdccmonbyﬂwHearmgOﬂicamtmdmclowwﬂmdomnmmadcfmdm
can be reviewed by the Buropean Court of First Instance (“CF17). Similary, an
mderﬂhngwhchdacmsthatcahmofﬂsbuﬂmﬁam&mdnmsmﬂlcshoum
mtbemsc{?eedmmedﬂfmdsmmmtoadmnbytheﬂamgOEccrcmappcal
to the CFI.

1 mcmmmmo:m“fmmmmc@mmﬁhmmmmmm
'313114132oftb:ECTmty,A:chuS},ﬂmdﬂofﬂzEEAAgrmtdewnql
Regulation(EC) No 139/2004, OF 2005/C 32547 of 22/12/72005 ("Notice on sccess to file"), at
paragraph 7. ThumummplmesmmbmmﬂuCommmimNodceofBWmmmﬁh,
0T C 13 of 23.01.1997. . .

' Nodcaonmuwﬁle,atmgmphlo.

4 mdm of the Coust of 7 Tazuary 2004 in Joimed Cases C-204/00 P, C-205/00 P, C-211/00 P, C-
213/00 B, C-217/00 P and C-219/DO P.AaIborgEuﬂmd,nmyurqmﬂed, at paragraph 126.

1o SeeA:hchslmdSofmnComnimDmmofﬁbhyzommﬂmtmmofmfumeeof
'hﬂﬂngoﬂiunmmmmu:pemmprwwdhp,OszlL162f210f1962:001 -

" ScaAMnQofdnCmmmDndsionofBMnyZﬂmunﬂwmufmfumﬁhcmng
ofﬁwnmmmoompeﬂﬂonpfocemp

13/03 2006 NON 17:38 {TX/RX O B375) B ood




11.  Documents obtained through access fo file way only be used for the purpose of
tbe Commission’s proceedings. This is underlined in Asticks 15 of Regulation 77312004,
wlﬁchsﬁpuiatcsﬁmtdocmamsobtainedﬂﬁoughmmﬁlemayonb'bensed“[...]
for the purposes of judicial and administrative procedures for the application of Articles
81 and 82 of the Treaty”. Furthermore, the Notice on access to file states “Should the
information be used for a different purpose, at any point in time, with the involvement of
an outside counsel, the Commission may report the iicident to the bar of that counsel,
with a view to disciplinary action™."* Lastly, the Comuamission makes that obligation clear
in a standard lctter to the parties when addressing to them a Statement of Objections and
providing access to file. ‘

1.3. The procesdings agaiust Microsoft parsuant to Article 24 of Regulation

172003 -

12.  On 24 March 2004, the Commission adopted a decision in Cage COMP/C-
3/37.792 - Microsoft (“the Decision™) in which it coticheded that Microsoft had abused its
dominant position i PC operating systems: by (i) refusing to provide intcroperability
information necessary for competitots to be able to effectively compete i the work group
server operating systern market and (i) tying its Windows Media Player with the
Windows PC operating system. The Commission imposed a €497,196,304 fine on
Microsoft and ordered it to bring the above-mentioned infringements of Article 82 EC w
an end (Asticle 4 of the Decision). : o _

13.  In particular, the Commission ordered Microsoft to supply interoperability
information to mterested undertakings on teasonsble and non~disqiminatory terms (“the
interoperability remedy”, Auticle 5 of the Devision) and to offer 2 full-fimctioning version
of its Windows PC operating system which doee not itcorporate Windows Medis Player
(“the. tying remedy”, Asticle 6 of the. Decision), The Decision also provided for the
establishment of 8 monttoring mechanizm, including & Monitoring Trustee, whose role i3
to provide expert advice to the Cornmission on Micrusoft’s compliance with the Decision.
Microsoft was granted a deadline of 120 days to implement the interopezability remedy
and a deadline of 90 days to implement the tying ramedy. The obligations imposed by the
Decision were suspended pending the Court of ‘Fifst Instance’s . consideration of
Microsoft’s request for inferim measures. This applicstion for interim measures was
dismissed by ths President of the Court of First Iistance on 22 December 2004.”

14. On 28 July 2005, the Commission adopted a decision on the momtoring
mechanism foreseen in Asticle 7 of the Decision.™* This decision sets out iver alia the

" CummiuiouNﬁwmmmmWﬁ'@thbnMamcmpwmmMcm31
and §2 of the EC Treaty, Articles 53,54 wnd 57 of the EEA, Agreement and Council Regulation (EC)
No139/2004, in OF 2005/C 325/07 of 22/12/2005.

3 Order of the Presideut of the Court of First Initance of 22 December 2004 in Case T-201/4 R,
Miceosoft, not yet reported. S '

Y C(2005) 2988 final.
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&ameworkuuderwhzchthehdomtormgfmsm,whoeemlemtopmﬂdc expert advice to
tthonmnsmoanxcro&oﬂsoomphmccmmthbDwmon,wﬂlwoﬂc Subsequently,
the Commission invited Microsoft to put forward candidates for the position of
Monitoring Trustee. After a selection procedure, on 4 Octaber 2005, on the basis of
shortlist of capdidates submitted by Microsoft, the Commission ppointed as Monitoring
Trustee Professor Neil Barrett, a British computer sc:moeaxpnt

15.  Article 24 of Regulation 1/2003 grﬂntaﬂ)eComjmonﬂ:\epcrwertomlpnseoﬂ
mdmﬁhngsdaﬁypmﬂtypaymwtsmtexcccdmgi%ofﬂmawmgﬁdaﬂynmvcrmdw

business year in order to compel them to put an end to an infingement of
Article 81 or 82 EC, in accordance with a profubition &cmunmkmpmuanttoAmc}e 7
of Regulation 1/2003 (Articte 24(1)a)). w

16. OnthcbaswofanapmuﬁthOMmchmcaleMOTRontthec}nncal
Docummmmn,daeCommmondmnbdwoptnpmcudingsagammmaoﬁmorda
bocompclﬁtooomplywthﬂaohhganommmgﬁmnttnmmm Consequently, on

10 November 2005, the Commission adopted a decision . pursuant to Asticle 24(1) of
Regulation 1/2003 (“the Art 24(1) Decision™). This decision js the first step in 2 procedure
pursuant to Article 24 of Regulation 1/2003. By meaps of this deision; a periodic penalty
aymeﬁof&nﬂhonwdaywmmmmdmhﬁmﬂwﬁmlimccmbuwam
the event that it were not to comply with Asticle 5(a) and (c) of the Decision, ie. its

~ obligations to (i) supply complete and accurste m!:mpmhhty information, and (u) to

make that information available onrmaonuhhtmns.

17.  In the light of the Monitoring Trustee’s reports on the state of the Technical
Documentation provided to the Commmission by Microsoft in response to the Art 24(1)

Decision, the Conmission, on 21 December 20035, adopted a Statement of Objections in -

which it took the pmlunmarvathathﬁcfosoﬁhaﬂnotyetcomphadmthﬁsohhgmon
tosupplycompktcandwcumtamtuupaabﬂltyuﬁm Ahmmgonthcobjecnons
msedbyﬂJcCommmonlssdrduledfoﬂo-nMnmhm

. DG COMP’s POSIIION WITH Rlcm 0 Nﬁcnesorr’s REQUEST FOR
DISCOVERY .

2.1. Microsoft’s request io ohtaln all dncumal: ‘exchanged betwm the
Commission, the Monitoring Trustes, OTR and third parties refating to the
Interopersbility Information or to the proper -interpretation of the terms
“Interoperability” ox “Intexoperability Informatinn”

18. Aﬁuthemammofﬂ:eSmmmnofObjccmbﬁmﬁhaanqmstcdacccss
to the documents identified in the annex to the Stateraent of Objections, mcluding to all
documents exchanged between the Commission scrvices and the Trusteo apd all
docurnents exchanged between the Conmmission scrvices and OTR in relation to ail
matters covered by the Statcment of Objections.” By}cum' of 30 January 2006 Microsoft

1 Bmail from Jean-Yves Art, Microsoft's Director of Competition EMFA, of 23 December 2005.
. N 5 T
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requested access to documents on the Commissien’s fil¢ pertaining to the comespondence
between the Commission on the one hand and third partics such as Sun, Oracle, IBM and
Novell on the other as well as access to documents eflecting discussions that have taken
place botween third parties, in partculsrdy Sum, IBM @id OTR and the Trustee.'®

19.  Following Microsoft's request the Hearing Officer took the position that the
wmﬁmmmcmmmmmmmwmﬁmm
documnents which axe inaccessible to Microsoft whilst, after confidentiality waivers had
been provided by third parties, Microsoft was given access to the communication between
the Comnission and third parties that relates to the iswnes raised in the Stateoent of
Objections of 21 December 2005.'" ‘ :

20. The Commission has therefore given Microsoft access to all third perty documents
in its possession. However, by letter of 2 March 2006 Microsoft specifically requested to
have access to “any material submitted by its adversaries to the Trustee and OTR""*

2], This request is currently under scrutiny by the Hearing Officer. In order to venify
whether Microsoft's request is well fomded the Cotrimission bas asked OTR and the
" Trustee to disclose and transmit to the Cormission auy documents they bave directly,
without the Commission's knowledge, received from third parties or Microsofl in carrying
out their duties as well as any minutes they have taken as regards copmmunications with
. third parties or Microsoft. " S :

22. It came as & surprise to DG COMP that Microsioft decided to tum to a US court for
assistance wmder 28 U.S.C §1782 in onder to gain access tp documents which it had one
day before sought to obtain from the Commission dnd on the ‘disclosure of which a
proceeding is currently pending before the Cominission’s Hearing Officer.

23. DG COMP takes the position the Microsoft's rights of defemce in relation to the
objections, raised in the Statemnent of Objéctions of 21 December 2005 are adequately
protected by the European rules on sccess to file. Therefore an spplication by Microsoft
om the basis 28 U.S.C §1782 i8 not objectively nécessary but rather an atieopt to
circumvent the established rules on access 15 file, in proceedings before the Comuomiasion. -

r

.

" Letter from Microsoft's counss) Ian Forrester to the Heariog Offfcer of 20 January 2003.
1 1 etter from the Hearing Officer to lan Forrester of § Febnuary 2006.
W 1 eiter from Georg Becrisch, Microsoft's counsel, of 2 March 2006.

s

13703 2008 NON 17:38 [TX/RX NO 8975) [Goo?




]

DGCOMP ASSTS » 8025335959

22 Microsoft’s request to obtain all documents exchanged -between the
Commission, the Monitoring Trustee or OTR and third partics about Microsofl's
comptiance or alleged fallure to comply with Eoropean, Commuanity competition
Jaws, including withont limitation the 2004 Decision, the Artice 24(11(a) Decision

24, With regard to Microsoft’s 1equest to- get access to documents which are not

related to the Statement of Objections of 21 December 2005 the DG COMP would like to.

atress that such documents are Dot Decessary for Microsoft-to defend itself as the
Commission has not a this stage raised any objections vis-4-vis Microsoft on thesc other
issues. hﬁmﬁﬁﬂbcg‘vmpropadnmsamﬁlommdifthccmma
Statement of Objections related to those matters. ' o ~

25.  Microsoft’s request to got access to sich documents before a Staternent of
Objections has been issucd is therefore unduly intrusive.and totally at odds with the
Emweanmlesmacmssmﬁlewhichmwh.atequmwmﬂdcﬁmmmmdm«mﬂw.

26. TMEumpuanComtofPirstInmm:basihdeddmcbgbisedﬂmt"Me it no Fight

wnder Community law to be Informed of the state of 1 the administrative procedure before

 the statement of objections is formally issued” and: that, if there were “a right fo be
informed of an investigation in circumstances where suspicions exist in respect of an

undertaking”, this would “seriously hamper the work'of the Commission”.”

27. Mmammwmﬁfmﬁﬂmm«ZBUSC§l7&
mmdermﬁndomifacompanyhasﬁludadoaﬁnmtpwainingmhﬁmﬁ's
mnphanccm'auegndfaﬂmemwnmlywiﬂiﬁmnmeomxmitympeﬁdmlaws,ur
mm@ocmmmmmma'%munofowzcﬁmbmwyabcmadopwdis
apt to smyhmm.cmmm's-mmmmm and circomvent the
European rules on access to file. _ S '

3. CONCLUSION

28.  In sum, DG COMP is of the opinion that the described Euvropean access to file
rules propetly protect Microsoft’s rights .of defence and that the discovery requests
presented by Microsoft are an attcmpt © circupavent these well established rules. DG
COMP therefors sees no necessity for Microsof to’ avail itself of the assistance of US
courts pursuant to 28 U.S.C § 1782. ‘ . . ' '

Brussels, 10 March 2006

¥ fadgment of the Court of Firet Instance of 8 Tuly 2004 in Case T-50/00 Dalmine v. Commission, 1ot
yat reportesd, paragrephs 83 and 110. ‘

T
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prof. Neil Barrett
 Monitoring Trustee
3, Bolt Court
London EC4A 3DQ UK -
15t Decamber 2003
Mr Cecilio Madero

Buropean Commission, Competition

Re: Competition Case COMP/C-3/37792

Herewith the second report on Yy findinge following review of the WSPP
documentation set provided to me by Microsoft at various dates in November 2003.
This sccond report covers the question of whether or not the suppiied WSPP
documentation adequately addresaes the requirements of any prograrmer or
programuming team seeking to use the dgenmentation for the development ofa
interoperable system. This analysis has been described by us as the ‘Sufficiency Test'.

To carry out this analysis, my technical advisor and I bave each approached the
documentation with a view 1o designing a part of & ‘replacement’ systero —~ that i3, &
non-Windows server which is capable of providing the equivalent functionality asa
Windows server to the Windows clients and/or the other Windows servers which ‘
might form a part of an organisation’s network. ;

Two design tasks were undertaken:
1. An attempt to develop the necessary functions to perform the ‘add new
user’ services; and '
2. Ay attemant to develop the necessary functions to propagate 2 password
change throughout a network by means of the replication services.

In each case, a contemporanedus record was maintained of the design questions
that were being asked of the documentation. That ig, a record of information
discovered, technical details required and the ease (of ofnerwise) with which the
documentation set can be navigated. Each of these are erucially important conceris
for the succasaful use by a developer. To summerise the canclusions of this report —
described more fully in what follows ~ in my judgement as Monitoring Trustee, the
documentation set has fajled the sufficiency test.

During both of these design exercises substantial problems were encountered with

the documentation — not simply in terms of its *easc of use’ but also in the absence of
vital information within the documentation. Functionality is not described; important

. datg struciures are not defined or explained; the basis of returned error codes and the
required activities are ot described; the sequencing of activities and the inter-
functional dependencies are aot explained or justified. Avy prograyumer ot
programming team seeking to use the documentation for a real development exercise
would be wholly end completely imable to proceed on the basis of the documentation.
Although the replication aspect is not yet complets, the preliminary conclusion -
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hased on the mumber of unexplained aspects already encountered ~ is that this too s
unable to proceed on the foundation of the documentation set.

The unsuccessful work on the «add mew user’ fmctionslity took e following
time: ‘ : :
« 12 hours on 8% December;

e 10 hours on 10 December;

s §hourson 1" Dawnm;'and

o 12 hours on 13" December.

Incidental and occasional hours were also spent on the exercise duwring the
intervening days. It appears that the documentation is deficient if this simple design
task on a small part of the documentation cannot be accornplished in reagonabie
armount of time. The design work for the replication —a sigrificantly more complex
axercise — still proceeds. ' ‘

On that basis, the conclusion that the documentation st has failed the sufficiency
{est is unavoidable, Conslderable additional work would be pecessary ot the part of
Microsoft engineers end tectnical autbors if the documentation set is to be considered
appropriate for the purposes for which it is provided.

{ turn now to a second point, that of the question of ‘[rnovation® exhibited within
the WSPP documentation. I undetstand that the claim of innovation is an important
one for the basis of the remuneration that Microsoft would prepose 1o levy for sccess
to some of the WSPP protocols. A present, however, it remains the case that I have
not been presented with anything within the WSPP documentation that | would feel -
confident in describing as ‘inoovative’. On that bagis, and wrtil a more somplete
justification for ady cleim of innovation is presented to me, 1 do not congider WSPP
or any part of WSPP w0 be immovative.

| trust that this meets with your requirements and rernair,

Yours sincerely.

a3

Prof. Neil Barrett
Monitoring Trustee
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WSPP Documentation Review

" gecond Report — 15 December 2005

1. Preliminary Remarks

The aim of this report is ta give a second assegsment on the completeness and
acouracy of the new set of Technice! Documentation provided by Microsoft on 11 November
2005 and on 23 November 2005 in order to comply with the March 2004 Decigion of the
‘European Commission.

For reference putposes, the Technicel Documentation provided by Microsoft at the
beginning of 2003 will be called “version 17 and the new set of Technical Documentation
provided in November 2003 will be called *version 27. : ,

i, Methodology

This second review of the Technicel Documentation. follows a preliminary Teport,
dated 30% November 2003, which determined that dae major discrepancies of version 1 had
ot been rectified in version 2 of the Technicel Docimentation, .

The msin failings of version 2 ihat were identified in the previous report are as
follows: '

_ The Technical Documentation is extremely &fScult to use due to the sbsence of the
ability to print, of hyperlinks, of a scarch facility, the absence of ‘general structure and
inconsistencies in the references contained within the documentation;

— jtis incomplete: no general overview is provided and it lacks explanatory mernoranda,
lustrations, explsnations of coneepts and server rules, or examples

_ it is inaccurate, as, in particulat, explanations on behaviours and dependencics — where
provided — are obviously insufficient

The current review exercise has been conducted by the Trustee and Mr Andrew
Winfer (an engincer employed by the “Monitoring Trustee” company). The main purpose was
1o establish whether the documentation in its current form coptains sufficient infosmation to
allow a developer or a team of developers to implement a servet capable of interacting with
Microsoft servers (and clients) ip a functionally-equivalent manner.

fl. Findings
The findings made in the previous teport have been corroborated during this roview.

Moteover, it further appears that any programmer of programming team geeking to use the
Techpical Documentation for & real development exercise would be wholly and completely

unable to proceed on the basis of the documentation.
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The Techmical Documentation is therefore totally unfit at this stage for ils imended
putpose. :

1. The Techniéal Documentation is extremely difficult to use

From a presentation point of view, the following restrictions (on top of the oneg identified in
the previous report) render the use of the Technical Documentation extremely difficult, time-
conswining and cumbersome.

- iste : H ings.

‘The names of some of the files are totally inconsigtent with their content. To begin with,
given the names of the two files coptained in the technical docurnentation (“WSPP file and
print server protocols.pdf” and “YWSPP Active Directory Tochnical Spec PR.pdf™), it is rather
surprising that the task of adding a pew user that should most likely fall under the ‘active
directory’ clement rather then wnder ‘file and print’, the first docwment surprisingly covers
toth “file and print” and authentication services, whilst the gecond one contins only
introductory material on Active Ditectory ' '

— Nop gdequaie search faciliny:

As no complete index is provided, thousands of manual gearches through the document have
to be condusied when Tying to specify the design of programs intended to implement a
function, based on the information contained in the documents. This 15 extremely time-
consuming and cumbersome.

~  Uselass links; : - ) ,

Some of the links that are provided in the Technical Documentation appear to be totally
useless, not least because of the lack of context given. ‘ ‘
For example, for the ‘otstatus.b’ file, two hyperlink refarences are provided. One is t0 2
saction called ‘intespreting RPC-based ipterface documentation’, the other is to a web link n
which the details of ‘on the wire’ data are provided by the Open Group web site. The first link
provides details of how the packets are to be formed, which is absolutely ugeless without any
nformation on the expected or required field values in the Microsoft enviromment. The
second link is a document dated from 1957, and accesses the index page of the document, but
the referenced topic provides datails of the structure of the packets, again totally useless
without any information on what to put in the fields within the packets.

2 The Technical Documentation is neither complete nor sufficient

The afternpt to use the documentation in & relevant manncT proved that the Technical
Documentation was in fact a lot more incornplete even than identified in the previous report,
and was in fact totally unusable. ‘

The following omissions go so fer es to render most of the Technical Documentation totally
useless:

A large number of apparently technjcal terms are used in the Technical
Documentation, but these are unclear even to a person knowledgeable in the &t and no
definition can be found in whatever place in the Documentation.
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For example, the introductory material (headed “Purpose’) for the Active Directory
documentation states that it desaribes the ‘protocols, network objects, and state chaoges
required for Active Dixectory domain coutroller interoperation’ and that the directory service
‘provides a date store for network objects’. But it i8 by no means obvious what a ‘network
object’ might be, and whether or not the data representing & user’s name and password might
be considered as such. A search in the documentation for the term ‘network object’ for a
definition or explanation results in the discovery that the term appears only in the introductory
section on page 1 of the document and s pever repeated, let alone explained.

Sitpilarly, the descripon of the ‘samr’ function tells me that the jnterface uses
scoptext handles to maintain client stale mformation’. The text goes on to say that the
interface uses ‘context handles to maintain cliem state ipformation’. But, I have no idea what
might constitte "client state information’. It appears that this client state is somehow related
to a context handle, and so a search is performed to see whether the term ‘context handle’ i3
anywhere defined in the document. The term. appears 87 times but is nowhere actually
defined; 1 am none the wiser. A detailed read through the 87 references to copiext handle’
appears to indicate that it might be used for communication between a client and server.
However, anotber part of the document implies that it is used for bolding state information.
S, the ‘context handie’ nyight be some communication or some storage mechanism? 1 have
fio way of knowing. ' |

-~ The Technical Dogumentation i unpsable withow more information

Due to the lack of definitions and explanation, the Technical Docwneatation cannol be used
in its cwment form, In order to obtain auy information, it is necessary ta perform repeatad
sgarch queries on the docurnentation, For exarnple, page 4,962 contains the comment that for
the context handle, ‘implementation is server specific, and so exact gize and composition fall
outside the scope of these documents’. As explained in the above section On the missing
definition, T have po idea what & ‘context handle’ might be, it alone what its "exact size and
compogition’ ghould be in my implementation. In developing a conformant system, in order to
discover the fundemental piece information of how big the ‘context handle’ should be, T

would then be forced — if 1 am to pr at all — to search external material outside of the
documentation itself in order to discover what a context handle {3 and how 1 might choose 0
implement such a thing. ' ‘

Similarly and as mentioned, the jmtroductory text mentions a file ‘ntstatus.h’ but with no
hyperlink to where the reader might find information on that file, Searching for the file in the
whole Technical Documentation does not yield an cxplanation of the contents of the file, but
only the file itself, evidently cut-and-pasted into the document. It starts on page 2,247 and
runs to page 2,449 -~ i.e., the text includes 202 pages of a simple file without any explanation.
Worse, for many of the ‘explanatory text’ lines, these rus off the end of the page — and there
is no explanation as to where (for example, a web link to MSDN) ] might go to actually obtain
this file ltself rather than embedded text in a document from which it cannot be copied. This is
all the more unsatisfactory because not only is there insufficient explanation associated with
{he included file, but the Sle cannot be used in its current state. There i no explanation as to
where I might find this file, thers 1§ 1o description as to the circumstances in which the
Jifferent veturm values might atise, nor is there any indication as to how my program might
recognise the different types of status so as to prompt those return values.

—~  Missing behaviours and dependencies
As a general rule, no explanation is provided as to the events or IeRSODS which might
cause a particular event to be triggered.
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For example, the Technical Documentation contains several hundred pages on error
handling, but the contents of error definitions are simply lsted with no explanation. A
desctiption of errors should indicatc why or how such errors are generated, whet functions
need to do if an error is w be handled correctly, and whether or 70t the error is “fatal” or
recoverable. None of that detail 15 present in the Technical Documentation. .

The explanation of the ‘samt’ function lists a number of ways in which the fuoction
can be called. One of these is ‘SamrCreateUserfnDomain’ with the agsociated commeunt,
: Adds a new user to the account database’. It is reasonable o assume that this is the particular
activity required, and from the text it would appeat that this is operation aumber 12. 1 can
assume at this pomt that 1 must create a function that performs the operations carried out by
‘gamt’ when it receives this particular request. The type of access which 1 believe & gystem
would request of the samr function in order to add a new user is the ability to ‘conmect with
the intention of writing'. So, 1 look through the list for a reference to ‘connect’ and a reference
to ‘write’ (or perbaps, ‘create’ or SOmS other simnilar phrase). But there is no Jisting of. such
an etry nor anything similar which might be considered analogous. Perhaps this is because
the comnection is implicit in the particular opcration itself and therefore does not need to be
specified explicitly. Tt can only be hoped so, because the information in this section is of no
assistance as regards copnection behaviour. ' ‘

_ No daseription of the arguments of e fupctions ‘

There are a largs number of fumctions for which there is no complete description of
what the arguments should be. - ' . ‘

For example, the ‘Netlogon Authenticator’ is deseribed 45 a pointer to 2 sracture
containing the ‘client credentials plus the current time of day; encrypted with the session key’.
But, this raises a munber of questions. The ‘session key' does mot appear to have been
specified, meaning that 1 don’t know where to find its value (or even how many bits it
contains), what produces it, or what algosithun is used for its production. The “encrypted with’
raises the question: with what algorithm? Again, this 1s not obviously set out in this part of the
docurnent. The ‘current time. of day’ taises the question: in what format is this held and
presenicd? And the ‘client credentials’ raises the guestion: in what format is this held and.
presented? This description is therefore totally inadequate and unusable.

- Hidden definitlon of data siructure
The usc of mechgnisms to render the data structure opaque is patticularly steiking.
For example, the SAMPR_HANDLE is defined by the line:
typedef void* SAMPR_HANDLE; : . ‘ ,
That is, the actusl structure is explicitly hidden from view by use of the ‘void*’
mechanism whose purpose is to render used data structures opague. The structure is therefore
one which s not defined anywhere in the documentation hut is rather deliberately hidden —
despitc the fact that it i8 self-evidently a fundamental requirement given the operation of the
‘sarnr’ and related functions. '

~  Insufficient description ‘ .

The explanations provided in the Technical Documentation are often insuffictent ot
jirmited i scope. o

Far example, the text related to the connection exercise séems to provide insufficient
information for me to be able to implement the function itself. However, it does provide some
additional information of relevance. It has a section headed ‘requirements’ — where the
required client and the required server is listed. It States that the client must be running one of
ihrec versions of Windows XP. This scems fair enough. However, it goes an to statc that the
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seyver must also be running (one of three versions of) Windows. The purpose of this excrcise
is to permit replacing the Windows servers with an alternafive, and therefors a more
comprehensive list of the features that the client expects the server to provide is necessaty for
example, an API called ‘sarax’ capable of performing the required operatlons and retuening
the cxpected values; an account database structured with certain expected fields, and so ou),

The docurnentation accordingly fails in any way to mect the Documentation standard required
by the March 2004 Decision. o -

Iv. Conclusion

The documentation in its current form is not fit for use by developers. It is totally insufficient
and inaccurate for the purpose for which it is intended, pamely developing work group server
operating system products able 10 viably compete with Microsoft's own products.

The analysis conducted illustrates that fhe documentation is unable to answer some of the
simplest quastions that would necessarily be raised in such an exercise. Terms are not defined,
links are not provided, structures are explicitly left undeclared. ‘

Jt ia important to note that these are not trivisl points, though the examples used to discover
these problems were trivial ones.

The documentation sppears to be fundamertally flawed in its conception, and in its level of
explanation and detail. Eptire error code files are included verbatim; but the definitions of
vital structures are left blank. Function arguments are named but not explained, Function calls
are described but the scquence must be guessod at. .
Overall, the process of using the documentation is an. absplutely frustrating, time-consuming
and ultimately frujtless task. The documentation needs quite drastic overhaul before it could
be considered workable. ' ' o

Tor these resons, the WSPP documentation set has failed not only the preliminary objective
of ‘closing the gaps' contained In version 1, but also the test of now being sutficiently usable -
by a programmer or teamn of programers. Substantial further work on the documentation sct
would be required — at the level of cxplanatory detail — before 1 could be satisfied as to its

usability.
&%ﬁlﬂ'@ﬂ

Monitoring Trustee
London, 15" December 2005
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The purpose of this further review was t0 establish whether, despite these deficiencios,
version 2 contains sufficiently detailed information to allow a developer or team of developers
1o create software for a conformant system — which meaps to implement a server capable of
interacting with Microsoft servers (and cbients) ina functionally-equivaient menner. '
The best way to establish the sufficiency of the documentation for a developer is to attempt to
s the documentation in the expested mannet: to specify the design of programs intended 1o
implernent the equivalent functions, based on the information contained in the documents.
The outline method is to: , - o

1. Identify a collection of ex ted activities that such a server would be required to

support, ‘ - ' -

2. Provide ap outline deseription of the ways in which such activities can be expecied to

operate; :

3. Review the documentation to deermine whether it is possible to cstablish the ways in

which such activities are described;

4. Follow the docurmented descriptons and locate the appropriate application program '

interfaces, function arguments and data Structures as specified;

5. From the documecniation, determipe whether sufficient information is provided in a

usable format capable of acting as nstructions 10 & programmer; and

6. Create high-Jevel specifications — perhaps in the form of pseudo-code — 1o describe the

sctivities and their implementation details.
The objective is to assess the state of the current documentation; the objective is not 10
attexapt to crestc a fully operational systerr —~ but rather, t0 do epough to act a3 a suitable test
of sufficiency. ' ' '

i
e

iy
i

B

In thie first review, 1 have taken as the objective one of tha siraplest possible
operations in & distributed systern environment: to receive and process a request to add e new
aser, A second task was undertaken in parailel by my techuicel advisor, Mr Andrew Winfer:
to implement the directory teplication services so as to propagate a password . ¢hange
throughout the Detwork. S

We can expect a function to add a new user to carty out a limited set of operations:
Receive a request to add a new user; - ‘
Establish whether that nset already has an account,
Add an entry in some database sorresponding to that user;
Add a password for that user;
Assign certain access rights for that nser; and o
Confirm to the requesting syster that the operations have boen performed either
successfully or unsuccesstully. ' -

The fumction ean therefore be expected to be relatively simple. It can be expected to return
an indieation of whether it was successful or not — smd if not, some indication as to-the reason
for its failure. Tt can be expected to ke certein simple input information - such as the name
of the user and their access nights, and perhaps also theis chosen or assigned initial password.
We can therefore imagine a function, perhaps calied - AddNewUser’ which returns an &rrof
code Indicating success (common practice, success is indicated by an error code of zero) or
some indicative code value corresponding to the type of errot arising (a duplicate user name,

]
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for exampie), This function will then he responsible for making the necessary changes to the
stored data about the collection of users so as to allow the user to have appropriate access m
the future. I sought to implement this particular fanction, ‘
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- Prof. Neil Barrett

Monitoring Trustee
3, Bolt Court
London EC4A 3DQ UK
16" December 2005
Mr Cecilio Madero

Eumpcaﬁ Comimission, Competition

. Re: Competition Case COMP/C-3/37792

1 refer to the communication received by me from Microsoft on 15" December
entitled “Microsoft Reaponse 1o Trustee Report® and provided as Annex 2 in the
company’s response to the Section 24 coramunication from the Commission.

This document presents Microgoft’s initial response to My own preliminary report
~ on the completeness and accuracy of the WAPP documentation set in which, you will
recall, ] raised my concerns as to the set’s fitness for purpose. | wish to draw to your:
attention my reaction to this response.

1n the concluding paragraph of the Microsoft Response it is stated that “the
docurnentation [...] is fit for use by developers™. Jt remains my position that this is not
the case - and in fact, following further analysis work recently completed and
communicated to you, my position if anything has hardened further.

If 1 can summatise the natura of the Response, it would be as follows, Microsoft
state that all the concerns that I raised about the usability of the documentation set - in
tetms of references, search facilities, readability, presentation and s0 forth - have
been addressed in the ‘release of 15 December’. And all the concerns ] raised about
the technical completenass of the documentation appesr fo have beeh dismissed, with
a statement that the deseriptions are in fact complete.

It may well transpire that, when the “release of 15 December” is commupicated 10
me on or after 23" December 2005, the usability concemns nave indeed been
addressed and resolved. T would not wish to prejudge the characieristics of & release
not yet available to me for review. However, | am very concerned that my legitimats
concerns regarding the technical content appeat 1o have been dismissed, On that basls,

1 cannot bring myself to believe that the conclusion that the documentation set is
insufticient will have been addredsed.

It Terwains my view that, whilst there may well be data stractures which are
defined, there are other vitally inportant data structures for which this is not the case.
and that the way in which the ‘server rules' are deseribed is not sufficient,

The Micrasoft Response dismisses my concerm over the use of ‘void®’
declarations on the basis that these are syalid expressions” in the programming
language used. That is not and has never been disputed. Whether the purpose of using
the exprossion is or i8 not one of obfuscation, the result is novetheless obfuscation — in
an ¢Jement of the documentation sct whose purpose is to exphcate. A prograrm
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language expression declaring a structure as being a yoid*’ means that the cortenta
of the structure are hidden. To implement the structure — essential if the function
usipg the structure is to be implemented — one needs W0 know the contents of the

strugture.

The Microsoft Response states that “the server rules [...] define notonly the
format, value and meaning of data structure fields and directory objects required for
interoperation, but alse the programming logic”. Close inspection of the server rujes
shows that the data structure fields arc defined in tems of other structures, themaelves
often defined in terms of yet other structurcs, amd that in places those structures are

subsequently pot defined. As 2 result, the detail is not all usable.
Regarding the ‘programming logie’, this too is not adequately described in

documentation set. Data js described as having been encrypted, for example, but wilh

no explanation of the encryption algorithrn used; valucs are described as being

‘resalved” with other vatues, with 110 explanation as to the meaning o mechanisim.
Source code fragments are umstructured, pootly or not commented, and therefore not
explanatory; and the ‘pseudo-code’ descriptions are fiot in & standard or standardised

format, making them equally non-gxplanatory.

1 summary, whilst it may well be the case that the ‘release of 15 December’ will,
on 23™ December 2005, address the usabilily congerns ¥ remain anxious as to the

techpical content of the documentation sct.

In the attached Annex, | address point-by-point the substantjve issues taised by
Microsoft in their Response, ignoring for the moment those elements where the

Response indicaies that a resolution is expected w1
documentation set. ‘

1 trust that this meets with your requirements and Temain,

thin the next revigion of the

Yours sincerely,

Page 43,8148, °

the

Prof. Nei) Barrett

Monitoring Trustes

B12
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Annex

| take the several jmportant points raised in the Microsoft Response, summarise themn
and provide & point by response to cach. '

s

iy R B Ar LW, T

1. “Microsoft continues to believe that the Technical Documentation as provided .
is complete and accurate ag required under the Decision” (Page 3)

4
£

o

SRR "

From the preliminary and subsequent cxamination, it is apparent (o me
that the documeniation is nol complate, with apparenily imporiant
delail missing and difficulty in ‘asking a quastion’ of the
docurmentation. ‘ , _

5. “The format, meaping and purpose of the data structures and objects required
for interoperation is explained in technical detail ini the refersnce section of
each protocol, and in architectural detail and again as a conc ptusl overview in
the Further Hxplanatory Materials section for the protocol” (Page 4)

There are details missing on the definition of certain importont
structures that appear 1o be of imporiance. Ax such, this cannot be
accepied. ‘

3. “The server rules disclosed in the Techpical Documentation define not only
the format, value, and meaning of dats structure fields and directory objects
required for interoperation, but alsa the programming logic” (Page 4)
As for the previous comment, hecause glemenis are missing this canhol
he accepied, :

it e 8
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4. “Tiustrations are rarcly used to present this material because of the volume of
technical reference maierial” (Page 5) '

Simple inspection of available Lextbonks covering many of the aspecti
of system aperation and interoperation shaw thal illustrations are
widely used by technical quthors 1o augment textual preseniahion. So
again, this cannot be accepred :

5. “A Licenseg [...] has the conceptus) understending necessary to implement a
work group server operating systern product” (Page 3)
In places, it wotld seem that the programmer would need to be
knowledgeable in Microsofl server delails and this ] helteve should not
be an assumption within documentation intended for use by non-
Microsoft programmers.

6. Examples for the most complex server rules are given in pseudocode notation
and are found in the Server Rules section of the technical specification for 2
protocol” (Page 5) '

The pseudocode used does nal appear to be of a standard (or indeed.
standardised) formar and — along with the examples of source code ~
are not always usable, Moreover, where sowurce code is presented (ond
incidentally, 1 comment that source code was never asked for nor
indesd welcomed as a part of an explanatory document) as an
alternative 1o pseudocode. the presentational problems of poor
Jormaning ond missing comments make this less than useful
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7. #This logic is not pari of a the (sic) communication protocol and it Is disclosed
most frequently in the specification as pseudocode, & common notatiot used
where precision is required in describing an operation invoiving multiple data
structures and objects” (Page 5)

In faet, pseudocode is used most obviously in describing algorithms
which are themselves complex, rather than necessarily thoge tnvolving
multiple data struciurés and objects. Where such daia structures and
objects are maripudared. if Is more common for tha data strucrures 1o
be defined In the way i which they are used within a program fi.e..
‘declared’) so that the siruciure can be understood.

-8, “All protocol specifications m the WSPP dogumentation discloses (sic) the
implementation of all data stractures used in the protocol for imeroperation,
inctuding the field length, feld format, and any required values of the
component fields of the data gracture” (Page 3)

From my reading of the documentation, there are glements gf the
necessary data siructures which are not defined in the detail that
would be necessary to allow a programmer confidently 1o implement
them. ‘ , .

9, “Microsoft strongly disegrees with the Trustee’s copangent that it has engaged
in “explicit obfuscation™ (Page 3) ‘

The affect of the use of the old*" mechanism is obfuscation: since thiy
is within elements of the documentation intended, one must presume, (0
provide an explication of detail — and that there is no justification
glven for the use of the ‘void*' — it must be assumed ro have been a
Jeliberate inclusion in the documendation. The effect is therefore 10
obfuscate.

10, “The Trustee cited error definitions as an example” (Page 7)

Jr is indeed true that error definitions aré provided in greai detail, but
the nature of the presentation of these error definitions ls such as 1o
mitigate against their corvect use. The bulk inclusion of a file. ir a
format thar does riot allow i 1o be copied, without an explanation of
where H comes from, and with the explanatory lines rmning off the
end of the page. is not usefil. : ‘

11. “Accordingly we believe the Jocumentation offered clearly meets the
requirements of the Decision in shis matter and that sppropriate programs are
in place to address guestions or issues as ey arise through the use of the
documentation itself” (Page 7)

In my view, the documentation st should be considered as a free-
standing and complete description of the necessary dadta SIruciures and
behaviour required 1o implemen! a similar behaviour in a functionally-
equivalent manner. It does not. al present, satisfy this and so I cannol
but disagree with this statement.




