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Plaintiff Facebook, Inc. alleges against Defendants Adam Guerbuez, Atlantis Blue Capital

and Does 1-25 inclusive (collectively, the “Defendants™), as follows:
INTRODUCTION

L. This case arises from Defendants’ improper and illegal accessing of Facebook’s

computers and user information to conduct vast spamming campaigns targeted at Facebook users.

2, Facebook’s website js an extremely popular social utility that connects people with
friends and others who work, study and live around them. Since its inception in 2004, Facebook
has experienced exceptional growth, It now has over 90 million active users ?vorldwide.
Facebook’s popularity can be attributed, in part, to the methods of communicktion available to
Facebook usérs. Facebook allows its users to join networks and to establish gonnections with
other users by becoming “friends.” Facebook users can take advan;agc of sophisticated privacy
options that allow them to control the dissemination of their information amo}:g their friends or
within their networks. Users can also communicate with their friends and other registered users
of the site using internal Facebook messaging.

3. Facebook is dedicated to protecting the privacy and security of its users. Due to its
rapid success and widespread popularity, Facebook has become the target of internet spammers
and marketers, such as Defendants. Faoeboqk has been very successful at minimizing spam
through vigilant security measures and effective early detection of potential spammers before
they have the opportunity to execute spam campaigns. Despite the resources dedicated to spam
eradication, current available technology does not permit Facebook to complately prevent the
transmission of spam on its site.

4, On information and belief, in order to facilitate their spamming campaign,
Defendants acquired Facebook login information from numerous Faccbook u’fe:s who revealed
their login information to fraudulent Facebook look-alike websitcs unaffiliated with and not
controlled by Facebook, and through other deceptive practices. Spammers &+lblish websites of
this sort for the sole purpose of acquiring (or “phishing”) Facebook user loghj& information.
Defendants used illegally obtained Facebook user login information to access the phished
accounts and send spam messages to Facebook users’ friends.

OHS West:260492852. -1- COMPLAINT AND DEMAND FOR JURY TRIAL
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5. Facebook has been damaged as a result of Defendants’ unlawful actions. Through
this lawsuit, Facebook secks injunctive and other forms of relief, including but not limited to
damages (compensatory, eggravated and punitive), disgorgement of the proceeds of Defendants’
actions and reasonable attorneys’ fees.

PARTIES

. Facebook, Inc. is a Delaware corporation with its principal place of business a1 156
University Avenue, Palo Alto, California, Facebook operates servers in and/ar from California
and has done so since June 2004. ,

‘7. Plaintiff is informed and believes and thereupon alleges that Defendant Adam
Guerbuez is a citizen of Canada residing at 7739 A Thibert Street, Lasalle, Méntréal, Quebec
Canada HEN 2CS5 and/or 7485 Bourdean Terrasse, Lasalle, Montréal Quebec, Canada HEN 2K9
with his parents. On information and belief, Adam Guerbuez is the sole or prlmary beneficial
owner of Atlantis Blue Capital and the website Ballervision.com.

8. Plaintiff is informed and believes and thereupon alleges that l:t‘endmt Atlantis
Blue Capital is an alias, alter ego, or fictitions business name used by Defendant Adam Guerbuez
when registering certain of his Internet domein names, some of which have béen used 10 further
the acts and omissions complained of herein. When registering domains, Atlaxtis Blue Capital

i

lists the physical address “Ave Manuel Maria Icaza y Calle 51, Edificio Magia Corp, Piso 5,
Oficina 511, Panama City, Panams,51, PA," tolephone contact +001.58888888888 and cmail
address atlantisbluecapital@gmail.com.

9. Plaintiff has not yet fully and independently identified the: trueinames and
capacities of the Defendants sued herein as Does 1-25, inclusive, and therefore sucs those
Defendants by such fictitious names. Plaintiff reserves the right to amend this complaint to allege
such Defendants’ true names and capacities when they are ascertained. JPIainﬁff is informed and
believes and thereupon alleges that each of the fictitiously designated De:fmdhts has been acting
as a partner, contrastor, joint venturer, agent, or employee of one or more of he named
Defendants and that cach is jointly and severally responsible for the acts and pmissions
complained of herein. :

OHS West: 2604928521 -2-
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1 CTION AND VENUE
2 10.  Thisis a civil action for violations of the CAN-SPAM Act, 15 U.S.C. § 7701 et

seq., the Computer Fraud and Abuse Act, 18 U.S.C. § 1030, California Penal Code § 502(c), the

Lad

Electronic Communication Privacy Act, 18 U.S.C. § 2701 et seq. and breach of contract.

11.  The Court has jurisdiction over the CAN-SPAM Act, Computet Fraud and Abuse
Act and Electronic Communication Privacy Act claims under 28 U.S.C. § 1331. The Court has
supplemental jurisdiction over the remaining claims under 28 U.S.C. § 1367.

12.  Venue is proper in this Court pursuant to 28 U.S.C. § 1391(b), ]391(6). The cause
of action arose, and the injuries described herein occurred primarily or wholly ?Arithin, the County
10 | of Sama Clare. On information and belief the wrongful acts causing such inju*ies were initiated
11 | at various times from Canada and other locations directed at persons and squiﬁ'nent in California.
12 13.  Jurisdiction and venue are also proper in this Court pursuant to California Penal

00 2 v o

13 | Code § 502(j), which states: “For purposes of bringing a civil or a criminal action under this

14 | section, a person who causes, by any means, the access of a computer, co:mpmfr gystem, or

15 | computer network in one jurisdiction from another jurisdiction is deemed to the personally

16 | accessed the computer, computer system, or computer network in each jurisdiqtion."

17 14, During all relevant times herein, Plaintiff has operated its websit,

18 | www_facebook.com, from offices located in California and servers located pﬂ+1mily in

19 | California, Plaintiff is informed and believe that Defendants were and are awape that

20 | www facebook.com operated from California during all relevant times herein.

21 15.  During all relevant times herein, Defendants have repeatedly aqd intentionally
22 | accessed Facebook servers located in California. Defendants have maintained systematic and
23 | continuous contacts with California while engaging in the email and Intemet r¢lated vialations set
24 | forth in this complaint. Defendants have targeted their wrongful acts at F k, which is

25 | headquartered in Palo Alto, California, and its computer network and servers t in this

26 | judicial district. On information and belief, during all relevant times herein, Defendants were
27 | aware that their wrongful acts would hamm Facebook and its computer networl% in California.
28 16.  During all relevant times herein, Defendants have repeatedly uded their unlawful

OHS West 260492852.1 -3
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access to Facebook servers to market products, without authorization, to California residents.

17.  Through their use of Facebook's website and service and their direct or indirect
use of registered Facebook User’s accounts, Defendants have consented to venue and jurisdiction
in the state and federal courts of California.

FACEBOOK AND ITS ONLINE COMMUNITY

18.  Facebook operates an extremely populat interactive computer service that enables
social networking on the Internet. Anyone who is thirteen years of age or oldér may register to
use Facebook. | _

19.  Facebook user accounts are maintained on servers owned and qperawd by
Facebook and located primarily in California. Access to thesc servers is goyei‘ned by Facebook’s
Terms of Use.

20.  Only registered users are permitted to use Facebook’s site and services. To
become a registered user, one must provide unique login information in the fohn of an email
address and password. These credentials provide a secure way for users to acqess their Facebook
account. _

21.  Once registered, users create personalized custom webpages orjprofiles. Profiles
typically include personal information, contact information, photographs, and bontent related to
their interests. _

22, Users may then make personal connections by inviting other uskrs to become their
friend or by accepting friend invitations from other users. A list of friends, and certain
communications with those friends, become part of the user’s profile.

23.  Facebook users can separately control access to every category of information in
their profile by taking advantage of Facebook’s granular privacy controls. For cach category of
information, users may choose to give access only to their friends, 1o friends o{f friends, to their
networks, or to some custom subset of these groups of users. These privacy W are a
valuable part of Facebook and have contributed to Facebook’s popularity and puccess.

24.  Secure communication between Facebook users is vital to Facebook’s success.

Facebook provides a number of internal communication services, including cl@ctronic messaging,

f
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1 | chat, comments and “the Wall” (a type of bulletin board). Only registercd Fapebook users are
2 | permitted to use these communication systems.
3 25.  Electronic messages and Wall postings are the most attractive to spammers
4 | because both allow messages to be sent to or seen by multiple Facebook users at the same time.
5 | Thus, through these methods of communication, a wider audience can be reached with fewer
6 | communications.
7 26,  Registered users can initiate electronic messages in three ways: a) when viewing
8 | another user’s profile, by selecting the “Send a Message” button under a useﬂis profile picture; b)
9 | by selecting “Send a Message” from the right side of any search results !»Gteeil. ar ¢) by selecting
10 | “Compose” from the user’s own Inbox and typing in the name of friends the ¢ser would like to
11 | message. A user can send messages to up to twenty people at once if the recipients are friends, or
12 | the sender has the recipients’ email addresses. If a user wants to message any uscr who is not a
13 | friend, they are only permitted to do so individually. Users may aiso use Factbook's privacy
14 | settings to prevent anyone other than friends from sending them messages. 'ﬂ}ese clectronic
15 | messages may only be viewed by the recipients 1o whom they are directed. |
16 27.  Registered users can also send an electronic message to ano user by posting the
17 | message on the user’s Wall (a “Wall post™). However, users may qnly post es on the
18 | Walls of those users with whom they are friends. A user’'s Wall is visible to anyone who can see
19 | theuser’s profile. A Wall post displays the message along with message b showing the
20 | sender’s profile name and picture.
21 28.  Thus, a spammer who fraudulently accesses a Facebook user unt is able to
22 | scnd spam in the form of electronic messages from that account. Each of thoge messages can be
23 | directed to up to twenty of the user’s fricnds. The spammer may also send in the form of
24 | Wall posts to cach of the user’s friends. Those Wall posts can be read by an able to view the
25 | profiles of those friends who received the spam Wall posts.
26 29, As described sbove, an important aspect of Facebook is that its users generally
27 | interact with and receive communications only from their fiends, Vseni bave complete control
28 | over who they choose to interact with. As such, Facebook users do not expect o receive — and
OHS West:260492852.1 -5-
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should not réceive - unsolicited, unauthorized commercial communications (i.c. spam) from other
Facebook users or from non-users. Indeed, Facebook’s Terms of Use explicitly prohibit any
unsolicited or unauthorized advertising, solicitations, promotional materials, “junk mail,” “spam,”
“chain letters,” “pyramid schemies,” or any other form of solicitation.

30.  Facebook's security, user operations and legal departments expend significant time
and resources addressing and minimizing abuse of the Facebook website and addressing
violations of Facebook’s Terms of Use — including phished users accounts and unauthorized
distribution of spam.

FACEBOOK TERMS OF USE |

31. - Anyone who accesses or uses Facebook's web site at www.fi ebook.com must
signify that they have read, understand and agree to be bound by Facebook’s Terms of Use,
whether or not they are a registered user of Facebook. See attached Exhibit A (Facebook’s Terms
of Use, also available at hitp://www. facebook copyterms,php). Only those inflividuals who agree
to Facebook’s Terms of Use are authorized 1o access or browse Facebook's website. In order to
use Facebook’s communication systems or view other user’s Facebook profiles, visiting users
must register and click o indicate that they have read and agree to Facebook's Terms of Uso and
Privacy Policy. _ ‘

32.  Facebook’s Terms of Use explicitly prohibit spam communications on Facebook.
Facebook's Terms of Use and Privacy Policy prohibit all commercial use of its website except as
explicitly authorized by Facebook.

33.  Facebook’s Terms of Use require its users to, among other things, agree not to use

the Service or the Site to:

e harvest or collect email addresses or other contact information of ; 1 4]
Service or the Site by electronic or other means for the purposes of sending unsolicited
emails or other unsolicited communications;

» use¢ the Service or the Site in any unlawful manner or in any other
damage, disable, overburden or impair the Site;

« use automated scripts to collect information from or otherwise in
Service or the Site;

o repister for more than one user account, register for a user account on behalf of an
individual other than yourself, or register for a user account on behalf of any group or
entity;

OHS West:260492852.1 -6-
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» impersonate any person or entity, or falsely state or otherwise msiepresem yoursclf,

your age or your affiliation with any person or entity;

» upload, post, transmit, share or otherwise make available any unsolicited or

'3

unauthorized advertising, solicitations, promotional materials, j

1]

mail,’ ‘spam.,

‘chain letters,” ‘pyramid schemes,’ or any other form of solicitation;
» solicit personal informatiop from anyone under 18 or solicit passwords or personally -

identifying information for commercial or unlawful purposes;

¢ use or attempt to use another’s account, service or system without authorization from

" the Company, or create a false identity on the Service or the Site;
« upioad, post, transmit, share, store or otherwise make available co
judgment of Company, is objectionable or which restricts or inhib
from using or egjoying the Site, or which may expose Company o
harm or liability of any type.
34.

2007.
35,
associates and accomplices) caused the transmission of over 4 million spam

Facebook users through Facebook’s network. On information and belicf, this

During March and April 2008, Guerbuez (and on information E-belief his

that, in the sole

any other person
jts users to any

Defendant Guerbuez has been a registered user of Facebook since at Jeast May 19,

to

unsolicited spam

was sent to and received by Facebook users in California, Defendants® acts jaccessing

Facebook’s data, computers syslems and/or networks and sending spam mes

ges occurred

without Facebook®s authorization and were conducted in express violation of Facebook's Terms

36.

“of Use. Through their illicit and illegal internet marketing schemes, Defendants have caused

Facebook user accounts, either by misappropriating their login information through a phishing
website or other method, and/or by acquiring login information from one or more third parties.
37.  On information and belief, Defendants used computer pro called “scripts” or
“bots” to log in to these compromised Facebook users accounts housed on F hook's computers
and computers systems.
38, On information and belief, Defendants directed servers under their control and/or

a computer “botnet” (a series of compromised third party computers) to send E 1o Facebook

users in the form of electronic messages and/or Wall posts. These sphm mes

.7-

OHS Wen: 250492852 1
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fricnds of users with compromised accounts without the users’ knowledge or &uthorization.
Users who received these spam messages also had their accounts compromised by Defendants
who circumvented privacy settings that prevent messages from being received from sources other
than those users’ confirmed friends. Defendants’ messages would not have been able to reach
those users had they not originated from their friends’ accounts,

39.  Spam, in the form of Wall posts, persisted on the profiles of users who received
the spam. Thesc Wall posts showed advertising and/or purported Facebook uper cndorsement of
products to all who were able to view these users® profiles.

40.  The spam promoted numerous products and websites that, on i ‘ormation and
belief, are offensive and embarrassing to a large segment of the Facebook who received or
viewed these messages, or whose accounts were frandulently used to send tbcke messages. The
products marketed by these spam messages included marijuana, male enhancgment pills, and
sexually oriented material.

41.  While most spam is casily identified as spam and often ignored by recipients,
Defendants’ spam attacks were more likely to be successful because Defend | ts used stolen
account information resulting in false message headers indicating that the s
personal endorsements of products sent by their Facebook friends. Additionally, the spam

messages were wrilten in a misleading way so as to appear to be personal
Defendants’ spam messages did not provide any clear or conbpicuous notice
were advertisements, did not provide information on how recipients could o
messages, and did not provide a valid postal address that recipients could use to contact
Defendants.
42.  Defendants used these spam messages to advertise & number of websites, some of
which are owned by Defendants and some of which are owned by third parties who, on
information and belief, paid Defendants to drive traffic to their websites, inchedi
budhookup.com, bomivo.com (LNH Solutions penis enlargement), pilinak. !
shoes.com, shoes-styled.com, abutty.com, msanes.com, vulkam.com, otbods.com (MaxHerbal

classy-

penis enlargement) and zvyloo.com,

ONS Wait-260492852.1 -8-
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1 43.  The voluminous and illicit nature of Defendants’ advertisements has tainted the

2 | Facebook experience for affected Facebook users.

3 44.  Facebook has suffered significant harm to its reputation and goodwill due to

4 | Defendants’ actions. Facebook has suffered economic damages, as well. Facdbook has expended

5 | significant time and moncy monitoring, reviewing and attempting to prevent and eradicate

6 | Defendants’ spam emails and Wall posts.

7 45.  Oninformation and belief, Defendants willfully and maliciousb engaged, and

8 | continue to engage, in: a) unauthorized access to and appropriation of Face ok data,

9 | information, computers, computers systems and networks, and b) sending of unsolicited
10 | commercial messages. Defendants have and continue to pursue these unle acts in order to
11 | defraud Facebook users and reap the monetary rewards from their illegal and improper phishing
12 | and spamming campaigns. |
13 46. Defendants have benefited financially from their behavior whqe at the same time
14 } harming Facebook. 5
15 47.  Eschof the Defeadants had knowledge of the other Defendants’ unlawful actions
16 | and authorized and/or directed them to take the actions described in this Complaint on the other
17 | Defendants’ behalf.
18 FIRST CLAIM FOR RELIEF
19 OFT. - ACT
20 (15 U:S.C. § 7701 et seq.)
21 48.  Facebook realleges and incorpotates herein by reference the alqeganons in
22 | paragraphs 1-47 as if set forth fully herein.
23 49.  Facebook is a provider of internet access services. Faccbook ehables users to
24 | access content, electronic messaging and other internet services through its wfbslte.
25 50.  Defendants initiated the transmigsion of commercial electronicl mail messages
26 | through Facebook’s computers to Facebook users’ computers, both of which Tre used in interstate
27 | and/or foreign commerce and communication. . _
28 51.  Defendants intentionally and meterially nusled recipients of l’+ spam

S West260492852.1 -9-
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1 | advertisement messages as to the true identity of the senders.

52.  Dofondonts coquirod Faosbook ucer login informstion in » frautulent manmer,

2

either by phishing the information themselves or acquiring it from third parties, for the purposes
of initiating spam messages. | '

53.  Defendants initiated the transmission of spam messages thmug}x Facebook’s
computers with actual knowledge, or knowledge fairly implied on the basis of objective
circumstances, that the message headers would be likely to mislead the recipi:fxm about a material
fact regarding the contents or subject matter of the messages. Among other things, Defendants’
messages inclnded headers that did not indicate: a) that the Defendants sext them, b) that the

o 0 d O b W

10 | messages were advertisements that were not endorsed by the senders whose names and pictures
11 | were displayed in the header, or ) that the messages were not initiated by the ender from whom
12 | they appeared to be initiated. ‘ I

13 54.  Defendants’ spam messages were sent as part of a systematic phttern and practice
14 | that did not conspicuously display a return electronic mail address to which t:t:li'picms could

15 | submit a reply requesting that no further commercial emails be sent to the recipient.

16 55.  Defendants’ spam messages did not provide: 8) clear and icuous

17 | identification that the messages were advertisements or ;olicirations, b) clear and conspicuous

18 | notice that the recipients had the right to opt-out of future messages, or c) valigl physical addresses
19 | of the actual senders of the messages. '

20 56.  Some of Defendants® spam messages contained sexually oriented material and

21 | links to websites comtaining sexually oriented material.
22 57.  Facebook has been adversely affected by Defendants’ violations. As a direct and
23 | proximate cause of Defendants’ conduct, Facebook has sustained damages in an amount to be
24 | determined at trial.

25 58. By reason of Defendants’ conduct, Facebook has suffered, is syffering, and will
26 | continue to suffer irreparable harm and, unless Defendants are enjoined, the i le harm to
27 | Facebook will continue. Facebook has no adequate remedy at law.

28 59.  On information and belief, Defendants® actions were willful knowing, entitling

OHS Wesl:260492852.1 -10-
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Facebook to aggravated damages in accordance with 15 U.S.C. § 7706(g)(3)¢3).

SECOND CLAIM FOR RELIEF .
YIOLATION OF THE COMPUTER FRAUD AND ABUSE ACT

(18 US.C. § 1030)
60.  Facebook realleges and incorporates herein by reference the allegations in
paragraphs 1-59.
61. Defendants knowingly and intentionally accessed Facebook’s computers without
ized to log into and

authorization or in excess of any authorization. Defendants were not autho

' use Facebook users accounts belonging to other individuals. Defendants were/not authorized to

access Facebook computer servers inconsistent with the terms set forth in Facgbook’s Terms of

Use, which Defendants violated by (among other things): soliciting of Facebook users' login
is¢ interact with, the
available any

information; using automated scripts to collect information from, or otherv
Faccbook website; uploading, posting, transmitting, sharing or otherwise making
unsolicited or unauthorized advertiging, solicitations, promotional materials, “junk mail,” “spam,”
“chain letters,” “pyramid schemes,” or any other form of solicitation; using the Facebook service
or site for commercial purposes, except under advertising programs offered by Facebook;
incorporating any Facebook site content or information in any other database pr compilation; and
using or attemnpting to use another person’s Facebook account without authorization from
Facebook.
62.  After gaining unauthorized access to the Facebook servers, Defendants obtained
and used valuable information from Facebook’s protected computers in transs
interstate or foreign communication. This information included, among other|things, Facebook
included sending

ions involving an
users’ friend lists and the means of communicating with those friends. The us

accounts that would not have accepted Defdants’ messages had the messages not originated

from the accounts of their confirmed friends.
63.  Thus, Defendants knowingly, willfully and with an intent to defrand accessed

Facebook’s computers without authorization or in excess of any authorization|and obtained

OHS Wesr: 260492852, ) -11-
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1 } valuable information from Facebbok’s computers, which, on information and/belief, Defendants
2 | used to obtain something of value.
3 64.  Defendants knowingly, willfully and with an intent to defraud trafficked in login
4 | information through which computers were accessed without authorization, affecting interstate
5 | commerce.
6 65. Defendants' conduct has caused a loss to Facebook during 2 one-year period
7 | aggregating at least SS 000 |
8 66.  Facebook has suffered damages resultmg from Defendants’ mfrmgmg conduct.
9 | Facebook secks compensatory and punitive damages under 18 US.C. § 103OJg) in an amount to
10 | be proven at trial. v
1 67. By reason of Defendants’ conduct, Facebook has suffered, is spffering, and will
12 | continue to suffer irreparable harm and, unless Defendants are enjoined, the irreparable harm to
13 | Facebook will continue. Facebook has no adequate remedy at law.
14 THIRD CLAIM FOR RELIEF
15 VIOLATION OF THE CALIFORNIA FENAL CO!ZLS?
16 68.  Facebook realleges and incorporates herein by reference the allegations in-
17 | paragraphs 1-67 as if set forth fully herein.
18 69. Defendants knowingly and without permission altered, damaged, destroyed, or
19 | used Facebook’s date, computer, computer system, or computer network to defraud or deceive or
20 | to wrongfully control or obtain money, property, or data in violation of California Penal Code
21 | §502(cX(1).
22 70.  Defendants knowingly and without permission accessed and tgok, copied, or used
23 | data from Facebook’s computer, computer systems, or computer network in violation of
24 | California Penal Code §502(cX2)
25 71.  Defendants knowingly and without permission accessed and uged the Facebook
26 | services in violation of California Penal Code §502(¢)(3).
27 72.  Defendants knowingly and without permission added, altered, delcted, or
28 | destroyed data that resided in Facebook’s computer, computer systems, or computer network in
OHS West260492852. 1 -12-
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violation of California Penal Code §502(c)(4).

73.  Defendants knowingly and without permission accessed, or caused to be accessed,
Facebook’s computers, computer system, and/or' computer network in violation of California
Penal Code §502(c)(7). ' '

74.  Pursuant to Califormia Penal Code §502(e)(1), Facebook secksicompensatory
damages, in an amount to be proven at trial, and injunctive relief for its damages and loss suffered
by Defcndants’ violations of Facebook’s computers and network, including the reasonable and
necessary expenditures incurred by Facebook to verify that its data, computerg, systems, and
network were not damagés, altered or deleted by Defendants’ unlawful accesat!

75.  Asadirect result of Defendants’ actions, Facebook has su!fen*l and continues to
suffer irreparable harm for which Facebook has no adequate remedy at law, apd which will
continue unless Defendants’ actions are enjoined.

76.  Facebook is also entitled to recover its reasonablc attorneys’ féu pursuant to
California Penal Code §502(c)(2).

77.  On information and belief, Defendants’ actions were willful and malicious, and
Facebook is therefore entitled to punitive damages pursuant to California Penpl Code §502(c)4).

FOURTH CLAIM FOR RELIEF |
OF THE ELE (V] oM CA PRIV
(18 U.8.C. § 2701 et 5eq.)

78.  Facebook realleges and incarporates herein by reference the alregntlons in
pmagrapm 1-77 as if set forth fully herem.

79.  Facebook’'s computers and servers are facilities through which electronic
communication services are provided to its users. '

80. By using fraudulemly acquired Facebook user login information, the Defendants

knowingly and intentionally accessed Facebook’s computers and servers without anthorization or
in excess of any authorization granted by the Facebook Terms of Use co

81,  Through this unmuthorized access, Defendants had access to, gbtained, altcred,
and/or prevented Facebook users’ legitimate, authorized access to wire clectronic

z
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1 | communications, including but not limited to Facebook electronic messages ot' Wall post services
2 | while they were in electronic storage in the Facebook system.
3 82.  Faccbook users’ detailed profiles and electronic communicaﬁoﬁs are not readily
4 | accessible to the general public. Facebook users’ Wall post electronic comdnications are not
5 | accessible to the general public or other Facebook users unless and until a Facebook user
6 | authorizes or permits such access to their individual account. |
7 83. By reason of Defandamts’ conduct, Facebook has suffered, is syffering, and will
8 | continue to suffer irreparable harm and, unless Defendants are enjoined, the inrepamblé barm to
9 | Facebook will continue. Facebook has no adequate remedy at law.
10  FIFTH CLAIM FOR RELIEF
11 B ¥ T
12 84.  Facebook realleges and incorporates herein by reference the allegations in
13 | paragraphs 1-83 as if set forth fully herein.
14 85.  All Facebook users, including the Defendants, are parties to F k's Terms of
15 | Use contract or are bound to the Terms of Use through their actions. DcfcndI:::erbuez
16 | registered and agreed to Facebook’s Tenns of Use.
17 86. Facebook has performed all of its obligations under the terms md conditions of the
18 | Agreement, except those for which performance has been excused.
19 87. Defendants have breached Facebook's Terms of Use contract by, among other
20 | things: soliciting of Faccbook users® login information; using automated scripts to collect
21 | information from, or atherwise interact with, the Facebook website; uploading, posting,
22 | transmitting, sharing or otherwise making available any unsolicited or unauthgrized advertising,
23 | solicitations, promotional materials, “junk mail,” “spam,” “chain letters,” * id schemes,” or
24 | any other form of solicitation; using the Facebook service or site for comm purposes, except
25 | under advertising programs offered by Facebook; incorporating any Facebook site content or
26 | information in any other database or oompiluioix; and using or attempting to use another person’s
27 | Facebook account without authorization from Facebook.
28 88.  Asadirect and proximate cause of Defendants’ bresch of contract, Facebook has
OHS West:260492852.1 ~14- v
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login information;

sustained damages in an amount to be determined at trial.

PRAYER FOR RELIEF

Wherefore, Facebook prays for relief as follows:
1 That Defendants and their agents, servants, employees, attomeys, affiliates,
distributors and any other persons in active concert ot participation with them be temporerily,
preliminarily, and permanently enjoined from: |
a. making any unauthorized use of, or gaining unauthorized access to,
Facebook’s data, information, computers, computers systems, computer netwprks, or Facebook
users’ information or profiles; | '

b. retaining any copies, electronic ot otherwise, of any Facebook user

<. using Facebook’s computers or accounts to cause, directly or
indirectly, commercial emails, Wall post bulletins, or messages of any kind ta be transmitted;

d violating, or encouraging or facilitating Facebook users” violations
of, Facebook's Terms of Use, and;

e accessing Facebook's data, information, computers, computer
systems or network, or Facebook user accounts for any reason whatsoever;

2. MthmdmmmmwﬁhwhhmeCommd

for Facebook within thirty days afier entry of judgment a report in writing under oath setting forth
in detail the manner and form in which Defendants have complied with the
injunction, the login names and unique membership information of all comprémised Facebook

Defendants acquired Facebook user account login information;

3. That Defendants be directed to file with the Court and
for Facebook within thirty days after entry of judgment a report in writing under oath setting forth
in detail an accounting of any and all sales, revenues, profit sharing or kick-

rights described herein;

OHS West:260492952.) -15- |
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4, For damages according to proof, inchuding liquidated 4nd statutory
damages;

5. For disgorgement of any money, property, profits or the value of any other
economic benefit that Défendants have received as a result of their unlawful ¢onduct;

6. For aggravated damages;

7. For punitive damages; ‘

8. For interest as allowed by law;

9. For costs of suit, including reasonable attorneys’ fees;

10.  For such other relief as the Court deerns just and proper.

JURY DEMAND
Plaintiff hereby demands a trial by jury for all issues which may be tried by jury.

Dated: August 1§ 2008 I NEEL CHATTERJEE
— THOMAS GRAY
P. WAYNE HALE

. y
Attorneys foﬂ?l%ntiff
FACEBOOK, INC.

OHS West:2608923852.1 -16-
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Terms of Use

Dave of Last Revision: June 7, 2008.

| Welcome to Facebook, a sodal utiity that connects yoiz with the people around you, The Faceboak service and network

{collectively, "Facebook” or “the Service™) are operated by Faceboak, Inc. 2nd its oarporate affilates (ooliectively, “us”™,
“we" or "the Company™}, By acceesing or using our web site at www.facebook.com or the mobile version therect (together
the “Site™} or by posting a Share Button on your site, you (the "Lsar™) signify that you have read, understand and agree to
be bound by these Terms of Use {*Terms of Use" or "Agneement®}, whether or not you are » registered member of
Facebook. We reserve the right, at our sofe discretion, to change, modify, add, or delete portions of these Tanms of Use at
any time without further notion. If we do this, we will post the changes ta these Terms of Use on this page and will indicate
at the top of this page the date asmmﬂ_,am.!na_nn nevised, Your continued use of the Seivice or the Site after any such
changes constitules your acoeptance of the new Terms of Use. If you do not agree to abide by these or any future Terms
of Use, do not use br access {or continue lo use or aooess) the Service or the Site. It i your respanslbility to regularly
check the Site to determine if thers have been changes to these Terms of Use and to review such changes.

PLEASE READ THESE TERMS OF USE CAREFULLY AS THEY CONTAIN IMPORTANT INFORMATION REGARDING
YOUR LEGAL RIGHTS, REMEDIES AND OBLIGATIONS. THESE INCLUDE VARTOUS LIMITATIONS AND
EXCLUSTONS, AND A DISPUTE RESOLUTION CLAUSE THAT GOVERNS HOW DISPUTES WILL BE RESOLVED.

Eliaibliity

Membership in the Service s void where prohibited. This Site is intended solely for tsers who are thirteen (13) years of age
or older, and users of the Site under 18 who are curmently In high school or college. Any registration by, use of or access o
the Site by anyone under 13, or by anyone who Is under 18 and not In high schoal or college, is unautharized, uriicensed

and in violation of thesa Terms of Use. By using the Service or the Site, you represent and warrant that you are 13 or oider

and in high schoal or coliege, or else that you are 18 or dlder, and that you agree bo and to abide by all of the terms and
oonditions of this Agreement.

Registration Data; Account Security |

in consideration of your use of the Site, you agree to (a) provide accurate, current and complete information about You as

hitp./’www.facebook.com/terms.php
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tay be prompted by any registration forms on the Site ("Registration Data™); (b} maintain the security of your password
and identification; (c) maintain and promptly update the Registration Data, and any other Information you pravide to
Company, to keep it apourate, aurrent and comiplete; and {d) be fully responsible for 3l use of your account and for any
actjons that take place using vour account.

Proprietary Rights in Site Content; Limited License

All content on the Site and available through the Service, induding designs, tmd, graphics, pictures, video, information,
applications, software, music, sound and other Mes, and their selection and arrangement (the “Site Content”), sre the
proprietary property of the Compary, its users or its licengors with all rights reserved, No Site Content may be modifiad,
copied, distributed, framed, reproduced, republished, downlonded, saraped, displayed, posted, transmitted, or sold in sy
farm or by any means, in whole or in pait, without the Company's prior written permission, except that the foregoing does
not apply to your own User Contert (as defined below) that you legally post on the Site. Provided that you are eligitle for
use of the Site, you are granted a mited Heense to acoess and use the Site and the Site Content and to download or print
3 copy of any portion of the Site Content to which you have properly gained acoess solely for your personal, non-
commerdal use, provided that you keep all copysight or other propriebary notices intact, Except for your own User Cortent,
you may not upload or republish Site Cantent on any Internet, Intranet ar Extranet site or incorporate the information in
any other database or compilation, and any other use of the Sie Contant s sirictly prohibited. Such license is subject to
these Terms of Use and does not permit use of any data mining, robots, scraping or similar data gathering or extraction
methods. Ay use of the Site or the Site Content other than as specifically authorized herein, without the prer written
permission of Company, is strictly prohihited and will terminabe the license granted herein, Such unauthorized use may also
viniate applicable faws induding copyright and trademark laws and applicatle communications regulations and statutes.
Unless explicitly stated herein, nothing In these Terms of Use shall be construed as conferring any license to inteflectuat
property rights, whether by estoppel, implication or otherwise. This licanse Is revocable at any time without notice and with
or without cause,

Trademarks

32665, FACEBOOK, THE FACEBOOX, FACEBOOKHIGH, FBOOK, POKE, THE WALL and other Company graphics, logos,
designs, page headers, button icons, scripts and service names are registered trademarks, trademarks or trade dress of
Company In the U.S. and/or other countries, Compeny's brsdemarks and trade dress may not be used, induding as part of
trademarks endfor as part of domaln names, in connection with any product or service In any manner that Is likely to cause
confusion and may not be copled, imitated, or used, in whole or in part, without the prior written pesmission of the
Company.

http://www.facebook.com/terms. php , 71772008
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User Conduct

. You undesstand that except for advartising programs offesed by us on the Site (e.g., Facebook Fiyers, Facebook
Marketplace), the Senrvice and the Site are svailable for your personal, non-commerdal use only. You represent, warant
and agree that no ..._ﬂ!.u_m&us. kind submitted Eaco:é onoonu-cqai_imuuﬁﬁn transmitbed, or shared 5. <E

u&__.ua. or qu.nq uoa_!w_ or Eiats &sﬁ or contain _.vn.aﬁ 33:&82 or ec_az..._mo ::ri.z auﬁ_._w_

In addition, you agree not to use the Service or the Site to:

e harvest or collect emall addresses or other contact information of other users from the Service or the Site by
electronic or ather means for the purposes of sending unsolicited emails or other unsolicited communications;

s use the Service or the Stte in any unlawful manner or [n any other manner that could damage, disable, overburden
or impalr the Site;

* use automated saripts to collect information from or othenwise interact with nﬁmn_.sﬁ or the Site;

e upload, post, transmit, share, store or otherwise make available any content that we deem W be harmfud,
threatening, unlawfil, defamatory, infringing, abusive, inflammatory, harassing, vulgar, obscene, fraudulent,

" Invasive of privacy or publicity rights, hateful, or radally, ethnically or otherwise objectionable;

¢ upload, post, transmil, share, store or otherwise make available any videos other than those of a personal nature
that: (i} are of you or your fifends, (i} are taken by you or your friends, or (i) are original art or animation created
by you or your friends;

* register for more than one User account, register for a User account on behalf of an Indivicdual other than yoursalf,
or register for a User account on behalf of any group or enlity;

® |mpersonale any person or entity, or falsely state or otherwise misrepresent <o=a%. your age or your affiliation
with any person or entity;

# uplonad, post, transmit, share or otherwise make avaliable any unsolkited or unauthorized advertising, solicitations,
promotional materials, “junk mall,* "spam,” "chain letters," "pyramid schemes,” or any ather form of solioitation;

& upicad, post, transmilt, share, store or otherwise make publicly avaliable on the Site any private Information of any
third pasty, induding, addresses, phone numbers, email addresses, Social Security numbers and aradi card
numbers;

= solidt personal information from anyone under 18 or soficit passwords or personally identifying information for
commercial or unlawiul purposes;

* upicad, post, transmit, share or otherwise make available any materia) that contains software vinuses or any other

computer code, files or programs designed to interrupt, destroy or limit the functionality of any computer software
or hardware or telecormnwsnications equipment;

http:/fwww .facebook.com/terms.php
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& intimidate or harass another;

o upload, post, ransmit, share, store or otherwise make available content that would constitute, encourage or
provide Instructions for a crifnina) offense, violate the righls of any party, or that would otherwise areate ability or
violate any local, state, national or international aw;

* @ use or atb=mpt to use another’s account, service or system without authorization fram the Company, of cresbe a
false identity on the Service or the Site,

® cv_aoa. _83 edsua_.. n.m-n. store or otherwise make available content 5.#. in 5«3.&:%_.3229523« Is

no:ﬁms.. or its users 8.51 .E.i or g of any Qvn

Without limiting any of the foregoing, you also agree to abide by our Facebook Core of Conduct that provides further
information regarding the authorized conduct of users on Facebock.

Page 4 of 14

User Content Posted on the Site

You are solely responsibile for the photos, profiles (incduding your name, lmage, and likeness), messages, notes, text,
Information, music, video, advertisements, listings, and other content that you upload, publish or display (tereinatter,
"post”) on or Wwough the Service or the Site, or transmit 1o or share with ather users (collectively the "User Content™). You
may not post, transmit, or share User Content on the Site or Service that you did not create or that you do not have
pesmission to past. You understand arid agree that the Company may, but is not obligated to, review the Site and may
delete or fernave (without notice) any Sike Content or User Content in'its sole discretion, for any reason or no rsason,
induding User Content that in the sole judgment of the Company viclates this Agreement or the Facebook Code of
Tonduct, or which might be offensive, liegai, or that might viciate the rights, haym, or threaten the safety of usars or
others. You are solely responsible at your sole cost and expense for creating backup coples and replacing any User Content
you post or stare on the Site ar provide to the Compary.

When you post User Content 1o the Site, you authorize and direct us to make such coples thereof as we de=m necessary in
order to faciiitate the pasting and storage of the User Corfient on the Site. By posting User Content to any part of the Sie,
you automatically grant, and you represent and warrant that you have the right to grant, to the Company an Irrevacable,
perpetual, non-exdusive, transferable, fisky paid, woridwide ficense (with the right to sublicense] to use, copy, publicly
perform, publidy display, reformat, translate, excempt (In whole or in part) and distribute such User Content for any
purpose, commerdial, advertising, or otherwise, on or in connection with the Site or the promotion thereof, to prepare
derivative works of, or incorporate into other works, such User Content;, and o grant and authorize sublivenses of the
foregaing. You may remove your User Content from the Site at any time. IF you chonse to remove your User Content, the

hitp:/fwww facebook .com/terms.php
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Hicense granted above will automatically expire, however yous acknowledge that the Company may retain archived coples of
your User Content. Facebook does not assert any ownership over your User Content; rather, as between us and you,
subject to the rights granted to us in thase Tenms, you retain il ownership of all of your Uiser Content and any intellectual
property rights or other proprietary rights assodated with your User Content.

Facebook Mobille Services

The Service Includes certain services that are avaitable via your mobile phone, inciuding (i) the ability to upload cantent to
Faceboak via your moblle phone (Mobile Uploads), (1) the ability to receive and reply to Facebaok messages, to poke and
receive pokes and to write wall posts using text messaging (Moblle Texts), (ili) the ability to browse Facebook from your
mobile phone (Mobile Web), and (iv) the abfity tn acoess certain Facebook features through a mobile appication you have
downloaded and Installed on your moblle phone (Moblle Citent) (collectively the *Mobile Services”). W do not charge for
these Mobile Services. However, your camrier's normal messaging, data and other rates and fees will still apply. You should
check with your carrier to find out what plans are avaltable and how much they cost. In addition, downloading, installing, or
using certain Mobife Services may be prohibited or restricted by your casrier, and not all Moblle Services may work with alt
carriers or devices. Therefore, you should check with your carter to find out If the Mobile Services are available for your
moblie devices, and what restrictions, if any, may be applicatie ta your use of such Mabile Services. By using the Mobile
Services, you agree that we may comnumicate with you regarding Facebook and other entiies by SMS, MMS, text message
or other electronic means to your mobile device and that certaln information aboist your usage of the Moblle Services may
be communicated to us. In the event you change or deactivate your mobile telephane number, you agree to promptly

updats your Facebook account information to ensure that your messages are not sent to the person that acquires your old
rnumber,

Copyright Complaints

We respect the intellactual property rights of others and we prohibit usess from uploading, posting or atherwise
transmitting on the Facebook website or service any maberials that violate another party's intellectial property rights. When
we receive proper Notification of Alleged Copyright Infringement as desaibed in our Facebook Copyright Policy, we
promptly remove or disable access to the aflegedly Infringing material and terminate the accounts of repeate infringers as
desaibed herein in acoordance with the Digital Millenium Copyright Act. ¥ you believe that any material on the Site
infringes upon any copyright which you own or control, you may send a written notification of such infringement to our
Designated Agent. Please see our Facebook Copyright Policy for more Information on how %o report infringement of your
ocopyright.

Repeat Infringer Policy

http://www.facebook.com/terms.php 7/17/2008



Facebook | Terms of Use Page 6 of 14

In accordance with the Digital Mitlennium Copyright Act (DMCA) and other applicable |aw, Company has adopted a policy of
terminating, In appropriate dreumstances and at Company’s sole discretion, members who are deemed to be repeat
Inivingars. Company may afso at it sole discretion mit acoess to the Sie and/or terminate the memberships of any users
who Infringe any Intellechuat property fights of others, whether ar not there Is any repeat infringement.

" Third vu..a Websites and Content

The Site contains (or you may be sent through tha Site or the Service) links to other web sites {"Third Party Sites") as well
s artidles, photographs, text, graphics, plctures, designy, music, sound, video, information, applications, software and
other content or items belonging o or originating from third parties (the “Thind Party Applications, Software or Content™).
Such Third Party Sites and Third Party Applications, Software or Content are not investigated, monitored or checked for
accuracy, appropriateness, or completeness by us, and we are not responsible for any Third Party Sites accessed through
the Site or any Third Party Applications, Software or Content posted on, available through or Installed from the Site,
including the content, acouracy, offensiveness, opinions, reflabilty, privacy practices or other policies of or contzined in the
Third Party Sites or the Third Party Applications, Software or Content. Indusion of, Bnking to or permitting the use or
instaliation of any Third Party Site or any Third Party Applications, Software or Content does not imply appraval or
endorsemant thereof by us. I you dedide to leava the Site and access the Third Party Sites or to use or Install any Third
Party Applications, Scfware or Content, you do 50 at your own risk and you should be aware that our terms and polides no
fonger govern. You should review the applicable terms and polides, induding privacy and data gathering pwactices, of any
site to which you navigate from the Site o relating to any applications yout use or Install from the site.

Share Service

Company offers a feahmre whereby users of the Site can share with others or post to their own member profile, videos,
artides and other Third Party Applications, Software or Conbent from, andfor links W, Third Perty Sites through the Service
(the "Share Service"). You acknowderige arvd agree that your use of the Share Services and all inks, User Content or Third
Party Applications, Software or Cantent shared through the Share Service Is subject to, and will fully comply with the user
conduct nules set forth above and the other terms and canditions set farth in these Terms of Use.

Use of Share Links by Online Content Providers

Subject & the terms and conditions of these Terms of Use, Third Party Sites that meet the raquirements set forth below
may place 2 Share Link (as describad below), in the form approved by Company, on pages of thelr wab sites to facilitate
use of the Share Service. A Third Party Site that posts a Share Link on its web site s refered tb hereln 2s an "Online
Content Provider™ and shall abide and be subject to the applicable sections of these Terms of tse, A "Share Link” Is a

htip://www.facebook.com/terms.php 7172008
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button and/or a text link sppearing an an Online Content Provider's web page that, upon being clicked by a user, enables
us to launch a sharing mechanism through which users can share with others or post ba thelr own member prafite, links
and content from that page,

in the event that the Share Link is a button that contains any loons or other graphic Images, trademarks or other
proprietary materials of the Company, Online Content Provider Is granted permission to use such images, trademarks or
cther maberials solely for the purpose of placing the Share Link on Online Content Pravider's site and solely in the current

1 Voriy previdEd by the Compary. Ih the event that the Share Link is a text ink, It Fiust include the word "Facebook” as part
* of the link. The rights granted in s paragraph may be revoked by Company at any time with or without cause in its sole
discretion, and upon such termination, Onfine Content Provider agrees to immediately remove all Share Links from its site.

In order for an Ontine Content Provider o Include a Share Link on #s pages, the Third Party Site must not contain any web
content that If shared or posted by 2 user would be a viclaBon of the user conduct rules set forth sbove, Without limiting
the fargoing, Onfine Content Provider agrees not to post a Share Link on any weh site that contains, and represants and
warrants that such web site does not and will not contain, any content that & infringing, harmful, threatening, unlawul,
defamatory, abusive, inflammatory, herassing, vulgar, cbscene, lewd, fraudulent, of Invasive of privacy or publicty rights or
that may expose Company or its users to any harm or Hability of any type. Upon Induding of 2 Share Link, Ontine Conbent
Pravider agrees ta defend, indemnify and hoid the Company, its subsidiaries and affiliates, and each of their directors,
officers, agents, contractors, partners and employees, harmless from and against any loss, liahility, claim, demand,
damages, costs and expenses, induding reasonable attomey's tees, arising out of or in connection with such Share Link,
afwy links, content or olhier Items or materials which may be shared or posted through such Share Link, or any breach or
alieged braach of the foregoing representatfons and warmranties.

By including a Share Link, Oniine Content Provider automatically grants, and represents and wamants that & hes the right
to grant, to the Company an irevocabls, perpetual, non-exdusive, transferable, fully paid, woridwide license (with the right
to sublicense) to use the Share Service in order to link to, use, copy, publish, stream, publicly perform, publicly display,
reformat, transiate, excerpt (in whole or In part), summarize, and distribute the content, Bnks and other matesials of any

kind residing on any web pages on which Online Conttent Provider places the Share Link.

Facebook Marketplace

Afi listings pasted on or thwough the Facebeak Marketplace service and all transactions conducted In connection therewith
ane subject to and govemed by the Facebook Marketplace Guidelines {the “Guidefines*) as well as these Terms of Use.
When you use Facehook Marketplace in any manner you &re agreeing to abide by and be subject to the Guidelines and the
other applicable rules set forth in these Terms of Use, The Guidelines are subject to change without prior notice at any
tene, in the Company’s sole distretion, so you should review the Guidelines each time you use Facebook Marketplace.

http://www.facebook.com/terms.php 711772008
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Parties to a transaction are solely responsitle for all Interactions with each othex, for arranging for payment and the
exchange of the goods or services purchased If applicable, and for the results and petformance of any transaction o
relationship enterad inte through Facebook Marketplace. You acknowdedge that Facebook is not responsible or liable for
any action or inaction of any party tv a transaction, for any fallure to perform, to pay any amounts due, or to deliver any
merchandise or services @s promised, or for any other aspect of the transaction. Any fees or payments coliected by
Facebook applicable to Facebook Marketplace are set forth on the Site, &nd al terms and conditions applicable to such fees
are set forth in the Facebook Terms of Sale However, lnnun note that the #o:smn«mu_n ._o :annvv___‘saaeﬁ u:_dﬁoﬂ of

a_._o 952 E.Q_ ta the guﬁ.s ALL Cmm OM _u.-.nmwoo_n xrxxm_ﬂg um ;Os_vma »m mm )zc AT .<Dcn OWH RISK.

Facebook Platform Applications

The Facebook Platform Is a set of APls and services provided by Facebook that enable third-party developers {"Platform
Developers™) ko create wehsites and applications that retrieve data made avaliable by Facebook and its users andfor that
retrieve authorized data from third-party sites for use on the Facebook Site ("Platform Appiications™)

Patform Develapers may use the Facebook Platform and create Platform Applications only in accordance with the terms

and conditions set forth in an agreement entered into between Facebook and the Platform Developer ("Developer Terms”).

Our standard Developer Terms consist of the Facebiook Developer Terms of Service and the related Facebook Platform

|  Application Guidelines. We may from time to tme enter inta separate agreements with onrtain third party Platform
Developess that contaln different or adkitional terms, provided however, that each such separate agreement will require

" the third party Platform Developer to only display your informetion In acoordance with your Facebaok privacy settings, The
standard Developer Terms are subject to change without prior notice at any time, in the Company's sole discretion, so you

should review these doouments from time bo time, ALL USE OF THE FACEBOOK PLATFORM IS PROVIDED “AS IS™ AND AT
YOUR OWN RISK.

Users who install Piatform Applications must agree to the terms and conditions set forth in the Piatform Applicetion Terms
of Use ("Application User Terms™) and in these Terms of Use. The Application User Terms are subject to change without
prior notice at any time, in the Campany’s sole discretion, 50 you should review these terms gach time you tnstall an
application and from time to time. Platform Developers may require you & agree to thelr own terms of service, privaty -
polides and/or other polides as a condition of using Plaltform Applications. Platform Applications have not been approved,
endorsed, or reviewed in any manner by Facebook, and we are not responsible for your use of or Inabiity to use any
Platform Applications, Including the content, accuracy, or relisbitity of such Application and the privacy practices or other
policies of Developers, YOUI USE SUCH PLATFORM APPLICATIONS AT YOUR OWN RISK,

If you, your friends or members of your network use any Platform Applications, such Platform Apghications may access and

http://www.facebook.com/terms.php 7/17/2008
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share certain information about you with others In accordance with your privacy settings as further described In our Privacy
Policy. Platform Developers are required tn agres to restrictions on access, storage and use of such Information. However,
while we have undertaken contractual and technical steps to restrict pessible misuse of such information by such Platform
Developers, we do not screen or approve Developers, and we eannot and do not guarantes that all Flatform Developers will
abide by such restrictions and agreements. Certain actions you take through the Platform Applications may be displayed to
your friends in your profiie, mini-feed and news fead, and you may opb-out of displaying your Platforr Application actions
on the Privacy Settings page. Please repott any suspected misuse of information theough the Facebaok Platform as

You may set your preferences for your news feed and mini-feed here,

Facebook Pages

Facebook Pages are special profies used solely for commerdal, political, or charitable purposes, You may not set up a
Facebook Page on behalf of another Individual or entity unless you are authorized to do so. This Indludes fan Facebaok
Pages, as well ag Facebook Pages ki support or criticize another individual or entity.

FACEBOOK DOES NOT PRE-SCREEN OR APPROVE FACEBOOK PAGES, AND CANMOT GUARANTEE THAT A FACEBOOK PAGE
WAS ACTUALLY CREATED AND IS BEING OPERATED BY THE INDIVIDUAL OR ENTETY THAT IS THE SUBJECT OF A
FACEBOOK PAGE. NOR 1S FACEBOOK RESPONSIBLE FOR THE CONTENT GF ANY FACEBOOK PAGE, OR ANY
TRANSACTIONS ENTERED INTO OR OTHER ACTIONS TAKEN ON OR IN CONNECTEON WITH ANY FACEBOOK PAGE,
INCLLIDING HOW THE OWNER OF THE FACEBOOKX PAIGE COLLECTS, HANDLES, USES AND / OR SHARES ANY PERSONAL
INFORMATION IT MAY COLLECT FROM USERS (PLEASE REVIEW THE FACEBOOK PRIVACY POLICY IF YOU HAVE ANY

QUESTIONS OR CONCERNS REGARDING THE LISE OR SHARING OF YOUR PERSONAL INFORMATION}. YOU SHOULD BE .

CAREFUL BEFORE PROVIDING ANY PERSONAL INFORMATION TO OR ENTERING INTO ANY TRANSACTION IN
CONNECTION WITH A FACEBOOK PAGE.

In addition to these Terms of Use, Facebook Pages are subject to and gavermned by certaln Additional Terms Applicable to
Facehook Pages. The Additional Terms Applicable to Facebook Pages control in the event of any conflict between them and
the Terms of Use.

Terms of Sale

e —

Please refer o our Terms of Sale for the terms, conditions and policles applicable to your purchase of prodiscts or services
from Company. By ordering products or services from Compeny through the Site, you agree to be bound by and acoept the

http://www, facebook.com/ierms.php
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Terms of Sale, The Terms of Sale are subject to change without prior notice at any time, In Company's sole discretion so
you should review the Terms of Sale each time you make a purchase.

User Disputes

You zre solely responsibie for your interactions with ather Facebook users, We reserve the right, but have no obligation, to

Privacy

We care about the privacy of our users. Click here to view the Facebook’s Privacy Policy, By using the Site or the Service,
you are consenting to have your personal data transferred to and processed in the United States.

Disdaimers

The Company is not respansible or liable in any mannar for any User Content or Third Party Applications, Software or
Content posted on the Site or in connection with the Service, whether posted or caused by users of the Site, by Facebook,
by third parties or by any of the equipment or programming associated with or utilized In the Site or the Service. Althaugh
we provide rules for user conduct and postings, we do not control and are not responsible for what users post, transmit or
share on the Site and are not responsible for any offensive, inappropriate, obscene, unlawful or otherwise objectionable
comtent you may encaunder on the Site or in connection with any User Cortent or Third Party Applcations, SoRvware or
Content. The Company Is not responsible for the conduct, whether online or offine, of any user of the Site or Service,

The Site and the Service may be temporarily unavailable from time to time for maintenance or cther reasons. Company
assumes no responsibility for aoy arror, omission, interruption, deletion, defect, delay in operation or transmiasion,
communications fne fallure, theR or destruction or unauthorized access to, or alteration of, User communications. The
Campany is not responsible for any technical malfunction or other problems of any telephone network or service, computer
syslems, servers or providers, computer or mobile phone equipment, software, failure of emall or players on account of
technical problems or traffic congestion on the Intemet or at any Site or combination theteof, including injury or damage to
User's or tn any other person’s compister, moblie phone, or other hardware or saftware, related to or resuiting from using
or downioading raterisls in connection with the Web andyor in connectian with the Service, including any Mobile Client
software. Under no drosmstances will the Company be responsible for amy loss or damage, inclucing any loss or damage to
any User Content or persanal injury or death, resulting from anyone's use of the Sike ar the Service, any User Contant or
Third Party Applications, Software or Content posted on or through the Site ar the Service or ansmitted to Users, or any
Interactions between users of the Site, whether online or offfine,

http://www.facebook.com/terms.php
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THE SITE, THE SERVICE (INQLUDING THE MOBILE SERVICES, THE SHARE SERVICE AND THE MARKETPLACE SERVICE),
ANY PLATFORM APPLICATIONS AND THE SITE CONTENT ARE PROVIDED "AS-1S" AND THE COMFANY DISCLAIMS ANY
|  AND ALL REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS OR IMPLIED, INCLUDING IMPLIED WARRANTIES OF -
TITLE, MERCHANTABILITY, FITNESS-FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT. THE COMPANY CANNOT
GUARANTEE AND DOES NOT PROMISE ANY SPECIFIC RESULTS FROM USE OF THE SITE AND/OR THE SERVECE AND/OR
ANY v;.:.dwz §uﬂ)._.53m. Szvg DOES 204 ’mvﬁmmwz._. O_n szg._..—zh._. moﬁi)ﬁm 8m=.mz.- Oz

i3,

ar
e’nmz._. Oﬁ mwﬁOﬁ.-uxmm OR THAT ._._..m m—.—.m OR mmwsg Ims wma...mnm On ANY. 1—..5.10-3 gn)do.zw;m FREE
OF VIRUSES OR CTHER HARMFUL COMPONENTS. THEREFORE, YOLS SHOULD EXERCISE CAUTION IN THE USE AND
DOWNLOADING OF ANY SUCH SOFTWARE, CONTENT OR MATERIALS AND USE INDUSTRY-RECOGNIZED SOFTWARE TD
DETECT AND DISINFECT VIRUSES. WITHOUT LIMITING THE FOREGOING, YOU UNDERSTAND AMD AGREE THAT YOU
DOWNLOAD OR OTHERWISE OBTAIN CONTENT, MATERIAL, DATA OR SOFTWARE (INCLUDING ANY MOBILE CLIENT)
FROM OR THROUGH THE SERVICE AND ANY PLATFORM APPLICATIONS AT YOUR OMWN DISCRETION AND RISK AND THAT
YOU WILL BE SOLELY RESPONSIBLE FOR YOUR USE THEREOF AND ANY DAMAGES TO YOUR MOBILE DEVICE OR
COMPUTER SYSTEM, LOSS OF DATA OR OTHER HARM OF ANY KIND THAT MAY RESULT.

The Company reserves the right ts change any and all content, software and cther Items used or contained I the Site and
any Services and Platform Applications offered through the Site at any fime without notice. Reference to any products,
services, processes or other information, by trade name, trademark, manufacturer, supplier or otherwise does not
constitute or imply endorsement, sponsorship or recommendation thereof, or any afllation therewith, by Company.

Limitation on Liabitity

TN NO EVENT WILL COMPANY OR ITS DIRECTORS, EMPLOYEES OR AGENTS BE LIABLE TO YOU OR ANY THIRD PERSON
FOR ANY INDIRECT, CONSEQUENTIAL, EXEMPLARY, INCIDENTAL, SPECIAL OR PUNITIVE DAMAGES, INCLUOTNG FOR
ANY LOST PROFITS OR LOST DATA ARISING FROM YOUR USE OF THE SITE OR THE SERVICE, ANY PLATFORM
APPLICATIONS OR ANY OF THE SITE CONTENT OR OTHER MATERIALS ON, ACCESSED THROUGH OR DOWNLOADED
FROM THE SITE, EVEN F THE COMPANY IS AWARE OR HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
KOTWITHSTANDING ANYTHING TO THE CONTRARY CONTAINED HEREIN, THE COMPANY'S LIABILITY TO YOU FOR ANY
CAUSE WHATSOEVER, AND REGARDLESS OF THE FORM OF THE ACTION, WILL AT ALL TIMES BE LIMITED TO THE
AMOUNT PAID, IF ANY, BY YOU TO COMPANY FOR THE SERVICE DURING THE TERM OF MEMBERSHIP, BUT IN NO CASE
WILL THE COMPANY'S LIABILITY TO YOU EXCEED $1000, YOU ACKNOWLEDGE THAT IF NO FEES ARE PAID TO COMPANY
FOR THE SERVICE, YOU SHALL BE LIMITED TO INJUNCTIVE RELIEF ONLY, UNLESS QTHERWISE PERMITTED BY LAW,
AND SHALL NOT BE ENTITLED TO DAMAGES OF ANY KIND FROM COMPANY, REGARDLESS OF THE CAUSE OF ACTION.
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CERTAIN STATE LAWS DO NOT ALLOW LIMITATIONS ON TMPLIED WARRANTIES OR THE EXCLUSION OR LIMITATION OF
CERTAIN DAMAGES. IF THESE LAWS APPLY TO YOU, SOME OR ALL OF THE ABOYE DISCLAIMERS, EXCLUSIONS OR
LIMIVATIONS MAY NOT APPLY TO YOU, AND YOU MAY HAVE ADDITIONAL RIGHTS.

Termination

___1___The Eompany may termi

the Site or :_Bcu: any lu:a..a hiﬂcg 5&2 v%ﬁ_ :.oi =u:a or moﬁﬂ:n the Service or En Site or any
Platform %ﬂﬂmé?&g aspect or faature of the Service or the Site or any Platform Application) for any
reason, or no reaser, at any tme in Its sole discaretion, with or without notice, induding if it believes that you are under 13,
or under 18 and not in high school or college. When we are nolified that a user hag died, we will genarally, but are not
obligated ko, keep the user's account active under a special memorialized status-for a pesdod of time determined by us to
allow other users to post and view comments.

Govemning Law; Yenue and Jurisdiction

By visiting or using the Site and/or the Service, you agree that the laws of the State of Delaware, without regard to
principles of conflict of laws, will govem thess Terms of Use and any dispute of any sort that might arise between you and
the Company or any of our affillates. With respect to any disputes or daims not subject to arbitration (as set forth below),
you agree not to commence or prosecute any action in connection therewith other than In the state and federal courts of
Califernia, and you hereby consent to, and waive ali defenses of lack of personal jurisdiction and farum non conveniens
with respect to, venue and jurisdicion in the state and federal courts of Californla.

Arbitration

YOU AND COMPANY AGREE THAT, EXCEPT AS MAY OTHERWISE BE PROVIDED IN REGARD TO SPECIFIC SERVICES ON
THE SITE IN ANY SPECIFIC YERMS APPLICABLE TO THOSE SERVICES, THE SOLE AND EXCLUSIVE FORUM AND REMEDY
FOR ANY AND ALL DISPUTES AND CLAIMS RELATING IN ANY WAY TO OR ARISING OUT OF THESE TERMS OF USE, THE
SITE AND/OR THE SERVICE (INCLUDING YOUR VISIT TO OR USE OF THE SITE ANDFOR THE SERVICE) SHALL BE FINAL
AND BINGING ARBITRATION, except that: (a) to the exdent that either of us has In any manner infringed upcn or violabed
or threatened fo infringe upon or viclate the other party’s patent, copyright, trademark or trade secret Aights, or you have
otherwise violatad any of the user conduct niles set forth above or in the Code of Conduct then the parties acknowledge
that arbitration ls not an adequate ramedy at law and that injunctive or other appropriate reflef may be sought; and (b} no
disputes or daims relating {o any ransactions you enter into with a third party Hwough the Facebook Marketplace may be
arbitrated.

http://www.facebook.com/fterms.php 7/17/2008



Facebook | Terms of Use

Page 13 of 14

Arbitration under this Agreement shall be conducted by the American Arbitration Assoctation {the "AAA™) under its
Commerdal Asbitration Rules and, in the case of consumer disputes, the AAA's Supplementary Pracedi res for Consumer
Refated Disputas ( the "AAA Consumer Rules™) {(collectively the "AAA Rules"). The locatfon of the arbitration and the
sliccation of costs and fees for such arbitration shall be determinad in accordance with such AAA Rules and shall be subject
to the limitations provided for in the AAR Censumer Rules (for consumer disputes). §f such costs are determined 1o be
exoessive in a consumer dispiste, the Company wifi be responsible for paylng 2l arbityation fees and arylwator

£omPEnsIan I e0ess of what 1§ déemed reasonable. The arbitrator's award shall be binding and may be entered as 2
judgment in any court of competent jurisdiction,

To the fullest extent permitted by applicable low, NO ARBITRATION OR CLABM UNDER THESE TERMS JF USE SHALL BE
JOINED TO ANY OTHER ARBITRATION OR CLAIM, INCLUDING ANY ARBITRATION OR CLAIM INVOLVING ANY OTHER
CURRENT OR FORMER USER OF THE SERVICE, AND NO CLASS ARBITRATION PROCEEDINGS SHALL BE PERMITYED. In no
event shall any daim, action or proceeding by you related in any wey to the Site andfor the Service {ircluding your visit to
or use of the Site and/or the Service) be instituled more than three (3) years after the cause of action amse,

-.Eo..:.:.s

Yous agree tn indemnify and hold the Comparty, its subsidiaries and affillates, and each of their directors, officers, Bgents,

tontraciors, partness and employees, harmless from and agalnst any foss, liabllity, daim, demand, darages, costs and
expenses, induding raasonable attorney's fees, arising out of or in connettion with any User Contant, any Third Party
Applications, Software or Content you post or share on or through the Sibe (Induding through the Share Service), your use
of the Service or the Site, your conduct in connection with the Service or the Site or with other users cf the Service or the
Site, or any violation of this Agreement or of any law or the rights of any third panty,

Submissions

You acknowledge and agree that any questions, camments, suggestions, ideas, feedback or other Infermation about the
Ske or the Senvice (“Submissions™), provided by you to Company are non-confidential and shall becorre the sole property
of Company, Company shall own exclusive rights, including all inbellectusl property rights, and shall be entitied to the
unrestricted use and dissemination of these Submissions for any _Eaamm commercial or otherwise, wthotst '
ackmowledgment or compensation o you.

Definitions and Constructions

http:/fwww.facebook.com/terms.php
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Unless otherwise specified, the terms “indudes”, "induding”, "e.g.,", “for example”, and other similar terms are deemed bo
include the term “without Iimitation™ Immediately thereafter. Terms used In these Terms with the inital fetter(s) capitalized
will have the meaning attributed to them In these Terms.

Other

-+BRe AFNS OF Hen RS N e e o AT L oM BRSO U USET E SIS aNaorn
Service, superseding any prior agreaments between you and Company relating to your use of the Site or the Service, The
failure of Gompany b exerdse or enforce any right or provision of these Terms of Use shall not constitute a waiver of such
right or provision In that or any other instance, If any provision of this Agreement Is held invaid, the remainder of this
Agreement shall continue in fis] force and effect, If any provision of these Temns of Use shall be deemed unlawful, void or
for any reason unenforceable, then that provision shall be deemed severable from these Terms of Use and shall not affect
the validity and enforceability of sny remaining provisions,

Questions

Please visit our Heip page or these Uinks for more information.

s Facehook Copyright Policy

¢ Facebook Terms of Sale

¢ Facebook Marketplace Gufdelines

e Facebook Platform Application Guidellnes
e Platform Application Terms of Usa

& Faosbook Developer Terms of Service
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