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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA
SAN JOSE DIVISION

HAIPING SU,
Plaintiff,

Case No0.5:09€v-02838EJD

V. FINDINGS OF FACT AND
CONCLUSIONS OF LAW
NATIONAL AERONAUTICS AND SPACE
ADMINISTRATION, et al,

Defendant.

INTRODUCTION

Plaintiff HaipingSu (“Su”) claims that Defendant United States of America (“the United
States”)deprived him oftate constitutiongrivacy rightsby disclosing to hiemployer,
colleagues, andoworkersthe reasonfor his debarmentrom the NASA? Ames Research Center

(“NASA Ames”). These findings of fact and conclusions of law follow a fieg-bench trial.

! The parties use the term “debarment” to refer to the revocation of Su’s acbEsSAcAmes.
UF 30.

The parties’ Joint Final Pretrial Conference Statement identifies-thght undisputed factsSee
Joint Statement at 114, ECF 230. With agreement of counsel and leave of the Court, Su’s
counsel read the thirty-eight undisputed facts into the record on the first da}.ob&eTr. 27-
32. References to those facts are indicated by “UF” herein and references to ttemgtaipt are
indicated by “Tr.”

2 National Aeronautics and Space Administration.
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. PROCEDURAL HISTORY

Su an American citizen of Chinese ethnicityaiscientisemployedby theRegents of the
University of California at Santa Cruz, University Aiited Research Cent€tUARC”). UARC
is a NASA contractor. At thitme of theevents giving rise to this lawsuBu was part of
UARC's Earth Sciences Group that workedte at NASA Ames.Following a joint
investigation conducted by the Federal Bureau of Investigation (“FBU)NASA, Suwas
debarred from NASA Ames. Su was informed ofdkebarmenby letter dated June 24, 2008
(“debarment letter;})which statedhatSu’'sdebarment was based upon a determination that his
continued presence on NASA property constituted a security Tis&.debarment letter was hand
delivered to Su at NASA Ames and immediately thereafter he was escorted fromntiges. Su
remains employed by UARC and has continued to work oN&#®A/UARC contract from his
home under a telecommuting agreement

Su filed this lawsuit on June 24, 2009, asseiititgy alia claims against NASA, the FBI,
and officials of both agencies under the Administrative Procedciré APA”) and the Fifth
Amendment of the United States Constitutidrhoseclaims were based upon alleged
deprivations of Su’s due process rights with respect to his debarment from NAS#A /Swalso
assertedleprivations of his privacy rights as prdtst by the federal Privacy A&,U.S.C. §
552a, the United States Constitution, and the California ConstituTioose claims were based
upon Defendants’ alleged disclosures of the reasons for Su’s debarment to his amitker
others. The Court dismissed the Fifth Amendment claim and granted summary juttgment
Defendants with respect to tA®A claim. It is important to note thdtdse rulings disposed of all
claims challenging the validity of the process by wichwas debarred from NASA Ames.

On January 15, 2010, Su filed a sepalatesuit® arising out of the same facts, asserting 3
claim against the United Statesder the Federal Tort Claims Act (“FTCAQr deprivationsof

his privacy rights as protected by the California Constitution. Following consofidztthe

8 Case No. 5:1@v-00222.
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actions, Su filed the operative Corrected Consolidated Comlagserting the FTCA claim as
well as claims for violation of the Privacy Act and deprivation of informationaéapyi rights
guaranteed by the United Stat@asnstitution. The Court granted summary judgment for
Defendants as to the latter two claims, leaving only the FpBAcyclaim® against the United
Statedor trial.

Having considered the admissible evideand argumenpresented during the benchatri
and the parties’ post-trial submissions, the Court makes the following Findifgstodind
Conclusions of Law:

IIl.  FINDINGS OF FACT®°

A. Su’s Education and Employment

-

1. Su was born in China and graduated from Zhejiang University with an agatulty
degree.UF 1.

2. Su immigrated to the United States in 198¢. 2.

3. In 1991, Su earned a Master's Degree and a Ph.D. in Agronomy/Remote Senging
from Kansas State UniversityJF 3.

4, Su is an American citizerJF 4.

5. In 2002, Su began working as a senior data arfalySky Research, a
subcontractor oBcience Applications International, Inc. (“SAIC”), which wasdASA
contractor Su worked orsiteat theNASA Dryden Flight Research Centen Edwards Airforce
Base UF 5 19, 35.

6. In 2005, NASA awarded a contract to UARC to provide the services previously

provided by SAIC and its subcontractor, Sky Research. UF 20.

* ECF No. 127-1.
® SeeConsol. Compl. 1 102-119, ECF 127-1.

® During the fiveday bench trial, thirteen witnesses testified, numerous exhibits were reirgive
evidence, and 779 pages of transcript were generated. The Court makes findings asactshos
relevant to adjudication of Su’s privacy claim. Some testimony and evidencsardges

touched upon only briefly or is not touched upon at all. The Court has, however, reviewed the
entire transcript as well as its trial notes and the parties'tpassubmissions in preparing these
Findings of Fact and Conclusions of Law.

[¢%
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7. Su and others leBky Researcland went to workor UARC. UF 6, 21.

8. Suworked onsite atthe NASA Amespremises at Moffett Field, California. He
provided support ttlASA Ames’Earth Sciences Divisignwhich uses “space observations as
well as measurements from aircraft,” combined “with scientific understgrashd modeling to
better understand what is going on, on the planet.” Tr. 314:18-315:1 (HipSKitth.
information gathered is used in civil earth sciences research, not for miptairyadons. Tr.
315:2-6 (Hipskind).In particular, theJARC Earth Sciences Group builds and maintains atrcraf
sensing instruments for NASA that are referred to as “facility instrtshenthat they are used
“by the entire earth sciences community.” Tr. 31687(Hipskind).

9. Generally, NASA and UARC employees working in the Earth Sciencesdpivisi
are classified as “low riskfheaning that they have “little effect on the efficiency of the agency’
programs and operations.” Tr. 319:21-320:2.

10. Sme of the Earth Sciences staff do have classified clearance. Tr32IP23
(Hipskind). Moreover, althougthe Earth Sciences research generally uses publicly available
data, there is “sensitive but unclassified information” involved in writing prégacsad at times
there is classified work or other sensitive but unclassified work occurringen ditvisionsat
NASA Ames. Tr. 372:1-374:8 (Hipskind).

11. Su worked only with publicly available information; he was not involved in writil
proprietary research proposals or other sensitiveassifiedwork. Tr. 376:12-377:1 (Hipskind).

B. UARC Personnel

The following individuals were employed by UARC at the time of Su’s 2008 debarment:

12.  Jim Berry (“Berry”) was the director of the UARC contract at NASA AmEs.
326:24-327:1.

13. Below Berry was Larry Hogle (“Hogle”), whose position was diesdrduring the

" When identification of the witness would be helpful in understanding the import or weitlet of
testimony, the Court identifies the witness in a parenthetical following the citationttaathe
transcript. When the fact in question is undisputed or when the identity of the witness would
add to the analysis, no parenthetical is provided.

4
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trial as “associate director of the UARC contract,” UF 34, “the general manag&Rs,” Tr.
88:22-23, and “the functional lead” at UARC, Tr. 297:7-9.

14. Next down the UARC chain of command weaff Myers (“Myers”) whowas the
task manager for the Earth Sciences Group at UARLCSU’s direct supervisoMyers reported
to Hogle. UF 8 Tr. 461:25-462:10.

15. Alvin Bruce Coffland“Coffland”) was an operations manager at UARC. He
reported directly to Myers and acted as Myers’ deputy manager of UAR@GIs &@ences Group
at NASA Ames. Tr. 514:19-515:19.

16. Su’s coworkers at UARC includ@atrick Gran(707:4-708:12), Roseanne

Dominguez (Tr. 626:2-628:21), Sophie Fegan (Tr. 551:8-554:3), and Diane Gribschaw (Tr. 6
22).

C. NASA Personnel

17. Robert Dolc(“Dolci”) was the Chief of Protective Services at NASA Ames. UF
34.

18. Kenneth Silvermamvas the CenteChief of Security at NASA Ames, reporting to
Dolci. Tr. 662:21-663:21.

19. Reginald WaddeNvas a counterintelligenc@acial agent assigned to NASA Ames
as his duty station. From 2004 to 2007 he reported to Dolci, but beginning on April 1, 2007 h
reported to a supervisor based in Washington, D.C. Tr. 599:10-600:20.

20. Roderick Stephen Hipskind was the division cbi¢he Earth Sciences Division at
NASA Ames. Tr. 314:11-15.

D. FBI/NASA Joint Investigation

21. The FBI investigated and interviewed Su in 2004. UF 10.

22. On March 3, 2006, the FBért NASA a memorandum suggesting that Su posed
potential threatd U.S. National Security” and requestithgit NASA participate in a joint
investigation of Su. Pl.’s Ex. 62 (FBlemo. dated Mar. 3, 2006).

D5:1
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23. The March 3, 2006 memorandum was providéfaddell® Tr. 602:11-19
(Waddell)

24. Waddell showed the March 3, 2006 memorandum to Robert Dolci (“Dolci”), Ch
of Protective Services for NASA Ames. Tr. 182:8-12, 183:18-184:18 (Dolci).

25. NASA did participate in a joint investigation as requested by the FBI. Tr. 605:3
606:11 (Waddell).

26. Waddell kept Dolci informed about tlwent investigationwhichlasted until May
22,2008. Tr. 190:22-191(Polci).

27. Dolci did not inform his NASA superiors of the potential threat posed by Su
outside of the periodic counterintelligence briefings that occurred every éathsx He had no
particular recollection of raising the March 3, 2006 memorandum or the joint inviestigasuch
a briefing, but he assumes that the issue was raised. Tr. 226:11-227:8 (Dolci).

28. Dolci did not tell anyone at UARC about the March 3, 2006 memorandum or th
potential threat posed by Su. Tr. 227:11-15 (Dolci).

29. The reason that Dolci did not inform others of the March 3, 2006 memorandun
was that in his experience the “vast majority” of potential security problemeltaut to be
nothing. He thought it was inappropriate to “get spun up or to spin someone eltsfarp”
waiting to see how things played out. Tr. 228:4-7, 234B€ci).

30. FBI agent Sherman Kwok (“Kwok”) aWiaddellinterviewed Su four times during

® The relevance of Waddell's testimony generally and of the 2006 investigationitulpanvas

the subject of spirited argument at several points during the 8edTr. 441:15-459:4, 589:11-
598:8. The Court initially indicated that itaw inclined to sustain the United States’ relevance
objection to evidence regarding the 2006 investigation. Tr. 456:16-457:5, 459:6-17. Su’s co
argued that the March 2006 FBI memorandum and Waddell’s testimony regard2ifée
investigation werealevant to the United States’ common interest and competing interest defe
Specifically, counsel argued that the evidence undercuts the United Staitshbat at the time
of debarment there was a strong interest in excluding Su from NASA Anmaeseasirity risk,
because the FBI had informed NASA that Su posed a security risk two yeais RO06 and no
action was taken then. Tr. 455:25-8. The Court ultimately was persuaded that evigardiage
the 2006 investigation was relevant for the limited purpose articulated byifPéacatunsel, but
not for the purpose of challenging the reliability or adequacy of the inviestigar. 575:8-20,
589:23-590:11, 596:25-2. The Court admitted the March 3, 2006 FBI memorandum without
objection from the United States and permitted Waddell to testify about itybrigfl 605:20-
606:11.
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2008. On one of those occasions, March 21, 2008, Su underwent a consensual polygraph
examination.UF 10-11; Joint Ex. 1015 (FBI Memo. dated May 22, 2008); Tr. 610:8-16
(Waddell).

31. Su told a number of his coworkers that he was under investigation and/or that
had taken a polygraph examination. He told Myers and Coffland that he had been interviewsg
the FBI after the first interview in 2008. Tr. 125:19-25 (Su). He also told Myers an@rbffl
that he had taken a polygraph examination and “did not do well” on it. Tr. 128:12-1M$ers
told Hipskind that Su had taken a polygraph. Tr. 368:24-369:6. Su discussed the polygraph
examination at a meeting attendedHnygle, Coffland, Ed Scheffnérand Esther Sylvaff. Tr.
126:22-127:9 (Su). He told Fagan — his coworker, landlord, and fridmat ke had taken a
polygraph. Tr. 128:2-8 (Su). Fegan told Dominguez, another coworker, that Su had taken a
polygraph. Tr. 659:4-@Dominguez)

32. Dolci told Hogle prior to the debarment and Coffland after the debarment that §
had a problem with one particular polygraph questiongléitestified that when he discussed theg
ongoing investigation with Dolci prior to Su’s debarmdddlci stated that “Haiping knows what
this is about” and “needs to be open and honest so that it can be resolved.” T6 @idgle).
According to Hogle, Dolci indicated that “whatever this issue was thaDknew about it and
all they wanted him toawas to answer truthfully a particular question.” Tr. 414t9Hogle).
Coffland testified that Dolci made a similar statement to-hitimat Su had a problem with a
particular polygraph question — after the debarment. Tr. SEB{@offland). Dolci testified that
he“was pretty confident” that he did ntell Hogle or Coffland that Su had trouble with a questig
on the polygraph. Tr. 220:5-221:6 (Dolci). The Court finds the testimony of Hogle and Cofflg
to be more credible on this point. The fdt both men recall having a similar conversation wit
Dolci is persuasive. Moreover, Dolci’s testimony was not definfte stated only that he was

“pretty confident” that he did not make the statements in question. Accordingly, thefiGdsir

® Ed Scheffner was Hipskind’s deputy. Tr. 320:23-25.

19 Esther Sylvan was a UARC human resources manager. Tr. 89:9-10.
7
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that Dolci did make the statements described by Hogle and Coffland.

33. On May 22, 2008, the FBI sent NASA a memorandtating that the results of the
polygraph were “indicative of deception”; that Su “further denied any undisclosedtsowith
foreignnationals seeking his professional assistance”; and that there was “a reaselnetbld &t
Su “may present a threat to national securitftie memorandum recommended “that NASA
independently consider taking precautionary measures regarding SU’s acheds.®.t
Government facility and information in order to address existing security m@itet SU has
been unwilling to clarify.’UF 1216; Joint Ex. 1015 (FBI Memo. dated May 22, 2008).

34. Dolci received the memorandum on the same day it was papgday 28, 2008.

Tr. 224:8-20 (Dolci).

E. Debarment

35.  Dolci had authority to debar Su immediately, but he chose to wait until he could
confer with his direct supervisor and the Center Director, who was away fréa Mnes. Tr.
225:1-18 (Dolci). blci weighed the risk of waiting several weeks to remove Su against the ng
for the removal to be a joint decision that included the Center Director, and fietikineas
acceptable. Tr. 225:19-226:10 (Dolci).

36. Dolci drafted the June 24, 2008 debarment letter revoking Su’s access to NASA
Ames. The letter stated that, “This order is made pursuant to NASA Procedural Reepiire
(NPR) 1600.1, Section 1.4} based upon a determination that your continued presence on
NASA property constitutes a sedyrrisk.” Joint Ex. 1010 (Debarment Letter).

37. Dolci handed the letter to Silvermamwith directions to deliver it to Swescort Su

1 Section 1.4.1 provided that:

Center Diectors, Headquarters Operations Director, the AA/OSPP, the DSMD, or theslikllS
order the removal or debarment of any person who violates NASA Securityeraguais or
whose continued presence on NASA property constitutes a security or ssifaétypersons or
property. Any determinations to reconsider granting access subsequent to the astrmvanust
receive the concurrence, in writing, of the AA/OSPP.

Joint Ex. 1022 (NPR 1600.1, § 1.4.1 (2005)).

12 Before Silverman was called as a witness, the United States objected on thetigabtied
would not be able to offer any relevant testimony. Tr. 444:14-23. The Court concluded that

8
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from NASA Ames, and provide a copy of the letter to Berry. Tr. 236:Si&ermantestified that
Dolci did not give him any instructions as to who should or should not receive a copy of the
debarment letter. Tr. 669:4-670:11 (SilvermaHpwever, Silverman also testified that after
escorting Su off the NASA Ames premises, he did mail a copy of the debarmertblBeery.

Tr. 672:2-6 (Silverman). The Court finds Dolci’'s testimony on this point to be mord®leraui
light of the fact that Silverman in fact sent a copy of the letter to Berry.

38.  After receiving the letter from Dolci and before delivering it to Silyerman
called Larry Hogle to tell him what was about to happen, and went to Hogle’'stofpeak with
him. Silverman testified that it was customary to notify an employee’s superb@mar avhat is
going to happen” to the employee. Tr. 670:12iverman)

39. Myers was present in Hogle’s office when Silverman arrived, or came to’slogle
office shortly thereafterTr. 670:24-671:5 (Silverman); Tr. 474:23- (Myers).

40.  Silvermanspent about ten minutes with Hogle and Myers going oveethestof
thedebarment letteandhegave Hogle a copy of the letter. 671:9-672:8, 674:17-675:3
(Silverman).

41. Hogle Myers, and a protective services employee named Dirk Meier accompar
Silverman to Su’s officeSilverman gave Su ten or fite minutes to collect his belongings
before escorting him from the premises. Tr. 672:9-20, 673:6-9 (Silverman); Tr. 476:23-477:4
(Myers), Tr. 94:22-95:18 (Su).

F. July 3, 2008 Meeting

42. After Su’s debarment, Myers was asked many questions bg@gagues as to
why Su was no longer working at NASA Ames. UF 32.

43. Hipskind advised Pete Worden, the NASA Ames Center Director, that the entin
Airborne Science Technology Lab was upset about the debarment. UF 33.

44. Hogle advised Dolci that a meeting with Su’s colleagues was necessarydssadd

their questions about the debarment. UF 34.

Silverman would have relevant testimony regarding delivery of the debarrtientdeSu and the
process of Su’s debarment, and permitted his testimony as to those areas. Tr. 450:8-15.
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45, On July 3, 2008, Dolci convened a meeting that included Su’s UARC coworkerf
and NASA colleagues in the Earth Sciences Division. UF 18.

46. Itis uncleaffrom the recorexactlyhow many people attended the meeting. The
estimategrom attendeesange from 16a15 people, Tr. 655:15-17, to 20-30 people, Tr. 16-19, to
30-50 people, Tr. 481:1-2.

47.  The meeting lasted between fifteen amdty minutes. Tr. 249:23-250:4 (Dolci)
Tr. 740:18-19 (Grant).

48.  Dolci did most of the talking at the meetingr. 481:1112 (Myers);Tr. 734:21-23
(Grant) Tr. 697:1-5 (Gribschaw).

49. Hipskind spoke briefly? just to state thate was aware of the reasons for the
debarment and supported DotéiTr. 255:11-25 (Dolci); Tr. 350:19-24 (Hipskind).

50. Dolciinformed the attendees that ®as debarred because he wageurity risk.

A number of attendees recall Dolci making such a statemien#81:1115 (Myers);Tr. 716:16-
24 (Grant);Tr. 656:4-6 (Dominguez); 697:12-16 (Gribschavdolci testified that he did not
recall stating at the meeting that Su was a security risk, and that it vamddaen “incredibly
foolish” for him to have made such a statement. Tr. 252:16-253:3 (Dolci). The Court itredits
testimony ofthe several employees who recalled Dolci’s statement that Su was a sedurity ris

51. Dolci also said thafu’s debarment was the result of something he dignma
job. Tr. 481:1522 (Myers);Tr. 722:16-21 (Grant).

52. Dolci told the assembled staff thane way to avoid Su’s fate was not to take
money from a foreign government and then deny it. Tr. 352:1-11 (Hipskind); 48ZMyers);

Tr. 524:14-19 (Coffland):> Dolci testified that he did not make this statemét.222:1-12

13 After review of the record, the Court finds the testimony of Dolci and Hipskind to ke mor
credible than the conflicting testimony of otlatnesses who stated that Hipskind took a more
active role at the meeting.

14 After Hipskind wrote a strongly worded email to the Center Director regg®li’'s debarment,
Dolci arranged for Hipskind to be granted a special sieont-security clearans® that he could
be briefed on the reasons for the debarment. Tr. 244:14-248:25 (Dolci).

15 Myers testified that he could not recall whether Dolci or Hipskind gave the adomomiti to
take money from a foreign government. Tr. 482:7-14. Coffland thought Hipskind had made

10
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(Dolci). However, the Court credits the accountthefwitnesses who testified that the statemer
was made The statement also is corroborateddmyminguezs testimony that Dolci impliedhiat
Su’s debarment had something to do with contact with foreign nationals. T4-B50
(Dominguez).

The Court also finds that the statement was intended to suggest, and did sugggst, tha
had taken money from a foreign gomament. The United States argues that any such statemer
was a hypothetical and was taken as sig#eTr. 352:5-16 (Hipskind); Tr. 510:22-511:6
(Myers). However, the statement was made during a discussion cbwiad been debarred. It
was in response to expressions of concern by employedhdlgahight suffer the same fat8ee
Tr. 352:1-11 (Hipskind). No other hypothetical examples of ways to avoid Su’s fatgmene
SeeTr. 511:14-16 (Myers). At least some of those present at the meeting understadd belc
saying that Su had taken money from a foreign governn@e¥Tr. 511:17-512:1 (Myers). ffer
the July 3 meeting, Fagen asked Su’s wife whether Su had taken money from the Chines
government. Tr. 761:9-19 (Sharyn Siagen said that NASA officials had told staff that at a
meeting. Tr. 761:17-19 (Sharyn Su). After the July 3 meeting, it was generally ondeastong
the UARC staff that Su was debarred because he had received money fromgragovernment
and concealed it. Tr. 507:1% (Myers).

53.  Dolci did not usehte phraseFISA regulation” during the July 3 meetinghe
only evidence that Dolci used this phrase is Grant’s notation in his daytimer;déemnot have
a specific recollection of Dolci using the phrase. Tr. 718:21-719:20 (Grant); RI.1SE
(Grant’'s Notes). Dolci testified that he did not use the phrase. Tr. 292(Bolci). No one else
at the meeting had a recollection of Dolci using the phrase “FISA regulattee, e.g.Tr.
368:12-14 (Hipskind); Tr. 368:7-14 (Hipskind).

54.  Dolci refared to the badging process during the July 3 meeting. It is unclear in

what context such a reference was m&@tant'sdaytimerbears the notation “HSPD-12"and

statement. Tr. 524:189. After reviewing the testimony of all withesses who were at the
meeting, the Court finds that Dolci made the statement.

®HSPD12 was the Homeland Security Presidential directive requiring increazeityséor all
11
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“‘OPM.” Tr. 718:1-17 (Grant); Pl.’s Ex. 137 (Grant’s Notes).

G. Su’s PostDebarment Employment

55. Followinghis debarment, Su received a Notice of Intent to Terminate from Mye
dated July 3, 2008. Pl.’s Ex. 4. The notice informed Su that he would be terminated effectiv
11, 2008.1d.

[S,

e Ju

56. On July 17, 2008, Myers sent Su a Rescindment of Notice of Intent to Terminate.

Pl.’s Ex. 5. That correspondence informed Su that he could continue working for UARC via :
telecommuting agreemenid.

57. Su continues to work for UARC. He has not suffered any break in service or Ig
of earnings. He has not lost any employmetdted benefits. He has received annual merit
salary increasesTr. 136:15-25 (Su).

58.  Su has suffered mental and emotional distress since his debarmedAfsém
Ames. Hehas trouble sleeping, loses concentration, has begun grinding his teeth, is depresg
gets headaches, and drinks more coffee. Tr. 114:19-117:9, 119:148@xBr. 762:16-766:15
(Sharyn Su).These symptoms are partially caused by bibgled a security risk and partially
caused by being debarred. Tr. 137:17-140:10 (Su). Su is not sklgai@te the mental and
emotional distress that he feels as a result of debarment from the mental andamisti@ss he
feels as a result ofié privacy deprivations asserted in this case. Tr. 145:24-146:93%8is)wife
has observed many changes in him since the debarment and July 3 meeting, includiegsadled
interest in normal life activities, teeth grinding, trouble sleeping, weighktdad depression. Tr.
762:16-765:13 (Sharyn Su).

59. Su has not sought medical treatment for his emotional distress or other sympt

Tr. 122:13-23, 137:1-18u). When he has a headache, he takes Tylenol. Tr. I28h).

federal employees. It was implemented by requiring all federal emplttysabmit new badging
applications. Tr. 164:1165:15. Every federal employee wasuieed to complete a new form,
the Electronic Questionnaire for Investigation Processin@)(f). Tr. 165:25-167-3, 213:21-
22.
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IV. CONCLUSIONS OF LAW

A. Legal Standard

60. The elements of a privacy claim under the California Constitution area “(1)
legally protected privacy interest; (2) a reasonable expectation of privéfog circumstances;
and (3) conduct by defendant constituting a serious invasion of priveily.v. Nat'l Collegiate
Athletic Asso¢.7 Cal. 4th 1, 39-40 (1994) Whether a legally recognized privacy interest is
present in a given case is a question of law to be decided by thé ddust 40. Whether
plaintiff has a reasonable expectation n¥gcy in the circumstances and whether defendant’
conduct constitutes a serious invasion of privacy are mixed questions of law dhddact.

61. “A defendant may prevail in a state constitutional privacy case by negayiondg a
the three elementsgtidiscussed or by pleading and proving, as an affirmative defense, that th
invasion of privacy is justified because it substantively furthers one or more c@ulirig
interests.” Hill 7 Cal. 4th at 40. “Plaintiff, in turn, may rebut a defendaasertion of
countervailing interests by showing there are feasible and effective altesrtat defendaid
conduct which have a lesser impact on privacy intefests. “The existence of a sufficient
countervailing interest or an alternative courseariduct present threshold questions of law for
the court. Id. “The relative strength of countervailing interests and the feasibility ohattees
present mixed questions of law and fadd. In applying the competing interest privilegeurts
must keep in mind thédfa] plaintiff’s expectation of privacy in a specific context must be
objectively reasonable under tbecumstances, especially in light of the competing social
interests involved.”ld. at 26-27. The California Supreme Court has described the priakege

follows:

Legitimate interests derive from the legally authorized and socially bextefic
activities of government and private entiti@heir relative importance is

determined by theirrpximity to the central functions of a particular public or

private enterprise. Conduct alleged to be an invasion of privacy is to be evaluated
based on the extent to which it furthers legitimate and important competing
interests.

Id. at 38.
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62. Additionally,California’s statutory common interest privilegey constitute a
defense to a privacy clainBeeCal. Civ. Code § 47(c). California Civil Code section 47(c)

providesin relevant parthat:

A privileged publication or broadcast is one made[ijn a communication,

without malice, to a person interested therein, (1) by one who is also interested, or
(2) by one who stands in such a relation to the person interested as to afford a
reasonable ground for supposing the motive for the communication to be innocent,
or (3) who is requested by the person interested to give the information. This
subdivision applies to and includes a communication concerning the job
performance or qualifications of an applicant for employment, based upon credible
evidene, made without malice, by a current or former employer of the applicant to,
and upon request of, one whom the employer reasonably believes is a prospective
employer of the applicd.

Cal. Civ. Code § 47(c) (emphasis addel) general, “a communicatida presumed to be
privileged where it is made in the context of an employee relationsWg’Hull v. County of
Monterey No. C-95-20494W, 1996 WL 225012, at *7 (N.D. Cal. 1996).

63. Application of the common interest privilege is a two-step process. First the
defendant must make an initial showing thgtarticular statement falls within the common
interestprivilege. Kashian v. Harriman98 Cal. App. 4th 892, 915 (2002). If the defendant
makes that showing, the burden shifts to the plaintiff to show that the defendant made the
statement with maliceld. “Malice for purposes of the statute means a state of mind arising frg
hatred or ill will, evidencing a willingness to vex, annoy or injure another persdn(internal
quotation marks and citations omitted).

B. Alleged Deprivations of Privacy Rights

In his closing brief, Sasserts eight separateprivations of his privacy rights, discussed

in turn as follows:

17 Su argues that a different standard applies, cfiagtrell v. Forest City Pub. C0419 U.S. 245,
251-52 (1974).Cantrell addressed the malice standard in the context of a common laviidalse
privacy claimunder the laws of Ohio or West Virginia; it did not address the California statuto
common interest privilege at issue in this case.
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64. Deprivation 1: Dolci's Pre-Debarment Statemens to Hoglelndicating that Su
Refused to Answer One Question on the Polygraph

Su asserts a deprivation of privacy rights resulting from Dolci’'sipb&arment statement

to Hogle indicating that Su had refused to answer one question on the polygraph, and Dolci’s

related statements to Hogle about the polygraph.

The Court finds that Dolci did make the statements. Findings of Fact (“FF”) 32. Su hg
legally protectable interest in the details of a law enforeémmeestigation of him.See Hunt v.
FBI, 972 F.2d 286, 288 (9th Cir. 1992) (holding, in the context of a FOIA case, that “[a]
government employee generally has a privacy interest in any file thatsrepaan investigation
that could lead to the employee’s discipline or cen§uKef. United States Dep’t of Justice v.
Reporters Comm. for Freedom of the Pre&9 U.S. 749, 780 (1989)w& hold as a categorical
matter that a third paryrequest for law enforcement records or information about a private
citizen can reasonably be expected to invade that Ciipewacy).

However, the Court concludes that under the particular circumstances of thiSicdsk
not have a reasonable expectation of privacy with respect to the details of thegolygr
examination. A ‘reasonableexpectation of privacy is avbjectiveentitlement founded on
broadly based and widely accepted community ndrrifll , 7 Cal. 4th at 37 (emphasis added).
“[T] he plaintiff in an invasion of privacy case must have conductesetf or herself in a manner
consistent with an actual expectation of priva®y, he or she must not have manifested by his @
her conduct a voluntary consent to the invasive actions of defehdditit. 7 Cal. 4th at 26. Su
told at least six individals that he had taken a polygraph, and (foreseeably) some of those
individuals told othersSeeFF 31. Su’s conduct was not consistent with an expectation of
privacy. Su characterizes his own disclosures about the polygraph as “limitedrbaed thia

his own disclosures were not sufficient to erode his expectation of privaeyarglhhment is

ad a

-

unpersuasive given the number of people Su confided in and his choice to disclose more than th

thefact of the polygraph when he told Myers and Coffland that he “did not do well” on the
examination. FF 31. Under those circumstances, it would have been objectively unredsona

Su to expect that the details of the polygraph would remain prigate Pettus v. Cqld9 Cal.
15




United States District Court
Northern District of California

© 00 N o o s~ w N P

N N N N DN DN DN NN R R R R R R R R R
0o N o 0N WN P O ©OW 0o N o o WwN P O

App. 4th 402, 448-89 (1996) (if the plaintiff himself has disclosed the private information, “he
will be hard pressed to claim any legally protected ‘privacy’ interest w#pact to that
information”).

Moreover, even if Su did have a reasonable expectation of privacy with resgect to t
details of the polygraph, Dolci’s disclosures did not go so far beyond Su’s own disclastoes
constitute a serious invasion of privacy. “Actionable invasions of privacy must baesfii
serious in their nature, scope, and actual or potential impact to constitute an egregich®br
the social norms underlying the privacy rightlill, 7 Cal. 4th at 37. Given the disclosures that
Su made, Dolci’s addition of details regarding the polygraph did not constitute “@noegre
breach of social norms.”

65. Deprivation 2: Silverman’s Delivery of a Copy of the Debarment Letter to

Hogle

Su asserts a deprivation of privacy rights resulting from Silvermanigedgbf a copy of
the debarment letter to Hogle. The Court finds that SilvermagidédHogle a copy of the
debarment letter. FF 40. As discussed above, the debarment letter stated amahimgshibat
“[t]his order is made pursuant to NASA Procedural Requirement (NPR) 1600.1, Section 1.4.1.
based upon a determination that your continued presence on NASA property conssiaias\a
risk.” Joint Ex. 1010 (Debarment Letter). Silverman had a legally protected pitaosst in
the debarment letr. See Hunt972 F.2d at 288 (“[ajovernment employee generally has a
privacy interest in any file that reports on an investigation that could lead tmfheyees
discipline or censur®; see also Kimberlin v. Dep’t of JustijcE39 F.3d 944, 949 (9th Cir. 1998
(censured Asistant Uried States Attorney had privacy interast&voiding disclosure of the
details of the investigation, of his misconduct, and of his punistijnent

However, any expectation that such a letter would not be disclosed to Su’s UARC
supervisors would have been objectively unreasonable. Obviously, NASA Ames had to offef
UARC an explanation for revoking its employee’s access privileges. Thedietteot provide
any details of the FBI investigatienit simply recited the bare bones language of NPR 1600.1,

secton 1.4.1 (providing for debarment of any person whose “continued presence on NASA
16
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property constitutes a security or safety riskdeeJoint Ex. 1010 (Debarment Letter). Under th¢
circumstances, the letter offered the most minimal explanation possilge’s removal.

Even if it were persuaded that Hogle’s receipt of the debarment letter reaudted i
deprivation of Su’s privacy rights, the Court would conclude that any such deprivaticubyast
to the common interest privileg&eeCal. Civ. Code 47(c). As discussed above, “a
communication is presumed to be privileged where it is made in the context of an employee
relationship.” Van Hull, 1996 WL at *7. Given UARC's status as a NASA contractor, and the
fact that the UARC Earth Sciences Group keat onsite at the secure NASA Ames facility, it
was entirely reasonable for NASA Ames to inform Su’s supervisors that he had bew dee
security risk. Nothing in the records suggests that Silverman gave the debarment letteleto Ho
for malicious purpses.

66. Deprivation 3: Dolci’'s PostDebarment Statement to Coffland that Su had a

Problem with the Polygraph

Su asserts a deprivation of privacy rights resulting from Dolci’s gelsérment statement
to Coffland that Su had a problem with a particular question on the polygraph. The Court fin
that Dolci did make the statement. FF 32. Su had a legally protectable interestatatlseof the
joint FBI/NASA investigation of him.See Hunt972 F.2d at 28&ee also Kimberlinl139 F.3dat
949. Hwever, this privacy claim fails for the same reasons as the claim restotmdblci’s
other statements regarding the polygrafleeConclusion of Law (“CL”") 64.

67. Deprivation 4: July 3 MeetingStatementsof Dolci and Hipskind to the Effect

that Su was a Security Risk

Su asserts a deprivation of privacy rights resulting from disclosure ofhis sts a
“security risk” by Dolci and Hipskind at the Julyneeting The Court finds thdDolci did most
of the talking at the meeting, and that Hipskind spoke only briefly to state thastewaee of the
reasons for the debarment and supported D&Ei4849. The Court finds that Dolci dstate
that Su had been debarred because he was a security risk. && B&d a legally protectable
interes in the investigatory determination that he was a security 8sle Hunt972 F.2d at 288;

see also Kimberlin139 F.3d at 949.
17
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The Court concludes that Su had a reasonable expectation that the security risk
determination resulting from the joint FBIA$A investigation would not be broadcast widely.
While Su should have known that NASA would have to communicate the security risk
determination to his supervisors as a practical matter, he had no reason to ekpect tha
determination to be announced atr@éastaff meeting containing as many as fifty of his
colleagues.SeeFF 46(between 160 people attended the July 3 meetin@hlci’'s
announcement constituted a serious invasion of Su’s privacy.

However, the Court concludes that the common interestqme applies.Deaile v.

General Telephone Co. of Cad0 Cal. App. 3d 841 (1974), is instructive. Opaile, the reasons
for the plaintiff’'s forced retirement were announced at a supervisors’ngeahnd the supervisors
were instructed to relay theformation to other employees if they had questiddsat 846. The
state appellate court held that the common interest privilege set forth in Cal@aoriti@ode §
47(c) applied, noting that all of the recipients of the information worked at thefaaititg, which
the plaintiff had managed, or were the plaintiff's superi¢ds. The court found thatthe factors
surrounding plaintiffs forced retirement were only disseminated in an effort to preserve empld
morale and job efficiencyUnder these circumstances the recipients, as well as defendant, we
‘interestetpersons within the meaning of section 4Td. Similarly, the evidence in this case
shows that the individuals who worked in the Earth Sciences Division were very condesoed 3
Su’s abrupt departure. They wanted to know what had happenedéz&ise he was their friend
and colleagueand they also were worried about their own joBeeTr. 251:19-252:13 (Dolci).
The statement that Su had been deemed a security risk addressed those chpd@ntsin the
record suggests that Dolci acted from hatred or ill will, or for the purposesiafjyexnoying, or
injuring Su.

The Court concludes that the competing intéfetfense applies as well. Su had been

18 plaintiff argues thaa “compelling interest” test applies rather than the “competing interest” tg
Plaintiff contends Dolcs failure totake any action when he first learned that Su was considere
security risk in 2006, andecision to waiseveral weeks before debarring Su once the
investigation concluded in 2008, undercuts any suggestion that there was a “compedigagi’ to
tell Su’s colleagues that he was a security risk. Even if Plaintiff were cortbatespect to the
appropriate test, the Court concludes that thiedd States did have a compelling interest in

18
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deemed a sedty risk, and he had many friends and colleagues who still worked at NASA Amgs.

While Su himself did not handle classified or sensitive material, others on thisgsetfid. FF
10-11. It was entirely reasonable for NASA to inform the Earth Scieneésdh staff that Su
was now considered a security ridRlaintiffs point to Dolci’s testimony that he did not view Su
as a security risk once he had been debai®e@Tr. 253:422. Dolci’s testimony assumed that
Su would not be able to access NASA Ames post-debarment, and his belief that Su nodsngs
a threat was based upon that assumptiee id. However, the Court concludes that it was
objectively reasonable to believe that Su could have hadaposss to the NASA Ames premises
or information discussed thereon, throughdabeagues Under thge circumstances, the
competing interest privilege applies.

68. Deprivation 5: July 3 Meeting Statements dDolci that Su Posed a Security

Risk based upon Something that had Happened in his Previous Employment

The Court concludes that a much closer question is presented by Dolci’s statemntra
security risk determination arose out3af's prior employment. Su had a legally protectable
interest in thenvestigatory determination that he had done something during his prior
employment to render him a security riskee Hunt972 F.2d at 28&ee also Kimberlin139
F.3d at 949. The Court further concludes that Su had a reasonable expectation that the
investigatory findings would not be widely publicized, and Dolci’s statement atiih& dneeting
constituted a serious invasion of his privacy righ&eeFF 51.

Whereas Dolci’s statement to the Earth Sciences Division staff that Su was @&ysecur
risk” clearly was covered by the common interest and compelling interestges, the
application of those privileges is less clear with respect to the more detgllnation that Su
had been deemed a security ti@cause otonduct occurring during$prior employment.

Ultimately, the Court concludes that the common interest applies. Other sciemtistafathat

informing Su’s colleagues that he was a security risk and had been debarred frohSthe N
Ames premises. Whilene might take issue witbolci’s decision not to “get spun up or to spin
someone else up” until the investigation of Su was fsedFF 29, there can be no question that
once the investigatiowasfinal, the United States had a compelling interest in ensuring that SU
colleagues did not inadvertently give him access to a restricted goveratiéty where

sensitive and classified work was done.
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had been working closely with Su understandably were worried about the impactiebhrment
on themselvesSeeTr. 251:11-15.An explanation that Su’s debarment did not arise out of
anything he was working on at NASA Ames — and thus did not auitsef anything the remaining
employees were working onfalls withinthe common interest privilegeAnd, as noted above,
nothing in theecord suggests that Dolci acted with malice with respect to his statements at th
July 3 meeting.

69. Deprivation 6: July 3 Meeting Suggestion bipolci that Su had Taken Money

from a Foreign Government and Denied it.

The mosdifficult issues presented by this case relateSigs privacy claim based upon
Dolci's statement that one way to avoid Su’s fate was not to take money from a foreign
government and then deny it. The Court finds that Dolci did make the statement. FF 52. Th
Court also finds that the statement was intended to suggest, and did sugggatyddataken
money from a foreign government. Based upon the FBI documents that Dolci had seen dur
the course of the investigation, which referenced Su’s involvement with a foraigmgeent, the
statement appears to be a disclosure (rather than, say, a fabric&genk.g.Joint Ex. 1015 (FBI
Memo. dated May 22, 2008). Under the authorities and the reasoning set forth above, Dolcr’
disclosure of that investigatory fimd) constituted a serious violation of Su’s privacy rights.

Moreover, the Court concludes thaistharticular statement is not covered by the commg
interest or competing interest privilegenlike the statements that Su was a security risk and th
the debarment arose from his prior employm#re statementgarding a foreign government
was notlegitimate explanation or advicdt was not a statement that woulgreserve employee
morale and job efficiency.Deaile, 40 Cal. App. 3d at 846. In faets described at trial, the
statement was delivered rather flippantly. Dolci already had informed the &agtices Division
in general terms why Su had been debarred and allayed their concerns tehatheedt might
have arisen from work they themselves were still performing. The Courudesdhat there was
no legitimate purpose served by revealing that Su had taken, or at least watedusiitaking,
money from a foreign government.

Accordingly, the Court concludes that Su has established a deprivation of his privacy
20
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rights arising from Dolci's statement regarding taking money from agiorgovernment.
Appropriate damages for that deprivation are discussed below.

70. Deprivation 7: July 3 Meeting Reference to a FISA Regulation by Dolci

Su asserts a privacy deprivation based upon Dolci’s reference to “FISA” duridiglyi®
meeting. According to Su, that reference was to the Foreign Intelligence Buaoeiict. Su has
not connected the dots for the Court to explain why a referencattadhwould constitute a
deprivation of Su’s privacy. In any event, the Court finds that Dolci did not refeGto &tlthe
July 3 meeting. FF 53.

71. Deprivation 8: July 3 Meeting Statements of Dolci Regarding the Badging

Process

Su asserts a privacy deprivation based upon Dolci’s reference to the badgirsg proce
during the July 3, 2008 meeting. The Court finds that Dolci did refer to the badgingspré€es
54. However, it is entirely unclear in what context such a referereenade. Grant’s daytimer
notations, “HSPD-12" and “OPM,” do not suggest, let along prove, that information from Su’s
QIP application was disclosed&eePl.’s Ex. 137 (Grant’s Notes).

The lack of information with respect to any disclosure of Su’sReaplication is
particularly telling in light of the significant amount of trial time that Plaintiff's caliispent
eliciting testimony regarding NASA’s badging process and, in particumH8PD12 program
and the e-QIP applicatiorbee, e.g.Tr. 61:8-76:20 (Su); Tr. 164:5-168:5, 174:24-181:6, 207:12

(Dolci). The Court has never understood the relevance of that line of inquiry. Thecevide

shows that Kwok may have used a ruse when he interviewed Su in 2008, specifically, that he

have led Su to believe that the questions asked were follow-up on Su’s e-QIP applitdaion ra
than an investigation of him as a potential security risk. Tr. 83:6-14 (Su). Su and otladis init
believed that the FBI's investigation was to clear up something watddhe badging process.
Tr. 84:15-24; 88:22-90:10 (Su). And in fact Kwok may have used information from IR e-
application in the FBI investigation. Tr. 265:16-25; Tr. 619:18-21. What is missing from the
record is any evidence that the FBI's udsuch a ruse or of Su’s@H application was

improper. Likewise missing is any evidence that Dolci disclosed informaban$u’s eQIP
21
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application at the July 3 meeting.

C. Damages

As discussed above, Dolci’s statement regarding taking mooeydiforeignrgovernment
constituted a serious deprivation of Su’s privacy rights. Su was not present at ting,naeet it
is unclear whether anyone ever told him precisely what Dolci said. Howviesegcord shows
that hediscovered the gist of the statement shortly after the July 3 meeting wHemies
coworkers started asking whether he had taken money from a foreign gover&eent
117:23-118:14Su) Tr. 761:9-762:15 (Sharyn Su). The question is what damages flowed fror
that deprivation. Su continues to work for UARC. He has not suffered any break in service ¢
loss of earnings. He has not lost any employmelated benefits. He has received annual meri
salary increasedsHe has not incurred any medical expensgscordingly, he has not suffered any
pecuniary lossFF 5758.

Su nonetheless may recover damagesruotional distress anxiety, embarrassment,
humiliation, shame, depression, feelings of powerlessness, and anguish — causedsblptueedi
See Miller v. Nat'l Broadcasting Cal87 Cal. App. 3d 1463, 1485 (1986). Shalamages flow
from “a direct wrong of a personal character resulting in injury to the feelitigsut/regard to
any effect which the publication may have on the property, business, pecunig$tjrdgethe
standing of the individual in the communityOperating Engineers Local 3 v. Johnsdi0 Cal.
App. 4th 180, 187 (2003) (internal quotation marks and citation omitted). “One whose right g
privacy is unlawfully invaded is entitled to recover substantial damages, ditbhoaignly
damages suffered by him resulted from mental anguistilér, 187 Cal. App. 3d at 1485
(internal quotation marks and citation omitted).

Sutestifiedamong other thingthat ke has trouble sleeping, loses concentration, has beg
grinding his teeth, is depressed, gets headaches, and drinks more coffee. Hi~t&8timony
was supported by that of his wife, who described the profetfedt that the events at NASA
Ames has had on Su. FF 58. Her impression is thaaféost interest in normal life activities
such as seeing friends, going on vacation, and going shopping; he has become isolated and

withdrawn. FF 58. Su requests damages in the amount of $5,267,648.57.
22
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Even if the Counvere incinedto award damages the amount requested by Su, the
Court could not do so here because Su testified thedrnmeot separatéhe mental and emotional
distresshat he feels as a result of the asseptédhcy deprivationgrom the mental and emotional
distress he feels ag@sult of thedebarment FF 58. All of Su’s claims challenging the
debarment itself have been dismissed from this acfl@nthe extent that Su testified that he
suffered mental distress flowing from the asserted privacy deprivatiofs;ueed on the
disclosure that he wassecurity risk for the reasons discussed above, that disclosure either did
not constitute a deprivation of Su’s privacy rights or it was privileged.

At trial, Su testified as follows:

> OP» OP OPO> O

*kkkk

OPOP OPO

>

*kkkk

SO YOU HAVE EXPERIENCED STRESS AS A RESULT OF BEING
DEBARRED?

CORRECT.

AND HAVE YOU LOST SLEEP BECAUSE YOU WERE DEBARRED?
CORRECT.

AND DO YOU EXPERIENCE HEADACHES BECAUSE YOU WERE
DEBARRED?

CORRECT.

DO YOU LOSE CONCENTRATION BECAUSE YOU WERE
DEBARRED?

YES.

DO YOU EXPERIENCE DEPRESSION BECAUSE YOU WERE
DEBARRED?

THAT'S A COMBINATION OF THE DEBARRED AND SECURITY
RISK. AS A SECURITY RISK THERE ARE ALWAYS THINGS
HANGING OVER MY HEAD.

MY QUESTION WAS, HOWEVER, DO YOU EXPERIENCE
DEPRESSION BECAUSE YOU WERE DEBARED?

CORRECT.

DID YOU FIND IT PAINFUL BECAUSE YOU WERE DEBARRED?
YES.

DO YOU TRY TO STOP THINKING ABOUT WHAT HAPPENED AS A
RESULT OF BEING DEBARRED?

| TRY.

AND HAVE YOU CHANGED AS A RESULT OF BEING DEBARRED?
| HAVE CHANGED.

AND HAVE YOU EXPERIENCED EMOTIONAL STRESS BECAUSE
YOU WERE DEBARRED?

CORRECT.
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DO YOU GRIND YOUR TEETH BECAUSE OF THE FACT THAT YOU
WERE DEBARRED?

YES.

AND ARE YOU A DIFFERENT PERSON TODAY BECAUSE YOU
WERE DEBARRED?

YEAH, I'M THINKING THAT WAY.

AND ARE YOU LESS SOCIAL BECAUSE YOU WERE DEBARRED?
YES.

AND DO YOU INTERACT LESS WITH PEOPLE BECAUSE YOU
WERE DEBARRED?

YES.

Tr. 138:1-140:10 (Su). Based upBuo’stestimony, it is apparent that Su would have suffered al

> OPO>» OF ©

the symptoms of which he complains solely because of the debaewemntf the privacy
deprivation had never occurred

TheJuly 3, 2008 disclosure to Su’s coworkers that he took money from a foreign
government may well have caused Su to suffer mergtkds in addition to the distress that he
already wasuffering as a result of the June 24, 2@@Barment.However, Su has not presented
any expert opinion or other evidence establishing that he did suffer such additireabds
suggesting how such additional distress should be valued. The Court thus is left whibhicbeot
awarding nominal damages or attemptingward damages in @aguum.

Nominal damages would be appropriate if the Court were to conclude that Su did not
suffer a materialnjury as a result of the disclosure regarding taking money from a foreign
government. Nominal damages are awarded to a plaintieve the evidence shows a breach of
duty owed to him or an invasion of his legal rights, without showing that he has thereby dustd
a material injury. Fairfield v. Amer. Photcopy Equip. Cd.38 Cal. App. 2d 82, 87 (1955)A
judgment for nominal damages must always involve a trivial sbath damages are damages in
name only and not iratt; they are the same as no damages atldll 4t 8788.

However, if the Court were to conclude that Su did suffer material injury from the
disclosure, in addition to the injury resulting from the debarment and the other dissiosule at
the July 3 meeting, the case law suggdsisthe Court should attempt to assess such damages
even in the absence of direct evidence. In a privacy action in which “there can becho di
evidence of the amount of damages sustained, nor the amount of money which will coenpens

for the injury. . . [tjhe measure of damages . . . is for the trier of fact, and isiagsasch
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damages he is accorded a wide and elastic discretiaitfield, 138 Cal. App. 2d at 88.

The Court’s decision is rendered more difficult by the fact that Su alwaysdiatained

that he did not know why he had been accused of taking money and did not know why he had

been debarredThe disclosure that Su took money from a foreign government is actionable ag
invasion of his privacy rights only if it isdisclosureof an investigatory finding. The Court
previously has clarified that Su may not recover on a theory that Dolci’s statemere untrue
and therefore portrayed him in a false ligBeeECF 216 at 19.

After careful consideration of the record, the Court finds that Su discoveredtédmesta
about taking money from a foreign government shortly after the July 3 meetinggaidstnot
unreasonable to find that baffered some additional mental distress arising from that statemer
even though he already wasfering mental distress arising from the debarment. Because Su
suffer some injury, he is entitled to compensation. In considering what thatresatipa should
be, the Court has attempted to weigh the important privacy interest at stalet tig@ividence
that Su already was suffering terribly by the time he learned that, in additieerjoheng else, his
coworkers had been tglth essencehat he took money from a foreign government. Whether tf
statement is true or not, it does appear to be a disclosure of an investigatoryditithgrefore
it constituted a deprivation of Su’s privacy rights. The Court finds that Su is @mnditéen award
of $10,000 for that deprivation.

V. DISPOSITION

The Court hereby finds and concludes that Plaintiff has demonstrated a depo¥dts

privacy rights as discussed herein, and that in compensation for that deprivatiaff Btaithtoe

awarded damages in the amount of $10,000.

EDWARD J. DAVIQ

United States District Judge

IT IS SO ORDERED.

Dated: September 25, 2014
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