Hibnick v. Google Inc.

Appendix 12 — EPIC’s FTC Feb. 16, 2010 Amended Complaint in re: Google Buzz

Before the
Federal Trade Commission
Washington, DC
In the Matter of )
)
Google, Inc. )
)
)

Supplemental Materials in Support of Pending Complaint and Request for Injunction,
Request for Investigation and for Other Relief

INTRODUCTION

1. On February 16, 2010, the Electronic Privacy Information Center (“EPIC”) filed a Complaint
with the Federal Trade Commission (“FTC” or “Commission”) requesting an injunction and
investigation.! The Complaint concerned the practices of Google, Inc., specifically the recent
launch of the company’s Buzz social networking service. As Petitioners stated in the original
complaint:

This complaint concerns an attempt by Google, Inc., the provider of a widely used
email service to convert the private, personal information of Gmail subscribers
into public information for the company’s social network service Google Buzz.2

2. The Petitioners described the importance of email privacy, the release of Google Buzz,
Google’s disclosure of users’ email contacts, user opposition to the recent transformation of
Google’s Gmail service into a social networking service, and violations of Section 5 of the
FTC Act, including Google’s deceptive and unfair trade practices. The Petitioners
concluded:

This change in business practices and service terms violated user privacy
expectations, diminished user privacy, contradicted Google’s own privacy policy,
and may have also violated federal wiretap laws. In some instances, there were
clear harms to service subscribers.’

"EPIC FTC Complaint, In re Google Buzz (Feb. 16, 2009), available at
http://epic.org/privacy/ftc/googlebuzz/GoogleBuzz_Complaint.pdf.
*Id. at1.
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3. The Petitioners respectfully requested the Commission to provide relief and specifically to:

Compel Google to make Google Buzz a fully opt-in service for Gmail users;

Compel Google to cease using Gmail users’ private address book contacts to
compile social networking lists;

Compel Google to give Google Buzz users more control over their information,
by allowing users to accept or reject followers from the outset. *

4. In the original complaint, Petitioners reserved the right to “supplement this petition as other

information relevant to this proceeding becomes available.”

5. This Supplemental Complaint addresses the ongoing privacy threats posed by Google, as
well as the company’s unfair and deceptive trade practices relating to the recent introduction

of Google Buzz.

ADDITIONAL FACTS

Google Buzz Violates Google’s Gmail Privacy Policy.

6. In whole and in part, the Gmail Privacy Notice describes the collection and use of personal
data for the purpose of providing the Gmail email service.®

7. The Gmail Privacy Notice describes the information use policies relating to Gmail,
“Google’s approach to email.”’ (emphasis added).

8. At the time that Google introduced Google Buzz, the Personal Information section of the
Gmail Privacy Notice promised to its users that the company would only use their contact
lists and other related data “in order to provide the service to you.”™ (emphasis added). The
statement is reproduced in full below:

» Gmail stores, processes and maintains your messages, contact lists and other data related to your account in order to provide the service to you.

9. In this provision, Google is clearly describing the use of contact lists and other user-related
data for the provision of Gmail, the Google email service.

‘1d. at 15.

*Id. at 16.

¢ See Appendix A.

"1d.

¥ Google, Gmail Privacy Notice, http://mail.google.com/mail/help/privacy.html (last visited February 22, 2010).
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10.

In the section on Uses, the Google Gmail Privacy Policy states:’

+ Google maintains and processes your Gmail account and its contents to provide the Gmail service to you and to improve our services.

11.

12.

13.

14.

15.

16.

17.

18.

19.

In this provision, Google is clearly describing the processing of mail account information and
its contents for the provision of Gmail, the Google email service.

In the section on Uses, the Google Gmail Privacy Policy further states:

Google's computers process the information in your messages for various purposes, including formatting and displaying
the information to you, delivering advertisements and related links, preventing unsolicited bulk email (spam), backing up
your messages, and other purposes relating to offering you Gmail.

In this provision, Google is again describing the processing of mail account information and
its contents for the provision of Gmail, the Google email service.

Google Buzz uses Gmail users’ contact lists and related data for a separate and unrelated
service, in violation of the Gmail Privacy Notice.

Google Buzz processes Gmail account information in violation of the Gmail Privacy Notice.

Google Buzz compiles a Gmail user’s social networking list based on frequent personal
email and chat contacts.

Google Buzz processes Gmail message information in violation of the Gmail Privacy
Notice.

Google never did and still does not obtain “explicit consent” from Gmail users regarding
Google Buzz and Google’s use of address book contacts in violation of Google’s own
privacy policy.

Each instance above where there is a clear contradiction between the Gmail policy in place at
the time Buzz was released and the use of Gmail account information by Google for the Buzz
service constitutes an unfair and deceptive trade practice.

°Id.



CONCLUSION

20. Petitioners incorporate by reference the Requests for Relief set forth in the initial
Complaint.'°

21. Petitioners reserve the right to supplement this complaint as new facts become available.

Respectfully submitted,

Marc Rotenberg, EPIC Executive Director
Kimberly Nguyen, EPIC Consumer Privacy Counsel
Jared Kaprove, EPIC Domestic Surveillance Counsel

ELECTRONIC PRIVACY INFORMATION CENTER
1718 Connecticut Ave., NW Suite 200

Washington, DC 20009

202-483-1140 (tel)

202-483-1248 (fax)

' EPIC FTC Complaint, supra note 1.
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APPENDIX A

Gmall: Google's approach to email

Gmail Privacy Notice
February 9, 2010
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