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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA

SAN JOSE DIVISION

Case No.
PALOMA GAQS, an individual, on behalf of
herself and all others similarly situated, CLASS ACTION
Haintiff, CLASS ACTION COMPLAINT

V.
ACTION FILED: 10/25/10
GOOGLE INC., a Delaware corporation,
JURY TRIAL DEMANDED

Defendant.

Plaintiff Paloma Gaos bringsighsuit on behalf of herself ard others similarly situated,
and makes the following allegations on informatiod &elief, except as to allegations pertaining to
Plaintiff, which are based on her personal knowledge:

.  INTRODUCTION

1. Plaintiff brings this class action complaint against Google Inc. (“*Google”) for
intentionally, systematically and repeatedly divulgitsgusers’ search querigsthird parties. This
practice adversely impacts billions of searat@sducted by millions of consumers. Plaintiff’s

claims arise under the Stored Communications 28 U.S.C. § 2702, the California Online Privacy
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Act of 2003, Cal. Bus. & Prof. Code § 225at5%eq., the California Consumer Legal Remedies Act,
Cal. Civ. Code § 1756 seq., the California False Advertising Law, Cal. Bus. & Prof. Code § 175
et seq., the California Unfair Competitiobaw, Cal. Bus. & Prof. Code 8§ 172@0seq., and

common law.

2. Google, the largest search engine in the United States, leagadly touted the
numerous ways in which it protects user priygrarticularly with regard to the terms that
consumers search for using the company’s seargime. Over protestsom privacy advocates,
however, Google has consistigrand intentionally degned its services to sare that user search

gueries, which often contain highly-sensitive gedsonally-identifiable information (“PII”), are

routinely transferred to marketedgta brokers, and sold and resold to countless other third parties.

3. The user search queries disclosed to third parties canrmonttiout limitation,
users’ real names, st addresses, phone num#eredit card numbers,@al security numbers,
financial account numbers and more, all of whicheases the risk of identitheft. User search
gueries can also contain highly-personal amisige issues, such as confidential medical
information, racial or ethnic origa political or religious beliefs aexuality, which are often tied to
the user’s personal information.

4. In many instances, the information contaime disclosed search queries does not
directly identify the Google @s. Through the reidentificationxglained below) or deanonymizing
of data, however, the informati@ontained in search queries @, on information and belief, are
associated with the actual naneéss00gle users. Computer sooe academics and privacy experts
are calling for the reexamination pfivacy concerns in light dhe growing practice and power of
reidentification.

5. Google has acknowledged that search gudormation alone may reveal sensitive
PIl. And Google has demonstrated that it caadily stop disclosing seargnery information to
third parties, without disrujmg the effectivenessf its service to its users, if it wished to do so. But
because the real-time transmission of user seprehes increases Googlgmofitability, it chooses

not to utilize the demonstrated technology thatild prevent the disclosud its users’ PII.
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II. PARTIES

6. Plaintiff Paloma Gaos is asielent of San Francisco CoynCalifornia. Plaintiff has
at all material times been a user of Goog#&arch engine services and has conducted “vanity
searches,” including searches for her actual rexmlethe names of her family members and has

clicked on links contained i@oogle’s search results.

7. Defendant Google Inc. (“*Google”) is a Rware corporation that maintains its
headquarters in Mountain View, California. Gamgbnducts business throughout California and t
nation.

. JURISDICTION AND VENUE
8. This Court has personal jurisdiction o¥@oogle because (a) a substantial portion of

the wrongdoing alleged in this complaint took placthis state, (b) Googlis authorized to do
business here, has sufficient minimum contacts withdfate, and/or otherwise intentionally avails
itself of the markets in this state through the psban, marketing and sale of products and service
in this state, to render the exercise of jurisdictiothy Court permissible under traditional notions
of fair play and gbstantial justice.

9. This Court has subject matfearisdiction pursant to 28 U.S.C. § 1331, 18 U.S.C. §
2702 and 18 U.S.C. § 2707. This Court has suppl&ahpirisdiction over the California state law
claims pursuant to 28 U.S.C. § 1367.

10.  Venue is proper in this District under P8S.C. § 1391(b) and (c). A substantial
portion of the events and conduct gigirise to the violations ofwacomplained of herein occurred
in this District.

IV. INTRADISTRICT ASSIGNMENT

11. Intradistrict assignment to the San JBsé@sion is proper because a substantial
portion of the events and conduct gigirise to the violations ofwacomplained of herein occurred
in San Jose County.

I
I
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V. STATEMENT OF FACTS

A. Google’s Search Business
1. Google’s Dominance in Search
12. “Searching” is one of the most basicieaities performed in the internet. Most

everyone with access to the interoses search engines to findbirmation on the internet. When
using a search engine, users formulate a seprety using keywords drphrases reflecting the
information sought by the user. &@Bearch engine then matchies search query with websites
matching the query and provides a b§those matching websites teethser. The user clicks on the
link in the resulting list and isedirected to the website comtaig the sought-after information.

13. Google’s core service centars its proprietary search gine. Google runs millions
of servers in data centers arouhd world and processes over onédns user-generated search
requests every day. On information and belief, Gaagthe most-used search engine in the world
and enjoys a market share of 08@% in the United States.

14.  Google generates substahpeofits from selling advertising. The revenue it
generates is derived from offeg search technology and fronetrelated sale of advertising
displayed on its site and on otlsgtes across the web. On infwation and belief, over 99% of
Google’s revenue is derived frats advertising programsGoogle has implemented various
innovations in the online advertisingarket that helped make it onetbé biggest advertisers in the
world.

15.  Using technology from its wholly-owned subsidiary DoubleClick, Google can
determine user interests and target advertisemeniegare relevant to élir context and the user
that is viewing them. GoogleAnalytics product allows website owners to track where and how
people use their website, allowing in-depth rede#n get users to go where you want them to go.

16.  Third-party search engine optimizatiG{$EO”) companies help businesses design

their websites so that users conducting internet searches usingesggires like Google get search

results containing their business at or near th@talpe search results page. SEOs accomplish this

task by ensuring that a busines€kvant pages are tuned to warkh Google’s search algorithms.
Google has a symbiotic relationship with SEOfi0@e wants relevant resulis the top of their

search results page, and SEOsiwtheir customers’ relevant Wwpages to appear at the top of
-4-
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Google’s search results. To the extent that S&®successful in gettingeir clients’ relevant
pages to appear at or near thp 6f Google’s search results pagesrssare more likglto return to
Google next time they want to search for infation on the internet. And the more people use
Google for search, the more revenue Godgleves from its advertising business.
2. Google’s Privacy Promises

17.  Leading thinkers in the macy community have long argued that consumers “treat
the search [engine] box like their most trusted sahd. They tell the Google search box what they
wouldn't tell their own motherspouse, shrink or priest.’Peer reviewed academic studies confirm
this fact, particularly regarding the use of shagngines to look up sensitive health informafion.

18. Google has always recognizttht user trust is paraant to its search business
success. To that end, Google adopted “Don’t be agilits motto, and Googkestates that its Code
of Conduct is one of the wajtsputs that mottonto practice’ Google’s Code of Conduct
recognizes that it is “asking useostrust [it] with their personahformation. Preserving that trust
requires that each of us respect and protect thaqyiof that information. Our security procedures
strictly limit access to and use u$ers’ personal informatior.”

19. Because Google’s success depends on gaihentjust of its users, Google’s Privacy
Policy sets forth representations intended tcefobte safety and pracy protection offered by

Google’s search services. As@¢tober 14, 2005, Google’s Privacy Pofisyated as follows:

! Christopher Ketcham & Travis Kelly, The Cloud Panopticon (April 9, 2010),
http://www.theinvestigativefund.org/investigations/rightsliberties/1274/the_cloud_panofiisbn
visited October 24, 2010).

2Gunther Eysenbach and Christian Kéhiéow do consumers search for and appraise health
information on the world wide web? Qualitative study using focus groups, usability tests, and in-
depth interviews, BMJ 2002; 324:573vailable at
http://www.bmj.com/cgi/content/full/324/7337/573.

% Google’s Code of Condudiitp://investor.google.com/coorate/code-of-conduct.htrfibst visited
October 24, 2010).

41d.

® Google’s October 14, 2005 Privacy Policy,
http://www.google.com/intl/en/privacy archive 2005.h{takt visited October 24, 2010).
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Google only shares personal informatwith other companies or individuals
outside of Google in the lowing limited circumstances:

e We have your consent. We requagt-in consent for the sharing of
any sensitive personal information.

e We provide such information to ogubsidiaries, affiliated companies
or other trusted businesses orgoas for the purpose of processing
personal information on our behalf. \Weguire that these parties agree
to process such information based on our instructions and in
compliance with this Policy and any other appropriate confidentiality
and security measures.

e We have a good faith belief that assguse, preservation or disclosure
of such information is reasonghtecessary to (a) satisfy any
applicable law, regulation, legalqaress or enforceable governmental
request, (b) enforce applicablferms of Service, including
investigation of potential violations thereof, (c) detect, prevent, or
otherwise address fraud, securitytechnical issues, or (d) protect
against imminent harm to the righpspperty or safety of Google, its
users or the public as required or permitted by law.

20. Google defines “Personal information” as ‘dnfnation that [the wes] provide[s] to us
which personally identifies you, such as your naemsail address or billing information, or other
data which can be reasonably linked to such information by Google” and “Sensitive Information
“information we know to be related to confidentia¢dical information, racial or ethnic origins,
political or religious beliefs or sexliy and tied to personal informatidn.

21. Google also stated in its October 14, 2680kacy Policy thatWe may share with
third parties certain pieces adigregated, non-personal information, such as the number of users
who searched for a particular term, for exaempk how many users clicked on a particular
advertisement. Such information does not identify you individudlibogle defined “aggregated,
non-personal information” as “informati that is recorded about users aaldlected into groups so

that it no longer reflects or references an individually identifiable dser.”

® Google Privacy Center, FAQttp://www.google.com/intl/en/privacy faq.htifiést visited
October 24, 2010).

" Google’s October 14, 2005 Privacy Polisypra, n.5 (emphasis supplied).

8 Google’s October 14, 2005 Privacy FAQs,
http://web.archive.org/web/20070113102317/wgeogle.com/intl/en/privacy_faq.htrflast visited
October 24, 2010) (emphasis supplied).
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22.  Google’s privacy policy was unchanged ufdtober 3, 2010, when it was revised tg

exclude any statement about how Google sterasch queries with third parties. The

representations that Google shares information iorfllimited circumstances” remained unchanged.

23. Google makes similar representations abouptheacy of its userssearch queries on
its video “Privacy Channel” on YouTube. The fivédeo that plays whenwser visits the Privacy
Channel starts with the statemémt “at Google, we make privacy a priority in everything we*do.”
Google also states in another privacy videad thVe don't sell user information to other
companies®®

24.  Earlier this year, Google reiterated its commitment & psivacy to the Federal
Trade Commission. In a letter to the FTC,0Gle wrote that it “supports the passage of a
comprehensive federal privacy law that ... build[s] consumer trust ... enact[s] penalties to deter
behavior ... include[s] uniform dasafeguarding standards, datadwh notification procedures, and
stronger procedural protections relating fioctiparty access to individuals’ informatiof.” Google
also wrote that it “acts every yl#o promote and expand free eggsion online and increase global
access to information. As new technology empoweliwiduals with more robust free expression
tools and greater access to information, we belieaegovernments, companies, and individuals
must work together to protect the right to oalinee expression. Strong paisy protections must be
crafted with attention to theitical role privacy plays in e expression. The ability to access
information anonymously or pseudonymously oaliras enabled peopleoand the world to view
and create controversial contenthaiut fear of censorship or riution by repressive regimes or
disapproving neighbors ... If all online behavior waeeed to an authenticated identity, the free

expression afforded by anonymoushreirfing would be jeopardized®

® Google’s Privacy Principlesitp://www.youtube.com/watch?v=5fvL3mNtl{danuary 26, 2010)
(last visited October 25, 2010).

19 Google’s Privacy Principlesittp://googleblog.blogspobem/2010/01/googles-privacy-
principles.html at 1:44January 27, 2010, 7:00 p.n{last visited October 23, 2010).

" Google’s April 14, 2010 letter to Donald S. Clankip://www.scribd.com/doc/30196432/FTC-
Roundtable-Comments-Fin@dast visited October 24, 2010).

1214,
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3. Google Admits Search Queries Contain Sensitive, Personal Data

25.  In 2006, the Department of Justice soughtdmpel Google to produce thousands of
users’ individual search querié3.As set forth in the Government'’s subpoena, it sought only
“anonymized” data, namely, the test of the skhatring entered by Goaglsers, and not “any
additional information that may l@ssociated with such a text stgithat would identify the person
who entered the test string into the search enginthe computer from which the test string was
entered.*

26. Toits credit, Google fought the governmeméguest. In a declaration submitted to
the court describing the kind of personal informatihat can end up in the company’s search quer
logs, Matt Cutts, a Senior Stafhineer who specializes in seabtimization issues at Google,

stated as follows®

e Google does not publicly disclosestBearches [sic] queries entered
into its search engine. If users beéehat the texof their search
gueries could become public knowledgeey may be less likely to use
the search engine for fear of disclosure of their sensitive or private
searches for information or websites.

e There are ways in which a seaplrery alone may reveal personally
identifying information. For example, many internet users have
experienced the mistake of tryitg copy-and-paste text into the
search query box, only to find that they have pasted something that
they did not intended. Because Gaogllows very long queries, it is
possible that a user may paste a fragment of an email or a document
that would tie the query to a spkciperson. Users could also enter
information such as a credit cards@cial security number, an unlisted
phone number or some other inforroatthat can only be tied to one
person. Some people search for tieeadit card or social security
number deliberately in order to chefck identity theft or to see if any
of their personal informatin is findable on the Web.

27.  Similarly, in its Opposition to the Government’s Motion to Compel the disclosure (¢

Google users’ search quesjehe company argued that:

13 Gonzales v. Google, 234 F.R.D. 674 (N.D. Cal. 2006) (No. 5:06-mc-80006-JW).
1d. at 682.

15> Declaration of Matt Cutts at Gonzalesv. Google, 234 F.R.D. 674 (N.D. Cal. 2006) (No. 5:06-
mc-80006-JW).
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gueries, the Court shared Googlebncern that disclosing seaeries would raise serious

privacy issues:

28.

e (Google users trust that when they eatsearch queryia a Google search
box, not only will they receive back the staelevant results, but that Google
will keep private whatever information users communicate absent a
compelling reasof®

e The privacy and anonymity of the service amajor factors in the attraction of
users — that is, users ttgoogle to do right by thepersonal information and
to provide them with the best searchuls. If users believe that the text of
their search queries into Googls&arch engine may become public
knowledge, it only logically follows that dy will be less likely to use the
service!’

e This is no minor fear because searchrgwentent can disclose identities and
personally identifiable information suels user-initiated searches for their
own social security or credit card nuemb, or their mistakenly pasted but
revealing text.*®

In its ordet® denying the Government's requéstdiscover Google users’ search

The Government contends that there are n@py issues raised by its request for the
text of search queries because the mere text of the queries would not yield identifiabl

information. Although the Government hasyrgquested the testrings entered ...
basic identifiable information may be foundtire text strings when users search for
personal information such as their sos@turity numbers or credit card numbers
through Google in order to determine whettech information is available on the
Internet. The Court is also aware of sole@fvanity searches,” where a user queries
his or her own name perhaps with athidormation. Google’s capacity to handle

long complex search strings may prompt agerengage in such searches on Google.

Thus, while a user’s search query reading ‘[username] stanford glee club’ may no
raise serious privacy concerns, a ussearch for ‘[user name] third trimester
abortion san jose,” may raise certain pdy issues as of yet unaddressed by the
parties’ papers. This concern, combined Wit prevalence of Internet searches for
sexually explicit material — generally nofanmation that anyonwishes to reveal
publicly — gives this Court pause as toetliner the search queries themselves may
constitute potentially sensitive information.

1% Google’s Opposition to the Govenent's Motion to Compel at Supra, n.13.
17
Id. at 18.

1814,

19 Gonzales, 234 F.R.D. at 687.
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29. Google’s awareness of the privacy comsesurrounding search queries was also
demonstrated in response to a massive disclaguwreer search queries by AOL. In August 2006,
AOL released an “anonymized” dataset of 20 million search queries conducted by 658,000 AO
users over a three-month perf@dThat data included searchegies revealing names, addresses,
local landmarks, medical ailments, crezhrd numbers and social security numi3érs.

30. Inan article abouthe incident, thé&lew York Times wrote that the AOL dataset
“underscored how much people umintionally reveal about themselves when they use search
engines,” and referred to seampleries about “depression anddiwal leave,” “fear that spouse
contemplates cheating,” “child porno,” atttbw to kill oneself by natural gag?

31. Even more surprising, however, was thatNee York Times journalists were able to
reidentify individual*anonymized” AOL search users due te thanity searches they had conductec
and then link other, non-vanity search queriethendataset to thosediwiduals through the cross-
session identifiers (cookies) included in the dat&s@ne AOL user who v&reidentified said she
was shocked to learn that AOL had publishedsearch queries: “My goodness, it's my whole
personal life. | had no idea somebody was looking over my shodfder.”

32.  An AOL spokesman, Andrew Weinstein, apgized on behalf of AOL and said he
wasn't surprised that tHéew York Times was able to connect tli®ts and reidentify “anonymous”
users in the dataset: “We acknouded that there was informatitimt could potentially lead to

people being identified..?®

20 Complaint at ] 16Doe 1 v. AOL LLC, 2010 WL 2524494 (N.D. Cal. June 23, 2010) (No. C-06-
5866-SBA).

211d at q 18.

2 Michael Barbaro and Tom Zeller JA Faceis Exposed for AOL Searcher No. 4417749, N.Y.
TIMES, August 9, 2006available at http://www.nytimes.com/2006/08/09/technology/09aol.html

2.
241 d.
25 4.
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33.  Soon after the release of the searchydata by AOL, Google CEO Eric Schmidt
spoke about the AOL privacy breaclie called AOL’s release of useearch data “gerrible thing”

and reassured Google users that their search queries were safe and private:

Well, [this sort of privacy breach is] olmusly a terrible thing. And the data as
released was obviously not anonymissaugh, and maybe it wasn’t such a good
idea to release it in the first place. SpealkorgGoogle, we exist by virtue of the trust
of our end users. So if we were to makmnistake to release private information that
could be used against somebody, especiaitycduld be used against them in a way
that could really hurt thenm a physical way or someity like that, it would be a
terrible thing. We have lo@nd lots of systems inélcompany to prevent that.

It's funny that we talk about the companyigemore transparenBut there are many
things inside our company that are imjpot that we don’t share with everyone,
starting with everyone's queriasd all the information thdhat implies. I've always
worried that the query stream was gife ground for governments to randomly
snoop on people [for example]. We had a ealsere we were only a secondary party
where the government gave us a subppehah was in our view, over-broad. And
this over-broad subpoena we fought in fetleoairt — one of thgreat things about
the American system is that you can actually have a judge make an impartial
decision. And the judge ruled largely in davor. So that’'s an example of how
strongly we take this poirt.

4. A Brief Primer on “Referrer Headers”

34. Software engineers are generally familiathwthe risk of Referrer Header “leakage”
of information companies intended to keep caafitial and/or are obliged to keep confidential.

35. The HTTP Referrer function is a stéard web browser function, provided by
standard web browsers since tHTTP 1.0 specification in May 1986.When an internet user visits
a web page using their cpunter or mobile device, every major web browssg. ( Internet Explorer,
Firefox, Chrome, Safari) by defauttports the last page that theer viewed before clicking on a
link and visiting the current page that is, the page that “referred” them to the current page. This

information is transmitted in the HTTP Referrer Header.

26 Conversation with Eric Schmidt hosted by Danny Sullivan,
http://www.google.com/press/podium/ses2006.H{tasdt visited October 24, 2010).

27 http://www.w3.org/Protocols/rfc1945/rfc1945
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36. The current version of the publiehvailable HTTP specification, RFC 264%,
provides for HTTP Referrer Headers in its provision 14%38.is well known that if a site places
confidential information, such as a username, in & ,URen the site risks releasing this information
whenever a user clicks a link tealve the site. Indeed, the HTTReification specifically flags this
risk; in section 15.1.3, the HTTP spigztion advises developers sifibstantially the same problem:

“Authors of services which use the HTTP il SHOULD NOT use GET based forms for the

submission of sensitive data, because this will cause this data to be encoded in the REQUEST}

URL.”%
5. Google Transmits Individual User Sarch Queries to Third Parties

37.  Since the service’s launch, and continuinghie day, Google’s search engine has
included the search terms in the URL of the sea#shlts page. Thus, for example, a search for
“abortion clinics in Indianapolis” wouldceturn a page with a URL similar to
“http://www.google.com/search?g=aborti-clinics+in+hdianapolis.”

38. Because the search terms are includedars#darch results URL, when a Google use
clicks on a link from Google’s search results page aiwner of the websitedhthe user clicks on
will receive from Google th user’s search terms in the Referrer Header.

39. Several web analytics services, including SEOs, include and use functionality to
automatically parse the search query informatiomfiveb server logs, @0 otherwise collect the
search query from the referrer header tratisthby each visitor's web browser. Google’s own
analytics products provide webmasters wiitis information at an aggregate leveb(, revealing
how many visitors were drawn by particular search terms).

6. Google’s Transmission of User Search Queries is Intentional
40. Because Google’s financial success depemj&mong other things, the symbiotic

relationship it shares with SEOs and the abilitytfiord parties to engage in web analytics, Google

28 http://www.w3.org/Protocols/rfc2616/rfc2616.html
29 hittp://www.w3.org/Protocols/rfc2616/rfc2616-secl4.html#sec14.36
30 http://ww.w3.org/Protocols/rfc2616/rfc2616-secl5.html#secl5.1.3
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has placed a high priority on revealing individual user seguehies to third parties.
Notwithstanding its repeated repeegations to the contrary in iBrivacy Policy and to privacy
regulators, Google continues to tdisy to transmit user search queries.

41.  Neither Google’s search technology nor theureof the internet compels Google to
divulge user search queries. Google could eas@ge transmission of user search queries to third
parties, but chooses not to.

42.  On September 6, 2010, a former FTC employee, Christopher Soghoian, filed a
complaint with the FTC accusing Google of notqasely protecting the privacy of consumers’
search queries. Much of the followingdrmation comes from Mr. Soghoian’s complatht.

43.  Starting approximately in November 20@pogle began to test a new method of
delivering search results that uses adeanAJAX (Asynchronous JavaScript and XML)
technologie$? AJAX is one of the key pillars of the Web 2.0 experietic&his pilot was initially
deployed in the Netherland$but in subsequent months, wasetved by users in other countries.

44,  One of the side effects of the AJAX searchy@é that the URL of the search results
page includes the search query tewfter a # symbol in the URThus, on an AJAX enabled search
page, the URL listed at the topthie page will be similar to:
http://www.google.com/#hl=en&source=hp&g=drug+addiction

45.  The addition of the # symbol had a significantly positive, albeit unintentional impa
upon Google user privacy. This is because web $eosvdo not pass on any information after the #

symbol in the referrer header. Thus, using tlexipus example of a search for the query “drug

31 |n the Matter of Google, Inc., FTC Complaintavailable at
http://online.wsj.com/public/resoces/documents/FTCcomplaint100710.pdf

32 Jesse James Garrett, AjaxNew Approach to Web Agjzations (February 18, 2005),
http://www.adaptivepath.coldeas/essays/archives/000385. ftAgax isn’t a technology. It's really
several technologies, each flourisiin its own right, comingogether in powerful new ways”).

33 Tim O'Reilly, What Is Web 2.0 Degn Patterns and Business Models for the Next Generation ¢
Software (September 30, 200B}tp://oreilly.com/web?2/archive/what-is-web-20.ht(tAJAX is

also a key component of Web a&fplications such as Flicknpw part of Yahoo!, 37signals’
applications basecamp and backpack, as weittes Google applications such as Gmail and
Orkut.”)

34 Ulco, “Google Search in AJAX?!” (November 19, 200&}p://www.ulco.nl/gibberish/google-
search-in-ajax
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addiction,” if a user clicked on the first resutie owner of that wesite would only receive
“http://lwww.google.com/” in the referrdneader, rather than theasch terms that follow the #
symbol.

46.  This change was immediately notideglthe webmaster and search engine

optimization community, who complained to Google:

e “I'm seeing hundreds of these empgtyogle referrers today and wondered
what was going on*®

e “This means organic searches fr@oogle will now show up as just
http://www.google.com/, with no search parameters. In other words, no
analytics app can track these searches anymore. | started noticing lots of
from just ‘http://www.google.com/’ recently in our own search logs. | thougl
maybe it was just a bug withlicky. But then one of our users contacted me
about this article, and my jaw aboubke from hitting the floor so hard®

e “What actuallybreaks if Google makes this switchoyeand is in fact broken
during any testing they ardoing, is much more widespread. Every single
analytics package that currently existdeatst as far as being able to track
what keywords were searched on tadfiyour site in Google, would no longer
function correctly.?’

47. Responding to complaints from the webmaster community, Google quickly issued

public statement:

% Posting of sorabji.com to Clicky.blofitp://getclicky.com/blog/15@bogles-new-ajax-powered-
search-results-breaks-search-keyword-tracking-for-evergfesieruary 03 2009, 1:05 p.m.).

% Clicky.blog, http://getclicky.com/blog/150/googles-neiax-powered-search-results-breaks-
search-keyword-tracking-for-everyoffeebruary 03, 2009, 9:50 a.m.).

37 posting of Michael VanDeMado Smackdown!, What Will *Realt Break If Google Switches To
AJAX...?, http://smackdown.blogsblogsblogs.com/2@2302/what-will-redly-break-if-google-
switches-to-ajax(February 2, 2009, 11:26 a.m.).
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Currently AJAX results are just a test Google. At this time only a small
percentage of users will see this experiming not our intention to disrupt

referrer tracking , and we are continuing teerate on this project and aetively
working towards a solution. As we continue experiments, we hope that this test m
uItim;gely provide an easier solution for amurstomers and a faster experience for oy
users.

48. Google soon ended the test of the AJA4reh results page, a fact confirmed by

Google Senior Engineer Matt Cutts, who specializes in segtamization issues at Google:

[T]he team didn’t think about the referrer asp&o they stopped [the test]. They've
paused it until they can find obiow to keep the referref.

49. In March 2009, Google again began to tesht®logy that unintentionally caused the

users’ search terms to be stripped from the refbeader transmitted to web sites. The following i$

an example of the format of the new Uthat was being tested in March 2009:

http://www.google.com/url?q=htifpvww.webmd.com&ei=in66 ScnjBtKgtwfnOLTi
Dwé&sa=X&oi=smap&resnum=1&ct=re#i&.cd=1&usg=AFQJCNFIRdAVC6VXBFO
Yvdials_ZE BMu8g

50. Michael VanDeMar, a prominent membertloé SEO community noticed that he wag
again seeing AJAX based search results in addition to redirectesd fdRevery link in the search

results page:

Occasionally you will see thes&oogle redirects in the normal [search engine result
pages] as well, although usuatigt. The thing is, | waseging them on every search |
performed. It struck me as odd, until | sudgemalized that evgrsearch was being
done via AJAX™

51. Google’s Matt Cutts soon responded/anDeMar by leaving a comment on his

blog:

3 posting of Matt McGee to Search Engine LaBdopgle AJAX Search Results = Death To Search
Term Tracking?http://searchengineland.com/google-agmarch-results-ddato-search-term-
tracking-16431(February 3, 2009, 5:41 p.m.) (emphasis supplied).

3 Posting of Lisa Barone to Outspokendite Keynote Address — Matt Cutts, Google,
http://outspokenmedia.com/internet-maikg-conferences/pubcakeynote-matt-cuttgMarch 12,
2009).

0 posting of Michael VanDeMab Smackdown!, Google Re-irdtes Testing of AJAX SERP’s
With Faulty Proposed Fixhttp://smackdown.blogsblogsblogsna2009/03/13/googlee-initiates-
testing-of-ajax-serps-with-faulty-proposed-f(March 13, 2009, 11:14 a.m.).
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52.

Hi Michael, | checked with some folks @bogle about this. Ehredirection through

a url redirector was separate from any AJ&dhanced search results; we do that url
redirection for some experiments, but st related to the JavaScript-enhanced
[AJAX] search results.

The solution to the referrer problem will be coming online in the future. It uses a

JavaScript-driven redirect that enablesus to pass the redirect URL as the
referrer. This URL will contain a ‘q’ param that matches the user’s query?*

On April 14, 2009, Google announced that itwebbe deploying the URL redirection

tool for all links in the search results. Therguany described the detaifsa blog post to the

webmaster community:

53.

Starting this week, you may start seeingeav referring URL format for visitors
coming from Google search result pages.tt®pow, the usual referrer for clicks on
search results for the term "flowers", for example, would be something like this:

http://www.google.com/search?hl=ené&itpwers&btnG=Google+Search
Now you will start seeing some refer strings that look like this:

http://www.google.com/url?sa=t&sourceeb&ct=res&cd=78&irl=http%3A%2F%2
Fwww.example.con¥%2Fmypage.htmé&ei=0SjdSa-
IN508M_qW8dQN&rct=j&g¥lowers&usg=AFQjCNHJIXSUh7Vw7oubPaO3tZ0z
z-F-u_wé&sig2=X8uCFh6loPthwmvGMULQfw

The new referrer URLs will initially only occur in a small percentage of searches.
You should expect to see old and new foohthe URLSs as this change gradually
rolls out??

The redirection tool tha®lichael VanDeMar describad March 2009 did not include

the search terms in its URL (and thus, these tevars not subsequently transmitted to webmaster

via the browser’s referrer header). However, oramth later when Googlannounced that it would

be using the redirection tool for all links, the redirection scrifg @snged to include the search

1 Posting of Matt Cutts to Smackdowaslipra, n.40,
http://smackdown.blogsblogsblogs.com/2009/03/13/genstinitiates-testinapf-ajax-serps-with-

faulty-proposed-fix{March 17, 2009, 10:10 a.m.) (emphasis supplied).

“2 posting of Brett Crosby to Google Analyti8bg, An upcoming change to Google.com search

referrals; Google Analytics unaffectddip://analytics.blogspot.com/2009/04/upcoming-change-tot

googlecom-search.htn®pril 14, 2009, 2:50 p.m.).
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terms in the redirection URL (via a new “q” pareter), thus guaranteeing that webmasters would
not lose access to user search query data.

54. The new redirection tool aldeaks data to web site administrators that had never
before been available to anyone Rgdogle: The item number of tisearch result that was clicked
on E.g., the 3 link or 5" link from the search results pad@)The leakage of this additional

information was confirmed by Matt Cutts, which hecl#ébed as a benefit to web site administrator

| think if you do experiments, youllle able to confirm your speculation | think
this is awesome for webmasters--even more information than you could glean
from the previous referrer string.**

55. A May 2009 video featuring Matt Cutts, paste the official GoogleWebmasterHelp
YouTube channel, describes theanpe in the search query infieation leaked via the referrer

header:

[T]here is a change on the horizon and it'y@Very small percentage of users right
now, but | think that it probably will growand it will grow over time where Google's
referrer, that is whenever you do a Google search and you click on a result, you ¢
another website and your browser passes aorajue called a referrer. That referrer
string will change a little bit.

It used to be google.com/search, for example.
Now, it will be google.com/url.

And for a short time we didn't have whatthe query was which got a lot of people
frustrated, but the google.com/searche new Google referrer string will have the
guery embedded in it.

And there's a really inteséng tidbit that nbeverybody knows, which is--it also has
embedded in that referrer string a pregood idea of where on the page the click
happened.

So, for example, if you were result numloge, there's a parameter in there that
indicates the click came from result numbee. If you were number four, it will
indicate the click came from, result numleur. So, now, you don't necessarily need

3 Posting of Patrick Altoft to Blogstorm, Google Ads Ranking Data to Referrer String,
http://www.blogstorm.co.uk/google-addsnking-data-taeferrer-string{April 15, 2009).

4 Posting of Matt Cutts to BlogstormpBgle Ads Ranking Data to Referrer String,
http://www.blogstorm.co.uk/google-adds-rarkdata-to-referrertang/#IDComment77457344
(April 15, 2009, 7:28 p.m.) (emphasis supplied).
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56.

Referrer Headers transmitted by a small percerdéfeowsers. On July 13, 2010, individuals in

the SEO community noticed the change mad&bggle. One commentator in a web forum wrote

that:

57.

58.

Paul Ohm, a professor of law and telecommurocatiat the University d€olorado Law School, is

to go scraping Google to find out what your rankings were for these queries. You
find out, "Oh, yeah. | was number one for this query whenever someone clicked @
and came to my website."

So that can save you a ton of work, you tinaéd to worry nearly as much, you don'
have to scrape Google, you don't have toktlibout ranking reports. Now, we don't
promise that these will, you know, be a teatthat we guaranteébat we'll always
have on Google forevéaut definitely take advantage of it for now.

[F]or the most part, this gives you a very accurate idea of where on the page you
were, so you get all kinds of extra information that you can use in your analytics g
to compute your ROIs without iag to do a lot of extra worlSo, if you can, it's a
good idea to look at that referrer stringand start to take advantage of that
information. ”*°

In or around July 2010, Google again beg#ipping the search terms from the

More and more visits from Google in ragrver log files are without exact referrer
information, and have only ‘http:/fmw.google.com’, ‘http://www.google.com.au’,
etc. which doesn't allow to find out keywdoand SERP [search engine results] page
from which this visit was mad®.

On July 13 2010, Matt Cutts posted a message to the same SEO forum:
Hey everybody, | asked folks who would knawout this. It turns out there was an
issue a couple weeks ago where sooweqot refactorednd the refactoring

affected referrers for links opened ime@w tab or window. Right now the team is
expecting to have a fix out in the next weekr so. Hope that held5.

7. The Science of Reidentification

“Reidentification” is a relavely new area of study in the computer science field.

> Matt Cutts, Can you talk about the chang&aogle's referrer string?, GoogleWebMasterHelp
Channel (May 6, 2009http://www.youtube.com/watch?v=4XoD4XyahMast viewed October

24, 2010).

“® Posting of at2000 to Webmaster World, More amate referrals from Google are without exact
referrer stringhttp://www.webmasterworld.com/google/4168949.(duly 13, 2010, 4:01 a.m.).

" Posting of Matt Cutts to Webmaster Wordpra, n.46 (July 13, 2010, 9:46 p.m.) (emphasis

supplied).
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a leading scholar on how reidentification imgaicternet privacy. Much of the following
information comes from Professor Ohm'’s artiefgitled “Broken Promises of Privacy: Responding
to the Surprising Failure ofonymizaton” published in the U@ Law Review in August of
2010:®

59. In a nutshell, reidentification creatasdeamplifies privacy harms by connecting the
dots of “anonymous” data and traciitdpack to a specific individualProfessor Ohm describes it as

follows:

The reverse of anonymization is reitl@oation or deanonymization. A person,
known in the scientific liteature as an adversargjdentifies anonymous data by
linking anonymized records to outsioiormation, hoping to discover the true
identity of the data subjects.

Reidentification combines datasets that waeant to be kept apart, and in doing so,
gains power through accretion. Every sisstel reidentification, even one that
reveals seemingly nonsensitive data like reaaitings, abets future reidentification.
Accretive reidentification malseall of our secrets fundamilly easier to discover
and reveaf?

60. Reidentification techniques, like those usethiem AOL debacle, can be used as links
in chains of inference connecting individualdiaymful facts. Reidentification works by discovery
pockets of surprising uniquenessaggregated data sets. Jasthuman fingerprints can uniquely
identify a single person and linkathperson with “anonymous” infomtion—a print left at a crime
scene—so too do data subjects gatee“data fingerprints”—combinatns of values of data shared
by nobody else. What has surprised researchératislata fingerprints can be found in pools of
non-Pll data, such as the uniqueness ofragmés search queries in the AOL debaCle.

61. Once a person finds a unique data fingetptie can link that data to outside
information, sometimes called auxiliary infornmati “Anonymous” search query information would
protect privacy, if only the advgary knew nothing else aboutgmte in the world. In reality,

however, the world is awash in data about peoplth new databases created, bought and sold

857 UCLAL. Rev. 1701 (2010).
“91d. at *7-8.
01d. at *17.
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every day. “Adversaries” (as defined above) coml@nonymized data with outside information to
pry out obscured identiti€s.

62. And the amount of information containedniaw databases has grown exponentially
What's more, the type of available data is incneglgi personal and specific. Take, for example, th
phenomenon of Facebook’s growth. The da¢ated by Facebook users is highly personal, and
includes actual names, religiousxsal and political preferences gidtification of fiends, pictures,
messages intended to be shared with friendsiaord. With the expladg popularity of social
network sites like Facebook, and meral blogs, the information avdike to adversaries is not only
highly-specific to individuals, it is often user-ated, increasing accuracy and veracity of available
data. Never before in human history has it beezasy to peer into the pate diaries of so many
people. Some researchers ca the “age of self-revelatiorr?

63. Reidentification is characteed by accretion, or the gravg together of separate

parts into a single wholés Professor Ohm explains:

The accretion problem is this: once an adversary has linked two anonymized
databases together, he can add the nkukgd data to his collection of outside
information and use it to help unlockhetr anonymized databases. Success breeds
further success . once any piece of data has been linked to a person’s real
identity, any association li&een this data and a virtual identify breaks the
anonymity of the latter. This is why w&hould worry even about reidentification
events that seem to expose only non-siéresinformation, because they increase
the linkability of data, and therebyxg@ose people to potential future harr.

64. The accretive reidentification problemesacerbated by the growing prevalence of
internet “data brokers.” Thauying and selling of consumer data is a multibillion-dollar,
unregulated business thatjowing larger by the day. Data is increasingly bought, sold and resol
by data brokers, which amplifies the accretion probl Advancements in computer science, data

storage and processing power, anthdacretion by data brokers makenuch more likely that an

*d.
2|d. at *17-18.
>3 |d. at *29 (emphasis supplied).

>4 Rick Whiting, Data Brokers Drawncreased Scrutiny (July 10, 2006),
http://www.informationweek.com/news/gldbaio/showArticle.jhtml?articlelD=190301136
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adversary could link at least one famtany individual and blackmailiscriminate against, harass, of
steal the identity of that person.

65. On October 25, 2010, thwall Street Journal reported that a highly-sophisticated
data broker, RapLeaf Inc., is accomplishing aceeateidentification of “anonymous” data with
astonishing succesd.According to the reporRapLeaf has been gathering data, including user
names and email addresses, from numesousces across the imet. Using accretive
reidentification techniques, RapLdafable to cross-index “anonyms” data with email addresses
and thereby associate real names with Web-bransabits and highly-personal information scrape
from social network sites such as FaceboBi.2009, RapLeaf had indexed more that 600 million
unique email addresses, and was addingeraba rate of 35 million per month.

66. Data gathered and sold by data brokersRepLeaf can be very specific. RapLeaf
deanonymizes and connects to real names a wrgyaf data typedncluding data regarding
demographics, interests, polititisestyle, finances, donations, satnetworks, site memberships,
purchases, and shopping habigaplLeaf's segments recently inded a person’s ligehold income
range, age range, political leaning, and genddrage of children in the household, as well as
interests in topics including religion, the Bibggmbling, tobacco, adult entertainment and “get rick
quick” offers. In all, RapLeaf ggnented people into more than 4f#legories. This aggregated ang
deeply personal information is then sold tased by tracking companies advertisers to track

users across the Internet.

8. Google’s Systematic Disclosure ofiBons of User Search Queries Each
Day Presents an Imminent Threat of Concrete and Particularized
Privacy Harm

67. One type of anonymization practice is calteslease-and-forget,” in which the data
administrator will release records, and then fageteaning she makes no attempt to track what
happens to the records after rele®s@o protect the privacy of thesers in the released data, prior

to releasing the data, the administrator will sirgleéidentifying information and either strip that

%> Emily Steele A Web Pioneer Profiles Users by Name (October 25, 2010pvailable at
http://online.wsj.com/article/SB10001424052702304410504575560243259416072.html.

% Ohm,supra, n.48 at *9-10.
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information from the database, or modify it to make it more general and less specific to any
individual®” Many of the recent advances in the sciesfaeidentification targt release-and-forget
anonymization in particulaf.

68. Google’s transmission of search queriea tgpe of piecemeal “release-and-forget”
anonymizatior’? Google transmits a single user seayabry each time a Google user clicks on a
link in Google’s search resultsga Over the course of juste day, on information and belief,
Google transmits millions of search queries todtipiarties. Google will likely argue that search
guery information alone contains no personally-identifiable information. Such an argument is
practically equivalent to the ttaadministrator who “anonymizes”tdabefore releasing it to the
outside world. But, as repeatedly demonstragasy reidentification of “anonymous” highlights the
flaws in this thinking.

69. Google itself has taken the positiomtleven seemingly benign, “anonymous”
information presents serious privacy concerns. For exampBanralesv. Google, supra, n.12,
even though the Government was requesting search queries stripped of any “identifying
information” (such as the user’s IP addre&)pgle argued that releasing such data would
nonetheless risk disclosuoé user identities.

70. In fact, when a Google user clicks on a link in Google’s search results page, the u
search query is not the only information revealEdr the vast majority of Google users, the user’s
IP address is concurrently transmitted along withgbarch query. An IP address is similar to a
phone number in that it identifies the exact comphbé#ng used by the user to search and navigate
the internet.

71. Inresponse to an inquiry from Congsenan Joe Barton about privacy issues
surrounding Google’s acquisition of DoubleCliclkodgle admitted that “information that can be

combined with readily available information to identify a specific individual is also generally

5"1d. at *11-12.
%8|d. at *10.
%91d. at *9.
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considered personal informatioff."But Google has repeatedipwnplayed the existence of
“readily available information” helpful for tying IRddresses to places and individuals. Professor

Ohm highlights Google’s untable position as follows:

For example, websites like Google nestare IP addresses devoid of context;
instead, they store themmnected to identity or bavior. Google probably knows
from its log files, for example, that an IP address was used to access a particular
or calendar account, edit arpaular word processing dament, or send particular
search queries to its search engineaBglyzing the connections woven throughout
this mass of information, Google can dre@me very accurate conclusions about the
person linked to any particular IP address.

Other parties can often link IP addresseglentity as well. Cable and telephone
companies maintain databases that aasetP addresses directly to names,
addresses, and credit card numbdisat Google does not store these data
associations on its own servers is hardgy/ pbint. Otherwise, timnal ID numbers in
the hands of private parties would not be “personal data” because only the
government can authoritatively méhese numbers to identiti&'s.

72.  Similarly, an independent European &y body on data protection and privacy
found that “The correlation of customer behavioupasrdifferent personalisesgrvices of a search
engine provider ... can also be accomplishgather means, based on cookies or other
distinguishing characteristics, suak individualP addresses>®

73. Congressman Barton’s inquiry in conneatiwith the DoubleClick acquisition also
focused on cookies and privacy. Cookies are smtilftlas that store usgreferences and other
information, and allow websites to recognize the useoorputer visiting their 8. In its response
to Congressman Barton, Google wrote that “onlinseting technology can be used by advertisel
to serve and manage ads across the web ... thera€dr sets a cookan the user’s computer
browser when the user views an ad served thrtuglad server. That cookie may be read in the

future when the ad server serves other ads to the same br&wser &d serving company with any

%0 Letter from Alan Davidson, Goagjs Senior Policy Counsel and Head of U.S. Public Policy, to
Congressman Joe Barton at 12-13 (December 21, 28@igble at
http://searchenginelanam/pdfs/071222-barton.pdf.

®1 Ohm,supra, n.48 at *41.

%2 Article 29 Data Protection Working Party at 21 (January 2G08)lable at
http://ec.europa.euktice/policies/privacyfocs/wpdocs/2008/wp148 en.pdf.

®3 Letter from Davidson to Bartosypra, n.59 at 15.
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substantial market shareould thus be able to readily link theasch queries that Google provides tc
the IP addresses or cookief internet users visitg the websites they serve.
VI. CLASS ACTION ALLEGATIONS

74.  Pursuant to Rules 23(a), (b)(2) and (b)(3)& Federal Rules of Civil Procedure,
Plaintiff brings this action on behalf of herfsahd all other persons the following similarly-
situated classall persons in the United States who, aty time after October 25, 2006, submitted
a search query at Google.com and clicked on any link displayed by Google in its search results
(the “Class”). Excluded from the Class are Gootgepfficers and directors, legal representatives,
successors or assigns, any entity in which Goabgk or had a controllingterest, the judge to
whom this case is assigneadathe judge’s immediate family.

75.  Plaintiff also seeks to repsent a subclass that includgaxh member of the proposed
class described in paragraph 72 who at any time @fteober resided in thetate of California (the
“Subclass”).

76. The Class and Subclass are each composednoérous people, whose joinder in this
action would be impracticable. @Hdisposition of their claims thugh this class &on will benefit
Class and Subclass members, the parties arabthies. Upon information and belief, Google’s
search engine has been used by hundreds obnslbf users during the relevant time period.

77. There is a well-defined community of intsten questions of & and fact affecting
the Class and Subclass. Thgsestions of law and fact prealinate over individual questions
affecting individual Class and Subclass membacduding, but not limited to, the following:

a. whether and to what extent Google hasldsed its users’ search queries to third
parties, and whetherdhdisclosure is ongoing;

b. whether Google’s conduct described herealates Google’s Privacy Policy and
representations to Plaintiffhe Class and the Subclass;

c. whether Google’s conduct descrilbdeerein violates the Electronic
Communications Privacy Act, 18 U.S.C. § 2#2eq.,;

d. whether Google’s conduct described hergalates Cal. Bus. & Prof. Code §
22575¢et seq.;
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e. whether Google’s conduct described ergolates California’s Unfair
Competition Law (Cal. Bus. & Prof. Code § 17260seq.);

f. whether Google’s conduct described hergotlates Cal. Bus. & Prof. Code 8
17500et seq.;

g. whether Google’s conduct described ergolates the California Legal
Remedies Act (Cal. Civ. Code § 17%0seq.);

h. whether Google is unjustgnriched as a result of it®nduct described herein;

and

i. whether Plaintiff and members of the €4aand Subclass are entitled to injunctive

and other equitable relief.

78. Google has engaged, and continues to @aga a common course of conduct giving
rise to the legal rights soughtlte enforced by Plaintiff, the Gla and the Subclass. Similar or
identical statutory and commonnaviolations, business practicasd injuries are involved.
Individual questions, if any, @by comparison to the numeroz@mmon questions that dominate.

79.  The injuries, actual and imminent, sustaibgdlaintiff, the Class and the Subclass
flow, in each instance, from a common nucleusp#rative facts. In each case, Google caused or
permitted unauthorized communications of private and personally-identifying information to be

delivered to third parties without adequateany notice, consent @pportunity to opt out.

80. Given the similar nature of the Class &ubclass members’ claims and the absence

of material differences ithe statutes and common laws upon which the Class and Subclass
members’ claims are based, a nationwide class will be easily managed by the Court and the pg
81. Because of the relatively small size o fhdividual Class and Subclass members’
claims, no Class or Subclass user could afforseek legal redressm an individual basis.
82.  Plaintiff's claims are typical of those ofdlClass and Subclass as all members of th
Class and Subclass are similarly affected by Gasginiform and actionablconduct as alleged

herein.
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83. Google has acted and failed to act on growgedeerally applicable to Plaintiff and
members of the Class and Subclass, requirin@thet’'s imposition of uniform relief to ensure
compatible standards of conduct tow#drd members of the Class and Subclass.

84.  Plaintiff will fairly and adequately protethe interests of the Class and Subclass an
has retained counsel competent and experiencgdsa action litigationPlaintiff has no interests
antagonistic to, or in conflict ih, the Class and Subclass tR&intiff seek to represent.

85.  Plaintiff reserves the right t@vise the above class defions based on facts learned

in discovery.

COUNT |
(Violation of the Electronic Communications Privacy Act)
(on behalf of Plaintiff, the Class and the Subclass)

86.  Plaintiff incorporates the foregoing ailgtions as if fully set forth herein.

87.  The Electronic Communications Privacy Act (the “ECPA”) broadly defines an
“electronic communication” as hy transfer of signs, signalsriting, images, sounds, data, or
intelligence of any nature transmitted in whole or in party by a wire, radio, electromagnetic,
photoelectronic or photooptical sgst that affects interstate or foreign commerce...” 18 U.S.C. §
2510(12).

88. The ECPA also broadly defines the com$esf a communicationPursuant to the
ECPA, “contents” of a communication, when usethwespect to any witeoral, or electronic
communications, include any information concerning the substance, purport, or meaning of tha
communication. 18 U.S.C. § 2510(8). “Contents,’ewlused with respect to any wire or oral
communication, includes any information concegiihe identity of th parties to such
communication or the existenajbstance, purport, or meaning of that communication. The
definition thus includes all aspsabtf the communication itself. No aspect, including the identity o
the parties, the substance of the communicdteween them, or the fact of the communication
itself, is excluded. The privacy of the commuation to be protected is intended to be

comprehensive.
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89. Pursuant to the ECPA, “electronic stoesagneans any “temporary storage of a wire
or electronic communication irdental to the electronic tramission thereof.” 18 U.S.C. §
2510(17)(A).

90. Pursuant to the ECPA, Google operatessdgctronic communications service” as
defined in 18 U.S.C. § 2510(15Rursuant to the Stored Commeations Act of 1986 (the “SCA”),
Google also provides a “rensotomputing service” to the public. 18 U.S.C. § 2711(2).

91. Inrelevant part, 18 U.S.C. § 2702(a) of the ECPA provides as follows:

(a) Prohibitions.— Except as provided in subsection (b) or (c)—

(1) a person or entity providing an electiocommunication servecto the public shall

not knowingly divulge to any person or entibe contents of @ammunication while in
electronic storage by &l service; and

(2) a person or entity providing rematemputing service to the public shall not
knowingly divulge to any person or entityetibontents of any cemunication which is
carried or maintained on that service—

(A) on behalf of, and received by means of electronic transmission from (or created by
means of computer procesgiof communications reced by means of electronic
transmission from), a subscrib@rcustomer of such service;

(B) solely for the purpose of providing stoeagr computer processing services to such
subscriber or customer, if the provider is aothorized to access the contents of any such
communications for purposes of providing angvees other than storage or computer
processing; and

(3) a provider of remote computing sewiar electronic communication service to the
public shall not knowingly divulge a recood other information pertaining to a

subscriber to or customer of such sermat including the contés of communications
covered by paragraph (1) or (29)any governmental entity.

92. As alleged herein, Google has knowingly dged the contents of communications of
Plaintiff and members of the Class while thasenmunications were ialectronic storage on its
service, in violation ofi8 U.S.C. § 2702(a)(1).

93. As alleged herein, Google has knowingly dged the contents of communications of
Plaintiff and members of the Class carried or maweth on its systems, in violation of 18 U.S.C. §
2702(a)(2).

94. Google intentionally disclosets users’ communications third parties to enhance
its profitability and revenue. The disclosuvesre not necessary for the operation of Google’s

systems or to protect Go@y rights or property.
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95.  Plaintiff and members of the Class haudfered harm as a result of Google’s
violations of 18 U.S.C. § 2702, including suffering tbublic disclosure of #ir private information
and the consequences thereof.

96. Plaintiff and Class members are “personjréeved by [a] violation of [the SCA] in
which the conduct constituting theolation is engaged in with a knowing or intentional state or
mind...” within the meaning of 18 U.S.C. § 2707(a).

97. Plaintiff and members of the Class tfere seek remedy as provided for by 18
U.S.C. § 2707(b) and (c), includisgch preliminary and other equitaldr declaratory relief as may
be appropriate, damages consistent with subse@)af that section to be proven at trial, punitive

damages to be proven at trial, and attorntges’and other litigation abs reasonably incurred.

COUNT Il
(Violation of the Consumers Legal Renedies Act, Cal. Civ. Code 8§ 175@t seq)
(on behalf of Plaintiff and the Subclass)

98.  Plaintiff incorporates the foregoing ailgtions as if fully set forth herein.

99. The Consumers Legal Remedies Act prohibits the act, use or employment by any
person of any deception, fraud, false pretensse faromise, misrepresentation, concealment,
suppression or omission of any madéfact with intent that othergly upon such act in connection
with the sale or advertisementary merchandise whether or naygerson has in fact been misled
deceived or damaged thereby.

100. As described within, Google has engagedaneptive practices, unlawful methods of
competition, and/or unfair acts adided by California Civil Code 88 1756t seg., to the detriment
of Plaintiff and the Subclass.

101. Google, acting with knowledge, inteoially and unlawfully brought harm upon
Plaintiff and the Subclass by deceptively inducingiRiff and the Subclass to submit search querié
to Google and click on links displayed im@jle’s search results based upon deceptive and
misleading representations thawvibuld safeguard their personalanrmation and not disclose their
personal or private informatido third-parties in any mannéat would allow personal
identification. Specifically, Googheiolated California Civil Cod& 1750 in at least the following

respects:
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a. Inviolation of § 1770(a)(5) by representing that goods or services have
characteristics and benefttsat they do not have;

b. In violation of 8 1770(a)(7) by represemgithat goods or services are of a
particular standard, quality, or grade tloat goods are of a particular style or
model, if they are of another;

c. Inviolation of § 1770(a)(14) by represergithat a transactiaztonfers or involves
rights, remedies, or obligations whiclddes not have or involve, or which are
prohibited by law; and

d. Inviolation of 8§ 1770(a)(16) by represargithat the subject of a transaction has
been supplied in accordance with a jjweg representation when it has not.

102. Plaintiff and the Subclass have suffered hasm direct and proximate result of the
Google’s violations of ka and wrongful conduct.

103. On information and belief, Google continuegisseminate its ess’ search queries
to third parties and there is no indication that Geagll stop this conduct in the future. Google’s
unlawful and unfair business practices will contitmeause harm to Plaintiff and members of the
Subclass.

104. Under California Civil Cod& 1780(a) & (b), Plaintiff and the Class seek injunctive
relief requiring Google to ceasaddesist the illegal conductstzibed herein, and any other
appropriate remedy for violations tife CLRA. For the sake of clarjtPlaintiff explicitly disclaims

any claim for damages undeetRLRA at this time.

COUNT Il
(Violation of Cal. Bus. & Prof. Code 8§ 1750@t seq).
(on behalf of Plaintiff and the Subclass)

105. Plaintiff incorporates the foregoing aliations as if fully set forth herein.

106. The acts, omissions and practices ob@le alleged herein include untrue or
misleading statements made in connection wighprovision of serviceshich were known, or
which by the exercise of reasonalolare should have been knowmbe untrue or misleading, in
violation of California Busiess & Professions Code 8§ 175%08eq. These untrue or misleading

statements include, but are in no way limited to, the following:
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107.
Google’s violations, including suffering the pubtisclosure of theiprivate information.

108. On information and belief, Google continuegisseminate its ess’ search queries
to third parties and there is no indication that Geagll stop this conduct in the future. Google’s

unlawful and unfair business practices will contitmeause harm to Plaintiff and members of the

Subclass.

109. Google’s unfair or deceptive practicacarred primarily and substantially in
California. Decisions concernirige retention and safeguarding thsclosure of user information

were made in California, Google mtains a substantial part of temputer systems in California,

J.

Plaintiff and members of the California Sldss have suffered harm as a result of

Representing that Google respects and protects the privacy of its users’ persg
information;

Representing that Google’s security ggdures strictly limiiccess to and use of
users’ personal information;

Representing that Google only sesipersonal information in limited
circumstances;

Representing that Google requires optamsent for the sharing of any sensitive
personal information;

Representing that Google shares adgregated, non-personal search query
information with third parties;

Representing that Google does not shaseiformation that could identify an
individual user;

Representing that Google doesn’t selér information to other companies;
Representing that Google does not publaisclose the search queries entered
into its search engine;

Representing that Google will keppvate whatever information users
communicate absent a compelling reason; and

Other untrue or misleading statements as alleged above.
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and the disclosure of its Subclass users’ infdrom took place primarily and substantially in
California.

110. Pursuant to California Business & Profess Code § 17535, Plaintiff seeks an orde
of this Court permanently enjong Google from continuing tongage in the unfair and unlawful
conduct described herein. Plaintiff also seekgmadtgs’ fees and pursuant to California Code of

Civil Procedure § 1021.5, as wellsisch other and further relias the Court deems appropriate.

COUNT IV,
(Violation of Cal. Bus. & Prof. Code § 17200et seq)
(on behalf of Plaintiff and the Subclass)

111. Plaintiff incorporates the foregoing aliations as if fully set forth herein.

112. California’s Unfair Comptition Law (“UCL”") protects both consumers and
competitors by promoting fair competition in commercial markets for goods and services. Cal.
& Prof. Code 8§ 17200kt seq.

113. The UCL prohibits any unlawful, unfair éraudulent business act or practice. A
business practice need only meet one of the thieeiarto be considered unfair competition. An
unlawful business practice is anything that can pigee called a businessgmtice and that at the
same time is forbidden by law.

114. As described herein, Google’s nonconsensisloisure of its users’ search queries
contrary to Google’s representatsis a violation of the UCL.

115. Google has violated the “unlawful” @ng of the UCL in that Google’s conduct
violated the 18 U.S.C. § 2702(a)(1) amd(a)(2), Californa Civil Code 8§ 175@t seg., California
Business and Professions Code § 226%8q., and California Businesmd Professions Code 8
17500et seq.

116. Google violated the frauduleprong of the UCL by explitty representing in its

Privacy Policy and elsewhere that it would not magkers’ personal information and search queries

available to any third party. dégle used those misrepresentatitmsiduce users to use Google’s
search engine service.
117. Google violated the unfair png of the UCL by gaining edrol over and divulging to

third parties its users’ sedr queries without conseanhd under false pretenses.
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118. Plaintiff and members of the California Sldss have suffered harm as a result of
Google’s violations, including suffering the pubtisclosure of theiprivate information.

119. On information and belief, Google continueslisseminate its ess’ search queries
to third parties and there is no indication that Geagll stop this conduct in the future. Google’s
unlawful and unfair business practices will contitmeause harm to Plaintiff and members of the
Subclass.

120. Google’s unfair or deceptive practicescarred primarily and substantially in
California. Decisions concernirige retention and safeguarding thsclosure of user information
were made in California, Google mtains a substantial part of temputer systems in California,
and the disclosure of its Subclass users’ infdrom took place primarily and substantially in
California.

121. Pursuant to California Business & Profess Code § 17203, Plaintiff seek an order
of this Court permanently enjong Google from continuing tongage in the unfair and unlawful
conduct described herein. Plaintiff seek aseorequiring Google to [immediately cease the
unlawful practices stated in this Complaint; #Bgawarding Plaintiff anthe Subclass reasonable

costs and attorneys’ fees pursuantadifornia Code of Civil Procedure § 1021.5.

COUNT V.
(Public Disclosure of Private Facts)
(on behalf of Plaintiff and the Subclass)

122. Plaintiff incorporates the foregoing aliations as if fully set forth herein.

123. By its conduct, Google has knowingly and mttenally caused the public disclosure
of private facts concerning Plaintiff and memberthefCalifornia Subclass. These private facts ar
ones that a reasonable person would not distiosed and that are not newsworthy.

124. Plaintiff and members of the Subclass haufered harm as a result of Google’s
public disclosure of private facts about them.

125. Plaintiff and members of the Subclass are entitled to actual and punitive damages
injunctive relief for these torts.

7
7
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COUNT VI

(Violation of Cal. Civ. Code 88 1572 & 1573)
(on behalf of Plaintiff and the Subclass)

126. Plaintiff incorporates the foregoing aliations as if fully set forth herein.

127. California Civil Code § 1572 provides in relevaatrt that actual fraud exists when a
party to a contract suppressesdt which is true, by one having knieage or belief of the fact”
“with intent to deceive anoth@arty thereto, or to induce hita enter into the contract.”

128. California Civil Code 8§ 1573 provides in reént part that constructive fraud exists
“[i]n any such act or omission as the law speciadigldres to be fraudulemjthout respect to actual
fraud.”

129. Google’s Privacy Policy constitutes a vadidd enforceable agreement with Plaintiff
and members of the Subclass.

130. Google violated § 1572 through its repeatad axplicit false asseons that it would
not share its users’ search quereath third parties without conseor absent a compelling reason,
as described herein. Google het violated this seidn by suppressing its kndedge of this fact.

131. Additionally and/or alternatively, Goagiolated 8 1573 by breaching its duty to
protect its users’ identities frothird parties and gaining an adwage in doing so, by misleading its
users to their prejudicas described herein.

132. Plaintiff, on behalf of herself and the Sildxs, seek damages from Google, including
but not limited to disgorgement of all proceeds Google obtained from its unlawful business
practices.

COUNT VIll

(Unjust Enrichment (In the Alternative))
(on behalf of Plaintiff, the Class and the Subclass)

133. Plaintiff incorporates the foregoing aliations as if fully set forth herein.

134. Plaintiff and members of the Class and Subclass have conferred a benefit upon
Google. Google has received and retained valuafdemation belonging to Plaintiff and members
of the Class and Subclass, and as a result ahghiés users’ search queries with third parties
without their consent, Google hasproved the quality of its sear@mgine and enjoyed increased

revenues from advertisers.
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135. Google appreciates or has knowledge of said benefit.

136. Under principles of equity and good coignce, Google should not be permitted to
retain the benefits that it unjustigceived as a result of its actions.

137. Plaintiff, on her own behalf and on behaffthe Class, seeks the imposition of a
constructive trust on andsttution of the proceeds of Googleceived as a result of its conduct
described herein, as well asashey’s fees and sts pursuant to Cal. Civ. Proc. Code § 1021.5.

PRAYER FOR RELIEF
WHEREFORE, Plaintiff, individually and on balf of the Class, prays for the following

relief:

A. Certify this case as a claastion on behalf of the Class and Subclass defined above

appoint Plaintiff as representatigéthe Class and Subclass, apgaint her counsel as counsel for
the Class and Subclass, pursuant to Rulef2B8e Federal Rules of Civil Procedure;

B. Declare that Google’s actions, as adsed herein, violate the Electronic
Communications Privacy Act (18 U.S.C. § 2#2eq.), the California Unfair Competition Law
(Cal. Bus. & Prof. Code 8§ 1720&,seq.), the California False Advertising Law (Cal. Bus. & Prof.
Code § 17500¢t seq.), Cal. Bus. & Prof. Code § 225%6seq., the Consumer Legal Remedies Act
(Cal. Bus. & Prof. Code 8§ 1758 seq.), Cal. Civ. Code 8§ 1572-73, constitute violation of the
common law and unjust enrichment;

C. Awarding injunctive and other equitable relgef is necessary to protect the interests
of Plaintiff, the Class, ahthe Subclass, includingter alia, an order prohibiting Google from
engaging in the wrongful and @ful acts described herein;

D. Awarding damages, including statutory dansmgdere applicable, to Plaintiff, the
Class and the Subclass, in an amount to be determined at trial,

E. Awarding all economic, monetary, actuathsequential, and compensatory damage
caused by Google’s conduct, and if its conductavgd willful, award Plaintiff, the Class and the
Subclass exemplary damages;

F. Award restitution against Google for all mgrte which Plaintiff and the Class are

entitled in equity;
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G. Order Google to disgorge revenues and profits wrongfully obtained;

H. Awarding Plaintiff and the Class their reasonable litigation expenses and attorneys’
fees;
L. Awarding Pléintiff the Class and the Subclass interest, t0 the extent allowable; and
J. Awarding such other and further relief as equity and justice may require.
Dated: October 25,2010 Respectfully submitted,
NASSIRI &JUNG LLP
WK assra P Nassiri
Attorneys for Plaintiff
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JURY TRIAL DEMANDED

Plaintiff hereby demands a trial by jury.

Dated: October 25, 2010

Respectfully submitted,
NASSIRI & J LLP

Kasdfa P. Nassiri
Attorneys for Plaintiff
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