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l. INTRODUCTION

In 2006, before this very Court, defend&@dogle unequivocally insisted that any
disclosure—even anonymized—of its users’ segraries would raise setis privacy concerns.
Now, in a complete about-face from its previous assertions, Google &ngtids systematic,
routine and unmitigated disclosure of billions eésch queries to third parties presents no risk ¢
harm to its users’ privacy. Google cannot hieth ways. If this practice raised privacy
concerns in 2006, then its practiagses privacy concerns today.

In fact, the concerns recogeid by this Court (and Googli®) 2006 are amplified here.
Google’s persistent disclosunésearch queries to third ppies is bundled with additional
information that identifies indidual users, includingser IP addressesdnookie information.
And unlike in 2006, there now exists a robust maftethis consumer data. Sophisticated data
brokers, using relatively new computscience techniqueaggregate data from various sources
combine seemingly “anonymous” data and conneaitht specific individuals. The resulting
consumer profiles are then sold aedold to countless third partie$his is the very privacy harm
that Google has repeedly warned of.

Plaintiff alleges that Google’s practices exdébeyond mere privacy coerms and rise to a
violation of the federal Stored Communicatidkg (“SCA”), as well as constituting unjust
enrichment, California statutory fraudydapublic disclosure of private facts.

Google attempts to defeat Plaintiff's e¢taunder the SCA by arguirtgat the Court lacks
subject matter jurisdiction under Rule 12(b)(&rause Plaintiff lacks standing. Specifically,
Google argues that Plaintiff has not suffered amryniju fact. But as Rlintiff demonstrates, she
has suffered an injury in fact sufficient to consgsinding under Articldlland to defeat Google’s
Rule 12(b)(1) motion.

Google also offers the same Rule 12(b)(fuanent against Plaintiff's claims for unjust

enrichment, statutory fraud, and public disclosurprofate facts. Just as with her SCA claim,

! Gonzales v. Googl@34 F.R.D. 674 (N.D. Cal. 2006)(Case No. 5:06-mc-80006-JW).
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Google’s argument fails because Plaintiff pleddatfficient to demonstrate that she has suffer
an injury in fact sufficient to safig Article III's standing requirement.

Additionally, Google argues that the SCA pre¢srplaintiff's state law claims. In doing
so, Google completely misses the mark adaties to the SCA’s preemption clause, which only
concerns the exclusionary rule in criminal casése SCA does not pre@tany of Plaintiff's
claims.

Finally, Google challenges Plaintiff's stdéav claims only under Rule 12(b)(6) for failure
to state a claim upon which reliedn be granted. However, Pl#ihhas pled sufficient facts to
sustain her state law claims for relief, which Plaintiff will demonstrate herein.

I. STATEMENT OF FACTS

Google is the largest search engine in thaddrStates, with a domestic market share of

over 50%. (Complaint (“Compl.”) 11 1, 13.)oGgle earns substantiabenues from advertising

programs and exploits its knowledge of its ussesirch preferences to increase these revenues.

(Id. 11 15-16.)
Since Google launched its search servideogle has systematically transmitted user
search queries to third partiesd. (11 37-39.) Each time a usens a search on Google’s search

engine, Google matches the query with relevarsites and returns a searesults page with

matching websites to the usetd.(f 12.) By deliberate design, tbRL of the search results page

includes the entire search quémat was entered by the useld. @ 37.) In turn, when a user
clicks on a link on the search results page, tleesusveb browser reports the entire URL of the
search results page, including all of the sesedms entered by the user, to the owner of the
destination website.Id.  35.) Google has demonstrated thabuld easily cease transmission (
user search queriestiurd parties, but has chosen not to do 4d. f41.)

Google discloses user seagperies for one reason: talaearch engine optimization
(“SEO”) companies in understandiitoogle search algorithmsld({ 40.) SEOs help businesse

design and market their websites so that their legsis are more likely &ppear at the top of

ed

users’ search result pagesd. @ 16.) To the extent that SEOs assist in getting relevant websites

PL.’S OPP’N TO GOOGLE’'S MOT. TO DISMISS
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to the top of Google search results pages, @ermore likely to return to Google and Google ig
able to derive more revenu®in its advertising businessld))

Google has repeatedly emphasized thaichegueries contain sensitive, personal
information. In 2006, in a case before this v€gurt, the DOJ sought to compel Google to
produce “anonymized” search query datil. { 25;Gonzales v. Googl234 F.R.D. 674 (N.D.
Cal. 2006) (Case No. 5:06-mc-80006-JW).) o@le fought the DOJ’s request, arguing that
disclosing search queries—even anonymizeawd raise serious privacy concerngd. ([ 26-
27.) Google’s opposition to the subpoena was unambiguous:

e “There are ways in which a search qualyne may reveal personally identifying
information.” (d. Y 26.)

e “Google does not publicly disclose the seards&3 queries entered into its searcl
engine.” (d.)

e “[User concern about disclosure of search queries] is no minor fear because s
guery content can discloseeittities and personally identifiable information such
user-initiated searches for their own sositurity or credit aa numbers, or their
mistakenly pasted but revealing textld.(T 27.)

This Court shared Google’s privacy concefii$te Government contals that there are ng

privacy issues raised by its requistthe text of search queribscause the mere text of the

parct
as

gueries would not yield identifiable informaiti. Although the Government has only requested the

text strings entered . . . basieidifiable information may be found the text strings . . . This
concern . . . gives this Court pause as to hdrethe search queries themselves may constitute
potentially sensitive information.”ld. { 28;Gonzales234 F.R.D. at 687). This Court ultimately
denied the DOJ’s request. (Conl28.)

Consistent with its position before ti@ourt in 2006, Google represents to its users
through statements published in its Privacy Pdlat Google will only share users’ personal
information in extremely limited circumstancesd. (f 19.) Google defines “personal
information” as “information thdthe user] provide[s] to us whigpersonally identifies you, such
as your name, email address, or billing informatior other data which can be reasonably linke

to such information by Google.” Google furthepmesents that it “maghare with third parties

PL.’S OPP’N TO GOOGLE’'S MOT. TO DISMISS
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certain pieces adggregated, non-personal informatidiut that such information “does not
identify you individually.” (d.  21.)

Google’s privacy representations, howevee, fatse. Through deliberate design, Google’s
search engine repeatedly transmits user seprehes, which often contain highly sensitive and
personally identifiable information, to marketerstedarokers, and numerous other third parties
(Id. 17 2, 37-39.) Notwithstamty Google’s previous testimony bedahis Court and its public
statements that search queries contain seagvsonal data, Google hd®sen to deliberately
cater to SEOs, webmasters, and other third partien$yring that each usgentire search query
is included in the Referrer Header transmitted géodWwner of the website that the user clicks on
(Id. 191 37-57.) To date, Googlerttinues to represent that it seapersonal information only in
“limited circumstances.” I¢.)

[I. LEGAL STANDARD

In reviewing a motion to dismiss, the couactept[s] all well-pleadefhctual allegations
in the complaint as true, and determines whethmefactual content allows the court to draw the
reasonable inference that the defendshable for the misconduct allegedCassirer v. Kingdom

of Spain 580 F.3d 1048, 1052 n.2 (9th Cir. 2009) (inteoi@tions omitted). A motion to dismiss

174

must be denied if the complaint contains factual allegations that, when accepted as true, “plausik

give rise to an entitlement to reliefAshcroft v. Igbal129 S. Ct. 1937, 1950 (2009). Moreover,
Fed. R. Civ. P. 8(a) requires a plain and shatestent of a plaintiff's claim, a standard that
“contains a powerful presumption against rejegpleadings for failure to state a clainiléto v.
Glock Inc, 349 F.3d 1191, 1200 (9th Cir. 2003).

As shown below, the Complaint puts Google on notice of the claims it must defend, and
amply alleges facts that, takentase, plausibly allow the Couftto draw the reasonable inference

that [Google] is liable for the misconduct allegedshcroft 129 S. Ct. at 1949.

PL.’S OPP’N TO GOOGLE’'S MOT. TO DISMISS
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V. ARGUMENT

The Court should deny Google’s Motion tosiiss (“MTD”) in its entirety because
Plaintiff has standing to assé&ath her federal and state law claims, and because the Complai
contains sufficient allegatiorne state claims for redf under California law.

Google moves to dismiss Plaintiff's Séok Communications Act (“SCA”) claim under
Rule 12(b)(1) only, arguing th&aintiff lacks Article 11l sanding. But Google’s attack on
Plaintiff's SCA claim fails becausghe has properly asserted a aimn of her statutory rights,
which itself satisfies Article III's injury indct requirement. Accondgly, Google’s motion to
dismiss Plaintiff's SCA @im must be denied.

Google challenges Plaintiff's state law ofai under both Rule 12(b)(1) for lack of
standing and under Rule 12(b)(6) for failurestate a claim. However, Google’s standing
argument fails because Plaintiff has alleged thatsstifered actual, concrete harm sufficient to
establish injury in fact for purposes of Artidlestanding. Additionally, Plaintiff's allegations,
which must be accepted as true for purpases12(b)(6) motion, demonstrate that Google
unlawfully disclosed Plaintiff’'s and other usepgrsonally identifiable information (“PII”) in
violation of Google’s own represetions and California law. Fanis reason, Plaintiff's claims
for actual fraud under Cal. Civ. Code § 1572, pulisclosure of private facts, and unjust

enrichment should not be dismissed for failure to state a élaim.

A. Google’s Motion to Dismiss Under Rulel2(b)(1) Should Be Denied Because
Plaintiff has Satisfied Article 11l Standi ng Requirements for Both Her Stored
Communications Act Claim and Her State Law Claims.

Google moves to dismiss all of Plaintiff's atas for lack of standing. To satisfy Article
lII's standing requirements, a plaintiff must allegping in fact, that the ijury is fairly traceable
to the actions of the defendant, and that the injury will be redressed by a favorable decision,

Friends of the Earth v. Gaston Copper Recycling C&p8 U.S. 167, 180-81 (2000).

2 By agreement of the parties, Plaintiffréley withdraws her claims for relief under the
Consumers Legal Remedies Act (Count Il), this&&dvertising Law (Count IIl), and the Unfair
Competition Law (Count IV). Accordingly, no disssion in opposition or in reply is necessary
the parties, and no decision by the Court is necg$sathese causes of action because Plaintiff
will not pursue these claims.

PL.’S OPP’N TO GOOGLE’'S MOT. TO DISMISS
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Specifically, Google argues that Plaintéicks standing because she has not pled facts
demonstrating that she has suffered injury in f@ctpgle does not argue tHalaintiff has failed to
plead the other standing requirements. Gosgegument fails for two reasons: 1) Plaintiff's
allegation that Google violated h&tatutory rights under the SCAgs(fficient to establish injury
in fact for Count | of Plaintiff's complaint; an@) Plaintiff's has allege that she has suffered
concrete, actual harm sufficient to satisfy the injury in fact requirement for Plaintiff's remainir

state law claims.

1. Plaintiff Has Article 11l Sta nding to Assert Her Stored
Communications Act Claim Becausé&oogle’s Invasion of Plaintiff's
Statutory Rights Creates Standing.

The United States Supreme Court has held that the “injury required by Article 11l may
solelyby virtue of statutes creatinggal rights, the invglon of which creates standing . .Warth
v. Seldin422 U.S. 490, 500 (1975) (emphasis addeeR; e.g.Fulfillment Services Inc. v. United
Parcel Serv., In¢.528 F.3d 614, 618-19 (9th Cir. 2008) (same).

Where a statute creates a private righaaifon, even a plairffiwho cannot establish
actual damages has Article Il standirfgee Edwards v. First American Cqrp10 F.3d 514, 517
(9th Cir. 2010) (because the Ré&atate Settlement Procedures of 1974 created a private right
of action, plaintiff had standing evémough no actual damages were alleg8titey v. Sprint
Communications Co284 Fed. Appx. 463, 466 (9th Cir. 2008) (nesheg district court’s dismissal
of state statutory claim “foack of a cognizable injury,” lsause “[the plaintiff] alleged a
violation of her state statutprights which can constitute agnizable injury sufficient to
withstand a Rule 12(b)(1) motion'j{oang v. Reunion.com, In&o. C-08-3518 MMC, 2010 WL
1340535, *3-4 (N.D. Cal. Mar. 31, 2010) (findistganding under a state consumer protection
statute even though plaith could not allegeactual injury).

Therefore, the essential standing quesomhether the “constitutional or statutory
provision on which the claim rests properly can be tstded as granting pemss in the plaintiff's
position a right to judicial relief.’"Warth, 422 U.S. at 500See also Edward$10 F.3d at 517n
re Carter, 553 F.3d 979, 988 (6th Cir. 2009) (“Congrassdoubt has the power to create new

PL.’S OPP’N TO GOOGLE’'S MOT. TO DISMISS
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legal rights, and it generally has the authoritgreate a right of action whose only injury-in-fact
involves the violation of that stabry right.”). In the case dhe SCA, Section 2707(a) creates 4
private right of action for alleged violations okthtatute and thus, the right to judicial refief.
Accordingly, Plaintiff need only gficiently allege a violation othe SCA in order to satisfy the
injury in fact requiremetnof Article 11l standing.

Here, Plaintiff alleges that@dgle knowingly and systematicalijjvulged its users’ private
search queries to marketers, data brokersnameerous other third pies in violation of the
SCA. (Compl. 11 86-97.Plaintiff, who has been a user ob@yle search at all material times ar
conducted numerous searches, including a nuofid®anity” searches, alleges that Google
knowingly divulged her private sedr queries and thereby violatedr statutory rights under 88
2702(a)(1) and 2702(a)(2) of theo8td Communications Act.Id. 11 6, 92-93.) Accordingly,
Plaintiff's allegations that Googlviolated her rights protectecider the SCA are sufficient for
Article Il standing. See Warth422 U.S. at 500, 502 (“For purposes of ruling on a motion to
dismiss for want of standing, bate trial and reviewing courts rsuaccept as true all material
allegations of the complaint, and must construe the complaint in favor of the complaining
party . . . standing in no way depends on the mefitise plaintiff’'s contetion that the particular
conduct is illegal.”).

Moreover, Plaintiff's allegations are sufficient to establish concrete injury traceable to
Google’s statutory violations. Hepting v. AT&T Corp.the plaintiffs asserted claims under the
SCA based on allegations that AT&T provided gfovernment with direct access to databases
containing information about AT&T customerd39 F. Supp. 2d 974 (N.D. Cal. 2006). Like
Google, defendant AT&T claimed thplaintiffs failed to allege jury-in-fact and lacked standing
arguing “all plaintiffs really hee is a suggestion that AT&grovided a means by which the
governmentould havdaccessed their communications] had it wisheld.”at 999;compare

MTD at 7 (“[the Complaint] merely asserts thatagability exists that, if exploited, may lead to

3 «[A]ny...person aggrieved by any violation of thikapter in which theonduct constituting the
violation is engaged in withlknowing or intentionastate of mind may, ia civil action, recover
from the person or entity...which engaged in thatation such relief amay be appropriate.”
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future harm to users generally”). Then Gldedge Vaughn R. Walker disagreed, holding that “
the pleading stage, general factual allegationsjofy resulting from defendant’s conduct may
suffice, for on a motion to dismiss we ‘presutiat general allegatioreanbrace those specific
facts that are necessary to support the claita.”(quotingLujan v. Defenders of Wildlif&04
U.S. 555, 561 (1992)). Judge Walker went on te tiiat not only had theglaintiffs sufficiently
alleged injury-in-fact, but that they also established concrete injlatyat 1000-01 (AT&T'’s
“alleged creation of a dragnet tdencept all or substantially aif its customers’ communications
... hecessarily inflictfed] a concrete injion each of its cstomers). Like théleptingplaintiffs,
Plaintiff here has alleged that Google discloseddbntents of Plaintiff communications to third
parties in violation of the SCA. Accordingly, Ri&ff has also establishembncrete, particularized
injury.

In sum, the SCA creates a set of individughts and a private riglaff action by which to
vindicate those rights, as well as statutory damageemedy the violation. Therefore, Plaintiff'g
allegations that Google violated her rights protected utn@deSCA are sufficidrto confer Article
lIl standing. Because Google does not argue thatti?ffa substantive allegations fail to state a

claim under the SCA, Count | of tl@mplaint should not be dismissed.

2. Plaintiff Has Alleged Actual Harm Sufficient to Satisfy the Standing
Requirements for Her State Law Claims.

In addition to the basis for standing providsdstatutes such as the SCA, a party has
Article 11l standing if she allegasjury in fact, which requires “amvasion of a legally protected
interest which is (a) concrete and particularized . . . and (b) actual onéminnot conjectural or
hypothetical.” Lujan v. Defenders of Wildlif&04 U.S. 555, 560 (1998@nternal citations and
guotations omitted). Contrary to Google’s arguments, Plaintiff has alleged that she has suff
an injury that is both concrete and partasided and actual or imminent because Google’'s
disclosure of her search queries places henminent danger of harte her privacy rights.

The Ninth Circuit has held th&he possibility of future injuy may be sufficient to confer
standing on plaintiffs; tleatened injury constitugeinjury in fact.”” Central Delta Water Agency

v. U.S, 306 F.3d 938, 947 (9th Cir. 2002). Specifigahe Ninth Circuithas held that the
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increased risk of identity theft sufficient to confer standing. Krottner v. Starbucks Corpa
laptop computer was stolen from Starbucsstaining the unencrypted names, addresses and
social security numbers of approximat@ig,000 Starbucks employees. 628 F.3d 1139, 1140 (
Cir. 2010). The Ninth Circuit fountthat although there were no alléigas that the information in
the stolen laptop had actually been misused, theofiiikture identity theft constituted an injury-
in-fact for purposes ofrticle Il standing. Id. at 1143

Here, Plaintiff's allegations that Google’sssgmatic disclosure of her search queries
places her immediately in dangerdifect privacy harm are ficient to confer Article IlI
standing, particularly &he pleading stag&.g., Lujan 504 U.S. at 561 (“At the pleading stage,
general factual allegians of injury resulting from the dendant’s conduct may suffice . . .*).
Plaintiff alleges that, through intentional desajrd in contravention of its own privacy policy,
Google routinely transferred Plaintiff's privadearch queries, which included multiple “vanity
searches” divulging Plaintiff's name, to marketelata collectors, another third parties.

(Compl. 111 2, 6.) Plaintiff alleges that as a lestuGoogle’s unlawful disclosures, she is at

* See also Friends of the Earth v. Gaston Copper Recycling Q¢4 .F.3d 149, 160-61 (4th Cir.
2000) (en banc) (“The Supreme Court has conslgtestognized that threatened rather than
actual injury can satisfy Articldl standing requirements”Baur v. Venemar852 F.3d 625 (2d
Cir. 2003) (plaintiff pleaded a sufficient “preggimmediate risk” of exposure to bovine
spongiform encephalopathy (BSE) to support Artidlstanding, even though BSE had not beel
detected in the United States, because injurgehriequirement is quaditive, not quantitative,
and the more drastic the injury, the lesser thearitby one needs to shote establish standing);
Pisciotta v. Old Nat'|l Bancorp499 F.3d 629, 634 (7th Cir. 200 ho{ding that plaintiffs had
standing because “the injury-in-faetquirement can be satisfied &yhreat of future harm or by
an act which harms the plaintiff only be increasingrisk of future harm that the plaintiff would
have otherwise faced, abséme¢ defendant’s actions.”Doe v. Veterans Admim74 F. Supp. 2d
1100, 1103 (D. Minn. 2007) (“the systematic gaithggrrecording, and storage of enormous
amounts of personal information that can be eastlyeved presents a tat to personal privacy
ona vastly different scale than thecasional loose-lipped office gossip”).

® In addition, Plaintiff has starmty to seek injunctive religequiring that Google cease its
unlawful disclosure of users’ search queriesoni@l. 1 97.) To haveanding to seek injunctive
relief, a plaintiff must show tha(1) she is under threat of suffegian “injury in fact” that is
concrete, particularized, actuadaimminent; (2) the injury is fdir traceable to the challenged
action of the defendant; and (3) it is likely thdagorable judicial decision will prevent or redres
the injury. Summers v. Earth Island Inst29 S. Ct. 1142, 1149 (200%yiends of the Earth v.
Laidlaw Envt'l Servs., In¢528 U.S. 167, 180-81 (200@pvington v. Jefferson Couny58 F.3d
626, 637-638 (9th Cir. 2004). As demonstrated hetbe Complaint estabhgs that Plaintiff is
under a real and imminent threatfofure injury because Google continues to disclose user sex
gueries and has taken no stepsetaeve or track the data reladi to Plaintiff that was already
released. (Compl. 1 40, 68, 103, 108, 119.)
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immediate and increased risk of direct injtinyough the reiddification or deanonymization of
her private datad. 11 67-73), much as the plaintiffsKkmottner were at increased risk of identity
theft.

Google itself has argued—nbefore this vegu@—that the risk of privacy harm from

disclosure of search queries ho minor fear because search query content can disclose identities

and personally identifiable information.” (Comffjl27; emphasis added.) Google’s CEO publi¢

stated that if Google “were to make a mistakeetease private infornian that could be used
against somebody . . . it would be a terrible thingl've always worried that the query stream
was a fertile ground for governments to randomly snoop on peopte.f 33.)

Plaintiff's allegatons are markedly similar to thoselwoe 1 v. AOL, LLC719 F. Supp. 2d
1102 (N.D. Cal. 2010), which Google attpted but failed to distinguisin determining a motion
for judgment on the pleadings, the court ruled thatplaintiffs had Article 11l standing after AOL
disclosed millions of its members’ private seaqgcieries to third parties in violation of AOL’s
privacy policy. The published data included tasearches and other information that could
allow third parties to match anonymous searoérigs to specific indiduals. The AOL court
noted that “AOL records and stores memlsarsh queries in a manner rendering it possible to
connect the stored search quenath a particular memberld. at 1105. Given that the parties
were at an early stage of the litigation, the cdetermined that these allegations were “sufficief
to allege an ongoing injury.td.

Similarly, Plaintiff here has alleged that Goegldisclosures of search queries allow thir
parties to connect those queries with specifitviduals, including Plaintiff. (Compl. 1 58-73.)
Plaintiff's well-pleaded allegations, which thi®@t must assume to be true on a Rule 12(b)(1)
motion, establish that Plaintiff is at rigk suffering real ad imminent injury.

Specifically, Plaintiff here alleges that Google wrongfully transferred millions of user
search queries to marketers, data brokerd,cauntless other third parties. (Compl. 11 2, 68, 7¢
94, 134.) Indeed, while AOL involved an inadvettdisclosure of user information, Plaintiff

alleges that Google’s release of search quarassintentional and done primarily for the purpos
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of increasing adveasding revenue. Id. 11 14, 16, 94, 134.) Google itskds admitted that search
gueries often contain sensitive information anéymeveal personally identifying information,”
such that Google “will keep prate whatever information usessmmunicate absent a compelling
reason.” [d. 11 26-27.) Plaintiff demotrates that Google couldagt revealing search queries
within referrer headers but has chosen not to dolgof{ 40-57.) Plairi further alleges that
Google has not attempted to reweeor track search queries thighas already released, and
intends to continue to disclose usearch queries in the futurdd.( 40, 67-68, 103, 108, 119.)
Finally, Plaintiff alleges how pties can connect specific inddaals to harmful facts through a
combination of “anonymous” search query infatron and other available information with
surprising efficiency. I¢l. 11 58-66.) In effect, AOL and the instant matter are functionally
identical, and this Court shoulddl that Plaintiff has standing,guas the court found in AOL.
For the foregoing reasons, Plaintiff has Artittllestanding to assert her remaining state

law claims against Google.

B. Plaintiff's State Law Claims Are Not Preempted by the Stored
Communications Act.

Google argues that the SCA expressly preempts any of Plaintiff's state law claims tha
premised on the same conduct alleged to havateidithe SCA. But courts examining the issue
have found that “[s]ection 2708 of the SCA =& limited purpose: to prevent criminal
defendants from suppressing evidence basedeatr@hic communicationsr customer records
obtained in violation of [thetatute’s] provisions.’In re National Security Agency
Telecommunications Records Liti§33 F.Supp.2d 892, 905 (N.D. Cal. 200%ke also In re
National Security Agency Telecommunications Records,488. F. Supp. 2d 934, 939 (N.D.
Cal. 2007) (“the court concludes that the SCA dusscompletely preempt suits under state law

Complete preemption by a federal statutdnésexception, not theler The dispositive
qguestion is “whether Congress intended tlikefal cause of actidim be exclusive.”’Beneficial

Nat. Bank v. Anderso®39 U.S. 1, 9 n.5 (2003). Here, thesaer is no. Throughout the Wiretay
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Act and SCA there is a consistent theme: tihate is room in the statutory scheme for the
application of state laW.

Google is wrong when it argues that 18 €. 2708 provides the exclusive remedy for
the conduct at issue here. Thistgetis the counterpatd 18 U.S.C. § 2518(10)(c), both of whicl
were added by the ECPA for a very specifid #imited purpose: to prevent defendants in a
criminal prosecution from suppressing evidencgebleon electronic communications or custome
records obtained in violath of the ECPA’s provisions.

At the time Congress enacte@ tEBCPA, the Wiretap Act setrtb a statutory exclusionary
rule for unlawfully interceptedire or oral communication§eel8 U.S.C. 88 2515,
2518(10)(a),(b). The ECPA brought the Wigetsct into the electinic age by making it

applicable to the interception of eleanic communications, as well. SERNo. 99-541, at 1-3.

® That theme is apparent both in the origiem&ctment of Title Iland its amendment by the
ECPA. See, e.¢.18 U.S.C. § 2511sgeS. Rep. No. 90-1097 (1968)eprintedin 1968
U.S.C.C.A.N. 2112, 2181, commentiang subsections ¢ and d of section 2511(1): “There is no|
intent to preempt State law.”); 18 U.S.C. 8§ 251¢&¥pwing state officers to obtain interception
orders only if authorized by and issuecconformity with state law); 18 U.S.C. § 251s2¢S.

RepP. No. 90 1097, 1968 U.S.C.C.A.N. 2183: “There is no intent to preempt State law.”); 18
U.S.C. 88 2703(b)(1)(B), 2703(c), and 2703(d) ¢preing state law requirements when state
officers seek orders under section 276H. R. REP. NO. 99-647 at 68-69 (1986) (“Thus, state
laws such as those found in . . . Californiawould remain unaffecteditin respect to access by
state government officials.”); 18 U.S.C. § 2710 (‘t8ec2710(f) explicitly preserves the rights o
consumers to seek redress under state laws tlygprogide a greater degreé protection than is
afforded by the federal statute.” SEfRRNo. 100-599 at 15 (1988)eprinted in1988

U.S.C.C.A.N. 4342-1, 4342x13).

" Like § 2707 of the SCA, § 2520 of the Wiretapt Arovides a federal cause of action for those
whose wire or electronic camunications have been intercepted. 18 U.S.C. § 2520(a). The
legislative history of this prosion could not contain a cleareatgment of congressional intent
that state remedies be preserved. The SenatetReplicitly states: “The scope of the [civil]
remedy [for wiretapping offenses] is intendede both comprehensive and exclusive tbete is
no intentto preempt paréel State law. S. Rer. No. 90-1097, 1968 U.S.C.C.A.N. at 2196
(emphasis added). Thus, as exemplified moshitbcby the California 8preme Court’s decision
in Kearney v. Salomon Smith Barney, J@& Cal. Rptr. 3d 730 (2006), both state and federal
courts hold that the federal act dows preempt state law civil remediéd. at 738 (noting that, in
the over 30 years since the Court first addressed the isBeejte v. Conklinl2 Cal. 3d 259
(1974), there have been no developments itativehat would warranteconsideration of the
Court’s conclusion that the Wiret#et does not preempt state clains3g also Whitaker v.
Garcetti 291 F. Supp. 2d 1132, 1142 (C.D. Cal. 200B)varra v. Bache Halsey Stuart Shields,
Inc., 510 F. Supp. 831, 833 (E.D. Mich. 1981) (and cases cited therein).
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However, at the urging of the Justice Departtn€ongress decided not to extend the statutory
exclusionary rule to unlawful tarceptions of electronic comunications. Instead, Congress add
subsection (c) to section 2518(10), the provisiondbts out the procedures to be used in movit
to suppress unlawfully interceptagre or oralcommunications. Thus section 2518(10)(c)

provides:

The remedies and sanctions descriimethis chapter with respect to
the interception of electronic conumications are the only judicial
remedies and sanctions feronconstitutionalviolations of this
chapter involving such comumications. (emphasis added).

The legislative history of this subsextimakes clear what Congress had in mind:

Subsection 101(e) of the ElectrorlCommunications Privacy Act
amends subsection 2518(10) of title to add a paragraph (c) which
provides that with respect to the interception electronic
communications the remedies and sammis described in this
chapter are the only judicial redies and sanctions available for
nonconstitutional violations of this chapter involving such
communications. In the event thaeth is a violation of law of a
constitutional magnitude, the caéunvolved in a subsequent trial
will apply the existing Constitutimal law with respect to the
exclusionary ruleThe purpose of thiprovision is to underscore
that, as a result of discussions with the Justzpartment, the
Electronic Communications Racy Act does not apply tis¢éatutory
exclusionary rule contained in title 1l of the Omnibus Crime
Control andSafe Streets Act of 1968 to the interception of electronic
communications.

S. REP. No. 99-541, at 23 (emphasis addesBe alsdH. R. Rep. No. 99-647, at 75 (1986) .

Section 2708 was intended to fulfill trsame purpose with respect to the unlawful

accessing or disclosure of stored communications and customer records. That is made clear by t

House Report on § 2708, which states: “[T]he reeednd sanctions described in this chapter
[121] are the only remedies and sanctionslalibg for non-constitutional violations of this
chapter [121]See discussion of Section 101(e) of thedlra” H. R. ReEp. No. 99-647, at 75
(1986) (emphasis added).

® The discussion of section 101(e) in the HouspdRds an abbreviategersion of that which
appears in the Senate Report, which furtheresgly emphasizes that the intent to preempt is
directed toward criminal law: “Subsectior) @nends section 2518(10) to provide that the
remedies and sanctions described in this chapterespect to the interception of electronic
communications are the only judicial remediesl sanctions availadFor non-constitutional
violations of this chapter involmg such communications. In the evémat there is a violation of
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Given the similarity of the language between the two provisions, and given the Report
express reference back to the discussidgg 11(e), there is no douthtat the purpose and
meaning of the two provisions is the same: t&eneear that only thiemited protection of the
Fourth Amendment applies to efforts to suppressesce gathered in violation of ECPA. That ig
precisely the interpretation given t®2%08 by the Ninth Circuit and other couigze, e.g. United
States v. Smitl55 F.3d at 1056 (8 2708 precludes sapgion as a remedy for violation of
SCA); United States v. Sher00 F. Supp. 2d 843, 848 (D. Md. 2005) (saro@)ted States v.
Kennedy81 F. Supp. 2d 1103, 1110 (D. Kan. 2000) (same).

Making the SCA the exclusive remedy for amyduct that falls within its terms would not

only preclude state court actionisywould preclude actions undether federal laws as well,

including the Communications Act of 1934 (47 \CS§ 222) and the Computer Fraud and Abuse

Act, 18 U.S.C. 8§ 1030. Congress had no sutgmin“[T]he [ECPA] does not amend the
Communications Act of 1934. Conductviolation of that statuteyill continue to be governed by
that statute.” S. Bp. No. 99-541, at 23see also Theofel v. Farley-Jon&§9 F.3d 1066, 1072-
77,1078 (9th Cir. 2004) (holdingat defendants’ conduct vaiked both the SCA and the
Computer Fraud and Abuse Act, and concurrently reinstating plaintiffs’ state law claims).

Thus, Plaintiff's state law claimsre not preempted by the SCA.

C. Plaintiff Has Stated a Clhim for Actual Fraud Under Cal. Civil Code 8§ 1572.

Plaintiff's detailed allegationare sufficient to state aatin for actual fraud under Cal.
Civil Code 8§ 1572. Under California lawgckim for actual fraud requires (1) a false
representation, concealment, or nondisclosure ttefandant; (2) knowledge @&dlsity; (3) intent
to induce reliance; (4) justifiablreliance; (5) resulting damagAqua-Lung America, Inc. v.

American Underwater Products, In@09 F. Supp. 2d 773, 785 (N.D. Cal. 2010)

law of a constitutional magnitude the court involvea@ subsequent criminal triatill apply the
existing constitutional law with respect to the exclusionary ride.at 48 (emphasis added).

® This language follows immediately after thadaage discussed earliexplaining that the
purpose of the exclusive remedy provisions wgsréwvent a nonconstitutiohexclusionary rule.
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As a threshold matter, Google argues that Rtbhrds failed to plead her fraud claims witl

—

the particularity required by Rub). However, Plaintiff's specific, particularized allegations
readily satisfy the pleading requirente of Rule 9(b), which requireaintiff to allege “the who,
what, when, where, and how” of the alleged fraudutenduct and “set fortAn explanation as to
why [a] statement or omission complained of was false or misleadA@L, 719 F. Supp. 2d at
1112 (internal citations omitted). The purpose oleRa(b) “is to ensure that defendants accusefl
of the conduct specified have adeguaotice of what they are ajjed to have done, so that they
may defend against the accusationSdncha v. Londar62 F.3d 1493, 1502 (9th Cir. 1995).
Here, Plaintiff repeatedly identifies Google the entity resporige for the actionable
misrepresentations and omissions. (Compl. 11 19-Rkintiff has identified the substance of the
misrepresentations in Google’s Privacy Ppliy explicitly providing numerous untrue and
misleading statements relating to Google’s tiagdprotection, and disclosure of its users’
personal information, among other thingkd.)( The complaint includes the time frame of the
misrepresentations, providing dates for eaclestaht and action by Google, and consistently
identifies where the statements occurrdd.) (Finally, Plaintiff alleges in detail how the
representations were false and misleading lsc@oogle has consistently disclosed search
gueries to marketers, data brokeand other third parties inokation of its own policies and
representations to userdd.(1Y 37-39, 101, 106, 131.) These allegations identify the “who, what,
when, where, and how” of Google’s fraudulent cortdu are more than sufficient to put Google
“on notice” of the precise statements and conthadt Plaintiff has allged to be fraudulent.
Google’s argument that &htiff fails to allege any fact® demonstrate that she relied on
Google’s misrepresentations is similarly mesgd. A plaintiff may mve reliance by showing
that a misrepresentation “was an immediateseanf [plaintiff’s] injury-producing conduct,”
though “the plaintiff need not demorete that it was the only causdri re Tobacco Il Caseggl6
Cal. 4th 298, 327 (2009). “It is not necessasat the plaintiff's reliance upon the truth of the
fraudulent misrepresentation be gwe or even the predominantdecisive factomfluencing his

conduct.” Id. Rather, it is sufficient to show thatetimisrepresentation played a “substantial
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part,” meaning that Plaintiffs fiiall reasonable probability woufidt have engaged in the injury
producing conduct” but for the misrepresentatibtale v. Sharp Healthcard 83 Cal. App. 4th
1373, 1386-87 (2010).

In the class action context, “when the same natmisrepresentations have actually begn
communicated to each member of a class, an inferehreliance arises as to the entire class.”
Mirkin v. Wassermarb Cal. 4th 1082, 1095 (1993enson v. Fiserve Trust C@56 Fed. Appx.
924, 926 (9th Cir. 2007) (same). More generdfypresumption, or at least an inference, of
reliance arises wherever there is a showirag a misrepresentation was materidh”re Tobacco
Il Cases 46 Cal. 4th 209, 327 (2009). In turn, a misesgntation is “matel” if “a reasonable
man would attach importance te gxistence or nonexistence irtetenining his choice of action
in the transaction in questionltl. Typically, materiality is a question of fadd.

Plaintiff has alleged that Goaglepresented that it would stty limit access to and use o
users’ personal information and only share sn@drmation in the aggregate or under certain
limited conditions. (Compl. 1 1942 These public misrepresatibns created an expectation
among Plaintiff and other usersathiGoogle would comply withstown Privacy Policy and keep
Plaintiff's personal informationral search queries private aretsre. Because Google’s Privacy
Policy applies to Plaintiff and all usersp@jle’s misrepresentatis were uniform and
communicated to each proposed member of the Glemgby creating anf@rence of reliance.
Google’s policies relating to the dissemination of segraries and other personal information
would be a material consideratitmpotential users in determng whether to use Google’s seargh
engine. As Google has admitted, reasonable conswsuneh as Plaintiff would have had serious
reservations about using Google sbaf they were aware thata8gle, contrary to its numerous
public statements, routinely and intentionally shared search queries with third parties without
reservation. (Compl. 11 26-27For these reasons, Plaintifédlegations give rise to a
presumption of reliance.

Finally, while Google is correct that Sexti1572 only applies to fraud “committed by a

party to the contract,” Plaintixplicitly alleges that GoogleRBrivacy Policy constitutes a valid
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and enforceable agreement. (Compl. 1 129.) iShesensistent with the findings of numerous
courts that have concluded that privacy policies may constitute, or become part of, valid ang
enforceable contractsSee Smith v. Trusted Universal Start$ in Electronic Transactions, Inc.
No. 09-4567, 2010 WL 1799456, at *9 (D.N.J. Mgy2010) (finding that privacy policy can
constitute a contracthleyer v. ChristieNo. 07-2230, 2007 WL 3120695, at *4 (D. Kan. Oct. 24
2007) (rejecting argument that pausy policy cannot constitute alidhcontract and finding that
plaintiff alleged that bank’s privacy policy wasrpaf an enforceable agreement with plaintiff);
re JetBlue Airways Corp. Privacy Litig379 F. Supp. 2d 299, 325 (E.D.N.Y. 2005) (holding thg
privacy policy can form a contract)) re American Airlines, Inc. Privacy Litig370 F. Supp. 2d
552, 556 (N.D. Tex. 2005) (finding that privacy polttigplayed on airline’s website was part of
the contract of carriagwith passengers).

Google’s suggestion that thegoresentations in its Privacy Policy were mere “broad
statements of company policy” is without merfMTD at 19.) As Google has admitted, the
perceived privacy and anonymity of search quéaes major factors in thattraction of users.”
(Compl. § 27.) Google has publicly recognized thatsers believe that éhtext of their search
gueries could become public knowledge, they malgbelikely to use theearch engine for fear
of disclosure of their sensitive or private searches for information or websitds{ 26.)
Accordingly, Google’s representatis were vital in attracting useto Google’s search platform
and were relied upon by usersaintering private and ssitive search queries. Such essential
representations of privacy go far beyondodd statements of company policy.”

For these reasons, Plaintiff has sufficientlyestied claim for actual fraud under Cal. Civil

Code § 1572.

D. Plaintiff Has Alleged Suficient Facts to Support Her Claim for Public
Disclosure of Private Facts Becauséoogle Disclosed Her Private Search
Queries.
Google argues that Plaintiffife.to state a claim for public disclosure of private facts
because: a) the disclosed facts were not private|aintiff does not allege a public disclosure;

and, c) the disclosures were not offensive andatiginable to a reasonable person. The requis
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elements for such a claim are: (1) a public dsate; (2) of a private fact; (3) which would be
offensive and objectionable to a reasonableguerand (4) which is not of legitimate public
concern.Taus v. Loftus40 Cal. 4th 683, 717 (2007).

Concerning Google’s argumenttithe disclosed facts amet private, Plaintiff has
repeatedly alleged that the faetsre, in fact, private. In dog so, Google argues that the only
fact disclosed is Plaintiff’'s namehich Google contends is not prieatHowever, this is not what
Plaintiff alleged. Assumingrguendcthat the only search term ealed was Plaintiff's name, thig
still constitutes a private fact in this context bessawhat is being revealésinot just her name,
but rather the fact thahe searched for it. In other worddjile her name may be in the public
domain for purposes of this law, the fact that sé@rched for it is quite pate. Second, Plaintiff
also alleges she searched fornlaenes of her family member§Compl. § 6.) Again, names of
family members alone may be public, but the faat Blaintiff searched for them is private.
Plaintiff's search queries, regardless of the cordétite queries, are all private. Thus, Plaintiff
has sufficiently pled that @gle disclosed private faetsher search queries.

In addition, it is well settled thatto be a private fact, the p&ctation of pracy need not
be absolute.”"Moreno v. Hanford Sentinel, Ind 72 Cal. App. 4th 1125, 1130 (20089anders v.
American Broadcasting Companje& Cal. 4th 907, 915 (1999). “Paite is not equivalent to
secret,” and a claim to a right of privacy in inf@tion “is not so much one of total secrecy as it
of the right todefineone’s circle of intimacy . . "Moreng 172 Cal. App. 4th at 1130. As
alleged, Plaintiff did notlefine her circle of intimacy to inatle the website purveyors whose link
she clicked in search results; her circle ¢ihmacy for her search queries included Google and
Google alone.

Google’s second argument is that Plaintiff sloet allege a public disclosure. This
argument similarly fails because Plaintiff has gdlé that Google disclosed her search queries t
countless third parties. (Compl. T 2). These tpadies include the ownedd the websites that
the users clickld. 1 38) and web analytics servicegluding Search Engine Optimization

companiesl@l. § 39). Thus, Google’s argument that BRiaintiff has only péd that Google only
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revealed her search queries to the website owselesmonstrably false. Accordingly, Google’s
argument fails; Plaintiff has pled sufficigfiacts to demonstrate public disclosure.

Finally, Google’s argument that Plaintiff's disclosure of her setaxxhs would not be
objectionable and offensive to a reasonable pdestsnbecause Plaintiff has pled that search
gueries can and do constitute offmesand objectionable materialld({ 3, stating that search
gueries often contain requests fiaformation on medical issuesgexual issues, and more; I 31.)
Furthermore, Google itself has acknowledged that search queries may reveal sensitive
information. (d. 11 5, 26-27.)

Simply put, Google releasediyate facts about Plaintif-her search queriesthat were
not otherwise available to any mbers of the public. Plaintif§ not a public figure, and her
gueries were not newsworthy or otherwise of irgete the general public. (Compl. §123.) As
result, Plaintiff's claim for public disclose of private facts should stand.

E. Plaintiff has Adequately Allegeda Claim for Unjust Enrichment.

Google argues that Plaintiffanjust enrichment claim fails as a matter of law because 1
such cause of action exists under Califorme |&ontrary to Goo@'s blanket assertion,
California courts recognize an independeautise of action for unjust enrichmeee Villager
Franchise Sys. V. Dhami, Dhami & Vji€F-F-04-6393, 2006 WL 22425, at *7 (E.D. Cal. Jan.
26, 2006) (“California law recognigea cause of action for unjustrichment” and requires a
defendant to make restitution who has utlyuetained a benefit from plaintiffizerlinger v.
Amazon.Com, Inc311 F. Supp. 2d 838, 856 (N.D. Cal. 2004) (“Under California law, unjust
enrichment is an action in quasi-contracH)rsch v. Bank of Americd 07 Cal. App. 4th 708, 722
(2003) (finding that plaintiff stated a valgduse of action for unjugnrichment based on
defendant’s unjustified retentiai excessive fees). The requisite elements for an unjust
enrichment claim are the “receipt of a benafitl [the] unjust retentioof the benefit at the
expense of another.Peterson v. Cellco Partnershifit64 Cal. App. 4th 1583, 1593 (2008).

Google also argues that Plafhtias failed to allege any benefit that was conferred to

Google “at any expense” to Plaintiff. Howev€glifornia law has established that an aggrieved
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party may maintain a claim for unjust enrichmeithaut suffering actual dangas. In particular,
“the public policy of [Californa] does not permit one to ‘takadvantage of his own wrong’
regardless of whether the other party suffers actual dam&geiiity of San Bernardino v. Wash
158 Cal. App. 4th 533, 541 (2008). As a resulteretta benefit has been received by the
defendant but the plaintiff has not suffered eegponding loss or, in some cases, any loss, but

nevertheless the enrichment of the defendantavbelunjust . . . [tlhe defendant may be under

o

duty to give to the plairffithe amount by which [the defendant] has been enrichiet (citing
Restatement Restitution, 8 1, com. e.) In other words, the “emphasis is on the wrongdoer’s
enrichment, not the victim’s lossId.; see also Ward v. Tagga#&l Cal. 2d 736, 741-742 (1959);
California v. Levi Strauss & Cp41 Cal. 3d 460, 472 (1986).

Here, Plaintiff alleges that she and the putatiass have conferred a substantial benefit
upon Defendant because Google has shared its geargh queries with numerous third parties
without users’ consent, causing Google to obsainstantial revenues from advertisers. (Compl
1 134.) Moreover, Plaintiff alleges that théomnation disclosed and exploited for profit by
Google belonged to and was valuable to Pliatid other Google users. (Compl. § 134.) And
while Plaintiff's individual Iss and Google’s substantial bahafe certainly not equal, the
“principle of unjust enrichment, however, is broader than mere ‘restoration’ of what the plainfiff
lost. Many instances of ‘liability based on unjastichment . . . do not involve the restoration of
anything the claimant previously possessed .cludjing] cases involving the disgorgement of
profits . . . wrongfully obtained.’County of San Bernardind58 Cal. App. 4th at 541. These
allegations, which must be accepted as trug@doposes of a 12(b)(6) motion, are sufficient to
state a claim for unjust enrichment under California law.

V. CONCLUSION

For the foregoing reasons, this Court shalddy Google’s Motion to Dismiss under Rule
12(b)(1) as to Plaintiff's SCA claim, and underl&ul2(b)(1) and 12(b)(6) as to Plaintiff's publi¢

disclosure of private facts claim, her statutivaud claim, and her unjust enrichment claim.
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Alternatively, the Court should gnt Plaintiff leave to amend her complaint in order to remedy

any pleading deficiencies, as necessary.

Dated: March 21, 2011

Dated: March 21, 2011

Respectfully submitted,
NASSIRI & JUNG LLP

s/ Kassra P. Nassiri
Kassra P. Nassiri
Attorneys for Plaintiff and the Putative Class

Respectfully submitted,
EDELSON MCGUIRE, LLP

/sl Michael J. Aschenbrener
Michael J. Aschenbrener
Attorneys for Plaintiff and the Putative Class
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