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*E-Filed: October 15, 2013*

NOT FOR CITATION
IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISRICT OF CALIFORNIA
SAN JOSE DIVISION

LIFETOUCH NATIONAL SCHOOL No. C10-05297 RMW (HRL)
STUDIOS, INC,,
ORDER RE: DISCOVERY DISPUTE
Plaintiff, JOINT REPORT #2
V.

[Re: Docket No. 65]
KIMBERLY MOSS-WILLIAMS; ET AL.,

Defendants.

The parties filed Discovery Dispute Joint Rep#t to resolve whethélaintiff Lifetouch
National School Studios, Inc. (“Lifetouch”) may hawe&omputer forensigpecialist create a mirrof
image of the computers of defendant Creative Im@a&y Robert Garcia (“@ative”) to search for
evidence of trade secret misappiapon, and if so, which partyhsuld bear the cost. The Court
issued an interim order requiritige parties to supplement the fzatrecord, and the parties have
done so. The guestions now before the Courasifellows: should Creative produce its computers
for forensic imaging? If so, should the costh# forensic examination be borne by the defendants
(as a sanction for evidence spoliatiam)should the expense fall on Lifetouch?

BACKGROUND

Moss was an employee of Lifetouch before leaving for Creative, a competitor of Lifetquch.

During the weekend before heslalay at Lifetouch, Octobé&®, 2009, Moss transferred personag|

information from her Lifetouch-issued computera thumb drive. She had purchased the thump
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drive over the summer to back upr ard drive, as she had beestiacted to do by Lifetouch’s IT|
department, and the thumb drive still contained this information. When she started work at
Creative, Moss used a Creative laptopiew the contents of the thumb dri¥eShe maintains that
she did not transfer any inforti@n from the thumb drive to théreative computer. Upon realizin
that the thumb drive still contaidd.ifetouch information and deteming that she did not need th
personal information, she destroyed the thumbedriith a hammer and threw the pieces in the
garbage.

Lifetouch sent Moss a serieletters after shieft. In a lettedated October 21, 2009,
Lifetouch reminded Moss of her ongoing duties urttleir sales representative agreement,
including confidentiality of Lifetouch proprietaigformation. After discovering that Moss had
begun work with a competitor, Lifetouch’d@ineys sent Moss atter dated October 26, 2010
expressing its legal concerns. They spedlficaquested preservation of evidence of
correspondence between Moss and Robert Gamnibetween Moss and Lifetouch customers,
warning of evidentiary sanctions if she failed tongdy. The letter alsdemanded a return of all
originals and copies of documents containing @nyfidential information or trade secrets of
Lifetouch, and that she not use or disclose aoh stformation. In a letter dated November 20,
2010, Lifetouch attorneys stated that they knewtsttetransferred information from her laptop t
thumb drive right before she leftind they demanded that she presame return the thumb drive.
Moss responded by fax declaring that she haddyreestroyed the thumb drive. Several more
correspondences between the parties ensuddMuass continuously certifying that she had
destroyed the thumb drive as Lifetouch demandedgreater assurances and threatened to file
lawsuit.

Lifetouch sent similar letters to Gar@ad Creative. A letter dated October 26, 2010

requested the preservationooirrespondence between Garaia dMoss and warned of possible

! Moss believes she only used thamb drive once with one Creaticomputer. However, at her
deposition, she admitted it was possible that she used it as many as five times with multiple
computers. Moreover, she is unsure which coepstie used it with and has used every Creati
computer at one time or another.

% Robert Garcia is the founder and owner céadive, himself a former Lifetouch employee who
cl?ims to have been harassed by Lifetouch with gattans of stealing trade secrets and the thre
a lawsuit.
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evidentiary sanctions. In a letter dated Nuober 20, 2010, Lifetouch demanded preservation of all

electronic devices in Creative’s control, and@ember 24th letter demanded production of all
computers that Creative provided for Moss’s use.
DISCUSSION
A. Forensic Imaging

1. Production of Creative’s Computers

Lifetouch argues that it is entitled to forensiaging of Creative’s computers to determir]
whether Creative accessed and made use of the gaopriigformation and trade secrets that wel
on the thumb drive. On the other hand, defendagtgeaihat Lifetouch has nestablished that an
of the information on the thumb drive is proprietaryconstitutes trade secsetind that the reques
amounts to a fishing expedition.

“It is not unusual for a court tenter an order requiring the mar imaging of the hard drive)

of any computers that ntain documents responsive to an oppgparty's request for production

documents.”Balboa Threadworks, Inc. v. Stu¢ip06 U.S. Dist. LEXIS 29265, *7 (D. Kan. Mat.

24, 2006) (citingCommunications Center, Inc. v. HewR005 U.S. Dist. LEXIS 10891, *3 (E.D.

Cal., Apr. 5, 2005)). In “cases where trade ssaatl electronic evidence are both involved, the

Courts have granted permission to obtain mimaages of the computer equipment which may
contain electronic data relatemthe alleged violation.'ld. at *7-8. Plaintiff cites to three such
cases where courts ordered forensiaging under similar circumstanceSee, e.gWeatherford v.
Innis, 2011 U.S. Dist. LEXIS 59036 (D.N.D.) (ordley forensic imaging in trade secret
misappropriation case where defendant acknowledged downloadingffxaiiess onto thumb
drive).

Here, there is a sufficient nexus betwéss defendant’s computers and the alleged
misappropriation of trade secretswarrant forensic imaging of éhcomputers. Lifetouch alleges
that Moss had its proprietary infoation and trade secrets on a thuinle that she connected to
least one Creative computer. fdriunately, Moss destroyed theumb drive and cannot rememb
which computer she used to access the thumb dfilaas, Lifetouch’s only recourse is to examirj

the Creative computers that Moss may have tsetw the contents of the thumb drive.
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Defendants argue that Lifetoubhs not established that anjormation on the thumb drive

was proprietary or constituteaie secrets because it was ablgcally available information.
However, the thumb drive contained a backup of Mosstse hard drive, andlis plausible that at
least some of that information was proprietarganmstituted a trade secrefhe requested discove)

is at least “reasonably calculated to lead to the discoveagirafssible evidence.” Fed. R. Civ.

174

ry

Proc. 26(b)(1). Accordingly, Creative is compelled to produce its computers for forensic imaging

2. Protocol

The parties submitted a “Joint Statement Regarding Stipulated Protective Protocol fol
Inspection of the Computers of Defendant Credtivaging By Robert Garcia, Inc.,” and attache
“Stipulated Protocol” as Exhibit AThe Court hereby adopts andiers the partie® abide by the
“Stipulated Protocol” as is, withothe changes proposed by eitparty in the “Joint Statement.”

B. Cost-Shifting

3. Spoliation

When a party is found to have engaged in spoliation of evidence, cost-shifting may bg
appropriate sanction to the patb who spoliated evidenc8ee Genworth Fin. Wealth Mgmt. v.

McMullan, 267 F.R.D. 443, 449 (D. Conn. 2010) (alloca@®@§o of the cost of computer mirror

imaging to party who admitted to the court thakhewingly and intentionally spoliated evidence).

“Spoliation of evidence is ‘the deagttion or significant alteration of evidence, or the failure to
properly preserve property for another's usevadence in pending or reasonably foreseeable
litigation.” Zubulake v. UBS Warburg LLLR220 F.R.D. 212, 216 (S.D.N.Y. 2003) (quotiipst v.
Goodyear Tire & Rubber Cp167 F.3d 776, 779 (2d Cir. 1999)). “Defendants engage in spoli
of documents as a matter of law only if they e notice that the documents were potential
relevant’ to the litigation befe they were destroyedUnited States v. Kigg Physicians Service
314 F.3d 995, 1001 (9th Cir. 2002) (citiAgiona v. United State938 F.2d 158, 161 (9th
Cir.1991)).

3 For example, the client listad pricing are easily obtained bging Google or schooltree.com tg
get a list of local schools whesvebsites then provide school pie information, or at least the
contact information for the school admimé&br who can provide that information.
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Lifetouch contends that Moss spoliated evide by destroying the thumb drive after
receiving the November 20th letter specifically insting her to preserve it. This contention is
based on Garcia’'s deposition duriwgich he testified that Moss showed him the letter and told
that “she had the thumb drivelt is not clear from the depogiti testimony alone whether Garcig
meant that she still had it at the time, as Lifetoas$erts, or whether shedhever had it. Howevel
Garcia clarified in his declaration that he miettue latter, and Moss haspeatedly declared, unde
oath, that she destroyed the thumb drive ito®er. One ambiguous statement in Garcia’s
deposition is not sufficient to establish thatddalestroyed the thunalive after being put on
notice to preserve it by ¢hNovember 20th letter.

Lifetouch also suggests that Moss’s dutypteserve may have agis by the letters of
October 21 and 26, 2009. However, the former imeeminded her of her obligations under the
Sales Representative Agreement, which said notfipgtential litigationor a duty to preserve
information. The demand for preservatioresfdence in the October 26 letter was limited to
correspondence between Moss and Garcia and beMesand Lifetouch customers. Even if tf
October 26 letter was sufficient to trigger the dutypreserve because it referred to potential
litigation, Moss insists that shesteoyed the thumb drive beforecegving the October 26 letter.
Thus, the Court does not findathMoss spoliated evidence.

Lifetouch also asserts that Creative spotlageidence by “recycling” its computers after
being put on notice to presertreem by the letter dated Octol#, 2009. To support its contentig
Lifetouch points to an email in which an attorney for Creative wrote that Creative recycles
computers in the normal course of business,aaresponse to an interrogatory in which Creative
stated that it has had a few computers crash Shataber 26, 2009 that have had to be restored
replaced. However, the replacermenrestoration of ttee computers over neatlyree yeas, out of
a total of 65 Creativeomputers, does not constitute destruction, signifighetation, or failure to
properly preserve evidence. Moxer, Garcia expressly declardtht Creative has not “destroyed
any computers. Thus, Creative did not spoliate evidence.

Neither Moss nor Creative spoliated evidence, thue cost of forensic imaging does not f{

on them for that reason.
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4. Undue Burden

Cost-shifting is also appropriate when thecovery sought “imposes an ‘undue burden g
expense’ on the responding part¥uibulake v. UBS Warburg LL.Q17 F.R.D. 309, 316-17
(S.D.N.Y. 2003) (quoting Fed. R. Civ. P. 26(dhe burden or expense of discovery is “undue”
when it “outweighs its likely beffi¢, considering the needs of thase, the amount in controversy
the parties' resources, the impodarf the issues at stake in tHation, and the importance of the,
discovery in resolving the issues$:ed. R. Civ. P. 26(b)(2)(C)(iii)Zubulakeestablished a seven-
factor test to neutrallgvaluate whether cost-shifting is wartad: “(1) the extent to which the
request is specifically tailorad discover relevant informatio(2) the availability of such
information from other sources; (3) the tatabkt of production, compared to the amount in
controversy; (4) the total cost pfoduction, compared to the resoes available to each party; (5
the relative ability of each parto control costs and its incentitedo so; (6) themportance of the
issues at stake in the litigation; and (7) thlative benefits to thparties of obtaining the
information.” Zubulakeat 322;see also Hynix Semiconductor, Inc. v. Rambus, 2006 U.S. Dist.
LEXIS 98229, *32-34 (N.D. CaMar. 2, 2006) (applyingubulake’sseven-factor test). Of these
factors, the first and second aveighed most heavily, the thitdrough fifth weighed less heavily.
The sixth factor “rarely” comes into play, but liae potential to outweigHhlather factors, and thg
seventh is least important, though it can weighinst cost-shifting when the responding party
stands to gain a “tangibta strategic” benefit.

The first factor, the extent to which the requsstarrowly tailored, wighs heavily in favor
of Creative. Lifetouch seeks to have a foremesigert mirror the hardrives of over 60 Creative
computers to find the one that B®used to view the contentsté thumb drive, but onto which
she swears she did not transfer any informatiors rttore of a dragnet approach than a narrow
tailoring. However, the second factor weigh$awor of Lifetouch. Although the request is very
broad, it is the only option availabtiue to Moss’s destrtion of the thumb dve and her inability
to remember which computereshised with the thumb drive.

The cost-related factors, although less impurtiaan the first two, also weigh heavily in

favor of Creative. Lifetouch’s prayer for religfits amended complaint alleges damages in exq
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of $320,000 plus interest. The cost of the Ifisie expert alone isstimated at $350,000.
Additionally, Lifetouch is in a much better positionabsorb this cost. Garcia stated that Creati
a locally-operated business, does not have sufficesh reserves and thpstying such a great sun
would threaten its business. Lifetouch, on thephand, is a nationwidsmpany that dominates
the local school photography marKet.

The sixth and seventh factors, thadeimportant, are not significant here.

Finally, in conducting a multi-factor test, itimportant not to lose sight of the central
guestion, which “[w]lhen evaluating cost-shifting..must be, does the request impose an ‘undu
burden or expense’ on the responding part¥@bulake 217 F.R.D. at 322. Given the broad scdg
of the request, the cost of production, the resodisgarity of the partieshe Court thinks that
requiring the defendants to beae ttost of an expert’s searfdr information which it has
repeatedly asserted under oathslonet exist, would constitute an undue expense. Thus, the C
finds if Lifetouch wishes to pursuts discovery request in accordarwith the Joint Protocol, ther
it will have to cover the cost dlfie forensic expert. However tlie forensic expert finds that
information from the thumb drive was transferred to a Creative computer, then the Court ma
reconsider the allocation of cost.

CONCLUSION

Creative is compelled to produce its compuier@ccordance with the Joint Protocol, but

cost of an expert for the forensic imagiegd examination shall be paid by Lifetouch.

IT 1S SO ORDERED.

Dated: October 15, 2013

WARDR. LLOYD
UNITED STATES MAGISTRATE JUDGE

* Moss estimated in her depositithrat Lifetouch does business witme out ten schools in the b3
area. Garcia states in his declaration that “bifeh grosses millions, if not billions, of dollars pe
year.”
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C10-05297 RMWNotice will be electronically mailed to:
Burton F. Boltuch  bboltuch@workplacelaw.biz

Dylan B. Carp carpd@jacksonlewis.cddanFranciscoDocketing@JacksonLewis.com,
schroderb@jacksonlewis.com

Mark Slater Askanas askanasm@gackewis.com, barairom@jacksonlewis.com,
sanfranciscodocketing@jacksonlewis.com

Counsel are responsible for distributing copiesf this document to co-counsel who have not
registered for e-filing under the court's CM/ECF program.




