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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA
SAN JOSE DIVISION

KEVIN LOW, individually and on behalf of all
others similarly situated,

Case No.: 11-CV-01468-LK

ORDER DENYING IN PART AND
GRANTING IN PART DEFENDANT’S
MOTION TO DISMISS

Plaintiff,
V.

LINKEDIN CORPORATION, a California
Corporation, and DOES 1 to 50 inclusive,

Defendants.

)
)
)
)
)
)
)
)
)
)
)

Plaintiffs Kevin Low (“Low”) and Alan Maand (individually, “Masand,” collectively
“Plaintiffs”), bring this putative class actionagst LinkedIn Corp. (“LinkdIn” or “Defendant”)
alleging that personal informatiari the putative class memberscluding “personally identifiable
browsing histor[ies],” were allegedly disclasby Defendant to third party advertising and
marketing companies through the use of “cook@s'beacons.” Defendant’s first motion to
dismiss was granted on November 11, 201lo¢®&imber 2011 Order”)ECF No. 28.

In the Amended Complaint (“AC”), Plaiffits allege violations of the Stored
Communications Act, 18 U.S.C. § 276ftlseq.the California Constitution; the California False
Advertising Law, Cal. Bus. & Prof. Code 8175600seq.common law breach of contract; commo
law invasion of privacy; conversig unjust enrichment; and negligen Pursuant to Civil Local
Rule 7-1(b), the Court deemed Defendants’ orosuitable for decisionitout oral argument.

Thus, the hearing and case managemenecente set for July 12, 2012 were VACATED. For
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the foregoing reasons, the Defendant’s motiogigmiss is DENIED in part and GRANTED in
part.
I BACKROUND

A. Factual Background

Unless otherwise noted, the following allegati@re taken from the Amended Complaint
and are presumed true for purposes of ruling diemant’s motion to dismes. Plaintiffs bring
this putative class action on behaffall persons in the United&es who registered for LinkedIn
services after March 25, 2007. A8. Linkedin is a web-based social networking site that
presents itself as an online commuraffering professionala/ays to network.ld. § 8. Plaintiffs
allege that LinkedIn allows transmission of us&igkedIn browsing history, as well as the user’s
LinkedIn ID, to third parties, including advertisemarketing companies, data brokers, and web
tracking companies. According to PlaintiffspkedIn’s practices allow these third parties to
identify both the individual LinkedIn user, and the user’s browsing history in violation of federa
and state laws and in violatiaf LinkedIn’s privacy policy.Id. § 19-23.

The Amended Complaint sets forth allegatioegarding LinkedIn’s general policies and
practices related to the transmissadrusers’ information to third paes. First, LinkedIn assigns
each registered user a unique user identification nundef. 25. Second, when an internet user
visits a LinkedIn user’s profilpage, LinkedIn sends a command te thternet user’s browser that
designates a third party from which the broma®ould download advertisements and other
content.ld. § 16. This command requires the inteursar's browser to ansmit two components
of information: (1) the third party tracking I@cookies”) on the user’s hard drive corresponding
with the designated thingarty, as well as (2) the URL ofdh.inkedIn profile being viewed, which
includes the viewed party’s ihkedIn ID (a uniqgue number geaéed by LinkedIn to identify
individual users).Id.

Plaintiffs allege that third parties can theoretically de-anonymize a user’s LinkedIn ID
number. Although Plaintiffs’ allegations are somewhat unclear, Plaintiftgeaiieat third parties
can associate a LinkedIn user ID and URL of ther'sgrofile page with a user’s cookies ID and

thus determine a LinkedIn user’s identity. Foample, Plaintiffs allegéhat third parties can
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correlate a user’s LinkedIn ID and profile page with the corresponding cookies ID because
LinkedIn users generally view their page mtitan any other LinkedIn profile page. The
information transmitted to third parties inclgdde LinkedIn ID and URL of the page being
viewed as well as the cookies ID of the pers@wing the LinkedIn page. Thus, third parties can
determine that a LinkedIn user ID corresponds wifpecific internet &s because the LinkedIn
user ID transmitted with the most frequencliksly the cookies ID owner’s profile pagéd. 1 34.

Similarly, Plaintiffs allege thatvhen a LinkedIn user selectstur her own LinkedIn profile, a

unique “View Profile” URL is generated and transmittedhird parties, which contains that user’s

LinkedIn ID. From this transmission a thirdrppacould associate a LinkedIn user’s numeric
identification and profile page witle cookie ID of the LinkedIn usetd. § 35.

Once a third party can associate a LinkedIn ID and profile page with a cookies ID,
Plaintiffs allege that a third party can assae@ide-anonymized LinkedIn user’s identity with the
user’s browsing history. An inteet user’s cookies ID corresportdsa third party’s records of
Internet users’ internet histories. Plaintiffiege that third parties canew a LinkedIn user’s
browser history, including the othkeinkedIn profiles with which a &s has interacted as well as
potentially sensitive information that may be gatd based on a user’s prior Internet histddy.

19 20-23. Moreover, Plaintiffs allege that thpeactices violate sevdrparts of LinkedIn’s
privacy policy, includinghe provision that states that: “We ot sell, rent or otherwise provide
[user’s] personal identifiable information any third parties for marketing purposesd: Y 49.

Low and Masand allege that they aagh registered users of Linkedlid. 1 1-2.

Although Low has not paid money for the seedd.inkedIn provides, Masand purchased a “Job
Seeker Premium” subscription in November 2Crid his subscription renmed active throughout
the relevant time periodd. I 2. Both Low and Masand allege that LinkedIn transmitted their
LinkedIn user ID to third partie8linking [their personal identitiesp [the third party’s] secretly
embedded tracking device thatsyptitiously recorded Mr. Lovg [and Mr. Masand’s] internet
browsing history.”Id. 11 3, 36. Plaintiffs allege that asesult of the allegations explained above)
Plaintiffs suffered two types of harm. Firstafitiffs allege that they were “embarrassed and

humiliated by the disclosure of his personallgntfiable browsing history.” Second, Plaintiffs
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allege that their personally identifiable browshgtories are valuable m®onal property; and that
they “relinquished [their] valuable personabperty without the compensation to which [they
were] due.” Id. § 5.
B. Procedural Background

The original complaint, brought only by Ri&if Low, was filed on March 29, 2011. Low
alleged violations of the Storé&&bmmunications Act, 18 U.S.C. § 278tlseq. the California
Constitution; the California Unfair Corefition Law, Cal. Bus. & Prof. Code §17260seg.the
California False Advertising Law, Cal. Bus. & Prof. Code 817&0€eq.the California Consumer
Legal Remedies Act, Cal. Civ. Code 81 #&Geq.common law breach of contract; breach of the
implied covenant of good faith and fair dealisgmmon law invasion of privacy; conversion; and
unjust enrichment. On June 17, 2011, Defendbatt & motion to dismiss for lack of subject
matter jurisdiction and failure to state a clailBCF No. 13. Plaintiff filed an opposition on
August 1, 2011. ECF No. 16. Defendant fileckply on August 15, 2011. ECF No. 17. On
November 11, 2011, the Court found that Plaintiff feled to establish Article 11l standing, and
granted Defendant’s motion to dismiss for lack of juasdn with leave to amendeECF No. 28.

Shortly thereafter, Low filed an Amended@plaint that added Alan Masand as a named
plaintiff. ECF No. 31. The Amended Complairg@lwithdrew the claims based on the Californig
Unfair Competition Law, Cal. Bus. & Prof. Code §1722Geq, and the Consumer Legal
Remedies Act, but added a claim for negligence.

Defendant filed a motion to dismiss for laaksubject matter jurisdtion and failure to
state a claim on January 9, 2012. Motion to Desni‘MTD”), ECF No. 34. In the motion to
dismiss, Defendant argues that the Amended Complaint fails to remedy the defects identified
November 2011 Order. In particular, Defendaguas that this Courtiitlacks subject matter
jurisdiction because Plaintiffs have failed toaddish that either Low or Masand has standing

under Article Il of the United States ConstitutioMlTD at 1-2. In the alternative, Defendant

argues that Plaintiffs céinue to fail to state a claim upon whidclief can be granted as to all eight

claims alleged.ld. at 2-3. Plaintiffs filed an oppositido the motion to dismiss on February 2,
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2012. ECF No. 37. Defendant filed a reply iport of the motion to dismiss on February 21,
2012. ECF No. 38.
. LEGAL STANDARD

A. Motion to Dismiss Under Rule 12(b)(1)

A jurisdictional challenge may be facial or factu8lafe Air for Everyone v. Meye373
F.3d 1035, 1039 (9th Cir. 2004). Where the attadadml, the court determines whether the
allegations contained in the complaint are swghtion their face to invoke federal jurisdiction,
accepting all material allegations in the complaintras and construing them in favor of the party
asserting jurisdictionSee Warth v. Seldid22 U.S. 490, 501 (1975). Wieethe attack is factual,
however, “the court need not presume thehfudbhess of the plaintiff's allegationsS3afe Air for
Everyone373 F.3d at 1039. In resolving a factual dispas to the existence of subject matter
jurisdiction, a court may revieextrinsic evidence beyond the complaint without converting a
motion to dismiss into one for summary judgme®ée id. McCarthy v. United State850 F.2d
558, 560 (9th Cir.1988) (holdg that a court “may review anyidence, such as affidavits and
testimony, to resolve factual disputes concerningitigtence of jurisdiction”). Once a party has
moved to dismiss for lack of subject mattergdiction under Rule 12(b)(1), the opposing party
bears the burden of estabiisg the Court’s jurisdictionSee Kokkonen v. Guardian Life Ins. Co.
511 U.S. 375, 377 (1994¢handler v. State Farm Mut. Auto. Ins. C808 F.3d 1115, 1122 (9th
Cir. 2010).

B. Motion to Dismiss Under Rule 12(b)(6)

A motion to dismiss pursuant to Rule 12(b)i@) failure to state a claim upon which relief
can be granted “tests the legal sufficiency of a claiMavarro v. Block250 F.3d 729, 732 (9th
Cir. 2001). Dismissal under Rule 12(b)(6) mayblsed on either: (1) theack of a cognizable
legal theory,” or (2) “the absence of sufficiéatts alleged under a cagable legal theory.”
Balistreri v. Pacifica Police Dep'901 F.2d 696, 699 (9th Cir. 1990). While “detailed factual
allegations’ are not required, a complaint mustude sufficient facts to “state a claim to relief
that is plausible on its face.’Ashcroft v. Igbal556 U.S. 662, 129 S.Ct. 1937, 1949 (2009)

(quotingBell Atl. Corp. v. Twomblhg50 U.S. 544, 570 (2007)). “A claim has facial plausibility
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when the plaintiff pleads factual content that alldales court to draw the reasonable inference that
the defendant is liable for the misconduct allegdd.”

For purposes of ruling on a Rule 12(b)@tion to dismiss, the Court accepts all
allegations of material fact &sie and construes the pleadingsha light most favorable to the
plaintiffs. Manzarek v. St. Paul Fire & Marine Ins. C619 F.3d 1025, 1031 (9th Cir. 2008). Thg
Court need not, however, accept as true pleadirgste no more thandal conclusions or the
“formulaic recitation of the eleents’ of a cause of actionlgbal, 129 S.Ct. at 1949 (quoting
Twombly,550 U.S. at 555). Mere “conclusory allegas of law and unwarranted inferences are
insufficient to defeat a motion to disss for failure to state a claimEpstein v. Wash. Energy Co.,
83 F.3d 1136, 1140 (9th Cir. 1998)cord Igbal, 129 S. Ct. at 1949-50.

C. Leaveto Amend

Under Rule 15(a) of the Federal Rules ofildArocedure, leave to amend “shall be freely
given when justice so requireféaring in mind “the underlying poose of Rule 15 to facilitate
decision on the merits, rather thantba pleadings or technicalitiesl’opez v. Smiti03 F.3d
1122, 1127 (9th Cir. 2000) (en banc) (internadtqtion marks and aktations omitted). When
dismissing a complaint for failure to state a cldim@ district court should grant leave to amend
even if no request to amend the pleading was mauess it determines thélte pleading could not
possibly be cured by the aljation of other facts.”Id. at 1127 (quotindpoe v. United State$8
F.3d 494, 497 (9th Cir. 1995)). Generally, leavamend shall be denied only if allowing
amendment would unduly prejudice the opposing padyse undue delay, or heile, or if the
moving party has acted in bad faitheadsinger, Inc. v. BMG Music Publ'é¢p12 F.3d 522, 532
(9th Cir. 2008).

1. ANALYSIS

A. Articlelll Standing

An Atrticle Ill federal court must ask whether a plaintiff has suffered sufficient injury to
satisfy the “case or controversy” requiremenfdicle 11l of the U.S. Constitution. To satisfy
Article 11l standing, plaintiff musallege: (1) injury-in-fact that isoncrete and particularized, as

well as actual and imminent; (2) wherein injuryasgly traceable to the challenged action of the
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defendant; and (3) it is likely (not merely spetive) that injury will be redressed by a favorable
decision. Friends of the Earth, Inc. v. Laidlaw Envtl. Servs. (TOC),,1528 U.S. 167, 180-81
(2000);Lujan v. Defenders of Wildlif&04 U.S. 555, 561-62 (1992). A suit brought by a plaintiff
without Article Il standing is no& “case or controversy,” and anticle 11l federal court there-
fore lacks subject matter jurisdiction over the s@iteel Co. v. Citizens for a Better Environment,
523 U.S. 83, 101 (1998). In that event, thie Stwould be dismissed under Rule 12(b) (ke idat
109-110. Moreover, at least one named plainifst have suffered an injury in facdee Lierboe
v. State Farm Mut. Auto. Ins. G850 F.3d 1018, 1022 (9th Cir. 2003) (“[I]f none of the named
plaintiffs purporting to representctass establishes the requisiteaafase or controversy with the
defendants, none may seek relief on behalf of &ifas any other member of the class.”). The
parties only dispute the first prong of the stagdiequirement: whethéne injury is both

“concrete and particularized ujan, 504 U.S. at 5605eeMTD at 5-10; Opp’mat 3-9; Reply at 2-
4,

As an initial matter, the Court notes ti&cause “injury” is aequirement under both
Article 11l and Plaintiffs’ individual causes of action, “the thresthgluestion of whether [Plaintiffs
have] standing (and the [Clourt hasigdiction) is distinct from the merits of [Plaintiffs’] claim.”
Maya v. Centex Corp658 F.3d 1060, 1068 (9th Cir. 2011). Ti$sue of whether Plaintiffs have
established standing “in no way deps on the merits of the plaifits contention that particular
conduct is illegal.”Warth, 422 U.S. at 50Qaccord Equity Lifestyle Props., Inc. v. Cnty. of San
Luis Obispe 548 F.3d 1184, 1189 n.10 (9th Cir. 2008) ETjbrisdictional qustion of standing
precedes, and does not require, analysis of the merils other words “[a] plaintiff may satisfy
the injury-in-fact requirements to have standinger Article Ill, and thus may be able to ‘bring a
civil action without suffering dismisséor want of standing to suewithout being able to assert a
cause of action successfullylih re Facebook Privacy Litig 791 F. Supp. 2d 705, 712 n.5 (N.D.
Cal. 2011) (citingooe v. Chap540 U.S. 614, 624-25 (2004)).

In the November 2011 Order, the Court deteadithat Plaintiff had failed to establish
standing under either of the two theories of hasserted. The Court ledpen the possibility that

Plaintiffs would be able to &blish Article 11l standing basagpon the violation of a statutory
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right, even though the issue was fidly briefed for the Court.SeeNovember 2011 Order at 8
n.1. In their opposition, Plaintiffs argue that Defants’ conduct violates several statutory and
constitutional rights, and thatdlviolation of these rights confers standing upon Plaintiffs. Opp’l
at 3-9.

The injury required by Article 11l may exist byrtie of “statutes creating legal rights, the
invasion of which aeates standing.'See Edwards v. First Am. Cor610 F.3d 514, 517 (9th Cir.
2010) (quotingVarth, 422 U.S. at 500). In such caseg, thtanding question . . . is whether the
constitutional or statutorgrovision on which the claim ressproperly can be understood as
granting persons in the plaintiff's pben a right to judicial relief.”Id. (quotingWarth, 422 U.S.
at 500)). The Ninth Circuit recently clarified theasuit brought alleging @lations of surveillance
statutes, including the Stored Communications @stablishes a “concrete” injury with respect to
the first prong of the Artie Il standing inquiry.See Jewel v. National Security Agere¥3 F.3d
902, 908 (9th Cir. 2011). Moreover, the invasiom @ersonal constitutional right — such as the
First Amendment right to freedom of associationa Fourth Amendment right to be free from
unreasonable searches and seizures — may addaigs a “concrete” harm for the purposes of
Article 11l standing. Id. at 909.

In this case, Plaintiffs hawadleged a violation of their atutory right under the Stored
Communications Act, 18 U.S.C. 88 2701, et sag.well as a violation of the California
constitutional right to privacySeeAC 11 65-86. The Stored @wnunications Act generally
prohibits providers from, among other things, “kmagly divulg[ing] to any person or entity the
contents of a communication.” 18 U.S.C § 2702(a)(1)92¢;id 8 2707 (creating a private right
of action). Similarly, the California Constitutioneates a privacy right that protects individuals
from the invasion of their privacy by private partidan. Acad. of Pediatrics v. Lungrel Cal.
4th 307 (1997). Thus, Plaintiffs have articuthtearm which is “concrete” for the purposes of
Article 11l standing. See, e.gJewe] 673 F.3d at 908-0%ao0s v. Google, In¢5:10-CV-4809-EJD,
2012 WL 109446, at *3 (N.D. Cal. Mar. 29, 2012) [{is, a violation of one’s statutory rights

under the SCA is a concrete injury.€f; In re Facebook Privacy Litig791 F. Supp. 2d at 711-12.
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In addition to establishing a “concrete” injuryakitiffs must also eskdish that the alleged
injury is “sufficiently particularized.”Jewe] 673 F.3d at 909. In other words, the Court must
determine whether Plaintiffs have “a particularigegvance,” such that Plaintiffs have “a person
stake in the outcome of the controversy as to warra. invocation of fedal court jurisdiction.”

Id. (citing Summers v. Earth Island Insb55 U.S. 488, 493 (2009)).

The Court agrees with Defendant that manthefallegations in the Amended Complaint
relate only to LinkedIn’s practicegenerally. Moreover, the allegations that third parties can
potentiallyassociate LinkedIn identification numbevrigh information obtained from cookies and
can de-anonymize a user’s idéytnd browser history areasgulative and relatively weak.
Nonetheless, Plaintiffs have alleged enough towddie a “particularized ggvance” by Plaintiffs
here. For example, likkewe] Plaintiffs describe not only Linkin’s general practices, but also
allege that Plaintiffs were likely impacted by Ledn’'s conduct. For example, Plaintiffs are both
registered LinkedIn usersSeeAC 11 1-2. Moreover, Low alleges that LinkedIn browsing
histories and user identification numbers, semoinnection with third péy cookie identification
numbers, were transmitted to third parties by Linke@ee id | 3. Low gives specific examples

of the information allegedly transmitted to thpdrties when he visited the LinkedIn websigee

id. 77 3-4. Because Plaintiffs have alleged theair informationhas been disclosed to third parties$

by LinkedIn’s policies, Plaitiffs have sufficiently articulatedyith particularity, injury as to
themselves for the purposes of Article 11l standigge Jewelb73 F.3d at 910 (“Significantly,
[Plaintiff] alleged with particularity thater communications were part of the dragnet.”). The
Court finds that Plaintiffs have established &lgilll standing. Therefore, Defendant’s motion to
dismiss under Rule 12(b)(1) is DENIED.

B. Rule 12(b)(6) Motion to Dismiss Causes of Action

In light of the Court’s finding that Plaintifisave established Articlél standing, the Court
will turn to whether Plaintiffs have plausibly statedlaim as to each cause of action alleged in t
Amended ComplaintSee In re Facebook Privacy Litig’91 F. Supp. 2d at 712.

1. Stored Communications Act
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Plaintiffs’ first cause of &mon alleges that LinkedIn glated the federal Stored
Communications Act, 18 U.S.8.2701, et seq. (“SCA")SeeAC 11 65-78. Enacted in 1986 as
Section Il of the Electronic @omunications Protection Act (“ECPA the SCA creates criminal
and civil liability for certain unauthorized access to stored communications and reSegls.
Konop v. Hawaiian Airlines, Inc302 F.3d 868, 874 (9th Cir. 2002). “The SCA was enacted
because the advent of the Intetrpresented a host of potenpaivacy breaches that the Fourth
Amendment does not addres€Juon v. Arch Wireless Operating Company, |829 F.3d 892,
900 (9th Cir. 2008);ev’d on other grounds by City of Ontario v. Qua30 S.Ct. 2619 (2010).
Despite this purpose, the SCA has a narrow scofjee“SCA is not a catchl statute designed to
protect the privacy of stored Internet comnuarions;” instead “there are many problems of
Internet privacy that the SCA doeot address.” Orin S. Ke,User’s Guide to the Stored
Communications Act, and a Legislator’s Guide to AmendingRlG=0. WAsH. L. Rev. 1208, 1214
(2004). Generally, the SCA prohibits providers from (1) “knowingly divulg[ing] to any person
entity the contents of a commuation.” 18 U.S.C § 2702(a)(1)-(Dee id § 2707 (creating a
private right of action)see also Quqrb29 F.3d at 900 (“[T]he SCA prevents ‘providers’ of
communication services from divulging privai@mmunications to ceitaentities and/or
individuals.”).

The SCA covers two types of entities: {igmote computing services” (“RCS”), and (2)
“electronic communication services” (“ECS”18 U.S.C § 2702(a)(1)-(2)The non-disclosure
obligations depend on the typéprovider at issueSee, e.g. Quomb29 F.3d at 900-902. Plaintiffs
contend in their opposition that LinkedIn isRES for the purposes of its SCA liabilithee
Opp’n at 14-15. The SCA prohibits an entitydpiding remote computing service to the public”
from “knowingly divulge[ing] to any person or &ty the contents of any communication which is
carried or maintained on ths¢rvice.” 18 U.S.C § 2702(a)(2).

The SCA only creates liability for a provideathis an RCS or aBCS. A provider of e-
mail services is an ECQuon 529 F.3d at 901. On the other hand, under the SCA the term
“remote computing service” means “the provision to the public of comptateage or processing

servicesdby means of an electronic communicatisgstem.” 18 U.S.C § 2711(2) (emphasis
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added). A “remote computing service” refers to “the processing or storage of data by an offsi
third party.” Quon 529 F.3d at 901. In defining RCS, “Comggeppeared to view ‘storage’ as a
virtual filing cabinet.” Id. at 902. Indeed, the Ninth Circuit has explained that “[i]n light of the
Report’s elaboration upon whabf@gress intended by the term ‘Rem@omputer Services,’ it is
clear that, before the advent of advanced coergarbcessing programs such as Microsoft Excel,
businesses had to farm out sophisticated processing to a seatie®tid process the
information.” Id. at 902 citing Kerr, 72 80. WASH. L. REv. at 1213-14.

Whether an entity is acting as an RC&orECS (or neither) is context dependent, and
depends, in part, on the information disclos&ée In re U.$665 F. Supp. 2d 1210, 1214 (D. Or.
2009) (“Today, most ISPs provide both ECS and R@Ss, the distinction serves to define the
service that is being provided a particular time (or as #oparticular piece of electronic
communication at a particular time), rather tbadefine the service provider itself. The
distinction is still essential, however, becauseed#ht services have different protections.”); Kerr
72 GE0. WASH. L. Rev. at 15-16 (“The classifications of ECS and RCS are context sensitive: th
key is the provider’s role with respect to atmardar copy of a particar communication, rather
than the provider’s status in the abstractprévider can act as an RCS with respect to some
communications, an ECS with respect to ott@nmunications, and neither an RCS nor an ECS
with respect to othezommunications.”).

Although many allegations within the Amendedng®aint relate to information that third
parties would be able tafer, the Amended Complaint limits the informatibimkedInallegedly
disclosed to third parties. The Amended Complalileges that LinkedIn transmits to third parties
the LinkedIn user ID and the URL of the Linkegirofile page viewed by the internet us&ee
AC 11 28, 66-68. Even taking Plaintiffs’ allegati@sstrue, it does not apar that LinkedIn was
functioning as an RCSvhen it disclosed the LinkedIn user ID and the URL of the profile pages

the user had viewed to third pag. LinkedIn was not acting as‘remote computing service” with

respect to the disclosed inforn@tibecause it was not “processing or stor[ing] [] data by an offsj

! Nor was LinkedIn an ECS under the SCA as the alleged disclaidrest include e-mail

transmissions or relate torikedIn’s functionality as an@ttronic communication service.
11
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third party [in this case LinkedIn].Quon 529 F.3d at 901. LinkedIn IDs are numbers generate
by LinkedIn and were not sent by the ukmroffsite storage or processingeel8 U.S.C. §
2702(a)(2)(A). LinkedIn was not acting “as a virtual filing cabinet,” or as an offsite processor
data with respect to the user IDs it creatednil@rly, the URL addresses of viewed pages were n
sent to LinkedIn by Plaintiffs for storage or processi8gel8 U.S.C. § 2702(a)(2)(A)-(B).
LinkedIn was not functioning astieer a “filing cabinet” or “a@a advanced computer processing
program such as Microsoft Excel,” that allowsinesses to “farm out sohicated processing to
a service that would prosse the information,” with respect toetlhinkedin user IDs or the URLSs of
users’ profile pagesQuon 529 F.3d at 902.

At least one commentator has seriously doubtedconclusion that a website, such as
LinkedIn, provides “processing services” for itstamers, qualifying it as an RCS. Kerr, 72d5
WAasH. L. REv. at 1229-31. This view is supported by thgistéative history of the SCA. Congress
established liability for “remote computing sex®s to include services that store and process
information. S. Rep. No. 99-541, at 3 (198&printed in 1986 U.S.C.C.A.N. 3555, 3557
(“[Clomputers are used extensively today for skerage and processing of information. With the
advent of computerized recomliping systems, Americans havstlthe ability to lock away a
great deal of personal and business informatteor. example, physicians and hospitals maintain
medical files in offsite data banks, businesses of all sizes transmit their records to remote
computers to obtain sophisticated data processngces.”). Thereforghe Court finds that
Plaintiffs have not stated aaoi for relief pursuant to the 3(because Plaintiffs have not
established that LinkedIn was acting as an R@8n it disclosed LinkedIn IDs and URLs of
viewed pages to third partiésTherefore, Defendants’ motion to dismiss the SCA claim is
GRANTED.

Plaintiff Low also alleged a violation of tI&CA in the original complaint. Compl. 1 41-
53. Plaintiff’'s original complaindid not articulate a coherengtbry regarding its SCA claim.

Specifically, the original complaint's SCAaiin failed to identify what information was

2 In light of this conclusion, the Court need adtiress LinkedIn’s alteative arguments that the
SCA statutory exception applies, or that tieclosed information was not “content” of a
communication and thus did not violate the SCA.
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transmitted to third parties. Plaintiffs’ Amerti€omplaint now identifies what information was
transmitted to third parties and how, theorelycal LinkedIn user’s information can be de-
anonymized. However, the additional factual altexes in the Amended Complaint establish tha
Plaintiffs’ SCA claim fails to establish a cause of action. This defdzdsed on a failure of theory
and not on a failure of pleading. Additional fzatallegations are unlikely to establish that
Defendant was an RCS in light of the legislativgtory of the SCA. Because further amendment
would be futile, Defendant’s motion to disaithe SCA claim is granted with prejudice.
2. Invasion of Privacy Under the California Constitution and Common Law
Plaintiffs’ second cause of agti alleges that Defendant’srwtuct violates their right to
privacy pursuant to Article Kection 1 of the California Cotisition. Additionally, Plaintiffs’
fifth cause of action alleges that Defendarti®duct constitutes@mmon law invasion of
privacy. Because the parties present argunrefgng to both causes of action together, and
because both causes of action suffer similar dgfédoe Court will discuss both claims together.
The California Constitution crezg a privacy right that pretts individuals from the
invasion of their privacy by private partieAm. Acad. of Pediatric4d,6 Cal. 4th 307L.eonel v.
Am. Airlines, Inc.400 F.3d 702, 711-12 (9th Cir. 2006pinion amended on denial of reh@3-
15890, 2005 WL 976985 (9th Cir. Apr. 28, 2005). eRtablish a claim under the California
Constitutional right to privacy, a plaintiff must first demonstrate three eleméhyst legally
protected privacy interest; (2) a reasonable etgb®n of privacy under ehcircumstances; and (3)
conduct by the defendant that amounts to a seriouasion of the protected privacy intereidill
v. Nat'l Collegiate Athletic Ass’ry, Cal. 4th 1, 35-37 (1994). These elements do not constitute
categorical test, but rather seagthreshold components of a vaildim to be used to “weed out
claims that involve so insignificant or de nims an intrusion on a constitutionally protected

privacy interest as not even to requiresaplanation or justifiation by the defendantloder v.

® Plaintiffs argue that the intenf the voters in passing the Privacy Initiative establishes that the

constitutional right of privacy under the I@arnia Constitution is designed to prevent
“unnecessary information gathering, use, disgemination by public and private entities”
including the “collecting and stockmb [of] unnecessary information.$eeOpp’n at 9 (citing
Hill, 7 Cal. 4th at 21). Even in light of thisllod history, the subseguaécase law regarding the
Constitutional right to privacy establishes thatyosgrious invasions of privacy give rise to a
private right of action.
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City of Glendale14 Cal. 4th 846, 893 (1997). “Actionable invasions of privacy must be
sufficiently serious in their nare, scope, and actual or pdiehimpact to constitute aggregious
breach of the social normaderlying the privacy right.’Hill, 7 Cal. 4th at 37 (emphasis added).
Thus, if the allegations “show no reasonable expectation of privacy or an insubstantial impact
privacy interests, the questi of invasion may be adjudicated as a matter of l[d&dheer
Electronics, Inc. v. Sup. Ct. of L,A0 Cal. 4th 360, 370 (2007) (citikdgll, 7 Cal. 4th at 40).
Plaintiff's claim for common lawnvasion of privacy must mesimilarly high standards for the
type of invasion that is actiobke. Under a claim for commdaw “invasion of privacy” tort,
Plaintiff must allege: (1) intrusion into a paite place, conversation or matter (2) in a manner
highly offensive to a reasonable pers@hulman v. Group W Prods, Iné8 Cal. 4th 200, 231
(1998) (emphasis added).

The California Constitution arttie common law set a high far an invasion of privacy
claim. Even disclosure of personal information, including socialrggcwmbers, does not
constitute an “egregious breachtbé social norms” to establish an invasion of privacy clebme,
e.g, In re iPhone Application Litig__ F.3d __, Case No. 11-MD-02250-LHK, 2012 WL
2126351, at *15-16 (holding that the dessure to third parties of ugiie device identifier number,
personal data, and geolocation information didawotstitute an egregious breach of priva&giz
v. Gap, Inc, 540 F. Supp. 2d 1121, 1127-28 (N.D. Cal. 2G84y, 380 F. App’x. 689 (9th Cir.
2010) (holding that the theft of a retail store’sttg containing personal information, including th
social security numbers, of job applicants ditl canstitute an egregious breach of privacy and
therefore was not sufficient to state a claimtfe California Constitutional right to privacy);
Fogelstrom v. Lamps Plus, Ind.95 Cal. App. 4th 986, 992 (2011) (“Here, the supposed invasia
of privacy essentially consisted of [Defendaotijaining plaintiff's addess without his knowledge
or permission, and using it to mail him coupons attér advertisements. This conduct is not an
egregious breach of social norms, baitine commercial behavior.”).

Under either formulation of Plaintiffs’ clainfer invasion of privacy, Plaintiffs have failed
to allege sufficient facts to establish a hightiensive disclosure of information or a “serious

invasion” of a privacy interest. Plaintiffs ajle that Defendant disded to third parties the
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LinkedIn ID and the URL of the LinkedIn profile patieat the user viewed (which in the aggrega
discloses a user’s browsingstory among LinkedIn profiles)SeeAC |1 5, 20, 28. Although
Plaintiffs postulate that thesdrth parties could, through inference-anonymize this data, it is
not clear that anyone has actually done so, or mf@tmation, precisely, these third parties have
obtained.SeeAC 11 31-36. The information disclosed to third parties by LinkedIn, including a
numeric code associated witluser and the URL of the profigage viewed, does not meet the
standard set by California courtBlaintiffs have failed to ¢ablish that Defendant’s conduct
“amounts to a serious invasion” thfe protected privacy interesiee Hil| 7 Cal. 4th at 26.
Therefore, Defendant’s motion tismiss Plaintiffs’ invasionf privacy claims is GRANTED.

Plaintiff Low also allegedlaims for invasion of priacy based on the California
Constitution and the common law in the originamplaint. Compl. 1 54-59; 102-107. In the
original motion to dismiss, Defendant assetteglsame arguments in favor of dismissing the
invasion of privacy claims that it novgserts in the second motion to dismi€ampareMotion to
Dismiss at 19-21, ECF No. 1@th Mot. to Dismiss at 20-22, EQRo. 34. Thus, Plaintiffs were
on notice that their California privacy claims weeguired to meet a higttandard to establish a
claim for invasion of privacy. Despite this n&jdlaintiffs’ Amended Complaint still fails to
allege facts establishing a seriogasion of privacy or an invasn that is highly offensive to a
reasonable person. Accordingly, the Court fiadeendment would be futile, and Defendant’s
motion to dismiss counts two and four are granted with prejudice.

3. False Advertising Law

Plaintiffs’ third cause of aatin alleges that LinkedIn violated the False Advertising Law,
Cal. Bus. & Prof. Code 8§ 17500, et seq. (“FALThe FAL provides that “[i]t is unlawful for any
person . . . corporation or association, or any employee thereof . . . to disseminate or cause t(
made or disseminated [,] any such statement a®pamplan or scheme witihe intent not to sell
that personal property or those seegicprofessional or otherwise, advertised at the price stated
therein, or as so advertised.” Cal. Bus. & P§17500. California courtgave noted that the FAL

prohibits “not only advertising whircis false, but also advertisimghich[,] although true, is either
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actually misleading or which has a capacity,liik@od or tendency to deceive or confuse the

public.” See e.gLeoniv. State Bai39 Cal. 3d 609, 626 (1985).

174

In 2004, Proposition 64 amended the standiggirements under the FAL so that a private
plaintiff has standing to brg an FAL action if the plaintiff “hasuffered injury in fact and has lost
money or property as a result of the unfair contipet” Cal. Bus. & Prof. Code § 17535. Courts
have interpreted Proposition 64’s “as a resultiafiguage to require allegation of reliance on
the alleged unfair competition or false advertisifge Laster v. T-Mobile USA, Ind07 F. Supp.
2d 1181, 1194 (S.D. Cal. 200&if'd, 252 F. App’x 777 (9th Cir. 2007)Thus, actual reliance is
required to have standing to sue under the F8&e Kwikset Corp. v. Superior Cqusi Cal. 4th
310, 326-27 (2011) (applying the acttelance standard to a FALatin). To establish actual
reliance, “plaintiff is not required tallege that [the challenged] megresentations were the sole gr
even the decisive cause of the injury-produciogdtict,” however, “a plairffimust show that the
misrepresentation was an immediateseaaf the injury-poducing conduct.”ld. (internal
guotations and citatioramitted).

The Court agrees with Defendant that witepect to Low, the threshold requirement of
“lost money or property” has not been met. kalMasand, Low does not ajle that he paid any
money to LinkedIn and relies solely upon a thetbat the alleged loss of personal property can
constitute “lost money or propertyReply at 11, Opp’n at 22. Foeasons discussed in detail in

the November 2011 Order, “personal information” does not constitute money or property und

1%

Proposition 64.

Low’s failure to meet the threshold requiremeha loss of money or property is not in
itself fatal to Plaintiffs’ FAL claim. Defendamtoes not contest that Masand meets the thresholqg
requirement of lost money or property. Btdfs allege that Maand paid $24.99, for a “Job
Seeker Platinum” LinkedIn subscription. A 2, 24; Opp’n at 24. Masand meets the first
requirement of “lost money or property” to establstanding to pursue ti\L claim on behalf of
the represented clasSeeln re Tobacco Il Casegl6 Cal. 4th 298, 314 (2009).

However, the Court ultimately agrees widlefendant that neither Low nor Masand have

alleged reliance on false advertisements or misseptations made by Defendant. Plaintiffs argye
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that the Amended Complaint pleads sufficient releaan two occasions. First, Plaintiffs allege
that Masand paid for LinkedIn’s services “inceange for Defendant’s promises that it would not
make ‘[a]ny information provided to third partiggough cookies . . . personally identifiable’ and
that it ‘does not provide personalbentifiable information to any third party ad network.” AC
57; Opp’'n at 25. Second, Plaintiffs alleged thtd [they] known Defendant was not keeping
their personal information from third partieseytwould not have consented [to the dissemination
of this information] and Defendant would ridve gained commerciatlvantage from third
parties.” AC 1 117; Opp’n at 25. Because theszepresentations were tadal, Plaintiffs argue

they are entitled to anference of relianceln re Tobacco Il Casegl6 Cal. 4th at 327.

The Court finds multiple flaws in Plaintiffs’ assertion that they have pleaded sufficient facts

and allegations for an inference of reliancecafeful reading of the Amended Complaint reveals
that Plaintiffs never alleged reliance on any specépresentation or advesing in registering for
or using the LinkedIn website. #hlbugh Plaintiffs describe “advesé¢ments and inducements . . .
made within the State of Cadifnia” and “promotional materials [] intended as inducements to
purchase and use products and services” thatépresented and/or omitted the truth about the
extent to which Defendant wouldasle valuable information with itld parties,” Plaintiffs never
identify any advertisements or promotional malsrexhibiting the alleged misrepresentations or
omissions or allege that Plaiifiéi viewed and subsequently relied these materials. AC § 90. As
noted by Defendant, although the Amended Comptiaatribes the terms of Defendant’s privacy
policy in detail, Plaintiffs never allege that thegre aware of the privgolicy, let alone saw or
read it. Other courts have found the lack ofgateons that a plaintiff lthread an alleged false
representation to be fatal to an FAL clai®ee e.gDurell v. Sharp Healthcarel83 Cal. App. 4th
1350, 1363 (2010) (“ the [complaint] does not allegedDever visited Sharg’Web site or even
that he ever read the Agreeméor Services.”). Without aallegation that Plaintiffs were

somehow aware of contents of Defendant’s privacy policy, this Court finds that Plaintiffs cannot
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allege Defendant’s misrepresentations werdramediate cause of thajury-causing conduct.”
Accordingly, Defendant’s motion ismiss the FAL claim is GRANTED.

Plaintiff Low alleged a violation of the FAL in the origihcomplaint. Compl. 1 69-75.
Defendant asserted the same arguments to sigime FAL claim in its initial motion to dismiss
that it now asserts in tlecond motion to dismis€CompareMotion to Dismiss at 13-16, ECF No.
13 with Mot. to Dismiss at 19-20, ECF No. 34. Spealfiy, Defendant arguetthat Plaintiff's FAL
claim failed because Plaintiff had failed to estdbbsth a loss of money property and reliance
on the allegedly false advertising. Motion tesliss at 13-16, ECF No. 1®laintiffs cured one
of the defects by adding Plaintiff Masand, a paildscriber to LinkedIn’s services, and thus
established that at least one of the named Plaintiffs could have lost money or property in the
transaction. However, despite Defendant’s argunmethe first motion to dismiss that reliance
was a necessary element to establish an FALtwolaPlaintiffs failed to establish actual reliance
by either Plaintiff in the Amended Complaimkccordingly, the Court finds amendment would be
futile, and thus grants Defendant’s mottordismiss count three with prejudice.

4. Breach of Contract

Plaintiffs’ fourth cause of action is for breaghcontract. Under Cabirnia law, to state a
claim for breach of contract a phaiff must plead “the contract, @ihtiffs’ performance (or excuse
for nonperformance), defendant’s breach, and damage to plaintiff theref@awtier v. General
Tel. Co, 234 Cal. App. 2d 302, 305 (1965). To estahbtightractual damages, a Plaintiff must
establish “appreciablaend actual damage Aguilera v. Pirelli Armstrong Tire Corp223 F.3d
1010, 1015 (9th Cir. 2000Ratent Scaffolding Co. v. William Simpson Const, €66 Cal. App.
2d 506, 511 (1967) (“A breach of contract without dgene not actionable.”). Nominal damages
speculative harm, or threat of future harrmao suffice to show legally cognizable injurgee

Aguilera 223 F.3d at 1015ee also Ruj622 F. Supp. 2d at 917.

* Plaintiffs attempt to circumvent their failure to adequately plead reliance by creatively
characterizing their FAL claim as one premisedomissions. Plairfs argue that it was
Defendant’s nondisclosure of itsgatice of providing user’s persdnaformation to third parties
that serves as the basis of Pldiis theory of harm, as opposed affirmative representations that
were false or misleading. This theory is unpersigalsecause Plaintiffs still have failed to allege
that Plaintiffs were aware of, readhdarelied on Defendant’s privacy policy.
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Plaintiffs allege two theories of damages ia &imended Complaint. First, Plaintiffs allegg
that they suffered “embarrass[ment] and humiliatgansed] by the disclosure of their personally
identifiable browsing history[ies] AC 1 5. Second, Plaintiffallege that their “personal
information is valuable property” that they “exatge[d] for LinkedIn’s services.” According to
Plaintiffs, because their personal information &asarket value, and as a result of Defendant’s
breach of contract, “Plaintiffs relinquished thiedluable personal propenyithout compensation to
which they were each dueld.

Neither theory of harm is sufficient to stat claim for breach of contract under California
law. Plaintiffs’ first theory that they fiered “embarrassment and humiliation,” in addition to
being implausible in light of thepecific factual allegations in the Amended Complaint, is clearly
foreclosed by California law. Emotional andypital distress damagease not recoverable on a
California contract claimGibson v. Office of the Attorney Ge&61 F.3d 920, 929 (9th Cir.
2009);Applied Equip. Corp. v. Litton Saudi Arabia Lt@ Cal. 4th 503, 516 (1994).

Secondly, as discussed extensively in the Ndwer 2011 Order, the premise of Plaintiffs’
alternative theory that thgersonal information has indepe&m economic value is unsupported
by decisions of other districbarts, which have held that urtharized collection of personal
information does not create an economic Id3se In re iPhone Application LitigNo. 11-MDL-
02250 (N.D. Cal. Sept. 20, 2011n;re Doubleclick, Inc., Privacy Litig 154 F. Supp. 2d 497, 525
(S.D.N.Y. 2001) (holding that un¢horized collection of personaiformation by a third-party is
not “economic loss”)see also In re JetBlue Airways Corp., Privacy LjtR¥9 F. Supp. 2d 299,
327 (E.D.N.Y. 2005) (explaining that airline’s dissure of passenger data to third party in
violation of airline’s privacy policy had no corapsable value). Neither the Amended Complaint
nor Plaintiff's Opposition to the Mmn to Dismiss cite legal or stabry authority to the contrary,
and the Court is unconvinced by tieehnical reports cited by Plaifi§ in support of this theory.
AC 11 44-46.

Furthermore, the Court agrees with Defendaat #ven accepting the Plaintiffs’ theory that
personal information does have independenhecuc value that has been diminished by

Defendant’s alleged breach ardract, this loss in value walihot be a cognizable form of
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contract damages. A basic pringmf contract law is that the@tirpose of contract damages is to
put a plaintiff in the same economic position heslwe would have occupied had the contract bee
fully performed.” Katz v. Dime Sav. Bank, FS82 F. Supp. 250, 255 (W.D.N.Y. 1997).
Plaintiffs have not persuasivedyleged that they “reasonaldypect[ed] that they would be
compensated for the ‘value’ of their personal informatidn.te Jetblue Airways Corp. Privacy
Litig., 379 F. Supp. 2d at 327. Plaintiffs have notgaltethat they, or amyther LinkedIn users,
have been foreclosed from oppuorities to capitalize on évalue of their personal data. Although
Plaintiffs cite to Allow Ltd. as an example afcompany that offers to sell people’s personal
information on their behalf and gives them 70% ef $hle, Plaintiffs do not allege that they have
made any attempt to do so through Allow Ltd. or aimyilar service. In sum, the alleged decreas
in the value of Plaintiffs’ personal information dogot constitute cognizable contract damages fq
the purposes of a breaochcontract claim.

In their Opposition, Plaintiffs do not address any of Defendant’s substantive argument
this issue of contract damages. They simplilega that Plaintiffs entered into a contract with
Defendant, Defendant breached the contract, aréftire “Plaintiffs arentitled to contractual
damages.” Opp’n at 26. However such a conclustatement is insufficient to state a claim for
breach of contractln re Facebook Privacy Litig791 F. Supp. 2d at 71Patent Scaffolding Cp.
256 Cal. App. 2d at 511. Accordingly, Defendantistion to dismiss the breach of contract claim
is GRANTED.

The original complaint included a breach of contract cause of action. Compl. 1 86-92,

Defendant asserted the same arguments in supiptstmotion to dismiss the breach of contract
claim in its initial motion as it now asge in the second motion to dismisSompareMotion to
Dismiss at 21-23, ECF No. 1@th Mot. to Dismiss at 22-23, ECF No. 34. Specifically, in the
original motion, Defendant arguéidat Plaintiff failed to establisappreciable and actual damages
in his breach of contract clainDespite this, Plaintiffs did notlage appreciable or actual damage
in the Amended Complaint.

Moreover, in the November 2011 Order @ourt identified several problems with

Plaintiff's theory of harm. Sgifically, the Court explained th#te theory of economic harm
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advanced by Plaintiff was too abstract anecsgative to support Autle Il standing. Although
Plaintiffs’ Amended Complaint has satisfied thaiée Il standing requirement based on statuton
standing, the issues the Court iniyallientified with respect to theebry of harm also apply to the
breach of contract claim and were not curethemAmended Complaint. Therefore, leave to
amend would likely be futile as the breach of contract claimnd Defendant’s motion to dismiss
is granted with prejudice.

5. Conversion

Plaintiffs’ sixth cause of d@ion alleges that Defendant’s conduct constitutes conversion
under California law. Califorailaw defines conversion astaact of dominion wrongfully
asserted over another’s personal propin denial of or inconsisté with his rights therein.” In re
Bailey, 197 F.3d 997, 1000 (9th Cir. 1999). “The caisuan of another’'groperty without his
knowledge or consent, done intemtally and without justificationral excuse, to the other’s injury,
constitutes a willful and malicious injusyithin the meaning of § 523(a)(6)Ih re Bailey 197
F.3d at 1000 (citingransamerica Comm. Fin. Corp. v. Littlet@42 F.2d 551, 554 (9th Cir.
1994)). To establish conversianplaintiff must show “ownership or right to possession of
property, wrongful disposition of éhproperty right and damageXiremen v. Coher837 F.3d
1024, 1029 (9th Cir. 2003). The court appliesradlpart test to determine whether a property
right exists: “[f]irst, trere must be an interesapable of precise detftion; second, it must be
capable of exclusive possession or control; aird,tthe putative owner nstt have established a
legitimate claim to exclusivity.d. at 1030 Boon Rawd Trading Int’l Co. v. Paleewong Trading
Co., 688 F. Supp. 2d 940, 955 (N.D. Cal. 2010).

Plaintiffs allege that Defenda“unlawfully exercised dominion” over “Plaintiffs’ personal
browsing history and other persally identifiable information — including full name, email
address, mailing address, zip code, telephondrumand credit card number” and that such
information is “valuable property owned by Plaffsti” AC {1 110-111. Plaintiffs’ claim fails to
establish the requisite “property intsteto state a claim for conversioseeOpp’'n at 24-25
(Plaintiffs’ opposition conflates the invasion gpavacy interest (discusseabove), with the

conversion of gropertyinterest). As an initial matter,ighcourt has already rejected a similar
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argument because the weight of authority holds ahplaintiff's “personal information” does not
constitute propertySee, e.gln re iPhone Application Litig ___ F.3d __, Case No. 11-MD-02250;
LHK, 2012 WL 2126351, at *27 (holding that “@enal information” is not property3ee also
Thompson v. Home Depot, Inblg. 07¢cv1058 IEG, 2007 WL 2746603, at *3 (S.D. Cal. Sept. 18
2007);In re Facebook Privacy Litig 791 F. Supp. 2d at 715.

Additionally, although Plaintiffsliege that “personally identdible information — including
full name, email address, mailing address, zigectelephone number, and credit card number”
was disclosed to third parties, these statenametsiot supported by the faat allegations in the
Amended Complaint. Indeed, the factual gditons only establish disclosure of limited
information. This information includes the Lidtin user identificationumber, the URL of the
viewed LinkedIn profile pagesnd allegedly the subsequent Lidke browser history. Plaintiffs
do not have a property interesttire information disclosed to thliparties. For one, the LinkedIn
user identification number generateglLinkedInis not property over which Plaintiffs have
“established a legitimate claim to exclusivityKremen 337 F.3d at 1030. Similarly, information
such as what LinkedIn profile pages are viewea loger is not “capable of exclusive possession
control.” Id.

Finally, Plaintiffs have failed to establise requisite claim for damages necessary to
establish a claim for conversioKremen 337 F.3d at 1029. As explained in the November 2011
Order and as described above, “Lbas failed to allege how he svéoreclosed from capitalizing
on the value of his personal data or how he ‘d@grived of the economic value of [his] personal
information simply because [his] unspecified personal information was purportedly collected |
third party.” November 2011 Order at 7 (citihgCourt v. Specific Media, IncNo. SACV10-
1256-GW(JCGx), 2011 WL 1661532 at *5 (C.D. Cal. Apr. 28, 2011)). The Amended Compla
fails to cure this deficiencyna therefore, Plaintiffs have nestablished a necessary element of
their claim for conversion. Accarthly, Defendant’s motion to disss Plaintiffs’ sixth cause of
action is GRANTED.

The original complaint also includecckaim for conversion. Compl. 1 108-111.

Defendant asserted the same arguments in itglimbtion to dismiss as it asserts in the second
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motion to dismiss.CompareMotion to Dismiss at 23-24, ECF No. &#th Mot. to Dismiss at 23-
24, ECF No. 34. In the original motion to dissithe conversion claim, Defendant argued that
Plaintiffs failed to establish a property intergsthe personal information transmitted to third
parties and resulting damages in order teestatlaim for conversion. Despite this notice,
Plaintiffs did not cure these fiets in the Amended Complaint. Therefore, leave to amend
Plaintiffs’ claim for conversion would likely biaitile, and Defendant’s motion to dismiss is
granted with prejudice.

6. Unjust Enrichment

Plaintiffs’ seventh cause of taan against Defendant is fanjust enrichment. AC 1 113-
121. Plaintiffs’ opposition failed to address thgaim for unjust enrichmd. Accordingly, the
Court deems this claim abandonegke In re TFT-LCD Antitrust Litig586 F. Supp. 2d 1109,
1131 (N.D. Cal. 2008).

Moreover, California does not recognizetand-alone cause of action for unjust
enrichment: “[u]njust enrichment is notause of action, just restitution claim.”Hill v. Roll Int'l
Corp., 195 Cal. App. 4th 1295, 1307 (201agcord Levine v. Blue Shield of G&l89 Cal. App.
4th 1117, 1138 (2010Melchior v. New Line Prods., Incl06 Cal. App. 4th 779, 793 (2003);
Durell v. Sharp Healthcarel83 Cal. App. 4th 1350, 1370 (2010). Both this Court, as well as of
federal district courts, have previously deteraihat “there is no cause of action for unjust
enrichment under California law.Fraley v. Facebogk830 F. Supp. 2d 785, 2011 WL 6303898,
at *23 (N.D. Cal. 2011)accord Ferrington v. McAfee, IndNo. 10-cv-01455-LHK, 2010 WL
3910169, at *17 (N.D. Cal. 201(ee also Robinson v. HSBC Bank U%22 F. Supp. 2d 976,
987 (N.D. Cal. 2010) (lllston, J.) (dismissing wgtejudice plaintiffs’ unjist enrichment claim
brought in connection with claims of misappriagion and violation of the UCL because unjust
enrichment does not exist astand-alone cause of actio®pecific Media, In¢ 2011 WL
1661532 at *8 (dismissing unjust enrichment claim because it “cannot serve as an independe
cause of action”)in re DirecTV Early Cancellation Litig 738 F. Supp. 2d 1062, 1091-92 (C.D.
Cal. 2010) (same). Thus, Plaintiffs’ unjestrichment claim doasot properly state an

independent cause of action and must be dismisSed.Levingl89 Cal. App. 4th at 1138.
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Accordingly, Defendant’s motion to dismiss PliEifs’ seventh cause of action is GRANTED.
Because this claim is not i@gnized in California as a mattef law, Defendant’s motion to
dismiss is granted with prejudice.

7. Negligence

Plaintiffs’ eighth cause of actn is a claim for negligence aigst Defendant. The elements
of negligence under California law are: “(degal dutyto use due care; (b)seachof such legal
duty; [and] (c) the breach as theximate or legal causef the resulting injury.”Evan F. v.
Hughson United Methodist Churc8 Cal. App. 4th 828, 834 (1992) (itdiin original). Plaintiffs
allege that “LinkedIn owed a duto Plaintiffs and Class members to comply with its stated
privacy policy and terms of sepg, and to protect its users’ imfeation from disclosure to or
access by unauthorized third parties.” AC  123.nkfts allege that LinkdIn breached that duty
by allowing disclosure of LinkedIn IDs to tdiparties and allowing access to users’ LinkedIn
profile pages. AC  124.

Even assuming that LinkedIn owes an affitime duty not to discke the LinkedIn user
identification numbers, or to althird parties access to users’ Lawkn profile pages, Plaintiffs
have not alleged an “appreciabt@nspeculative, present injurySee Aas v. Super. C24 Cal.
4th 627, 646 (200Quperceded by statute on other groundstaged in Rosen v. State Farm Gen.
Ins. Ca, 30 Cal. 4th 1070, 1079-80 (2003). Plaintiffege that “LinkedIn’s negligent actions
directly and proximately causé@daintiffs and Class members harm.” AC § 125. Beyond this
allegation, Plaintiffs have not identified what tlag@preciable, nonspeculativeresent injury” is.
Indeed, as explained above, the Amended Contghils to allege how either Plaintiff was
foreclosed from capitalizing on the value of pegsonal data. Moreorelthough Plaintiffs
theorize that third parties could de-anonymize dai, it is not clear thainyone has actually done
so, or what information, precisely, these thpadties have obtained. Therefore, Defendant’s
motion to dismiss the eighth causeacfion for negligence is GRANTED.

The original complaint didot include a claim for ndigence. Although a claim for
negligence was not addressed i@ November 2011 Order, the Courgssoningin dismissing

the original complaint put Plaifits on notice that they had to aiate a nonspeculative theory of
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actual harm in the Amended Complaint. In the November 2011 Order, the Court found that
Plaintiff’'s original complaint failed to estabfisyarm under Article Ill sinding. Specifically, the
Court explained that Plaintiff's theory of emaial harm was deficient because “Plaintiff has not
alleged that his browsing histgwith embarrassing details ofsipersonal browsing patterns, was
actually linked to his identity by LinkedIn” and that “Plaintiff's allegation that his sensitive
information may be transmitted via his browsestdmy is too theoreti¢tA November 2011 Order
at 4-5. Similarly, the Court explained that Plairtiffiled to allege facts that demonstrate that he
was economically harmed by LinkedIn’s practices” Hrat that Plaintiff “faled to allege how he
was foreclosed from capitalizing on the value ofgessonal data or how Iveas ‘deprived of the
economic value of [his] personal informatisimply because [his] unspecified personal
information was purportedly dected by a third party.1d. at 7 (citingSpecific Media2011 WL
1661532 at *5).

Although the Amended Complaiahd opposition to #tnsecond motion tdismiss clarified
that Plaintiffs have statutory sw@ing in this case, Plaintiffs #thave not established a cognizable
theory of appreciable, nonspeculative injury toestatlaim for negligence. Given that Plaintiffs
were on notice of this Court’s cogrtis regarding the theory of haand failed to cure the defects
in the Amended Complaint, it appears that &eavamend would likely be futile. Accordingly,
Defendant’s motion to dismiss the neginge claim is granted with prejudice.

C. L eave to Amend

In order to determine whether leave to amsiould be granted, the Court must consider
“undue delay, bad faith or dilatory motive on thetjd the movant, repeated failure to cure
deficiencies by amendments previously allowed, unptegudice to the oppoxy party by virtue of
allowance of the amendment, [aridiility of amendment, etc.””’Eminence Capital, LLC v.
Aspeon, InG.316 F.3d 1048, 1051-52 (9th Cir. 2003) (quotimgman v. Davis371 U.S. 178, 182
(1962)). Leave to amend need not be granteslfevboing so would be an exercise in futilifee
Nordyke v. King644 F.3d 776, 788 n.12 (9th Cir. 2011) (leave to amend). “A district court ma
deny a plaintiff leave to amend if it determineatthllegation of other facts consistent with the

challenged pleading could not possibly curedbgciency, or if the plaintiff had several
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opportunities to amend its complaint and egpdly failed to cureleficiencies.” Telesaurus VPC,
LLC v. Powey 623 F.3d 998, 1003 (9th Cir. 2010) (citeus and quotation marks omitted).
All of the asserted claims in the Amendedh@aint, with the exception of Plaintiffs’

claim for negligence, were raised in the origioaplaint. As explained above, with respect to

each cause of action, Plaintiffs’ claims are disnissghout leave to amend either (1) because the

claim is legally defective, (2) because Defendant raised the same issue in the initial motion to
dismiss which Plaintiff failed to cure in the Amded Complaint, and/or (®ecause the Plaintiff
failed to cure deficiencies regamg Plaintiff’'s theory of harm aslentified in the November 2011
Order.

In the first category of claims, the Court finthat Plaintiffs’ SCA claim and the claim for
unjust enrichment are legally feéetive and cannot be cured byeamiment. As explained above,
these claims fail because the theory upon which the claims are based are legally defective.

In the second category of claims, the Courtl§ that Plaintiffs’ claims if invasion of
privacy, breach of contract, vagion of the FAL, and conversion are dismissed with prejudice
because any amendment would likely be futile. Defendant’s first motion to dismiss placed
Plaintiffs on notice regarding thefagencies of these claims in the complaint, and Plaintiffs faile
to cure the defects in the Amended Complaint.

Finally, in the third category, the Court fintdh&t amendment of Plaintiffs’ breach of
contract, conversion and negligence claims would be futile because each claim fails to establ
cognizable harm and to cure the deficienalestified in the November 2011 Order.

For the foregoing reasons, the Court finds bave to amend would be futile as to each o
the claims in the Amended Complaint. Therefddefendant’s motion to dismiss for failure to
state a claim is granted with prejudice.

[II.  CONCLUSION

For the foregoing reasons the Defendant’sibfoto Dismiss is DENIED in part and
GRANTED in part.

Defendant’s motion to dismiss for lack of Article 11l standing is DENIED.

Defendant’s motion to disss Plaintiff's SCA claim i$SRANTED, with prejudice.
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Defendant’s motion to dismig3aintiff's invasion of priacy claim under the California
Constitution is GRANTED, with prejudice.

Defendant’s motion to disrss Plaintiff's common lawnivasion of privacy claim is
GRANTED, with prejudice.

Defendant’s motion to disrss Plaintiff's FAL claim iSGRANTED, with prejudice.

Defendant’s motion to dismiss Plaintiff'sdach of contract clai is GRANTED, with
prejudice.

Defendant’s motion to dismig3aintiff's conversion clains GRANTED, with prejudice.

Defendant’s motion to dismes Plaintiff's unjust enrichnme claim is GRANTED, with
prejudice.

Defendant’s motion to dismig3aintiff's negligence claim is GRANTED, with prejudice.

The Clerk shall close the file.
IT1SSO ORDERED.
Dated:July 12,2011

United States District Judge
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