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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA
SAN JOSE DIVISION

INCORP SERVICES, INC., a Nevada
corporation,

Case No.: C 11-4660 PSG

)
)
) ORDER GRANTING PLAINTIFF'S
Raintiff, ) EXPARTE MOTION FOR
V. ) ADMINISTRATIVE RELIEF TO
) TAKE EXPEDITED DISCOVERY
DOES 1-10, inclusive, )
)  (Re: Docket No. 7)
Defendants. )

On September 20, 2011, Plaintiff Incorp Servites, (“Incorp”) filed a complaint against
ten Doe defendants (“Defendants”) who Incorp claage perpetrated “click fraud” on its online
advertising business in violatiarf federal and state law. Inconew moves for administrative
relief from the initial disclosure and confecerrequirements imposed by the Federal Rules of
Civil Procedure and Civil Local Rules. Incorp seékave so that it may take early discovery to
identify Defendants and proceed with servicaasordance with Fed. R. Civ. P. 4. The court has
reviewed Incorp’s complaint anghpers in support of its motioRor the reasons set forth herein,

the court hereby GRANTS Incorp’s motion.
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|. BACKGROUND

Incorp is a Nevada corporation that prog@®mpany formation and registration services.
It invests heavily in onlingpay-per-click advertisin§lt uses the servicesf another company,
Innovative Software Design, Inc. (“Innovative”) to design, maintain, and monitor Incorp’s pay-
click advertising campaigrfs.

Incorp alleges that in May 2010, f2edants initiated a “click-fraud’campaign against
Incorp, whereby they repeatedly clicked on Incorp’s advertisements — often once or multiple t
per day — with no intention of purchasing Incorp’s prodfigts.a result, Incorp suffered depletion
of its advertising budget, causing Incorp’s aubt to appear arallowing other online
advertisements to obtain a more prominent positisearch engine ressltincorp and Innovative
utilized click fraud detection software and log dil® record the time @nd source of the clicks,
including internet protocol (“IP"addresses associated with dieks. Incorp has narrowed the
greatest number of fraudulent clidkstwo IP addresses, both seaddiy the same internet service
provider (“ISP”)? Incorp nevertheless has not been ablielentify definitively the particular
person(s) responsible for these clicks.

Incorp brings this action under the Computer Fraud and Abuse Act, 18 §.8)30, and
also alleges several commomland state consumer law causes of action. On October 6, 2011,

Incorp filed the instant, ex-parte motion for edjped discovery. Incorp s&s to serve a subpoena

! See Docket No. 191 1, 10, 13, 14 (Compl.).

2 See Docket No. 811 2, 3 (Berger Decl.).

% Incorp defines “click fraud” as an “industry tettmt refers to the situation where a person
imitates a legitimate Internet user and clicks on a sponsored ad for the purpose imposing [sic
cost-per-click on the advertiser, without havimy actual interest in thedvertiser’s goods or
services.” Docket No. 1 22.

* Seeid. 1111 27-34.

> Seeid. 19 26, 32; Docket No. 81 6-8.
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on Cox Communications, Inc. (“Cox”), the ISP ideietif as owner of the susgt IP addresses, in
order to obtain the identifying inforrtian regarding the teaccounts at issie.
II. DISCUSSION

As a general rule, discovery takes plandy after the defendants have been sefvextcept
when authorized by the court pursuant to another exception, Fed. R. Cin26¥d)(1) requires the
parties to meet and confer, in accordance wé. R. Civ. P. 26(f), priao seeking discovery
“from any source.”

Courts in this circuit have granted limitegception to the requirements imposed by Fed.
Civ. P. 26(d)(1) and 26(f) in ordé&io permit the plaintiff to learthe identifying facts necessary to
permit service on the defendafitThis is so “unless it is cleshat discovery would not uncover
the identities, or that the complaint would be dismissed on other groumts.party seeking
expedited discovery must establish good cause for the discovery sought. “Good cause may b
found where the need for expediidcovery, in consideration tthe administration of justice,
outweighs the prejudice tbe responding party® Certain safeguards may help the court assess
discovery request in light ofiligood cause standard. Theseudel whether the moving party has
(1) identified the deferaht with enough specificity to allow for a determination of whether
defendant is a real person or entity who can lee sufederal court, (2ecounted the steps taken
to locate the defendant, (3) demonstrated the claoukl survive a motion to dismiss, and (4) file

a discovery request with the coand identified the persons whaght be served and for which

® See Docket No. 7 at 5 (PI.’Mot. For Expedited Discov.).
’ See Columbia Ins. Co. v. SeesCandy.com, 185 F.R.D. 573, 577 (N.D. Cal. 1999).
® Seeid.

9 See Wakefield v. Thompson, 177 F.3d 1160, 1163 (9th Cir. 1999) (quotiBitjespie v. Civiletti,
629 F.2d 637, 642 (9th Cir. 1980)).

10 See Semiitooal, Inc. v. Tokyo Electron Am,, Inc., 208 F.R.D. 273, 276 (N.D. Cal. 2002).
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there is “a reasonable likelihood that the discoyepcess will lead to identifying information
about defendant that would make service of process possible.”

The court is satisfied that Incorp has actetulfiillment of these safeguards. By tracking
the clicks over the course séveral weeks and narrowing a subs#d portion of the activity to
only two IP addresses — both owned by the s&@®/e- Incorp has provided sufficient information
to indicate that the responsilparties are “real person(s)” who may be sued in federal tourt.
Incorp also has demonstrated thabik reasonable steps to identify DefendahBecause
information pertaining to the assignee of andHrass is maintained by the third-party ISP, the
only way in which Incorp is able to identify defimely the parties assoced with the suspect IP
addresses is by subpoena to the ISP.

Incorp has properly pled the elements of eaclseaf action in its complaint, such that it
“could survive a motion to dismis$”or a challenge on gunds of misjoindel> In order to
maintain the action against multiple defendantsoip must demonstrate that the claims against
the Doe Defendants “aris[e] out of the same tatisn, occurrence, or series of closely related
transactions® In a declaration supporting Incorpi®tion, Innovative President Rick Berger
explains that upon analyzing the data and narrowisignificant portion ofhe alleged click fraud

to two IP addresses owned by #ane ISP, one can reasonably ¢ade that the fraud “originated

1 See Seescandy.com, 185 F.R.D. at 578-80.

12 see Docket No. 81 8 (“[O]nly a real person or entity could orchestrate a systematic campaig
repeatedly click on Incorp’s ads over twurse of weeks from a single source.”).

13 seeid. at 11 4, 10 (describing steps taken to lod@&fendants, including: analysis of data
collected by Incorp’s advertising servicesc&r2010, identification dfvo unique IP addresses
largely responsible for the frauduit clicks, and confirmation thabne of the clicks associated
with the two IP addressessulted in purchases).

14 See Seescandy.com, 185 F.R.D. at 579Gillespie, 629 F.2d at 642.

15 Although an action may not be dismissed fosjoinder, the court may drop improperly-joined
parties at any timesee Fed. R. Civ. P. 21.

18 See Fed. R. Civ. P. 20(a)(2)(A).

Case No.: 11-4660 PSG
ORDER

nto




United States District Court
For the Northern District of California

© 00 N o o b~ w N Pk

N N N N N DN DN NN R R R R R R R R Rp R
0o N o 0N WN P O ©OW 0o N O 0N WwN B O

from a single source.” While the couecognizes the limited naturetbis ex parte presentation as
well as the limited information available to Incotipe court finds that the facts alleged adequatel
support Incorp’s conclusiot.

Incorp has identified Cox as the subjecitefproposed discovery and filed the subpoena
that it seeks to serné The proposed subpoena would order @odisclose “information sufficient
to identify the user data and acmt holder” for the two IP addsses, including name, address,
phone numbers, and email addresses associated with’¢eappears reasonably likely that the
discovery process will lead to identifying imfoation to make service of process possible.

In sum, Incorp has shown sufficient need fa tbquested discovery aonsideration of the
administration of justice. The burden on anéjpdice to Cox, as the responding party, from
providing the requested discovery is minimal beestlne proposed discovery implicates only two
IP addresses and seeks the limited subscribemiatton associated with those two accounts. An
prejudice to the subsceb(s) of the subject IP addresses adimited by the narrow scope of

identifying information to be provided and by fm@cedural protectiondfarded them by required

" The court does not find the same infirmities here that have prompted the severance of all b
Doe defendant in several recent cases beforedhid. In those cases, plaintiffs have brought
copyright infringement claims against a largenber of unrelated Doe defendants connected by
nothing more than their alleged participatiommonline peer-to-peer “swarm” that allowed for
illegal downloading and distribwn of plaintiffs’ copyrighted ntarial. The court found this
allegation to be insufficient to sast joinder under Fed. R. Civ. P. Z&e, e.g., Diabolic Video
Productions, Inc. v. Does 1-2099, No. 5:10-cv-5865-PSG, Amendi©rder Granting-In-Part
Motion for Leave to Take Limited Discoveryi®rto Rule 26(f) Cordrence (Docket No. 16).

18 See Docket No. 9, Ex. A (Burgoyne Decl.).
Y seeid.

29 The court is well aware thatelrelationship between accused actiliitked to an IP address and
subscriber information associated with that dldrass is imperfect at §ie “Reasonably likely” to
lead to identifying information #t would make service of procgssssible is not the same as
information that would make service of procpsgper. Incorp remains obligated under Fed. R.
Civ. P. 11 to assess whether the ISP subscriketiféd in response toéhsubpoena is also the
person alleged to have committed the fraudulerst &tould Incorp find itself unable to name and
serve Defendants after receiving ttiscovery requested hereslitould bear in mind that any
requests for further expedited and intrusive disgpwell be considered with these limitations in
mind.
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notice of the pending Rule 45 subpoéh&uch limited exposure to prejudice does not outweigh
Incorp’s right to initiate the process idress for the harm allegedly committed.
[ll. CONCLUSION

IT IS HEREBY ORDERED that Incorp’s motidar administrative relieto take expedited
discovery is GRANTED.

Itis FURTHER ORDERED that Incorp is datrized to issue andrse& a Rule 45 subpoena
on Cox Communications for the limited purpos®bfaining information sufficient to identify the
names and locations of Defendant(s). Incorp’s celustsall issue its subpoa in substantially the
same form as the example attachetheDeclaration of Henry M. Burgoyriéand shall include a
copy of this order.

IT IS FURTHER ORDERED that Cox will have thirty (30) days from the date of serviceg
upon it to serve the Doe Defendahtfsth a copy of the subpoeaad a copy of this order. Cox
may serve Defendant(s) using any reasonable means, including written notice sent to the lasf
known address, transmitted either by firstsslanail or via overnight service. Cox and the
Defendant(s) each shall have thirty (30) days ftieendate of service to file any motions in this
court contesting the subpoena (uding a motion to quash or modify the subpoena). If that 30-
day period lapses without Defendant(s) or Comtesting the subpoena, Cox shall have ten (10)
days to produce to Incorp the infieation responsive to the subpoena.

IT IS FURTHER ORDERED thatox shall not assess any chatgéncorp in advance of
providing the information requested in the subpo&teuld Cox elects to charge for the costs of
production, it shall provide a billing summary and cost report thaésexy a basis for such billing

summary and any costs claimed by Cox.

%1 See 10 Group, Inc. v. Does 1-65, No. 10-4377 SC, 2010 WL 4055667, at *2 (N.D. Cal. Oct. 15|
2010).

22 see Docket No. 9, Ex. A.
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IT IS FURTHER ORDEREDRhat Cox shall preserve all subpoenaed information pendin
delivery of such information to Incorp or thadi resolution of a timely filed and granted motion
to quash the subpoena witlspect to such information.

IT IS FURTHER ORDERED that any informati disclosed to Incorp in response to a
subpoena may be used by Incorp solely forpilmgose of protecting itsghts under the Computer

Fraud and Abuse Act, 18 U.S.§£1030 and other claimsserted in this action.
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Dated: 11/9/2011
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Pl S A

PAUL S.GREWAL
United States Magistrate Judge




