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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA
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In Re iPhone/iPad Application Consumer Case No. 5:11-md-02250-LHK

Privacy Litigation DECLARATION OF DEBORAH
KRAVITZ IN SUPPORT OF
PLAINTIFFS’ OPPOSITION TO
DEFENDANTS’ MOTIONS TO DISMISS

Hearing Date:  May 3, 2012

Time: 1:30 PM
Courtroom: 8, 4th Floor
Judge: Hon. Lucy H. Koh
I, Deborah Kravitz, declare as follows:
1. I am an attorney licensed to practice law in all Courts in the State of California.

I am Senior Counsel with KamberLaw, LLP, attorneys for Plaintiffs.

2. I have personal knowledge of the information contained herein, and that the
exhibits referenced herein, which are attached to this declaration, are true and correct copies
of the documents they purport to be.

3. I submit this declaration in support of Plaintiffs’ Opposition to Defendants’
Motions to Dismiss.

4. Attached hereto as Exhibit A is a true and correct copy of the Press Release
from California Attorney General Kamala D. Harris, dated February 22, 2010 (Attorney
General Kamala D. Harris Secures Global Privacy Agreement to Strengthen Privacy

Protections for Users of Mobile Applications).

1
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Plaintiffs’ Response to Defendants’ Motions to Dismiss
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5. Attached hereto as Exhibit B is a true and correct copy of the Responsive
Comment of Apple, Inc., In the matter of Exemption to Prohibition on Circumvention of
Copyright Protection for Access Control Technologies, Docket No. RM-2008-8 (U.S.
Copyright Office (Dec. 1, 2008).

6. Attached hereto as Exhibit C is a true and correct copy of the Order Denying
Motion to Dismiss in the matter titled, Kowalsky v. Hewlett-Packard Company; case no. 10-
CV-02176-LHK (Judge Koh on August 10, 2011).

7. Attached hereto as Exhibit D is a true and correct copy of FTC Commissioner
Julie Brill’s Speech at Fordham University School of Law, dated March 2, 2012, entitled “Big
Data, Big Issues,” which can be found at
http://ftc.gov/speeches/brill/120228fordhamlawschool.pdf.

I declare under penalty of perjury under the laws of the State of California that the

foregoing is true and correct.

Date: March 8, 2012 By: _ s/Deborah Kravitz
Deborah Kravitz

Declaration of Deborah Kravitz in Support of
Plaintiffs’ Response to Defendants’ Motions to Dismiss
Case No. 5:11-md-02250-LHK
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News & Alerts - California Dept. of Justice - Office of the Attorney General http://ag.ca.gov/newsalerts/print_release.php?id=2630

State of California ~ Department of Justice

OFFICE ofthe ATTORNEY GENERAL
Kamara D, HARRIS

News Release

February 22, 2012

FOR IMMEDIATE RELEASE
Contact: (415) 703-5837

Attorney General Kamala D. Harris Secures Global Agreement to
Strengthen Privacy Protections for Users of Mobile Applications

SAN FRANCISCO - Attorney General Kamala D. Harris today announced an agreement committing the leading
operators of mobile application platforms to improve privacy protections for millions of consumers around the globe
who access the Internet through applications ("apps") on their smartphones, tablets and other mobile devices.

Attorney General Harris forged the agreement with six companies whose platforms comprise the majority of the mobile
apps market: Amazon, Apple, Google, Hewlett-Packard, Microsoft and Research In Motion. These platforms have
agreed to privacy principles designed to bring the industry in line with a California law requiring mobile apps that collect
personal information to have a privacy policy. The majority of mobile apps sold today do not contain a privacy policy.

"Your personal privacy should not be the cost of using mobile apps, but all too often it is," said Attorney General Harris.

"This agreement strengthens the privacy protections of California consumers and of millions of people around the
globe who use mobile apps," Attorney General Harris continued. "By ensuring that mobile apps have privacy policies,
we create more transparency and give mobile users more informed control over who accesses their personal
information and how it is used."

Privacy policies are an important safeguard for consumers. Privacy policies promote transparency in how companies
collect, use and share personal information. The agreement with the platforms is designed to ensure that mobile apps
comply with the California Online Privacy Protection Act. The Act requires operators of commercial web sites and
online services, including mobile apps, who collect personally identifiable information about Californians to
conspicuously post a privacy policy.

This agreement will allow consumers the opportunity to review an app's privacy policy before they download the app
rather than after, and will offer consumers a consistent location for an app's privacy policy on the application-download
screen. If developers do not comply with their stated privacy policies, they can be prosecuted under California's Unfair
Competition Law and/or False Advertising Law.

The agreement further commits the platforms to educate developers about their obligations to respect consumer
privacy and to disclose to consumers what private information they collect, how they use the information, and with
whom they share it. The platforms will also work to improve compliance with privacy laws by giving users tools to report
non-compliant apps and committing companies to implement processes to respond to these reports.

In six months, Attorney General Harris will convene the mobile application platforms to assess privacy in the mobile
space.

There are more than 50,000 individual developers who have created the mobile apps currently available for download
on the leading platforms. There are nearly 600,000 applications for sale in the Apple App Store alone, and another

400,000 for sale in Google's Android Market. These apps have been downloaded more than 35 billion times.

These figures are expected to grow. An estimated 98 billion mobile applications will be downloaded by 2015, and the
$6.8 billion market for mobile applications is expected to grow to $25 billion within four years.
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News & Alerts - California Dept. of Justice - Office of the Attorney General http://ag.ca.gov/newsalerts/print_release.php?id=2630

The rapid growth and expansion in the mobile market exposes consumers to a wide variety of privacy invasions.
Smartphones are often on and tethered to their user, transmitting rich data to the app developers. Users of mobile
devices are vulnerable to privacy intrusion and abuse by numerous entities, app developers, analytic services and
advertising networks. These entities could have access to sensitive information, including a user's location, contacts,
identity, messages and photos. Without a privacy policy, what companies do with the personal data they collect is
largely invisible to consumers.

It is estimated that a majority of the mobile apps currently available for download through the platforms do not include
even the most basic privacy protection: a privacy policy setting forth how personal data is collected, used and shared.
One recent study found that only 5 percent of all mobile apps have a privacy policy.

A recent report by the Federal Trade Commission (FTC), Mobile Apps are Disappointing, evaluated the lack of privacy
information available to parents before downloading mobile apps for their children. The FTC report recommended that
mobile apps platforms do more to help parents and kids by providing a consistent means for app developers to
display information about their privacy practices. The FTC specifically recommended that the platforms provide a
designated space for developers to disclose their information in the app stores and markets and that the platforms
improve enforcement of requirements for app developers to disclose the private data they collect.

Attorney General Harris, in August, 2011, convened Amazon, Apple, Google, Hewlett-Packard, Microsoft and
Research In Motion as the most direct way to improve compliance with California law requiring that mobile apps have
privacy policies. The platforms have committed to these principles today and are now working to implement them.

"California has a unique commitment to protecting the privacy of our residents. Our constitution directly guarantees a
right to privacy, and we will defend it," added Attorney General Harris. "Forging this common statement of mobile
privacy principles shows the power of collaboration -- among government, industry and consumers -- to create
solutions to problems no one group can tackle alone."

Last year, Attorney General Harris also established an eCrime Unit to prosecute identity theft, data intrusions, and
crimes involving the use of technology.

#H##
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Before the
U.S. COPYRIGHT OFFICE
LIBRARY OF CONGRESS

In the matter of Exemption to Prohibition on Circumvention
of Copyright Protection Systems for Access Control Technologies

Docket No. RM 2008-8

Responsive Comment of Apple Inc.
In Opposition to Proposed Exemption 5A and 11A (Class #1)

Submitted on behalf of Apple Inc. by:
David L. Hayes

Fenwick & West LLP

555 California St., 12" Floor

San Francisco, CA 94104

(Outside counsel to Apple Inc.)

. SUMMARY OF OPPOSITION

Pursuant to the Copyright Office’s notice in the Federal Register of December 29, 2008
soliciting responsive written comments on classes of works proposed for exemption from the
prohibition against circumvention of technological measures that control access to copyrighted
works in connection with the triennial rulemaking proceeding announced on October 6, 2008,
Apple Inc. submits this responsive comment in opposition to proposed Class #1 contained in
proposed exemptions labeled 5A and 11A® submitted by the Electronic Frontier Foundation
(EFF) in the following form:

Proposed Class #1: Computer programs that enable wireless telephone handsets
to execute lawfully obtained software applications, where circumvention is
accomplished for the sole purpose of enabling interoperability of such
applications with computer programs on the telephone handset.

! Notice of Rulemaking for Exemption to Prohibition on Circumvention of Copyright Protection
Systems for Access Control Technologies, 73 Fed. Reg. 79,425 (Dec. 29, 2008).

2 Notice of Inquiry of Exemption to Prohibition on Circumvention of Copyright Protection
Systems for Access Control Technologies, 73 Fed. Reg. 58,073 (Oct. 6, 2008).

% Apple’s election not to submit responsive comments with respect to other proposed
exemptions in this triennial rulemaking proceeding should not be construed as an indication that
Apple either supports or opposes such proposed exemptions.
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The computer programs referenced in the proposed Class #1 are colloquially referred to
as “jailbreaking” software because they “break” (i.e., circumvent) technological protection
measures surrounding the firmware contained on telephone handsets. Handsets to which such
circumvention acts have been applied are referred to as “jailbroken” phones.

Apple is opposed to the proposed Class #1 exemption because it will destroy the
technological protection of Apple’s key copyrighted computer programs in the iPhone™ device
itself and of copyrighted content owned by Apple that plays on the iPhone, resulting in copyright
infringement, potential damage to the device and other potential harmful physical effects,
adverse effects on the functioning of the device, and breach of contract. The proponents of the
exemption have also not satisfied their burden of proof of showing harm to non-infringing uses
of the copyrighted works protected by the technological protection measures on the iPhone. In
addition, because Congress has already explicitly addressed circumvention for interoperability in
Section 1201(f) of the Digital Millennium Copyright Act (DMCA),* the Copyright Office should
not create interoperability exemptions outside that statutory structure, at least without a clear
showing of specific and significant harm, which has not been put forth here.

1. INTRODUCTION AND BACKGROUND
A The Proposed Exemption in Context

Although EFF’s proposed exemption is phrased in the obligatory language about a class
of works, its arguments really amount to an attack on Apple’s particular business choices with
respect to the design of the iPhone mobile computing platform and the strategy for delivering
applications software for the iPhone through the iPhone App Store. Much of EFF’s arguments
are based on issues that do not have relevance to a DMCA exemption, such as how Apple is
compensated for distributing iPhone-compatible applications. EFF apparently desires to use the
rulemaking process to alter Apple’s business practices by negating DMCA protection for
technologies that interfere with what EFF seems to assume would be a more socially desirable
business model that is more “open.” Specifically, it seeks through the proposed exemption to
clear the path for those who would hack the iPhone’s operating system so that a proprietary
mobile computing platform protected by copyright can be transformed into one on which any
third party application can be run, without taking account of the undesirable consequences that
would ensue from the transformation. EFF’s submission offers no proof that this proposed
transformation would actually increase innovation or investment in creative works, and as this
submission demonstrates, it would not do so.

EFF has picked an ironic target around which to center the arguments in its proposal.’
The combination of the iPhone hardware, the mobile computing platform that its operating

4 17 U.S.C. § 1201 et seq.

> Although the exemption is broadly worded and would cover computer programs that jailbreak
all wireless handsets, the evidence and argument submitted in EFF’s submission to support the
proposed exemption are almost entirely centered around Apple’s iPhone. Accordingly, the
factual support and arguments in this responsive comment will center primarily around Apple’s
iPhone and related applications, not only to illustrate why the EFF’s arguments and support are
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system provides, and the App Store has resulted in a huge success story in the proliferation of
copyrighted creative works — in just seven months, over 15,000 new applications have been
made available through the App Store and over 500 million downloads of such works have taken
place.

Congress did not envision the DMCA exemption process as a forum for economic
restructuring of business models. Instead, Congress set up a focused and limited inquiry —
whether prohibiting circumvention of access controls will in specific instances have a substantial
adverse effect on noninfringing uses of particular classes of works. Here, the uses of the class of
works that would result from the proposed exemption are infringing, namely, the creation of
unauthorized derivative versions of Apple’s copyrighted bootloader and iPhone operating system
software. This fact alone must result in denial of the exemption. The DMCA does not empower
the Copyright Office, nor is it equipped, to consider whether the business practices of a particular
commercial entity are socially optimal from a particular perspective. And even if the Copyright
Office were the proper forum for consideration of such larger economic questions, the EFF has
presented no evidence that would justify its apparent view that a more “open” business model is
always more socially optimal for the creation and use of copyrighted works and consumer
welfare. To the contrary, as this submission will demonstrate, the evidence shows that a business
model in which handsets can be widely jailbroken with the attendant problems that result would
in fact hinder the creation and distribution of creative works for the platform.

B. Background on the iPhone and the App Store

On June 29, 2007, Apple released its long-anticipated iPhone, a product hailed as
revolutionary, unprecedented, and more advanced than any other mobile or “smart” phone then
in the marketplace.® The iPhone presented a breakthrough phone to consumers with a fully
functional web browser, desktop-class email, industry-first visual voicemail, iPod music
functionality, a built-in accelerometer (particularly useful for iPhone applications developers),

flawed, but also to demonstrate the harm that would flow to the particular handset and related
applications that EFF has chosen to focus on to justify the proposed exemption.

® David Pogue, “The iPhone Matches Most of Its Hype,” The New York Times, June 27, 2007,
available at <www.nytimes.com/2007/06/27/technology/circuits/27pogue.html>. Hiawatha
Bray, “Not only cool, but very likely groundbreaking,” The Boston Globe, June 30, 2007,
available at
<www.boston.com/business/personaltech/articles/2007/06/30/not_only_cool_but_very_likely gr
oundbreaking>. Edward C. Baig, “Apple’s iPhone isn’t perfect, but it’s worthy of the hype,”
USA Today, June 27, 2007, available at
<http://www.usatoday.com/tech/columnist/edwardbaig/2007-06-26-iphone-review_N.htm>;
Walter S. Mossberg and Katherine Boehret, “Testing Out the iPhone,” The Wall Street Journal
Online, June 27, 2007, available at
<http://online.wsj.com/article/SB118289311361649057.html>; Connie Guglielmo, “Apple
iPhone Reviewers Say Handset Lives Up to Hype,” Bloomberg.com, June 27, 2007, available at
<http://www.bloomberg.com/apps/news?pid=20601204&sid=aaVRCedJ9IAc>.
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and more — all via a groundbreaking Multi-Touch™ user interface, reported as “the largest and
most beautiful screen ... ever seen on a cell phone[.]”’

The immediate demand for the iPhone on the part of consumers was extraordinary.
Apple sold one million iPhones in just 74 days.? The iPhone was one of the most successful
product introductions in the history of cellular telephony, not only setting sales records but
establishing a new reference point for what consumers demand in a mobile communications
device. Every handset manufacturer is now chasing the iPhone, and the new devices and
associated software such as may be found in and for the BlackBerry Storm™ phone, T-Mobile’s
G1™ phone based on Google’s Android™ operating system, and the Palm Pre™ phone are now
entering the marketplace after Apple’s groundbreaking innovative efforts.

When the iPhone was first introduced, a user could access and utilize web applications,
but the device did not interoperate with any applications software that a consumer might
download from a third party. Apple briefly delayed support for third party applications in order
to safeguard the security, reliability and functionality of the iPhone and its brand-new operating
system, and by extension the consumer’s overall experience with and enjoyment of the phone.
This decision did not dampen overall consumer enthusiasm for the product, and Apple continued
to develop and refine the iPhone technology and maintain and improve its security, reliability
and overall functionality.

After Apple overcame the initial hurdle of successfully launching the iPhone, it turned to
third party applications, using an approach to foster the development of third party applications
that has also been hailed as revolutionary.® In March 2008, Apple introduced its new iPhone
Developer Program and released a software development kit (SDK) containing a rich and
powerful set of application programming interfaces (APIs) and tools enabling independent
software developers to design applications for the iPhone.™® In the first four days after its launch,
there were more than 100,000 downloads of the SDK, a number that ballooned to 250,000 in a
little over three months as iPhone application developers proliferated.* In July 2008, Apple

” Walter S. Mossberg, “BlackJack Beats Out Palm 750, but iPhone May Well Top Both,” The
Wall Street Journal Online, Jan. 11, 2007, available at
<http://online.wsj.com/article/SB116846792028973034.html?mod=mostpophttp://online.wsj.co
m/article/SB116846792028 973034.html?mod=mostpop>; see also “Apple Reinvents the Phone
with iPhone” (Press Release, Apple Inc., Jan. 9, 2007), available at
<www.apple.com/pr/library/2007/01/09 iphone.html>.

& «“Apple Sells One Millionth iPhone” (Press Release, Apple Inc., Sept. 10, 2007), available at
<www.apple.com/pr/library/2007/09/10iphone.html>. By way of comparison, it took almost two
years to reach that milestone for the immensely popular and ubiquitous iPod product. Id.

° Marguerite Reardon, “Apple answers call for iPhone applications,” cNet.com, June 10, 2008,
available at <http://news.cnet.com/8301-10784_3-9964401-7.html>.

10 «Apple Announces iPhone 2.0 Software Beta” (Press Release, Apple Inc., March 6, 2008),
available at <http://www.apple.com/pr/library/2008/03/06iphone.htmi>.

1 “jphone SDK Downloads Top 100,000 (Press Release, Apple Inc., March 12, 2008),
available at <http://www.apple.com/pr/library/2008/03/12iphone.html>; “iPhone SDK
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released its second-generation 3G iPhone and version 2.0 of the iPhone operating software,
which was designed to allow iPhone owners to safely and reliably download third party
applications. At the same time, Apple opened its groundbreaking iPhone App Store —a
centralized repository where developers post, and users seamlessly review, preview and
download thousands of newly created third party applications.

The success of the iPhone App Store has been nothing short of stunning. Opened with
500 applications, the App Store expanded to more than 800 applications within the first few
days, and to 3,000 in two months, of which 90% were priced at under $10 and more than 600
were free.’? These applications were from hundreds (later, thousands) of developers around the
globe, in a variety of categories including games, business, news, sports, health, reference and
travel.® Consumers responded with unprecedented enthusiasm. In the first weekend after
opening, the App Store saw 10 million application downloads.** Within two months, downloads
topped 100 million worldwide.™ In just seven months since it was launched, the App Store now
contains over 15,000 applications, and consumers have made over 500 million downloads.*®

Since the introduction of the 3G iPhone and the App Store, overall consumer response to
the iPhone itself has also increased dramatically. Compared to the 74 days it took to sell 1
million units of the first-generation iPhone, consumers purchased 1 million 3G iPhones in just
three days.'” Similarly, in five quarters of availability, Apple’s first-generation iPhone sold 6.1
million units,'® whereas in the six months since the release of the 3G and corresponding App

Downloads Top 250,000” (Press Release, Apple Inc., June 9, 2008), available at
<http://www.apple.com/pr/library/2008/06/09iphone_sdk.html>.

12 “iPhone 3G On Sale Tomorrow” (Press Release, Apple Inc., July 10, 2008), available at
<http://www.apple.com/pr/library/2008/07/10iphone.html>; “iPhone App Store Downloads Top
10 Million in First Weekend” (Press Release, Apple Inc., July 14, 2008), available at
<http://www.apple.com/pr/library/2008/07/14appstore.html>; “App Store Downloads Top 100
Million Worldwide” (Press Release, Apple Inc., Sept. 9, 2008), available at
<http://www.apple.com/pr/library/2008/09/09appstore.html>.

13 “iPhone 3G On Sale Tomorrow” (Press Release, Apple Inc., July 10, 2008), available at
<http://www.apple.com/pr/library/2008/07/10iphone.html>; see also Jefferson Graham,
“Application developers see iPhone as way to get noticed,” USA Today, Jan. 21, 2009, available
at <http://www.usatoday.com/tech/products/services/2009-01-20-phanfare-Inernet-photos-
iphone_N.htm>.

4 “iPhone App Store Downloads Top 10 Million in First Weekend” (Press Release, Apple Inc.,
July 14, 2008), available at <http://www.apple.com/pr/library/2008/07/14appstore.html>.

15 “App Store Downloads Top 100 Million Worldwide” (Press Release, Apple Inc., Sept. 9,
2008), available at <http://www.apple.com/pr/library/2008/09/09appstore.html>.

16 Jefferson Graham, “Application developers see iPhone as way to get noticed,” USA Today,
January 20, 2009, available at <http://www.usatoday.com/tech/products/services/2009-01-20-
phanfare-Inernet-photos-iphone_N.htm>.

17 «“Apple Sells One Million iPhone 3Gs in First Weekend” (Press Release, Apple Inc., July 14,
2008), available at <http://www.apple.com/pr/library/2008/07/14iphone.html>.

18 «Apple Reports First Quarter Results” (Press Release, Apple Inc., Jan. 21, 2009), available at

<http://www.apple.com/pr/library/2009/01/21results.html>.
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Store, Apple sold 11.3 million 3G iPhones.*® In total, approximately 17.4 million iPhones have
been sold in just over a year and a half, with over two-thirds of those sales coming in the last 6
months, since the opening and proliferation of the App Store.

The iPhone Developer Program and the App Store have played a significant part in the
success of the 3G iPhone. The availability of hundreds, then thousands, and today over 15,000
innovative iPhone applications quickly became a primary differentiator for the iPhone in what
many consider to be the single most crowded and competitive consumer electronics market in the
world. iPhone applications — not the ability to make phone calls — were the primary emphasis of
Apple’s advertising campaign for the 3G iPhone. The App Store created an unprecedented
opportunity for iPhone software developers to meet and conduct business with iPhone users.

Although the App Store is beneficial to Apple, it has clearly been beneficial to developers
and consumers as well, essentially eliminating the principal barrier to commerce: the means for
iPhone developers to find potential customers in a secure and trusted marketplace. As a result,
the cellphone application store was awarded the 2008 “Tech Idea of the Year” by the New York
Times tech writer David Pogue:

The Cellphone App Store. What a concept: an online software catalog, stocked
with thousands of wildly creative, visually stunning, free or cheap new programs
that download directly to your phone, no computer needed. It began with Apple’s
iPhone App Store, then spread to the Google Android Market; the Palm App Store
opened this week and the BlackBerry Store opens in March. ... An app store turns
the smartphone into something completely different: a pocket laptop, a stamp of
individuality, an indispensable companion. It becomes the reason you buy one of
these machines in the first place. And by making room for those 10,000 individual
great ideas — the apps themselves — the cellphone app store takes the trophy as the
Tech Idea of the Year.?

As BusinessWeek recently reported, “Apple has grabbed an early lead in turning the
mobile phone into a high-powered computing device capable of running all kinds of applications.
The average iPhone owner has downloaded at least 15 applications in the past six months. The
average person carrying a phone from Nokia (NOK), Motorola (MOT), or others hasn’t
downloaded a single one, says Nielsen Mobile analyst Nic Covey.”* The success of the iPhone
App Store has spawned a host of “clone” stores for other phones — from the Google Android

¥ 4.

% David Pogue, “Envelope, Please. It’s a Pogie,” The New York Times, Dec. 17, 2008, available
at <www.nytimes.com/2008/12/18/technology/personaltech/18pogue.html>.

21 peter Burrows, “The Apple App Monster,” BusinessWeek, January 15, 2009, available at
<www.businessweek.com/magazine/content/09_04/b4117074590934.htm?chan=top+news_top+
news+index+-+temp_news+%2B+analysis>.
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Market to the Palm App Store and the upcoming Blackberry Store.? This is all a clear example
of dynamic competition, generating extraordinary innovation and consumer benefits.

Of particular significance for purposes of this proceeding, it is apparent that Apple’s
measured but innovative approach to the iPhone product and platform has been a boon to the
creation and advancement of intellectual property, especially iPhone applications software. The
force of Apple’s innovations surrounding the iPhone and the App Store have been such that
leading venture capital firm Kleiner, Perkins, Caufield & Byers launched a $100 million “iFund”
to support and invest in iPhone applications developers. In announcing the fund in March 2008,
Kleiner partner John Doerr stated: “A revolutionary new platform is a rare and prized
opportunity for entrepreneurs, and that’s exactly what Apple has created with iPhone and iPod
touch ... We think several significant new companies will emerge as this new platform evolves,
and the iFund will empower them to realize their full potential.”*

C. Background on Technological Protection Measures in the iPhone
1. How the Technological Protection Measures Work

Ever since the first model, Apple engineers have designed the iPhone to contain
technological protection measures (TPMs) that protect two critical pieces of software resident in
the device that are core to its functioning — the bootloader®* and the operating system (OS). The
bootloader is a small computer program stored in nonvolatile memory (i.e., memory that is not
erased when the power goes off) that is automatically read and executed when power to the
iPhone is turned on. Its principal function is to perform a few initial tests of the hardware, then
to load the OS into the device’s main (volatile) memory for operation. The OS is the core
operating software of the iPhone. It is responsible for handling the details of the operation of the
device’s hardware and for management and coordination of activities and operations that are
necessary for the making and receiving of phone calls and for application programs (such as
email and calendar) to execute on the device. Apple owns the copyrights in both the bootloader
and the OS.

The OS is the key operational component of the iPhone and offers a number of functions
or services to application programs and users. Application programs access these functions and
services through “application programming interfaces” (APIs) or system calls. By invoking
these APIs and system calls, an application program can request a service from the OS (such as
reading or writing data), pass parameters, and receive the results of an operation. Users may also

22 Olga Kharif, “App Stores: Microsoft, Google Follow Apple,” BusinessWeek, Sept. 5, 2008
available at <http://www.businessweek.com/technology/content/sep2008/
tc2008095_539146.htm>.

28 “Kleiner Perkins Caufield & Byers Launches $100 Million iFund for iPhone Application
Developers” (Press Release, Kleiner Perkins Caufield & Byers, March 6, 2008), available at
<www.kpcb.com/initiatives/ifund/pressrelease.htmi>.

%% In the iPhone Software License Agreement that governs the use of the software on the iPhone,
the bootloader is referred to as the “Boot ROM code.” Apple iPhone Software License
Agreement, 81, available at <http://images.apple.com/legal/sla/docs/iphone.pdf>.
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interact with the OS using the device’s graphical user interface (GUI), which is generally
considered to be part of the OS itself. The iPhone OS is based on Apple’s Mac OS X™
operating system (the OS used in Apple’s Mac™ line of computers). It was designed not just to
enable the making of phone calls, but specifically to provide a rich mobile computing platform
so that Apple, applications developers and iPhone users could all benefit from a very wide range
of functionality. In that respect, the significance of the iPhone OS to Apple’s entry and long-
term product strategy cannot be overstated. The platform provided by the OS has created
positive feedback loops so that a large community of developers has been willing to invest in
iPhone technologies, elevate the platform and the iPhone user experience, and benefit
themselves, Apple and consumers alike.

The iPhone contains a number of TPMs that protect the bootloader and OS from
modification or corruption, and verify their origin, thereby helping to ensure proper functioning
of the device. A secure read only memory (ROM) in the hardware of the device contains
cryptographic keys that are used to validate the bootloader and the OS. Upon power up, the
secure ROM uses the keys to validate the bootloader before loading it (by verifying its digital
signature), and the bootloader then validates the OS before loading it for execution (again, by
verifying its digital signature). The validation process verifies that the bootloader and OS
originated from Apple and that they have not been altered. Commencing with version 2.0 of the
OS, the OS similarly validates all application programs loaded into the iPhone, also by verifying
their digital signatures to confirm that they have been accepted by Apple for execution on the
iPhone and have not been altered. The sequence of validations from the bootloader to the OS to
the application programs is referred to by Apple as the “chain of trust.”

2. The Purpose of the Technological Protection Measures

Apple has always protected the OS against modifications, because modifications can
readily cause significant problems in the operation of the iPhone for the following reasons,
among others:

e The OS implements a number of essential safety and control functions. For example, it
monitors the thermal condition of the device and shuts it down if it is overheating. It
controls the charging of the battery, instructing the relevant circuitry when to start and
stop charging the battery, and at what level to charge it. The OS also implements certain
governors on the phone’s volume. If modifications to the OS were to interfere with these
control functions, even unintentionally, the phone could be physically damaged or the
battery could be overcharged.

e The OS implements a number of security functions that protect both the iPhone itself and
the telephone network to which it connects. For example, the OS implements certain
controls on how application programs are able to execute on the iPhone to help prevent
viruses and other forms of “malware” from executing. Modification of the OS can
interfere with these functions and open up security holes that could enable malware to
accomplish malicious things through the iPhone, such as stealing information from the
user’s contacts database. The OS also controls a critical portion of the device known as
the “baseband processor” (BBP) that is used to connect to a telephone network and to
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utilize services on the network. By circumventing access controls on the OS, third parties
could gain unauthorized access to the BBP, which could in turn result in gaining
unauthorized access to and use of the telephone network or even causing operational
damage to the network.

e The OS makes available functions and services to application programs through its APIs
and system calls. Modifications to the OS can, whether intentionally or unintentionally,
interfere with the proper operation of the APIs and system calls, causing application
programs to fail to operate correctly on the phone. Moreover, updates to the OS
distributed by Apple may not work correctly with modified earlier versions of the OS.
When users attempt to update a device whose OS has been previously modified, serious
functional problems can result, potentially causing the device to fail to operate.

For these reasons, Apple has implemented TPMs that help protect the integrity of the OS,
and other phone vendors have done the same.®> Because the bootloader loads the OS upon
power up, Apple has also implemented TPMs that help protect the integrity of the bootloader, to
ensure that it will not load an Apple OS containing unauthorized modifications or an OS from a
third party that may not work properly on the phone or with the telephone networks. These
TPMs provide a mechanism for Apple to help ensure that each iPhone is running an OS that
originates from Apple and has therefore been tested and accepted by Apple and has not been
subjected to modifications that can cause the above-noted problems. This, in turn, aids Apple in
helping to ensure that its devices work properly in the hands of its customers and that they have a
rewarding and high quality experience with its iPhone product line.

For similar reasons, commencing with version 2.0 of the OS, Apple implemented TPMs
in the OS that validate each application before it can be executed on the iPhone to help ensure
that the application has passed review for conformance to Apple’s developer requirements and
been accepted by Apple, and has not been altered. As in the case of the bootloader and OS, these
TPMs enhance the quality of Apple customers’ experiences with the iPhone product line.
Through the App Store, Apple is able to help prevent distribution of applications that could cause
damage to its OS or cause other problems for end users. For example, through its current App
Store review procedures, Apple has prevented distribution of applications that transfer excessive
amounts of data to the phone network that can cause a degradation of service such as dropped
calls, and applications that utilize undocumented APIs that are not designed for general usage
and that can cause an application to crash when invoked.?® Apple currently also reviews
applications submitted to the App Store to screen for sexually explicit content and hate speech.

%> For example, the EFF notes in its submission that the T-Mobile G1 smart phone, built around
Google’s “Android” operating system, will load only signed firmware images, which prevents
G1 users from making modifications to the operating system kernel. EFF Submission at p. 6
n.21.

% EFF states in its submission that Apple refuses to approve applications that “duplicate
functionality” offered by Apple’s own software. EFF Submission at p. 6. This is incorrect.
Apple has, for example, approved multiple general web browsers, which compete with Apple’s
own Safari™ web browser, and multiple mail programs, which compete with Apple’s own mail
program for the iPhone.
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Under current procedures, when Apple denies approval of an application, it gives the developer
the reasons why and encourages the developer to fix the identified problems and resubmit the
application. The great majority of developers do, in fact, resubmit their applications and get
them approved after resubmission.

These TPMs do more, however, than simply help ensure the quality of the customer’s
experience with iPhone applications. They also protect Apple’s copyright interests in its own
content, as well as the copyright interests of third parties in their content, that plays on the
iPhone. There are many instances in which unauthorized persons “strip” the TPMs protecting
such content, thereby placing it “in the clear” (i.e., in unprotected form). With the TPM
removed, pirated copies of the content in unprotected form can then be widely distributed among
persons who do not pay for it, typically through unlawful peer-to-peer networks and other online
distribution sites. Such has happened, for example, to a copyrighted game owned by Apple
called “Texas Hold ‘Em,” as well as to a host of popular games from third party vendors.*’
However, the stripped games can be played only on jailbroken iPhones, because the TPMs on the
iPhone would otherwise prevent them from playing.”® Apple believes that the proposed
exemption would further facilitate and encourage this form of piracy. Piracy, in turn, can
diminish the investment that developers are willing to make in the creation of copyrighted works
for the iPhone, contrary to the fundamental purpose of the copyright law to encourage the
creation of new works of authorship.

In its submission in support of its proposed exemption for Class #1, EFF argues that the
TPMs that prevent unauthorized applications from executing on the iPhone have no purpose
other than to protect a “business model decision on Apple’s part, unrelated to any copyright
interest in the firmware that operates the iPhone.”®® To the contrary, by prohibiting unauthorized
modifications of the bootloader and the OS, the TPMs directly relate to Apple’s copyright
interests in those programs, the OS being the very heart of the iPhone platform. Section I11.A
below describes in detail the copyright infringement that results from jailbreaking. The
infringing nature of those uses are, as a legal matter, dispositive of the issues properly before the
Copyright Office. In later sections, Apple will address the relationship between Apple’s
“business model” and the proliferation of copyrighted works, demonstrating that EFF is incorrect
in its claim that Apple’s iPhone applications strategy is “unrelated to any copyright interest.” In
short, under either the correct legal and technical analysis that the DMCA requires or under
EFF’s preferred perspective, no exemption for jailbreaking is warranted.

2T A search through a web search engine on the names of such games can readily turn up
multiple web sites that host pirated versions of the games that will run on jailbroken phones.

8 For example, a piece of software called the “NES emulator” is available that will enable
stripped Nintendo games to be played on jailbroken iPhones. See Dusan Belic, “iPhone NES
emulator 2.3.0 released; Accelerometer support included in the mix,” IntoMobile, July 29, 2008,
available at <http://www.intomobile.com/2008/07/29/iphone-nes-emulator-230-released-
accelerometer-support-included-in-the-mix.html>.

2 EFF Submission at p. 5.
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I11. LEGAL AND FACTUAL ARGUMENTS AGAINST CLASS #1 OF
EXEMPTIONS 5A AND 11A

Section 1201(a)(1)(B) permits the granting of exemptions only where a proponent meets
its burden of demonstrating that users of a particular class of works are, or are likely to be in the
succeeding 3-year period, adversely affected by virtue of an access control “in their ability to
make noninfringing uses” of the works.*® Because the proposed exemption here results in
infringing uses of copyrighted works protected by the TPMs in the iPhone, the proposed
exemption does not satisfy a fundamental prerequisite of the statute and should be rejected. Nor
are the jailbreaking activities protected by either 17 U.S.C. § 117(a) or the fair use doctrine, as
EFF’s submission argues. EFF’s failure to meet its burden as to these threshold questions is, as a
legal matter, alone dispositive of the issues properly before the Copyright Office.** But even
beyond that, the statutory factors laid out in Section 1201(a)(1)(C) for consideration in
exemption proceedings also weigh heavily against granting the proposed exemption for
jailbreaking.

A. Jailbreaking Results in Copyright Infringement

Section 1201(a)(1)(B) permits the granting of exemptions only where users of a particular
class of works are, or are likely to be in the succeeding 3-year period, adversely affected by
virtue of an access control “in their ability to make noninfringing uses” of the particular class of
works. Because the proposed exemption results in infringing uses of copyrighted works
protected by the TPMs in the iPhone, the exemption does not satisfy a fundamental prerequisite

%017 U.S.C. § 1201(a)(1)(B).

1 EFF’s proposal to fundamentally alter the methodology and standard used by the Copyright
Office in deciding upon the proposed exemptions should be rejected. The new proposed
approach — that if an activity in question might plausibly be a fair use or protected by any other
statutory exception, but there is “some doubt” on the question, the Librarian should grant the
exemption but narrow it to apply only so long as the activity in question is noninfringing (EFF
Submission at p. 3) — is inconsistent with the statutory language in Section 1201(a)(1)(B). That
language clearly requires that the uses enabled by the circumvention be “noninfringing,” not
“might plausibly” be noninfringing. Exemptions phrased to apply “only so long as the activity in
question is noninfringing” (id. at p. 4) will be confusing at best (if not circular, given that the
statutory standard is noninfringing), unclear in scope, and encourage litigation. Moreover, EFF’s
main argument in support of the new standard — that courts would be otherwise
“foreclose[d]...from “breaking new ground’ in fair use cases” and “may never have the
opportunity to rule on the questions because a defendant may be unable to raise the fair use
defense against a § 1201(a)(1) claim”(id. at p. 3) — is entirely unsupported. EFF cites to no case
that has so held in the decade since the DMCA was enacted, but only “dicta” from a single
district court case. This is scant support for an argument that would serve to fundamentally alter,
against clear Congressional command, the proper standard in these proceedings. The Copyright
Office has in all three previous rulemakings placed the burden on the proponent to establish that
a use to be enabled by circumvention is in fact noninfringing. This approach is consistent with
the statutory language and the legislative history, and there is no good reason to depart from it
now.
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of the statute and must be rejected.

Current jailbreak techniques now in widespread use utilize unauthorized modifications to
the copyrighted bootloader and OS, resulting in infringement of the copyrights in those
programs. For example, the current most popular jailbreaking software for the iPhone,
PwnageTool (cited by EFF in its submission), causes a modified bootloader and OS to be
installed in the iPhone, resulting in infringement of Apple’s reproduction and derivative works
rights. Specifically, in the spring of 2008, hackers were able to determine how to circumvent the
secure ROM in the iPhone and falsely sign the bootloader. Using such knowledge, a falsely
signed modified version of Apple’s bootloader was created that will fool the secure ROM into
loading it, thereby circumventing the TPM implemented by the secure ROM. PwnageTool
directly modifies a copy of the bootloader and loads it onto the iPhone. The modified bootloader
is configured so that it does not perform the authentication check of the OS, and it therefore
loads a modified version of Apple’s OS that is not signed, thereby circumventing the TPM
implemented by the bootloader. The modified OS, in turn, is configured so that it does not
perform authentication checks on application programs loaded onto the iPhone, thereby
jailbreaking the device. In sum, PwnageTool circumvents every link of Apple’s “chain of trust”
TPMs in the iPhone. More generally, as the EFF submission admits, “decryption and
modification of the iPhone firmware appears to be necessary for any jailbreak technique to
succeed on a persistent basis.”*?

Jailbreaking therefore involves infringing uses of the bootloader and OS, the copyrighted
works that are protected by the TPMs being circumvented. Unauthorized derivative versions of
the bootloader and OS have been created. Copies of those infringing works have been stored on
web sites, and infringing reproductions of those works are created each time they are
downloaded through Pwnage Tool and loaded onto the iPhone.*® In addition, as discussed in
Section 11.B.2 above, the jailbroken OS enables pirated copies of Apple copyrighted content and
other third party content such as games and applications to play on the iPhone, resulting in
further infringing uses of copyrighted works and diminished incentive to create those works in
the first place.

In sum, the jailbreaking of the iPhone that would be permitted by the proposed Class #1
exemption in 5A and 11A would result in infringing uses of copyrighted works. It would
involve the creation, distribution, and copying of unauthorized modified versions of the
bootloader and OS, and it would facilitate and encourage the making, distribution, and use of
infringing copies of copyrighted material such as games and applications, owned by both Apple

%2 EFF Submission at p. 7.

% The initial act of jailbreaking is not the only act of copyright infringement that users of
jailbroken iPhones may need to engage in. Further modifications to the OS are often necessary
to enable certain kinds of applications to run even after the basic jailbreaking is accomplished.
Such modifications are infringing and can give rise to additional functional problems on the
iPhone, such as interfering with operation of certain APIs or system calls, or creating
incompatibilities with other updated components of the OS. In short, the initial infringing acts
on the OS often lead to other infringing acts, which in turn can lead to yet further functional
problems.
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and third parties, that run only on jailbroken phones. The proposed exemption therefore does not
satisfy the fundamental prerequisite of the statute that it aid “noninfringing uses” of copyrighted
works and should be rejected.

The infringing uses of copyrighted works that result from jailbreaking distinguish the
proposed Class #1 exemption in 5A and 11A from that of the 2006 exemption for circumvention
of firmware in a wireless telephone handset in order to connect to a wireless telephone
communication network.®* With respect to that exemption, the Librarian of Congress found in
2006 that the reason the four statutory factors “appear[] to be neutral is that in this case, the
access controls do not appear to actually be deployed in order to protect the interests of the
copyright owner or the value or integrity of the copyrighted work ....”* Regardless whether the
Librarian was correct in this finding in the 2006 rulemaking, it is clear from the preceding
discussion that such is not the case here. The TPMs in the iPhone are indeed deployed to protect
the integrity, and therefore the interests of Apple as the copyright owner, of the bootloader and
the OS, so as to avoid the many adverse consequences discussed in Section 11.B.2 above that can
flow from unauthorized modifications or compromise of those critical operating software
components of the iPhone. They also protect the copyright interests of Apple and other
developers in applications designed to run on the iPhone.

B. The Unauthorized Modifications to the Bootloader and OS Made in the
Course of Jailbreaking Are Not Protected by Section 117

EFF argues in its submission that, to the extent a jailbreak technique requires the
reproduction or adaptation of existing firmware in a smart phone beyond the scope of any license
by the copyright owner, it would fall within the ambit of Section 117(a) of the copyright statute.
This argument is incorrect, at least as applied to the iPhone.

Unauthorized modifications to the bootloader and OS of the iPhone required by
PwnageTool and other jailbreaking software are not covered by Section 117(a) for at least four
reasons:

e First, the Final Report of the National Commission on New Technological Uses of
Copyrighted Works (“CONTU Report”), which all courts but one to examine the issue
have taken as the legislative history of Section 117 or at least indicative of Congressional
intent,®® makes clear that the adaptation right of Section 117(a) can be negated by

% Exemption 5 from the 2006 rulemaking reads: “Computer programs in the form of firmware
that enable wireless telephone handsets to connect to a wireless telephone communication
network, when circumvention is accomplished for the sole purpose of lawfully connecting to a
wireless telephone communication network.” Final Rule on Exemption to Prohibition on
Circumvention of Copyright Protection Systems for Access Control Technologies, 71 Fed. Reg.
68472, 68476 (Nov. 27, 2006).

% |d. at 68476.

% See Krause v. Titleserv, 402 F.3d 119, 128 (2d Cir. 2005); Aymes v. Bonelli, 47 F.3d 23, 26-27
(2d Cir. 1995); Sega Enterprises Ltd. v. Accolade, Inc., 977 F.2d 1510, 1520 n.5 (9" Cir. 1992);
Vault Corp. v. Quaid Software Ltd., 847 F.2d 255, 260-61 (5" Cir. 1988); Apple Computer, Inc.
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contract. The CONTU Report states, “Should proprietors feel strongly that they do not
want rightful possessors of copies of their programs to prepare such adaptations, they
could, of course, make such desires a contractual matter.”*’ Apple has done precisely
that, for the software license agreement that governs the software on the iPhone,
including the bootloader and OS, prohibits any modification of such software.
Specifically, Section 2(c) of that license provides, “You may not and you agree not to, or
to enable others to, ... decrypt, modify, or create derivative works of the iPhone software
...."3% Accordingly, the Section 117(a) adaptation rights have been removed by contract,
and adaptations of the bootloader and OS made in the course of jailbreaking an iPhone
would constitute a breach of the software license agreement. To the extent the proposed
exemption encourages more users to jailbreak their devices, it will result in more users
breaching their iPhone software license agreement with Apple. These breaches represent
an additional negative consequence that would flow from the proposed exemption.

e Second, as the PwnageTool case illustrates, end users typically do not themselves create
the modifications to the bootloader and the OS that they load onto their iPhones to
jailbreak them. Rather, such modified versions are created by others, then are
downloaded to end users wishing to jailbreak their devices when PwnageTool executes.
Under the express language of Section 117(a), the owner of the copy of a computer
program must either make the adaptation herself or authorize the making of the
adaptation on her behalf.® Because in the vast majority of cases, the end user will not
herself create the modified versions of the bootloader and the OS, nor will she have

v. Franklin Computer Corp., 714 F.2d 1240, 1252 (3d Cir. 1983), cert. denied, 464 U.S. 1033
(1984); Foresight Resources Corp. v. Pfortmiller, 719 F. Supp. 1006, 1009 (D. Kan. 1989);
Apple Computer, Inc. v. Formula Int’l, Inc., 594 F. Supp. 617, 621 (C.D. Cal. 1984). But see
Lotus Dev. Corp. v. Borland Int’l, Inc., 788 F. Supp. 78, 93 (D. Mass. 1992), rev’d on other
grounds, 49 F.3d 807 (1% Cir. 1995), aff’d by an equally divided court, 116 S. Ct. 804 (1996).

*" Final Report of the National Commission on New Technological Uses of Copyrighted Works
(1978) at 13-14 (hereinafter cited as the “CONTU Report”). No court has directly ruled on
whether the adaptation right of Section 117 may be negated by contract. In RAV
Communications, Inc. v. Philipp Brothers, Inc., 1988 U.S. Dist. LEXIS 3048 (S.D.N.Y. Apr. 13,
1988), the court quoted the sentence in text from the CONTU Report concerning contractual
negation of Section 117’s adaptation right, but did not rely on the statement in deciding the case.
Id. at * 7. In Foresight Resources Corp. v. Pfortmiller, 719 F. Supp. 1006, 1010 (D. Kan. 1989),
the court rejected the plaintiff’s argument that the defendant’s adaptations to its copy of the
plaintiff’s computer program were prohibited by the software license agreement because “there
is some reason to question the enforceability of” the agreement. However, the court went on in
dicta to state without elaboration, “Even if the agreement is enforceable, the court does not
believe that plaintiff’s right to improve or enhance its products is exclusive.” Id.

% Apple iPhone Software License Agreement, §2(c), available at
<http://images.apple.com/legal/sla/docs/iphone.pdf>.

% Krause v. Titleserv, Inc., 402 F.3d 119, 122 (2d Cir.) (“To come within the protection of §
117(a)(1) on these facts, [defendant] must demonstrate that the new adaptation of [plaintiff’s]
program (i) was made by the ‘owner of a copy of [the] computer program”), cert. denied, 126 S.
Ct. 622 (2005).
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authorized the third parties who created such modified versions to do so for her personal
use on her own iPhone, Section 117(a) does not cover such adaptations. In addition,
Section 117(b) provides, “Adaptations so prepared [in accordance with the provisions of
this section] may be transferred only with the authorization of the copyright owner.”
Because Apple has not authorized the distribution of the modified versions of the
bootloader and OS that jailbreak its iPhones, Section 117(b) prohibits the distribution of
such adapted versions that occur when PwnageTool or other similar tools are executed.*
Accordingly, neither the creation of the adapted versions of the bootloader and OS that
are used in jailbreaking, nor their distribution, are covered under Section 117(a).*

e Third, modifications are permitted under Section 117(a) only to the extent they do not
harm the interests of the copyright owner. Section 117(a)(1) authorizes the adaptation of
a computer program provided that it “is created as an essential step in the utilization of
the computer program in conjunction with a machine.” Although early decisions under
Section 117 construed this requirement narrowly to apply only to adaptations that were
necessary to allow a computer program to function on the user’s particular hardware or
operating system,*> more recent decisions have construed Section 117(a) to allow a user
of a computer program to add new features to it, subject to a number of limitations.*®
One of those important limitations is that the right to add features can “only be exercised
so long as they [do] not harm the interests of the copyright proprietor.”*

% Midway Mfg. Co. v. Strohon, 564 F. Supp. 741, 745 n.2 (Section 117 “is not authority for
[defendant’s] sales of reproductions of [plaintiff’s] program as adapted.”).

"1 See Foresight Resources Corp. v. Pfortmiller, 719 F. Supp. 1006, 1009 (D. Kan. 1989) (citing
several cases finding inapplicability of Section 117 because “they involved situations where the
defendant’s alterations to the plaintiff’s software were designed for widespread marketing to
third parties.”); see also Apple Computer, Inc. v. Formula Int’l, Inc., 594 F. Supp. 617, 622 (C.D.
Cal. 1984) (“The copy authorized by Section 117 must be made only for the owner-user’s
internal use and ... cannot be made accessible to others.”). Cf. R. Saltman, Computer Science
and Technology: Copyright in Computer-Readable Works: Policy Impacts of Technological
Change, NBS Special Publication 500-17 (Oct. 1977), reprinted in 111 Copyright, Congress and
Technology: The Public Record 368 (N. Henry ed., 1980) (“The right to internal use should not
include the right to make the work available to outsiders via a computer network or otherwise.”)
(report submitted by the National Science Foundation to CONTU in connection with its
deliberations on Section 117).

2 See, e.g., Micro-Sparc, Inc. v. Amtype Corp., 592 F. Supp. 33 (D. Mass 1984): Midway Mfg.
Co. v. Strohon, 564 F. Supp. 741 (N.D. Ill. 1983); Hubco Data Prods. Corp. v. Management
Assistance, Inc., 219 U.S.P.Q. 450 (D. Idaho 1983).

*® See, e.g., Krause v. Titleserv, Inc., 402 F.3d 119, 127-28 (2d Cir.), cert. denied, 126 S. Ct. 622
(2005); Weitzman v. Microcomputer Resources, Inc., 510 F. Supp. 2d 1098, 1109 (S.D. Fla.
2007).

* Krause v. Titleserv, Inc., 402 F.3d 119, 129 (2d Cir.), cert. denied, 126 S. Ct. 622 (2005)
(quoting CONTU Report at 13); see also Weitzman v. Microcomputer Resources, Inc., 510 F.
Supp. 2d 1098, 1109 (S.D. Fla. 2007) (right to add features under Section 117(a) is permitted so
long as the modifications “do not disrupt [the] interests” of the copyright owner).
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Here, the modifications to the bootloader and the OS that are made to jailbreak the
iPhone clearly harm the interests of Apple as the owner of the copyright in those
programs. As discussed in Section I1.B.2 above, those modifications can readily cause
significant problems in the operation of the iPhone — interference with safety, control and
security functions of the device; interference with the proper operation of the APIs and
system calls of the OS, causing application programs to fail to operate correctly on the
phone; and failure of updates to the OS distributed by Apple to work correctly, which can
also result in functional problems with the device, potentially causing it to fail to
operate.”® These functional problems diminish the value of the iPhone, including the
software that makes it operate. The value to Apple of the OS as the key operational
component of the iPhone depends upon preservation of its operational integrity so that
users have a consistently good experience with the product.

Equally important, functional problems that result from unauthorized modifications to the
OS increase Apple’s support costs substantially. Apple’s iPhone support department has
received literally millions of reported incidents of software that crashes on jailbroken
iPhones, although it works properly on unmodified iPhones. For example, one recent
software crash caused by jailbroken phones was reported over 1.6 million times from
users of just 10,000 jailbroken phones. Two other recent crashes caused by jailbroken
phones were reported over 2 million times and over 2.4 million times, respectively.
Apple has also become aware that some jailbroken versions of the bootloader make it
impossible to update the baseband processor (BBP) in the iPhone, which controls the
ability of the iPhone to connect up to the telephone network and make calls. Because
each update that Apple distributes to the BBP contains updates and fixes, a phone that
cannot update the BBP will potentially experience problems making calls. When that
happens, Apple’s support department gets flooded with calls.

Apple incurs very substantial expenses to investigate these problems reported to its
support department to determine whether they result from problems in Apple’s own
software, or result from unauthorized modifications performed by users in jailbreaking.
Apple expects that reported problems from jailbroken phones will increase dramatically
if the Class #1 exemption proposed by EFF were to be allowed, substantially increasing
Apple’s support costs even more.

In sum, as the OS becomes more costly to support because of millions of instances of
problems reported from users of jailbroken phones, its value to Apple obviously
diminishes. And the unauthorized pirating of Apple’s copyrighted content such as Texas
Hold “‘Em and of other third party content that jailbreaking encourages diminishes the
value to Apple and other owners of those copyrighted works as well.

> Users of jailbroken phones who experience problems after loading an updated version of the
OS from Apple will often resort back to an older version of the OS, which can mean, for
example, that their iPhone will not contain the latest security updates and may therefore be
vulnerable to malware or other known risks.
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e Fourth, modifications made under Section 117(a) can be used only as an essential step in
the utilization of the computer program in conjunction with a machine and “in no other
manner.” In Krause v. Titleserv, Inc.,* the Second Circuit noted, “Whether a questioned
use is a use in another manner seems to us to depend on the type of use envisioned in the
creation of the program.”*’ The modifications to the bootloader and the OS made to
jailbreak a phone result in those programs being used in ways that were never envisioned
in their creation. As described earlier, the bootloader and OS were designed from the
beginning in a fashion that would preserve their operational integrity, so as to avoid the
many potential problems that unauthorized modifications cause. Modifications made to
jailbreak a phone destroy this fundamental characteristic of operational integrity, thereby
also destroying the “chain of trust” that Apple designed into its iPhone. Use of these
copyrighted programs in a jailbroken phone is therefore use “in another manner” that is
not covered by Section 117(a).

C. The Unauthorized Modifications to the Bootloader and OS Made in the
Course of Jailbreaking Are Not Protected by The Fair Use Doctrine

EFF further argues in its submission that, even if reproduction and modification of a
phone’s firmware incident to jailbreaking were to fall outside the scope of Section 117, it would
nevertheless constitute a non-infringing fair use. This, too, fails as to Apple’s iPhone software.
Looking at the four statutory fair use factors,*® although the use per se of the modified iPhone
bootloader and OS on an individual handset is of a personal nature, it is not a transformative use,
and because a jailbroken OS is often used to play pirated content, such activity should be
considered of a commercial nature since it avoids paying fees for the content. Therefore, factor 1
weighs against fair use.*® Factors 2 and 3 also weigh against fair use because the copyrighted
works at issue are highly creative and not factual in nature, and essentially the entire work is
being copied.*

“® 402 F.3d 119 (2d Cir.), cert. denied, 126 S. Ct. 622 (2005).

" 1d. at 129 (emphasis in original).

*® The four nonexclusive statutory fair use factors prescribed in § 107 of the copyright statute
are: (1) the purpose and character of the use, including whether such use is of a commercial
nature or is for nonprofit educational purposes; (2) the nature of the copyrighted work; (3) the
amount and substantiality of the portion used in relation to the copyrighted work as a whole; and
(4) the effect of the use upon the potential market for or value of the copyrighted work.

" See, e.g., Wall Data Inc. v. Los Angeles County Sheriff’s Dept., 447 F.3d 769, 778-79 (9" Cir.
2006) (under the first fair use factor, use of software that saves the expense of purchasing a copy
is a commercial use, and creating exact copies of software and putting them to the same purpose
as the original software is not transformative).

% See id. at 779-80 (second factor weighed against fair use because copyright protects software
and the computer program at issue cost millions of dollars to develop; third factor weighed
against fair use in view of verbatim copying of the entire computer program).
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Of most importance is factor 4,>* because the effect of these unauthorized uses is to
diminish the value of the copyrighted works to Apple. For the reasons discussed in Section
11.B.2 and elaborated in the discussion of Section 117 above, jailbreaking the bootloader and the
OS clearly diminishes the value of those copyrighted works directly by giving rise to a host of
problems in the safety, security and operation of the iPhone, and by substantially increasing
Apple’s costs to support the software.

EFF’s argument that factor 4 cuts in favor of fair use because Apple makes various
versions of the iPhone firmware available “for free from its own website, demonstrating that the
firmware has no independent economic value is wholly off the mark. The iPhone firmware is
not itself a product; it is a component of the iPhone mobile computing product. The value of the
OS software to the iPhone, and therefore to Apple, cannot be assessed independent of the iPhone
itself. The OS’s value is as platform software for the mobile computing experience that
differentiates the iPhone from its many competitors. The value of platform software, in turn, is
related to the number and quality of applications written to run on the platform and the
availability of safe and secure means of distributing these applications to consumers. Apple
created at substantial cost the ecosystem that makes the SDK and the App Store available to
developers, who in turn write applications to the platform, which in turn make the iPhone a more
attractive product to consumers. All of these benefits are promoted by the TPMs that safeguard
the iPhone OS. EFF’s submission offers no evidence to support the bald assertions that
nullifying DMCA protections for such TPMs will produce more benefits for society and more
investment in copyrighted works than Apple has demonstrably created through its iPhone
product design and strategy.

In sum, the value of the iPhone, and hence the software embedded in it, is substantially
diminished when the integrity and functionality of that software is compromised by jailbreaking,
when Apple is left to deal with the problems that ensue, and when the positive feedback loops
enabled by the App Store and the iPhone Developer Program are compromised.

D. The Section 1201(a)(1)(C) Statutory Factors Relevant To This Rulemaking
Weigh Heavily Against Granting the Proposed Exemption

Section 1201(a)(1)(C) provides that, in conducting the rulemaking proceeding at issue,
the Librarian of Congress shall examine the following factors:
(i) the availability for use of copyrighted works;

(it)  the availability for use of works for nonprofit archival, preservation, and
educational purposes;

(iii) the impact that the prohibition on the circumvention of technological
measures applied to copyrighted works has on criticism, comment, news
reporting, teaching, scholarship, or research;

*! Harper & Row, Publishers, Inc. v. Nation Enterprises, 471 U.S. 539, 566 (1985) (effect on
the market for the copyrighted work is “undoubtedly the single most important element of fair
use”).

%2 EFF Submission at p. 9.
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(iv) the effect of circumvention of technological measures on the market for or
value of copyrighted works; and

(v) such other factors as the Librarian considers appropriate.

EFF argues that the importance of the four nonexclusive factors recited in Section
1201(a)(1)(C) “recedes” because the access controls on smart phone firmware do not appear to
actually be deployed in order to protect the interests of the copyright owner or the value or
integrity of the copyrighted work, but rather simply to protect Apple’s “business decision” to
limit third party applications.”® EFF argues in the alternative that, in any event, the delineated
factors, in addition to “additional public interest factors that militate strongly in favor of granting
the exemption,” support the exemption.>* EFF is incorrect on both counts.

1. Apple’s Creation of and Interest in the iPhone Product and
iPhone Applications Ecosystem Is Fundamentally Related to
Copyright Interests, and Exemplifies the Very Purpose of the DMCA

EFF’s first argument that the firmware access controls exist only to protect a business
model decision on Apple’s part, unrelated to any copyright interest in the firmware that operates
the iPhone, is incorrect. As elaborated in Section 11.B.2 above, the TPMs deployed on the
iPhone were put in place from the very beginning precisely to protect the integrity of the iPhone
software from infringing unauthorized modifications that lead to significant functional problems.
As they squarely protect Apple’s interests as the underlying developer, creator and copyright
owner, the access controls are proper.

Although the above is conclusive as to the specific inquiry with respect to the proposed
exemption in this rulemaking, the repeated characterization in EFF’s submission of Apple’s
choice to implement TPMs in the iPhone as merely a “business model decision” bereft of
anything having to do with copyright law cannot be left unaddressed by Apple. As prefaced in
the introduction to this submission, EFF is apparently seeking to use this rulemaking proceeding
to alter Apple’s business practices so as to create a world where the iPhone is forced into a more
“open” business model by way of granting protection to those who would hack the iPhone, gain
access to Apple’s copyrighted works, and allow any third party applications to run on the device.
But the “more open is better” philosophy behind this particular proposed exemption is not
grounded in the policies underlying the Copyright Act or the DMCA.> Indeed, if followed, this
philosophy would serve to stifle the very thing the DMCA seeks to protect and grow — creation
and proliferation of copyrighted works.

copyright law, let alone the DMCA exemption at issue before the Copyright Office. EFF’s
concern with how Apple is compensated for distributing iPhone-compatible applications (EFF
Submission at p. 6) is one such example, as is EFF’s wholly unsupported speculation, contrary to
the facts of the last 9 months, that an exemption would “foster[] competition in the software
market, thereby encouraging innovation, and expanding consumer choice.” (Id. at p. 12)
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The DMCA was put into place precisely to incentivize and drive the creation of
copyrighted works by allowing owners of such works to protect them against unauthorized
access and use. As the Copyright Office has summarized, the anti-circumvention provisions of
the DMCA serve to:

prevent circumvention of technological measures used to protect
copyrighted works, and to prevent tampering with the integrity of
copyright management information. These obligations serve as
technological adjuncts to the exclusive rights granted by copyright law.
They provide legal protection that the international copyright
community deemed critical to the safe and efficient exploitation of
works on digital networks.

By the measure of incentivizing creation of works of authorship, Apple’s conception,
creation and development of the iPhone, along with its Developer Program and App Store
distribution mechanism, is exactly what the global copyright community and Congress sought to
protect and incentivize. As discussed in greater detail in Section 11.B, supra, and in Section
I11.D.2.a, infra, the iPhone is likely one of the greatest success stories in the proliferation of
copyrighted creative works in recent memory, with 15,000 new applications and over 500
million copies of those applications lawfully distributed to users in just seven months.

EFF’s submission does not provide any support for the assumption underlying the
proposed jailbreaking exemption — that copyright advancement will be furthered and the level of
innovation would be the same or better by nullifying TPMs on the iPhone in order to force a
more open iPhone platform. Indeed, this assumption is contrary to Congress’ expressed beliefs
in passing the DMCA in the first place — that without the “technological adjuncts” of laws
preventing circumvention of access controls, copyright expansion and innovation (so important
to the U.S. economy) would be chilled, as companies questioned whether to spend millions on
innovations that might not be legally protectable. In other words, that society would never even
get innovations like the iPhone and the applications it has spawned in the first place.

Rather than addressing directly the role that TPMs play in encouraging innovation, EFF’s
submission instead relies on the Copyright Office’s statement in the 2006 Rulemaking
Recommendation that “business decisions” unrelated to copyright interests are not protected
under the DMCA.>" The 2006 exemption for circumvention of firmware in a wireless telephone
handset in order to connect to a wireless telephone communication network,*® which prompted

*® The Digital Millennium Copyright Act of 1998, U.S. Copyright Office Summary, December
1998, p. 3, available at <www.copyright.gov/legislation/dmca.pdf>.

>" E.g., EFF Submission at p. 5.

8 Exemption 5 from the 2006 rulemaking reads: “Computer programs in the form of firmware
that enable wireless telephone handsets to connect to a wireless telephone communication
network, when circumvention is accomplished for the sole purpose of lawfully connecting to a
wireless telephone communication network.” Final Rule on Exemption to Prohibition on
Circumvention of Copyright Protection Systems for Access Control Technologies, 71 Fed. Reg.
68472, 68476 (Nov. 27, 2006).
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the Copyright Office’s “business decision” comments, addressed a far different circumstance
than the jailbreaking proposal. With respect to that 2006 exemption, the Register of Copyrights
found on the record submitted that “there does not appear to be any concern about protecting
access to the copyrighted work itself. The purpose of the software lock appears to be limited to
restricting the owner’s use of the mobile handset to support a business model, rather than to
protect access to a copyrighted work itself.”® Putting aside serious questions as to whether the
findings with respect to the 2006 exemption were correct factually or whether the 2006
exemption should have been granted, it is clear that the “business model” concept discussed in
the Register’s 2006 Recommendation, and Final Rule, was addressed to business strategies that
are fundamentally unrelated to copyright interests. In other words, when there is no reasonable
relationship to protecting a copyrighted work itself or advancing the interests of copyright, TPMs
ought not protect a “business model.”®® That is the only sensible reading of either the DMCA or
the 2006 Rulemaking Recommendation, for the core purpose of the DMCA is to strengthen the
“business model” of creating and marketing copyrighted works.**

> Recommendation of the Register of Copyrights in RM 2005-11; Rulemaking on Exemptions
from Prohibition on Circumvention of Copyright Protection Systems for Access Control
Technologies, Nov. 17, 2006, pp. 50-51, available at
<www.copyright.gov/1201/docs/1201_recommendation.pdf>.

% The 2006 Recommendation based this language on the House Commerce Committee Report,
which states as follows:

The growth and development of the Internet has already had a significant positive
impact on the access of American students, researchers, consumers, and the public
at large to informational resources .... A plethora of information, most of it
embodied in materials subject to copyright protection, is available to individuals,
often for free, that just a few years ago could have been located and acquired only
through the expenditure of considerable time, resources, and money. New examples
of this greatly expanded availability of copyrighted materials occur every day.

Still, the Committee is concerned that marketplace realities may someday dictate a
different outcome, resulting in less access, rather than more, to copyrighted
materials that are important to education, scholarship, and other socially vital
endeavors. This result could flow from a confluence of factors, including the
elimination of print or other hard-copy versions, the permanent encryption of all
electronic copies, and the adoption of business models that depend upon restricting
distribution and availability, rather than upon maximizing it. In this scenario, it
could be appropriate to modify the flat prohibition against the circumvention of
effective technological measures that control access to copyrighted materials, in
order to ensure that access for lawful purposes is not unjustifiably diminished.

H.R. Rep. No. 105-551, pt. 2, at 35-36 (1998).

% Indeed, the Register explicitly noted the following:

Nothing in this discussion is intended to be construed as expressing approval or
disapproval of any particular business models, or as expressing any views on
telecommunications policy. The Register’s recommendation is based on law and
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By contrast, the Copyright Office is faced with a fundamentally different set of
circumstances as to proposed Class #1 exemption. Here Apple, as the copyright owner, is
seeking to protect its copyrighted works, the iPhone bootloader and OS. As noted above, the
TPMs in the iPhone are used to protect the integrity, and therefore the interests of Apple as the
copyright owner, of the bootloader and the OS. The motivation is to avoid the adverse
consequences that can arise from unauthorized modifications or compromise of those critical
operating software components of the iPhone, see Section 11.B.2, supra, and thereby significantly
affect user experience, interest and demand for the iPhone.

In essence, the arguments in EFF’s submission require the Copyright Office to go on
faith that forcing Apple to move to an iPhone platform that can execute any third party
application, regardless of problems that may ensue, will result in a better world. But this
rulemaking proceeding is not the place to bring about or even to argue that sort of marketplace
restructuring. Nothing in the DMCA permits that sort of inquiry.

2. Each of the Individual 1201(a)(1)(C) Factors Weighs Against
Granting the Proposed Exemption

We turn now to the individual factors set forth in 1201(a)(1)(C). Each demonstrates that
the proposed exemption should be denied.

a. The Availability for Use of Copyrighted Works

The first factor, which is the most relevant to the proposed Class #1 exemption in 5A and
11A, focuses on whether a TPM at issue is affecting, or likely to affect in the succeeding 3-year
period, the availability for use of a copyrighted work for noninfringing purposes. Because, as
demonstrated above, the uses of the bootloader and the OS (the copyrighted works protected by
the TPM’s in the iPhone) that would be permitted by the proposed exemption are infringing, the
first factor weighs conclusively against the exemption.

Even if one looks more broadly under the first factor to whether the TPMs at issue here
adversely affect the creation of copyrighted works, and therefore their availability for use in the
first instance, the factor weighs against the proposed exemption. The support costs associated
with jailbroken phones may well cause potential competitive entrants into the handset market not
to enter at all if their phone’s firmware cannot be adequately protected from such problems by
TPMs, thereby reducing the availability for use of copyrighted works. As EFF’s submission

policy considerations relating to 17 U.S.C. § 1201(a)(1) and on her conclusion that
the record relating to this proposed class of works does not demonstrate any
copyright-based rationale for enforcing the prohibition on circumvention of
technological measures that control access to works protected by copyright.

Recommendation of the Register of Copyrights in RM 2005-11; Rulemaking on Exemptions
from Prohibition on Circumvention of Copyright Protection Systems for Access Control
Technologies, Nov. 17, 2006, p. 51 n.148, available at
<www.copyright.gov/1201/docs/1201_recommendation.pdf>.
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notes, the new entrant T-Mobile G1 smart phone contains TPMs protecting the integrity of the
phone’s OS in a similar fashion to Apple, illustrating the importance of such TPMs to
manufacturers.®

Moreover, as the Register noted in the Oct. 6, 2008 Notice announcing this rulemaking,
“[a]nother consideration relating to the availability for use of copyrighted works is whether the
measure supports a distribution model that benefits the public generally.”® The TPMs in the
iPhone that are the subject of the proposed exemption do support a distribution model that
benefits the public in significant ways. As noted in Section I1.A above, the iPhone is part of a
larger “ecosystem” that Apple established around the product, which includes developers who
create applications that have passed review by Apple through its App Store and that iPhone users
can feel confident in running. The iPhone is much more than just a telephone, and its value to
the consumer is enhanced by the availability of high quality applications that add functionality of
all sorts to the device.

To ensure that a large number of attractive applications would be available from the
ecosystem, Apple created its App Store. The App Store achieves the goal of encouraging
development of a large number of applications (i) by providing an online store of high quality
and far reach (branded by Apple) where developers of applications can make money or simply
establish a reputation by making available their applications to a wider audience and with far less
effort than if they had to establish their own web site or other marketing channels through which
to sell their applications, and (ii) by providing a central and convenient location where iPhone
users can go to try out and download a myriad of applications, similar to the way the iTunes
Store provides a central location for users to go to purchase music for Apple’s iPod™ products.
And as Section I1.A demonstrated, that success has been tremendous. The App Store has
encouraged the development of over 15,000 applications to date for the iPhone in only seven
months of operation. This represents a tremendous boost in the creation and availability of
copyrighted works — the very thing the copyright laws are designed to make happen — in addition
to enhancing the ability of authors of applications to benefit from them. A few examples are
illustrative:

64

e “iPhone is changing the entire mobile industry and has quickly become the
number one mobile device for accessing eBay,” explains Ken G. Sun, group
product manager for eBay Mobile. “Users can shop, track bids and get great deals
from the largest online marketplace in the world directly from their iPhone. We

%2 EFF Submission at p. 6.

63 73 Fed. Reg. at 58076.

% EFF correctly notes in its submission that Apple charges a 30% commission on applications
distributed through the App Store. EFF Submission at p. 5. EFF fails to note, however, that no
commission is charged for the many hundreds of free applications on the App Store, and that
developers themselves can set whatever price (including zero) for their applications on the App
Store. The commissions charged for paid applications are necessary to support the cost of
operation of the App Store and of the review of the applications available through it, both free
and paid, which costs are quite substantial.
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couldn’t deliver such a complete and easy-to-use eBay experience on any other
mobile device and iPhone users can download it free from the new App Store.”®

e “iPhone’s unique capabilities, easy SDK and the ability to reach an audience of
millions via the App Store made this an easy development choice for us,” says
John Pollard, CEO of Jott Networks. “To date, we’ve had hundreds of thousands
of downloads of Jott for iPhone, which has been a major win for our company.”®

e “Because | already had a full-time job | used the iPhone SDK to create Trism in
my spare time and in my wildest dreams | never expected this kind of result,”
explains Steve Demeter, founder of Demiforce. “Selling over 27,000 downloads
in the first three weeks means | now have a significant new income stream and
some exciting career choices.”’

e “Asan 18 year old iPhone Developer Program member | won an Apple WWDC
student scholarship and used the opportunity to complete my app over the
summer,” says Bryan Henry, developer of iPhone app, Equivalence. “It was a lot
of fun to pull it together and certainly the most lucrative summer job I’ve ever had
as | made over $8,000 in my first month of App Store sales.”®®

e “iPhone enables The Associated Press to deliver news in a way that simply wasn’t
possible before,” says Benjamin Mosse, director of Mobile Products for The
Associated Press. “Taking advantage of iPhone’s revolutionary location-based
services, our Mobile News network can capture and store local news stories that
can be read by users even when they’re offline ....”%

The App Store achieves the other goal of helping to ensure that third party applications
are suitable for the iPhone by setting up a mechanism through which developers submit their
applications for review. As described earlier, this review procedure helps to weed out
applications that may constitute “malware” or cause compatibility problems with the iPhone.

As stated in the Oct. 6, 2008 Notice, “the Register’s inquiry must assess any benefits to
the public resulting from the prohibition as well as the adverse effects that may be established.””
It should be clear that the iPhone ecosystem Apple has built is good for developers, good for
iPhone users, good for Apple, and good for the policies underlying the copyright laws to
encourage the creation of works of authorship. That ecosystem depends upon the “chain of
trust” implemented in the iPhone through its TPMs. The proposed exemption would destroy that
chain of trust and threaten many of the benefits the ecosystem affords, and should therefore be

% “jPhone 3G On Sale Tomorrow” (Press Release, Apple Inc., July 10, 2008), available at

<http://www.apple.com/pr/library/2008/07/10iphone.html>.

% «App Store Downloads Top 100 Million Worldwide” (Press Release, Apple Inc., Sept. 9,
37008), available at http://www.apple.com/pr/library/2008/09/09appstore.html.

> g

% “jPhone 3G On Sale Tomorrow” (Press Release, Apple Inc., July 10, 2008), available at
<http://www.apple.com/pr/library/2008/07/10iphone.html>.

0.
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rejected.

b. The Availability for Use of Works for Nonprofit Archival,
Preservation, and Educational Purposes

If the market for availability of works in the first instance is harmed for the preceding
reasons, the availability for use for nonprofit archival, preservation, and educational purposes is
necessarily also harmed.

c. The Impact on Criticism, Comment, News Reporting, Teaching,
Scholarship, or Research

This factor does not seem particularly relevant to the Class #1 exemption in 5A and 11A,
and as the EFF submission notes, the exemption is not directed toward ameliorating these
harms.” In any event, if the market for availability in the first instance is harmed for the reasons
cited, the availability for use for the purposes recited in this factor is necessarily also harmed.

d. The Effect on the Market for, or Value of, Copyrighted Works

For the reasons detailed in Section 11.B.2, as elaborated in the discussions of Section 117
and the fair use doctrine above, the proposed exempted circumventions will have significant
negative impact on the value of Apple’s copyrighted works, including the bootloader and OS, as
well as other copyrighted content owned by Apple and by third parties that gets pirated for use
on jailbroken phones.

e. Other Factors the Copyright Office Should Consider

In addition to the previously noted considerations, Apple believes that the Copyright
Office should weigh heavily the fact that Congress has already explicitly addressed the issue of
interoperability and the scope of permissible circumvention to achieve interoperability of
computer programs in Section 1201(f). The Copyright Office should therefore be extremely
cautious about creating interoperability exemptions outside that statutory structure. Although in
this instance, for the reasons articulated, the proposed exemption is not warranted under even the
normal applicable requirements, the burden on the proponents for an interoperability exemption
outside the statutory provision Congress set up should be even higher and is not met here.

E. The Proponents Have Not Demonstrated the Required Harm

Proponents of an exemption bear the burden of proof of establishing harm to the ability to
make noninfringing uses of a particular class of works. Here, as demonstrated in this response,
the uses that would be made of the class of works that would be circumvented under the
exemption — the iPhone bootloader and OS - are infringing, so there has been no showing that
noninfringing uses are being harmed.

™ EFF Submission at p. 11.
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But even if one looks beyond the class of works actually being circumvented to assess
harm to the use of iPhone applications, the EFF submission has simply not met the required
burden of proof. First, as noted, many uses of applications on jailbroken phones are of pirated
applications that a jailbroken phone is capable of running — clearly not noninfringing uses. But
even as to legitimate applications, the clear evidence is that the TPMs at issue on the iPhone have
not harmed the availability for use of applications on the iPhone. Indeed, quite the opposite is
true, as the App Store has made available over 15,000 iPhone applications to date.

The EFF submission argues “harm” in the form of phone users who supposedly would
like to run third party applications available outside the App Store. Yet the EFF submission does
not contain any data regarding which or how many third party applications outside the iPhone
App Store users would like to run on their iPhone, or whether those applications might be
available to run on other phones.”® As the Register stated in the Oct. 6, 2008 Notice, “The harm
identified by a proponent of an exemption must be balanced with the harm that would result from
an exemption. In some circumstances, the adverse effect of a proposed exemption in light of
these considerations may be greater than the harm posed by the prohibition on circumvention of
works in the proposed class.””® The harms that will flow from the proposed exemption have
been delineated in detail in this response, and they clearly outweigh the speculative showing of
harm that has been put forth by the proponents of the exemption.

IV. SUMMARY AND CONCLUSION

The proposed Class #1 exemption in 5A and 11A should be rejected. The acts of
circumvention that the exemption would permit would result in infringing uses of copyrighted
firmware stored on smart phones and of copyrighted content that runs on those phones, thereby
failing the fundamental prerequisite requirement of Section 1201(a)(1)(B) for an exemption.
Although that fact alone should preempt any need for further consideration, the proposed
exemption should also be rejected because of a host of bad consequences that will flow from it.
In the case of the iPhone, it will destroy the “chain of trust” that Apple has carefully engineered
into the product to protect users from serious functional problems that often result from
unauthorized modifications to the device’s OS. It will potentially open up the iPhone to security
holes and malware, as well as possible physical damage. Currently, Apple’s support department
receives literally millions of reported instances of problems flowing from jailbroken phones.
Apple’s support costs would be increased substantially as the exemption encourages thousands
of additional users to jailbreak their phones.

Of equal significance, the proponents of the proposed exemption have simply not
demonstrated the need for it. They have not satisfied their burden of proof of showing harm to
non-infringing uses of the copyrighted works protected by the technological protection measures
on the iPhone, or to the creation of copyrighted works for the iPhone more generally, but instead
have simply submitted wholly unsupported assertions. Indeed, quite the opposite is the case.

2. As the Register stated in the Oct. 6, 2008 Notice, “[T]he full range of availability of a work
for use is necessary to consider in assessing the need for an exemption to the prohibition on
circumvention.” 73 Fed. Reg. at 58,076.

" 1d. at 58,078.
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The current ecosystem of development and distribution of iPhone applications that Apple has set
up based on the chain of trust implemented by the TPMs in the device is working beautifully. It
has resulted in the creation of over 15,000 applications to date, which have been downloaded for
use by users over 500 million times. Certainly, then, those TPMs have not inhibited the
availability for use of copyrighted works — in fact, other competitors have been motivated to
follow with their own stores, resulting in even more copyrighted works — so there is no need to
create an exemption that would destroy the TPMs.

The Notice that commenced this rulemaking proceeding quite correctly observed that
“the prohibition [against circumvention] is presumed to apply to all classes of works unless an
adverse impact has been shown.”” In assessing that impact, “the Register’s inquiry must assess
any benefits to the public resulting from the prohibition as well as the adverse effects that may be
established.”” For all of the many reasons set forth in this comment, that assessment weighs
very clearly in favor of not upsetting the statutory prohibition in the case of acts of jailbreaking.
The public has been greatly benefited by the iPhone and its related ecosystem, which have
proved to be a tremendous engine of creation of copyrighted works that is unquestionably
furthered by the TPMs Apple has innovated into the iPhone. The Copyright Office should reject
in its entirety the proposed exemption that would permit jailbreaking.

™ 1d. at 58,075.
> 1d. at 58,076.
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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA
SAN JOSE DIVISION

CHAIM KOWALSKY, on Behalf of
Himself and All Others Similarly Situated,

Case No.: 10-CV-02176-LHK

ORDER DENYING MOTION TO
Plaintiff, DISMISS

V.

HEWLETT-PACKARD COMPANY and
DOES 1 Through 100, inclusive,

Defendants.

)
)
)
)
)
)
)
)
)
)
)

Now before the Court is Defendant Hewlett-Packard Company’s (“HP”’) motion to dismiss
Plaintiff Chaim Kowalsky’s second amended complaint for failure to state a claim, pursuant to
Federal Rules of Civil Procedure 12(b)(6) and 9(b). Dkt. No. 53 (“HP’s Mot.”). After considering
HP’s motion to dismiss, Plaintiff’s opposition, Dkt. No. 54 (“Opp’n”), and HP’s reply, Dkt. No. 55
(“Reply”), the Court finds this matter suitable for decision without oral argument. See Civil Local
Rule 7-1(b). Accordingly, the hearing on HP’s motion to dismiss, set for August 11, 2011, is
hereby VACATED. The August, 11, 2011 Case Management Conference will remain as set for
1:30 p.m. For the reasons stated below, HP’s motion to dismiss is DENIED.

I. Background

This class action lawsuit arises out of the marketing and sale of allegedly defective HP

Office Jet Pro All-in-One printers of the 8500 series (“8500 Printer”). Plaintiff alleges that HP

marketed the 8500 Printer as an all-in-one fax, copier, and scanner, Dkt. No. 52, Second Amended
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Complaint (“SAC”) 9 2-3, and represented that the 8500 Printer was capable of scanning and
copying documents fed through its 50-sheet automatic document feeder (“ADF”) at speeds of 34-
35 pages per minute. SAC 11 4, 28. Plaintiff alleges that, contrary to these representations, the
8500 Printer has a defect that causes the printer to randomly skip pages when copying, scanning,
and faxing, and that this defect renders the 50-sheet ADF useable for only two to three sheets at a
time. Id. at 1 4.

Based on these allegations, among others, Plaintiff’s first amended complaint (“FAC”)
asserted five causes of action under California law: (1) unlawful, unfair, and deceptive business
practices in violation of the California Unfair Competition Law (“UCL”), Cal. Bus. & Prof. Code §
17200 et seq.; (2) untrue and misleading advertising in violation of the California False Advertising
Law (“FAL”), Cal. Bus. & Prof. Code § 17500 et seq.; (3) violations of the Consumers Legal
Remedies Act (“CLRA”), Cal. Civ. Code § 1750, et seq.; (4) breach of express warranty; and (5)
breach of implied warranty of merchantability. This Court has jurisdiction over these claims
pursuant to the removal provisions of the Class Action Fairness Act. 28 U.S.C. 8§ 1332(d), 1453
(2006).

On December 13, 2010, the Court issued an order granting in part and denying in part HP’s
motion to dismiss the FAC. Dkt. No. 35. The Court dismissed the warranty and FAL claims. But,
relying in part on statements by California courts that the UCL imposes strict liability, the Court
found that Plaintiff could state a claim for affirmative misrepresentations under the UCL and
CLRA without necessarily establishing HP’s prior knowledge of the defect. See id. at 11-13.

HP subsequently sought leave to move for reconsideration of the portion of the Court’s
order denying its motion to dismiss Plaintiff’s UCL and CLRA claims based on preexisting and
new authority that was not previously brought to the Court’s attention. Mot. for Leave to Seek
Recons., Dkt. No. 38. On April 15, 2011, the Court exercised its discretion under Federal Rule of
Civil Procedure 54(b) to revise its prior order. Order Granting Mot. for Recons., Dkt. No. 48. The
Court granted HP’s motion for reconsideration because the Court determined that prior federal
district court cases required Plaintiff to plead HP’s prior knowledge, or reason to know, of the

defect. 1d. 4-9. The Court found that Plaintiff had failed sufficiently to allege facts raising a
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plausible inference that HP knew, or by the exercise of reasonable care should have known, of the
alleged defect in the 8500 Printer. Id. at 7, 9. The Court granted Plaintiff leave to amend,
however, on the basis that “Plaintiff may be able to allege additional facts raising a plausible
inference that HP knew, or by the exercise of reasonable care should have known, of the defect.”
Id.

Plaintiff filed the SAC on May 16, 2011, keeping the UCL and CLRA claims but dropping
the FAL and warranty claims. Dkt. No. 52. The SAC contains additional factual allegations, not
included in the FAC, to support Plaintiff’s general claim that HP knew of the alleged defect. SAC
111 28, 69-71. Specifically, Plaintiff alleges that HP’s claims regarding the “core functions” of the
8500 Printer “could only be verified as accurate through testing of the Printer.” SAC § 69(a). “By
making these claims, HP indicated that it either performed these tests or was negligent in making
claims which lacked any reasonable basis.” SAC 9 69(b). In addition, Plaintiff alleges that HP
makes claims in its advertising and on its website that it tests its printers “using the recognized
ISO/IEC 24734 and 24735 standards.” SAC 9 69(d). “Under the 24735 standard, multiple tests are
conducted using repeated scanning of a multi-page document through the printer’s ADF. Multiple
tests are conducted to confirm these speed claims.” 1d. Moreover, Plaintiff alleges that consumers
began complaining of “a recurring page-skipping problem” as early as April 2009, SAC 9 69(f),
months before Plaintiff bought his 8500 Printer in July 2009. SAC { 30.

Il. Legal Standard

A motion to dismiss for failure to state a claim under Rule 12(b)(6) tests the legal
sufficiency of a complaint. Navarro v. Block, 250 F.3d 729, 732 (9th Cir. 2001). In turn, for a
complaint to state a claim for relief under Rule 8(a), it must contain “a short and plain statement of
the claim showing that the pleader is entitled to relief.” Fed. R. Civ. P. 8(a). The complaint may
“set out 2 or more statements of a claim . . . alternatively or hypothetically . . ..” Fed. R. Civ. P.
8(d). In considering whether the complaint is sufficient to state a claim, the Court must accept as
true all of the factual allegations contained in the complaint. Ashcroft v. Igbal, 129 S.Ct. 1937,
1949 (2009). However, the Court need not accept as true “allegations that contradict matters

properly subject to judicial notice or by exhibit” or “allegations that are merely conclusory,
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unwarranted deductions of fact, or unreasonable inferences.” St. Clare v. Gilead Scis., Inc., 536
F.3d 1049, 1055 (9th Cir. 2008). While a complaint need not allege detailed factual allegations, it

(113

“must contain sufficient factual matter, accepted as true, to “‘state a claim to relief that is plausible
on its face.”” Igbal, 129 S.Ct. at 1949 (quoting Bell Atl. Corp. v. Twombly, 550 U.S. 544, 570
(2007)). A claim is facially plausible when it “allows the court to draw the reasonable inference
that the defendant is liable for the misconduct alleged.” Id. at 1949.

Additionally, claims sounding in fraud are subject to the heightened pleading requirements
of Federal Rule of Civil Procedure 9(b). A plaintiff alleging fraud “must state with particularity
the circumstances constituting fraud.” Fed. R. Civ. P. 9(b). To satisfy this standard, the allegations
must be “specific enough to give defendants notice of the particular misconduct which is alleged to
constitute the fraud charged so that they can defend against the charge and not just deny that they
have done anything wrong.” Semegen v. Weidner, 780 F.2d 727, 731 (9th Cir. 1985). Thus, claims
sounding in fraud must allege “an account of the time, place, and specific content of the false
representations as well as the identities of the parties to the misrepresentations.” Swartz v. KPMG
LLP, 476 F.3d 756, 764 (9th Cir. 2007). In contrast, the heightened pleading requirement of Rule
9(b) does not apply to allegations regarding a defendant’s state of mind. Thus, knowledge and
intent need only be alleged generally to state a valid claim for fraud. Fed. R. Civ. P. 9(b) (“Malice,
intent, knowledge, and other conditions of a person’s mind may be alleged generally.”); Swingless
Golf Club Corp. v. Taylor, 679 F. Supp. 2d 1060, 1067 (N.D. Cal. 2009).

I11. Discussion

A. Rule 9(b) Pleading Requirement

As an initial matter, the parties are still in dispute as to which elements of the UCL and
CLRA claims are subject to the heightened pleading requirements of Rule 9(b). Quoting Kearns v.
Ford Motor Co., 567 F.3d 1120, 1127 (9th Cir. 2009), HP argues that “the pleading . . . as a whole
must satisfy the particularity requirement of Rule 9(b),” including allegations of HP’s state of
mind. HP’s Mot. 6 (emphasis added by HP). Plaintiff argues that Rule 9(b) does not apply at all to
the allegations of the SAC because the SAC no longer alleges the former FAL and warranty

claims, and the SAC has disclaimed any allegations of actual fraud. Opp’n 3. Plaintiff also argues,

4
Case No.: 10-CV-02176-LHK
ORDER DENYING MOTION TO DISMISS




United States District Court
For the Northern District of California

© 00 ~N o o b~ w NP

I T N R N S N N e N N N T i = T e e e o e =
©® N o B ®W N B O ©W 0O N o o~ W N -k O

Caseb5:10-cv-02176-LHK Document57 Filed08/10/11 Page5 of 12

in the alternative, that Rule 9(b) does not apply to allegations regarding HP’s state of mind. Id. at
4. While the Court has already settled these issues in its prior orders, see Dkt. Nos. 38 and 48, the
reasons are set forth below for the parties’ convenience.

HP is correct that Rule 9(b) does apply to the UCL and CLRA claims set forth in the SAC.
The Court rejects Plaintiff’s argument that the SAC no longer sounds in fraud because it dropped
the FAL and warranty claims. Fraud may be alleged explicitly or “by alleging facts that
necessarily constitute fraud (even if the word ‘fraud’ is not used).” Vess v. Ciba-Geigy Corp. USA,
317 F.3d 1097, 1105 (9th Cir. 2003). Plaintiff’s remaining UCL and CLRA claims are premised
on allegations that HP knew, or should have known, of an inherent design defect in the 8500
Printer and falsely advertised the product, thereby inducing Plaintiff and thousands of putative
class members to purchase a defective product. Plaintiff’s allegations therefore describe a unified
course of fraudulent conduct, and the claims based on this conduct are subject to the heightened
pleading requirements of Rule 9(b). See Kearns, 567 F.3d at 1125-27 (applying Rule 9(b) to UCL
and CLRA claims based on misrepresentations and non-disclosures); Dkt. No. 35, at 5.

On the other hand, Plaintiff is correct that the heightened pleading requirements of Rule
9(b) do not apply to allegations of knowledge, intent, or “other conditions of a person’s mind.”
Fed. R. Civ. P. 9(b). Rule 9(b) explicitly states that scienter “may be alleged generally.” Id. This
does not mean, however, that conclusory allegations of knowledge or intent suffice. Igbal, 129
S.Ct. at 1954. Rather, Rule 9(b) merely excuses a party from pleading scienter under an elevated
pleading standard; the “less rigid — though still operative — strictures of Rule 8 must be satisfied.
Id.; see also Swingless Golf Club, 679 F. Supp. 2d at 1067 (concluding that the “non-heightened
pleading standard” for knowledge is the “Igbal standard”); Dkt. No. 35, at 6-7.

Therefore, the circumstances of the alleged fraudulent conduct, such as the alleged
misrepresentations about the 8500 Printer, are subject to the heightened scrutiny of Rule 9(b), but
HP’s alleged knowledge of the defect is not. Because HP’s motion to dismiss takes aim only at the

allegations concerning HP’s knowledge, Rule 9(b) does not provide grounds for dismissal.*

! Thus, HP’s reliance on Smith v. National City Bank of Indiana, 2010 WL 1729392 (N.D. Cal.
Apr. 27, 2010), is misplaced. The Smith court dismissed the complaint because the plaintiff “failed
to set forth what is false or misleading about a statement, and why it is false,” not because the
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B. HP’s Knowledge of Defect

The crux of HP’s argument in its latest motion to dismiss is that Plaintiff has failed to plead
sufficient additional facts in the SAC to raise a plausible inference that HP knew of the alleged
defect when it made the representations to consumers about the 8500 Printer’s capabilities.
Following other federal district courts’ interpretations of California law, this Court previously ruled
that Plaintiff must allege that HP knew, or by the exercise of reasonable care should have known,
of the alleged defect to support his CLRA and UCL claims. See Dkt. No. 48, at 7, 9. Despite
Plaintiff’s continued protests, the Court’s ruling remains unchanged. Plaintiff must plead “facts
raising a plausible inference that HP knew, or by the exercise of reasonable care should have
known, of the defect.” Id.

However, the Court agrees with Plaintiff that the SAC alleges sufficient additional facts to
raise such a plausible inference. According to Plaintiff, HP claims in its advertising and on its
website that it tests its printers using “the recognized ISO/IEC 24734 and 24735 standards” prior to
releasing them to the marketplace. SAC § 69(d). The 24735 standard requires multiple tests using
repeated scanning of a multi-page document through the printer’s ADF. Id. Plaintiff also alleges
that HP made specific claims “as to the capacity of the ADF and the printing, copying, scanning
and faxing speed” of the 8500 Printer in its public statements, advertising and marketing. SAC |
69(a). Finally, Plaintiff alleges, upon information and belief, that the alleged defect was present
“out of the box™ in every 8500 Printer “and manifested on a regular basis when using the ADF
regardless of conditions.” SAC 9 69(e). These facts, taken as true, raise a plausible inference that
HP knew, or by the exercise of reasonable care should have known, of the defect in the 8500
Printer through its pre-market testing procedures before Plaintiff made his July 2009 purchase.

Further supporting the inference of HP’s actual knowledge of the defect is the fact that consumers

plaintiff failed to allege that the defendant had the requisite knowledge. See 2010 WL 1729392, at
*3. The parties here, by contrast, dispute whether HP had knowledge of the 8500 Printer’s defect.
If the alleged misrepresentations were at issue, and they are not, the Court would reaffirm its ruling
that the SAC alleges “an account of the time, place, and specific content of the false representations
as well as the identities of the parties to the misrepresentations” with sufficient particularity to
survive the 9(b) standard. Dkt. No. 35, at 5-6 (quoting Swartz, 476 F.3d at 764).

6
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complained of the defect “both in third-party fora as well as directly to HP” as early as April 2009.
SAC 1 69(f).2

HP complains that these allegations do not “identify with any specificity what such alleged
product testing entailed, when it was performed, what it revealed, and when HP obtained the
results.” Dkt. No. 53, at 11. But Plaintiff is not required to plead the “who, what, when, where, and
how” as to the alleged testing of the 8500 Printer because these allegations go to HP’s knowledge
of the defect, and therefore need only be alleged “generally.” Fed. R. Civ. P. 9(b). Even if Rule
9(b)’s heightened pleading standard did apply to these facts, the purpose of Rule 9(b), “to give
defendants notice of the particular misconduct . . . so that they can defend against the charge and
not just deny that they have done anything wrong,” is satisfied. Kearns, 567 F.3d at 1124 (internal
quotations and citation omitted). Here, the charge is that HP knew about the defect from testing
the product and falsely advertised to consumers or, alternatively, did not test the product but made
specific claims about the product without any reasonable basis for doing so. In either case, the
SAC gives HP sufficient notice of the charge in order to defend against it.

In addition, the federal district court cases upon which HP relies, where courts granted
motions to dismiss UCL or CLRA claims for failure to allege a defendant’s knowledge of an
alleged product defect “with specificity,” see Reply 4-5, are distinguishable, and not controlling
here. The plaintiffs in In re Sony Grand Wega KDF-E A10/A20 Series Rear Projection HD
Television Litigation failed to “bolster their claims” in their amended complaint that Sony was
aware of the alleged product defect in its televisions when all they included were allegations about
patent filings by Sony and Sony’s experience with predecessor models. 758 F. Supp. 2d 1077,
1090 (S.D. Cal. 2010). Unlike the patent filings in Sony, which did not “evince any knowledge of
the defect on Sony’s part,” id. at 1090, the testing here, coupled with the consumer complaints,
raises a reasonable inference that HP was aware of the 8500 printer’s defect and, not withstanding,

made claims to the contrary. In Baba v. Hewlett-Packard Co., the court emphasized that the

2 While the Court previously found these customer complaints insufficient, on their own, to raise a
reasonable inference that HP had prior knowledge of the design defect, Dkt. No. 35, at 8-9, when
coupled with the SAC’s new allegations relating to testing, they support a reasonable inference that
HP knew, or by the exercise of reasonable care should have known, of the design defect before
Plaintiff purchased the product.
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amended complaint “ma[d]e no averments that HP knew of the alleged defects at the time it sold
the computers or at the time it explained the causes of those defects to plaintiffs.” No. C 09-05946
RS, 2010 WL 2486353, at *4 (N.D. Cal. June 16, 2010) (emphasis added). In Brothers v. Hewlett-
Packard Co., the court also found the complaint defective because the “plaintiff allege[d] no
contemporaneous facts that HP knew about the alleged defects when plaintiff . . . purchased” the
products at issue. No. C-06-02254 RMW, 2006 WL 3093685, at *6 (N.D. Cal. Oct. 31, 2006)
(emphasis added). Here, by contrast, Plaintiff has “bolster[ed] [his] claims” by making
“averments” and alleging “contemporaneous facts” in the SAC that HP used certain testing
procedures on the 8500 Printer that would have uncovered the alleged defect and that consumers
complained of the defect as early as April 2009. SAC 11 69-70.

Finally, Morris v. BMW of North America, No. C-07-02827, 2007 WL 3342612 (N.D. Cal.
Nov. 7, 2007), does not require dismissal here. Morris involved a UCL claim based on a material
omission, not an affirmative misrepresentation as is alleged here. Whereas in an omission case, it
is impossible to infer what a Defendant knew at the time from its silence, 2007 WL 3342612, at *5-
6, here, Plaintiff has alleged that HP’s specific representations about the ADF’s performance and
“printing, copying, scanning and faxing speed” are based on testing and that the testing, along with
contemporaneous consumer complaints, would have given HP knowledge about the defect. SAC
11 69-70.

Accordingly, the Court finds that Plaintiff has alleged sufficient facts to raise a plausible
inference that HP knew, or by the exercise of reasonable care should have known, of the alleged
defect in the 8500 Printer before Plaintiff purchased one.

C. Plaintiff’s Claims

Plaintiff’s SAC brings two causes of action. The first alleges that HP engaged in unlawful,
unfair and deceptive business practices in violation of the UCL, Cal. Bus. & Prof. Code 8§ 17200, et
seq. (West 2011). The second alleges violations of section 1770(a)(5) of the CLRA, which
prohibits the misrepresentation of product characteristics. Cal. Civ. Code § 1770(a)(5) (West
2011).

Case No.: 10-CV-02176-LHK
ORDER DENYING MOTION TO DISMISS




United States District Court
For the Northern District of California

© 00 ~N o o b~ w NP

I T N R N S N N e N N N T i = T e e e o e =
©® N o B ®W N B O ©W 0O N o o~ W N -k O

Caseb5:10-cv-02176-LHK Document57 Filed08/10/11 Page9 of 12

The UCL creates a cause of action for business practices that are (1) unlawful, (2) unfair, or
(3) fraudulent. Cal. Bus. & Prof. Code § 17200. Its coverage has been described as “‘sweeping,’”
and its standard for wrongful business conduct is intentionally broad. In re First Alliance Mortg.
Co., 471 F.3d 977, 995 (9th Cir. 2006) (quoting Cel-Tech Commc 'ns, Inc. v. L.A. Cellular Tel. Co.,
20 Cal. 4th 163, 180 (1999)). Each “prong” of the UCL provides a separate and distinct theory of
liability. Lozanov. AT & T Wireless Servs., Inc., 504 F.3d 718, 731 (9th Cir. 2007) (citing South
Bay Chevrolet v. Gen. Motors Acceptance Corp., 85 Cal. Rptr. 2d 301, 316-317 (Cal. Ct. App.
1999)).

The CLRA prohibits certain “unfair methods of competition and unfair or deceptive acts or
practices undertaken by any person in a transaction intended to result or which results in the sale or
lease of goods or services to any consumer.” Cal. Civ. Code § 1770(a).

Generally, the standard for deceptive practices under the fraudulent prong of the UCL
applies equally to claims for misrepresentation under the CLRA. See Consumer Advocates v.
Echostar Satellite Corp., 113 Cal. App. 4th 1351, 1360 (Cal. Ct. App. 2003). For this reason,
courts often analyze the two statutes together. See, e.g., Paduano, v. Am. Honda Motor Co., 169
Cal. App. 4th 1453, 1468-73 (Cal. Ct. App. 2009) (analyzing UCL and CLRA claims together);
Neu v. Terminix Int’l, Inc., No. C 07-6472 CW, 2008 WL 2951390, at *3-4 (N.D. Cal. July 24,
2008) (analyzing UCL, FAL, and CLRA claims together); Chacanaca v. Quaker Oats Co., No. C
10-0502 RS, 2010 WL 4055954, at *11-12 (N.D. Cal. Oct. 14, 2010) (analyzing UCL, FAL, and
CLRA claims together). For the reasons stated below, the Court finds that Plaintiff has adequately
stated his claims under the CLRA and each of the three prongs of the UCL.

1. Fraudulent Prong of UCL and CLRA

Following the direction of the California courts and federal court decisions applying
California law, this Court will analyze the sufficiency of Plaintiff’s CLRA claim together with the
claim under the fraudulent prong of the UCL. That is, the CLRA claim stands or falls along with
the claim under the fraudulent prong of the UCL.

To state a claim under the fraudulent prong of the UCL, a plaintiff must show that members

of the public are likely to be deceived by the business practice or advertising at issue. Freeman v.

9
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Time, Inc., 68 F.3d 285, 289 (9th Cir. 1995); Pfizer Inc. v. Superior Ct., 182 Cal. App. 4th 622, 630
(Cal. Ct. App. 2010). A UCL violation for fraudulent business practices is distinct from common
law fraud and does not require allegations of actual deception, reasonable reliance, and damage.
Daugherty v. Am. Honda Motor Co., 144 Cal. App. 4th 824, 838 (Cal. Ct. App. 2006). California’s
Supreme Court and its appellate courts have stated generally that the UCL “imposes strict
liability.” Cortez v. Purolator Air Filtration Prods. Co., 23 Cal. 4th 163, 181 (2000); Paduano,
169 Cal. App. 4th at 1468; South Bay Chevrolet v. Gen. Motors Acceptance Corp., 85 Cal. Rptr. at
309.

However, California courts have not always applied the language of strict liability to
product defect claims like the one presented here. See, e.g., Klein v. Earth Elements, Inc., 59 Cal.
App. 4th 965, 970 (Cal. Ct. App. 1997). In addition, when federal district courts applying
California law have considered fraudulent prong claims under the UCL based on representations
about defective products, they have generally required a plausible showing that the defendant
knew, or by the exercise of reasonable care should have known, of the alleged defect when it made
the representations alleged to be deceptive. See, e.g., In re Sony Grand Wega, 2010 WL 4892114,
at *6 (“Plaintiffs have failed to offer sufficiently particularized allegations showing that Sony was
aware of the defect when Plaintiffs purchased the televisions.”); Neu, 2008 WL 2951390, at *3
(dismissing UCL claim on grounds that plaintiff “fail[ed] sufficiently to allege that Defendants
knew their termite prevention plan to be faulty at the time the statements were made”); see also
Dkt. No. 48, at 7 & n.4 (citing In re Tobacco Il Cases, 46 Cal. 4th 298, 312 (2009)). Similarly, a
representation will not violate the CLRA if a defendant did not know, or have reason to know, of
the facts that rendered the representation misleading at the time it was made. See Neu, 2008 WL
2951390, at *3-4 (dismissing CLRA and UCL claims together).

HP argues for dismissal of the UCL fraudulent prong and CLRA claims almost exclusively
on the basis that the SAC does not plausibly support an inference that HP knew of the alleged

defect.® For the reasons already discussed, the Court finds that Plaintiff has alleged sufficient

¥ To the extent that HP attacks the sufficiency of Plaintiff’s complaint for pleading knowledge in

the alternative, Mot. 12, Reply 5 (faulting Plaintiff’s “equivocal formulation”), pleading in the

alternative is expressly permitted by Rule 8, which governs allegations of knowledge. Fed. R. Civ.
10
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additional facts to raise a plausible inference of HP’s knowledge and accordingly DENIES HP’s
motion as to these claims.
2. Unfair Prong of UCL

“A business practice is unfair within the meaning of the UCL if it violates established
public policy or if it is immoral, unethical, oppressive or unscrupulous and causes injury to
consumers which outweighs its benefits.” McKell v. Wash. Mut., Inc., 142 Cal. App. 4th 1457,
1473 (Cal. Ct. App. 2006). In determining whether a practice is unfair, California courts examine
the practice’s impact on its alleged victim and balance that impact against the reasons,
justifications, and motives of the alleged wrongdoer. Id.

Plaintiff claims that consumers were injured because “Defendant made material claims in
its advertising and marketing regarding the Printers, claims which it either knew to be false or
misleading, or which had no reasonable basis.” SAC 9§ 82. Furthermore, the SAC alleges that,
separate and apart from HP’s deceptive pre-sale representations, HP’s post-sale conduct was also
unfair under the UCL. SAC 1 86. Specifically, Plaintiff alleges that, while HP was receiving
numerous complaints about the 8500 Printer from consumers, SAC { 40-52, and even
acknowledged the defect on its website, SAC 56, HP provided customers with only an ineffective
“workaround” solution, SAC 1 57, and provided Plaintiff with the same model printer twice under
the printer’s warranty, with each replacement printer manifesting the same defect. SAC { 58.
Plainttiff’s allegation is that this post-sale conduct towards “unsuspecting consumers constitutes
conduct that is immoral, unethical, oppressive or unscrupulous” under the UCL. SAC { 86.

HP attacks these allegations by repeating its argument that pre-sale knowledge is required
to state a claim under the unfairness prong. See Reply 10-11. Even if knowledge were a
requirement under this prong of the UCL, and this Court does not so hold, as discussed above,
Plaintiff has sufficiently alleged knowledge. Thus, the Court DENIES HP’s motion to dismiss

Plaintiff’s claim under the unfairness prong of the UCL.

P. 8(d). And to the extent that HP argues that Plaintiff’s “testing related allegations are
implausible” because “[n]either of Plaintiff’s prior complaints so much as mentioned testing,” Mot.
11-12, the Court is not persuaded that alleging additional facts, when the Court has granted leave to
do so, should result in an inference of implausibility.

11
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3. Unlawful Prong of UCL

The unlawful prong of the UCL prohibits “anything that can properly be called a business
practice and that at the same time is forbidden by law.” Cel-Tech Commc 'ns, Inc., 20 Cal. 4th at
180 (quotation marks and citations omitted). By proscribing “any unlawful” business practice, Cal.
Bus. & Prof. Code § 17200, the UCL allows injured consumers to “borrow” violations of other
laws and treat them as unfair competition that is independently actionable. 1d. Plaintiff’s SAC
borrows the CLRA to support his theory of liability under the unlawful prong. Because the Court
finds that Plaintiff plausibly states a claim for relief under the CLRA, Plaintiff also states a
plausible claim under the unlawful prong of the UCL. Therefore, the Court DENIES HP’s motion
to dismiss Plaintiff’s claim under the unlawful prong of the UCL.
IV. Conclusion

Because Plaintiff has alleged sufficient additional facts in the SAC to support a plausible
inference that HP had knowledge of the alleged defect prior to Plaintiff’s purchase of the 8500
Printer, this Court DENIES HP’s motion to dismiss Plaintiff’s UCL and CLRA claims.
Accordingly, the hearing set for August 11, 2011 at 1:30 p.m. is hereby VACATED. The August

11, 2011 Case Management Conference remains as set at 1:30 p.m.

IT IS SO ORDERED.

Dated: August 10, 2011 jb(‘ t ‘ ‘ ' L

LUCY H. K
United State istrict Judge
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Thank you, Joel, for that kind introduction. 1’m so pleased to be part of this important
discussion about the benefits and concerns surrounding collection, use and retention of Big Data.

As we heard this morning, there is no question that collecting, culling, dissecting and
cataloguing vast quantities of consumer data, from such sources as social media, online behavior,
geolocation data, and the like, has important beneficial uses. In the past several months we’ve
heard reports about how health care costs can be reduced through large scale analyses made
possible by big data. Other researchers have reported how sophisticated analyses of traffic
patterns and congestion can be analyzed for “smart routing,” which could be designed to save
consumers’ time. And this morning, we heard about uses of Big Data that really make a
difference in people’s lives, such as predicting infections in newborn babies — where having this
information in real time can save lives.

Among the most intriguing uses of Big Data have been efforts to tease out, from social
media services, how consumers in the aggregate feel about a product or brand. Internet
entrepreneurs are forming companies to provide so-called “Sentiment Analysis” to investors,
with insights gleaned from social networks about how consumers feel about certain brands." To
institutional investors, this information could be extremely valuable in building strong portfolios.

Sentiment analysis has other uses, including identifying public health concerns and other
areas of need. A new initiative by the United Nations analyzes social media public information
and text messages to predict job losses, spending reductions or disease outbreaks in the
developing world. ?

Used this way, sentiment analysis can tease out early warning signs to aid better planning
and target assistance programs in a region on the brink of possible crisis.

The New York Times notes how much of a growth industry this is: in a recent article it
pointed out that statisticians are now in high demand in the retail industry.® “Mathematicians”,
the Times said, “are suddenly sexy.” As an economics major myself, I’ve always found those
with a facility to crunch numbers to be appealing. 1’m glad others now agree with me.

Sentiment analysis is a form of Big Data that uses large amounts of anonymous data. At
least that is what we are told. The individual source of the data feeding into the sentiment
conclusions is beside the point.

! Interview by Pimm Fox, Bloomberg Television, with Jack Hidary, Chairman, RealTimeMonitor.com. (Feb. 6, 2012)
available at http://www.bloomberg.com/video/85825558/.

2 See Global Pulse (Feb. 29, 2012) http://www.unglobalpulse.org/.

® Charles Duhigg, How Companies Learn Your Secrets, N.Y. Times, Feb 19, 2012, available at
http://www.nytimes.com/2012/02/19/magazine/shopping-habits.html?pagewanted=all.




So if this information indeed is — and remains — truly anonymous, and can be put to such
creative and beneficial uses, I’m not going to lose sleep over it. Rather, I’ll be intrigued to see
how beneficial sentiment analysis proves to be in the coming years.

But there are certain Big Data uses and practices that are on my radar screen and get
between me and a good night’s sleep. As a Commissioner at the Federal Trade Commission, it is
my job to protect consumer privacy—a business that the FTC has been in for quite some time.
And a business that | have also put many years into—even before | started at the Commission in
2010.

I spent more than 20 years working on consumer privacy issues at the state level —
leading the State Attorneys General as chair of their Privacy Working Group, and engaging in
enforcement actions on behalf of the states of Vermont and North Carolina. So, privacy is not
new to me.

But Big Data’s impact on privacy is requiring some new and hard thinking by all of us.

Today I’d like to talk to you about four issues relating to Big Data and privacy that | have
been thinking about, and that I pose as issues for you to consider today.

First, turning back to sentiment analysis and other uses of data that claim to be
deidentified: it is critical that we drill down and determine whether the information amassed for
such analysis is in fact truly anonymous. Researchers — including some here today — have
demonstrated that it can be relatively easy to take some types of deidentified data and reassociate
it with specific consumers. | am concerned when I hear other researchers claim that information
is “deidentified” when it is merely stripped of a name and address. Much of this information
may instead by linked to a specific smartphone or laptop. Given how closely these devices are
now associated with each of us — many of us sleep more closely to our cell phones than we do
our spouses! — data that is linked to specific devices through UDIDs, IP addresses,
“fingerprinting” and other means are, for all intents and purposes, linked to individuals.

Second, in the vast collection of data about consumers, we must be careful to insure that
collection and use of sensitive information — such as information related to health, finances, or
sexual orientation — triggers the heightened protection it deserves. There are important questions
about how to implement this principle in the context of Big Data. | am concerned that the vast
collection of data about consumers can unintentionally — or even intentionally — include sensitive
information, and that the necessary heightened protections are not being provided.

As everyone here knows, the New York Times recently reported on Target’s efforts to
develop, through analysis of various online and offline data points, a “pregnancy prediction”
score.* The reason Target developed this analysis was its belief that major life changes, such as
a pregnancy, create perfect marketing opportunities, because at such times consumers are the
most receptive to changing their shopping habits. The analysis was designed to predict not only

* Ibid.
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whether a consumer was pregnant, but also when her baby was due, so that Target could tailor its
offers depending on her stage of pregnancy.

Now let’s suppose that Target didn’t use any health information in creating its pregnancy
prediction score. Let’s simply suppose that it used “innocuous” data — such as the purchase of
lotions and then several months later the purchase of newborn-size diapers — to determine the
kind of purchases and other customer habits that indicate a shopper is pregnant. That is, it used
non-sensitive information to create a prediction about health status. The same type of innocuous
data could be used to make other predictions of a sensitive nature, like sexual orientation,
financial status, and the like.

As Steve Bellovin pointed out, even Target came to understand that its customers were
“creeped out” by getting coupons and other offers that clearly indicated that Target “knew” they
were pregnant. So Target “disguised” its knowledge by including among the coupons aimed at
expectant moms some coupons for other items, making it less obvious that Target was targeting
the women with pregnancy- and baby-related items.

We need to address whether heightened protections should be required in this type of
situation. Of course | want to hear and weigh the thoughts and opinions of experts like those in
the room here today. But at first blush, it seems that some form of heightened protections are in
order.

Third, we are all very familiar with the harms that can occur when there is a data breach.
The collection and retention of vast amounts of identifiable data creates a greater risk when a
data breach occurs. Holding on to vast stores of data flies in the face of one of the fundamental
principles of “privacy by design” — data minimization.

In some areas, industry has made progress in providing consumers with certain choices to
limit the information collected about them. In connection with behavioral advertising, industry
heard the Federal Trade Commission’s call for the development of Do Not Track mechanisms
that would enable consumers to make choices in connection with targeted ads. Industry has
developed both browser-based solutions, and an opt-out cookie-based solution. | am closely
watching these developments. For me, one of the most critical points is that Do Not Track is not
just Do Not Target, but also, when the consumer so chooses, Do Not Collect.

I know some of you have heard, over the past half-year, my call for industry to “play well
in the sandbox”: for the cookie-based Do Not Track mechanism—the Digital Advertising
Alliance About Ads Program—to work collaboratively with the browser-based solutions so that
consumers’ choices would be honored no matter how they were initially exercised.

I was pleased to participate in last week’s announcement by the Digital Advertising
Alliance that it will begin work to incorporate consistent, easy-to-use browser-based tools within



the DAA program.® As usual, the details on how this will be implemented will be critically
important. | will closely watch industry’s progress in creating a robust solution to effectuating
consumers’ choices, including whether choices provided to consumers address the collection of
their information in the first instance, and not just the receipt of targeted ads.

The fourth Big Data privacy issue that | am concerned about is the extent to which the
analysis of vast amounts of data results in consumer profiles that will be used to deny consumers
important benefits. As Joel Reidenberg mentioned before lunch, concerns about the collection of
vast amounts of information about consumers, the accuracy of that information, and the
appropriate use of that information are not new to this country. These concerns led to the
passage — over 40 years ago — of the Fair Credit Reporting Act in 1970 (FCRA).°

But the world is a very different place today, and traditional credit reports are not the
only source for information about consumers that can impact their ability to secure benefits and
opportunities such as employment, housing, insurance, or credit.

Think about the young woman from Target. Is Target the only one that knows, or has
predicted with some certainty through other pieces of information, that she is in fact pregnant?
Can that information be used by her employer? Will it impact her chances to get a promotion? Is
the fact, or possibility that she is pregnant, being considered by a potential employer?

We’ve seen press reports about how life insurers use consumer consumption patterns to
predict life expectancy, and they use that information to set the rates and coverage they offer.
Social media habits can similarly be analyzed as an indicator of future behavior to determine
whether someone might be a trusted employee, or a credit risk.

Information can — and will — be scraped from here, there, and everywhere, and then sold
to those who are evaluating consumers for jobs, credit, insurance, housing, and other benefits.

And now, as with nearly everything else, “there’s an app for that.” Just a few weeks ago,
the Federal Trade Commission warned several marketers of apps that provide background
screening on individuals that they must comply with the FCRA — giving consumers notice,
access and correction rights — if they have reason to believe that their background reports are
being used for employment screening, housing, credit, or insurance.’

To consumers, the practices of data brokers are unknown. Indeed, consumers are often
unaware of the existence of data brokers. This must change. I believe that consumers should
have access to the information that many data brokers hold about them.

> Press Release, Digital Advertising Alliance, White House, DOC and FTC Commend DAA’s Self-Regulatory Program
to Protect Consumer Online Privacy (Feb. 23, 2012) available at
http://www.aboutads.info/resource/download/DAA%20White%20House%20Event.pdf.

®15U.5.C. § 1681s(a)(2)(A).

’ Press Release, Federal Trade Commission, FTC Warns Marketers That Mobile Apps May Violate Fair Credit
Reporting Act (Feb. 7, 2012) available at http://www.ftc.gov/opa/2012/02/mobileapps.shtm.



Just six weeks ago, | called on the data broker industry to develop a user-friendly, one-
stop shop that will give consumers information about who the data brokers are, and provide
access to information that data brokers have amassed about them. If a consumer learns that the
data broker sells her information for marketing purposes, she should be able to opt-out.

And with respect to information about consumers used for substantive decisions — like
credit, insurance, employment, and other benefits — consumers should have the ability to access
this information and correct it. And correct such errors wherever they occur. | call on the data
broker industry to develop a system where a consumer’s corrections to one data broker’s files
will automatically correct the same information held by other data brokers. It is critical that all
data brokers come to the table to develop this mechanism—including those in the mobile space.

We’ve spent the morning talking about the possibilities — both positive and negative — of
Big Data.

While we learned quite a bit this morning, I’ll sum up the main points in just a few
words. The potential benefits of Big Data are many, consumer understanding is lacking, and the
potential risks are considerable.

We need to pay attention to these issues so that the promise of Big Data is realized, and
the risks are kept to a minimum. Industry has a strong and justifiable need to continue to
innovate. But in order for industry to thrive, it must engage in an honest discussion about its
collection and use practices in order to instill consumer trust in the online and mobile
marketplace.

Thank you.





