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. BACKGROUND
The following facts are taken from Plafifis SAC. LinkedIn owns and operates the

website www.LinkedIn.com, which provides anioa community for professional networking.

Prospective members may sign up for a membership by providing a valid email address ar

registration password, which Linete stores on its databas@nce registered, a member may
create a free online professional profile containing such information as employment and
educational history.

When members register, theyaequired to confirm thatély agree to LinkedIn’s User
Agreement (“User Agreement”) and Privacy Policy (“Privacy Policy”). The Privacy Policy
contains a statement that “[a]ll informatiomttyou provide will be protected with industry
standard protocols and technology.”

For a monthly fee, members can upgradepaid “premium” subscription which grants

them increased networking tools and capabilitiglembers who purchase a premium subscriptio

>

agree to the same terms and services of the Atgeement and Privacy Policy as if they were
non-paying members.

Plaintiff alleges that sometime in 2012 hackafdtrated LinkedIn’s computer systems and
services. On June 6, 2012, the hackers pogiga=imately 6.5 million stolen LinkedIn users’
passwords on the Internet. On or around Jyr#®12, LinkedIn released a statement on its blog
stating that it had recently completed a switcitpassword encryption method from a system
that stored member passwords in a kdslormat to one that used both saltexd hashed
passwords for increased security.

Plaintiff alleges that she paid fopaemium subscription from March 2010 until
approximately August 2010. She alleges thatLivekedIn password was retrieved by the hackers

and posted on the Internet on June 6, 2012. Shgealtbat, prior to her purchase of the premium

! According to the SAC, “salting” is an encryption prss¢hat protects information lepncatenating a plaintext
password with a series of randomly generated characters prior to hashing.

2 According to the SAC, “hashing” is an encryptiongess that protects informati by by applying a one-way
function or algorithm to it. Hash functions are desigiwetveal no information about the underlying input and are
designed such that minor changes in inputs will result in major changes to outputs.
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subscription, she read LinkedIn’s User Agreement and Privacy Policy and that, had LinkedIn
disclosed its lax security praots, she would have viewecdetpremium subscription as less
valuable and would either have attempted tolpase a premium subscription at a lower price or
not at all.
II. LEGAL STANDARDS
a. Motion to dismiss under Rule 12(b)(1)
A Rule 12(b)(1) motion to dismiss tests winata complaint alleges grounds for federal
subject matter jurisdiction. If the plaintiff lacks standing under Article 11l of the U.S. Constituti
then the court lacks subject mafgrisdiction, and thease must be dismissed. See Steel Co. v.

Citizens for a Better Env't, 523 U.S. 83, 101-02 (1998).

A jurisdictional challenge may be facial factual. _Safe Air for Everyone v. Meyer, 373

F.3d 1035, 1039 (9th Cir. 2004). Where the attadadml, the court determines whether the
allegations contained in the complaint are sight on their face to invoke federal jurisdiction,
accepting all material allegations in the complaintras and construing them in favor of the party

asserting jurisdiction. _See Warth v. Seldin, 422 U3, 501 (1975). Wheredfattack is factual,

however, “the court need not presume the truth&drad the plaintiff's allegations.” Safe Air for
Everyone, 373 F.3d at 1039. In resolving a faalisgdute as to the existence of subject matter
jurisdiction, a court may revieextrinsic evidence beyond the complaint without converting a

motion to dismiss into one for summary judgme8ee id.; McCarthy v. United States, 850 F.2d

558, 560 (9th Cir. 1988) (holding thatcourt “may review any ewhce, such as affidavits and
testimony, to resolve factual disputes concerningitigtence of jurisdiction”). Once a party has
moved to dismiss for lack of subject mattergdiction under Rule 12(b)(1), the opposing party

bears the burden of establishithg Court’s jurisdiction._See Kokkonen v. Guardian Life Ins. Co

511 U.S. 375, 377 (1994); ChandlerState Farm Mut. Auto. Ins. Co., 598 F.3d 1115, 1122 (9th

Cir. 2010).
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b. Motion to dismiss under Rule 12(b)(6) and Rule 9(b)
A complaint must contain “a shaaind plain statement of theagh showing that the pleader
is entitled to relief.” Fed. R. Civ. P. 8(al motion to dismiss pursuant to Rule 12(b)(6) of the
Federal Rules of Civil Procedure tests the legal sefiicy of the claims asserted in the complaint

Fed. R. Civ. P. 12(b)(6); Navarro v. Block, 26@3d 729, 731 (9th Cir. 2001). The court must

accept all factual allegations pleaded in the compésrirue, and must construe them and draw &

reasonable inferences from them in favor ofrtbemoving party._Cabhill. Liberty Mutual Ins.

Co., 80 F.3d 336, 337-38 (9th Cir. 1996). The €munot bound, howevetp accept “legal
conclusions” as true. Ashcroft v. Igbal, 556 U.S. 662 (2009).

To avoid a Rule 12(b)(6) dismissal, a cdanpt need not contain detailed factual
allegations; rather, it must plead targh facts to state a claim to relief that is plausible on its fag

Bell Atl. Corp. v. Twombly, 550 U.S. 544, 570 (2007). However, “a plaintiff's obligation to

provide the ‘grounds’ of his ‘entitle[ment] to reflieequires more than kels and conclusions, and
a formulaic recitation of the elements of asmof action will notlo.” Id. at 555 (citation

omitted). “Factual allegations must be enough teeraigght to relief above the speculative level,
on the assumption that all the allégas in the complaint are treven if doubtful in fact).”_Id.
(citation omitted). In spite of thdeference the court is bound ty pathe plaintiff's allegations, it
is not proper for the court to assume that “the [plaintiff] can prove facts that [he or she] has ng
alleged or that defendants have violated thdaws in ways that have not been alleged.”
Associated Gen. Contractors of Cal., IncCal. State Council of Carpenters, 459 U.S. 519, 526
(1983).

But “[w]hen there are well-plead factual allegations court should assume their veracity
and then determine whether they plausibly givetosen entitlement to relief.”_Igbal, 556 U.S. at
679. A claim has “facial plausibility when the plafhpleads factual content that allows the court]
to draw the reasonable inferencattthe defendant is liable foreamisconduct alleged.” Id. at 677
(citing Twombly, 550 U.S. at 556). “The plausitylstandard is not akin to a ‘probability

requirement,’ but it asks for more than a sheasjmlity that a defendant has acted unlawfully.”
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Id. “Where a complaint pleads facts that are &heconsistent with’ a dendant’s liability, it
‘stops short of the line between possibility and pilbility of entitlement taelief.” Id. (quoting
Twombly, 550 U.S. at 557).

Complaints alleging fraud must satisfy theightened pleading requirements of Federal
Rule of Civil Procedure 9(b). Rule 9(b) requitkat in all avermentsf fraud or mistake, the
circumstances constituting fraud or mistake shalstated with particularity. Malice, intent,
knowledge, and other conditions of a person’'sdmnay be alleged generally. A pleading is
sufficient under Rule 9(b) if it “state[s] thiene, place and specific content of the false

representations as well as thentties of the parties to tmisrepresentation.”_Misc. Serv.

Workers, Drivers & Helpers v. Philco—Ford 1pq 661 F.2d 776, 782 (9th Cir. 1981) (citations
omitted); see also Vess v. Ciba—Geigy CorpAUSL7 F.3d 1097, 1106 (9th Cir. 2003) (quoting

Cooper v. Pickett, 137 F.3d 616, 627 (9th Cir. 199 Ayerments of fraud must be accompanied

by ‘the who, what, when, where, and how'tbé misconduct charged.”) Additionally, “the
plaintiff must plead fastexplaining why the statement wakséawhen it was made.” _Smith v.

Allstate Ins. Co., 160 F.Supp.2d 113052 (S.D. Cal. 2001) (citation omitted); see In re GlenFe

Inc. Sec. Litig., 42 F.3d 1541, 1549 (9th Cir. 1982 banc) (superseded by statute on other
grounds).

Regardless of the title given to a particudim, allegations groundean fraud are subject
to Rule 9(b)’s pleading requirements. Sesd/817 F.3d at 1103—-04. Even where fraud is not g
essential element of a consurpeotection claim, Rule 9(b) ajes where a complaint “rel[ies]
entirely on [a fraudulent course of conduct] as theebaf that claim . . . the claim is said to be
‘grounded in fraud’ or to ‘sound in fraud,” atite pleading . . . asv@hole must satisfy the

particularity requirement of Rel 9(b).” Kearns v. Ford Motor Co., 567 F.3d 1120, 1125 (9th Cir

2009) (quoting Vess, 317 F.3d at 1103-04); Bwoslewlett—Packard Co., 2006 WL 3093685, at

*7 (N.D. Cal. Oct. 31, 2006).
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[ll. DISCUSSION

LinkedIn moves to dismiss all claims in tBAC for lack of standing pursuant to Rule
12(b)(1) and failure to state aoh pursuant to Rule 12(b)(6).

The SAC contains three clairfar: 1) violation of the fraud prong of California’s Unfair
Competition Law (“UCL”), Cal. Bus. & Prof. Code, 8§ 172€0seq., 2) violation of the unfair
prong of the UCL, and 3) breach of contract. Plaintiff concedes that her second and third clai
should be dismissed and asks that the Cousbdeithout prejudiceDocket No. 87, Pl.’s Opp.
Brief at 3. LinkedIn asks #t the Court dismiss all tee claims with prejudice.

For the reasons explained below, the CouBNMSSES Plaintiff’'s econd and third claims
with prejudice. LinkedIn’s motion is D\HED as to Plaintiff’s first claim.

a. Standing under Article Il and the UCL
i. Background

The Court dismissed Plaintiff's First Ameri€omplaint (“FAC”) for lack of Article IlI
standing._See Docket No. 72. Plaintiff had attempted to establish standing based on the the
that she had suffered an injury in fact becausshé)did not receive the bdn@f her bargain with
LinkedIn, and 2) she now faces an increased risk of future harm as a result of the 2012 hacki
incident. The Court rejectdibth standing theories, findinignter alia, that the promise of industry
standard security had not been a paRlaintiff's bargainfor premium services.

The parties continue to disguivhether Plaintiff has standing under Article Il or under thg
UCL. Plaintiff has abandoned the standing thesoshe previously advanced and now contends
that she has standing because she purchas@ddmeium subscription ireliance on LinkedIn’s
misrepresentation and would not have done so but for the misrepresentation. Importantly, thg
(unlike the FAC) alleges that Plaintiff did, iadt, read and rely upon the statement in the Privacy
Policy regarding industrgtandard security.

With these amendments, the SAC'’s allegatmamessufficient to comr both standing under

Article 11l and statutory standing under the UCL.
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li. The parties’ positions
The parties essentially dividee UCL standing and Articlél standing cases into two
categories. Plaintiff relies primily on a line of cases in whicloerts find standing under the UCL
and under Article Il for plaintiffs who purchaseaptively labeled or advertised products in
reliance on the misinformation containede labels or advertisements.

As to UCL standing, in Kwikset Corp. v. Supe Court, the California Supreme Court

held that “[a] consumer who relies on a prodabtl and challenges a nmegresentation contained
therein can satisfy the standing regment of [the UCL] by alleging. . that he or she would not
have bought the product but for timesrepresentation.” 51 Calth 310, 330 (2011). In Hinojos v.
Kohl's Corp., 718 F.3d 1098 (9th Cir. 2013), the Nidtircuit Court of Appeals applied Kwikset
in “a straightforward manner” to hold that “win@ consumer purchases merchandise on the bas
of false price information, and when the consumileges that he would not have made the
purchase but for the misrepresentation, he lzamistg to sue under the UCL and FAL because h
has suffered an economic injury.” 718 F.3d at 1107.

The Article Il standing cases in the Ninth Cirtcagree that plaintiffs who make allegation

similar to those made in Kwikset and Hinojesuld also satisfy Article III's standing

requirements. For example, Article Ill standimags been found for class members who “paid mo
for [a product] than they otherwise would hgaad, or bought it when @y otherwise would not
have done so, because [the defendant] made deeefdims and failed to disclose the [product’s]

limitations.” Mazza v. Am. Honda Motor Co., Inc., 666 F.3d 581, 595 (9th Cir. 2012) (citing

Stearns v. Ticketmaster Corp., 655 F.3d 1013, 1021GR1tI2011)). Another Ninth Circuit case

found Article 11l standing by applying the rule from Kikget to the plaintiffs’ allegation that they

paid more for a product due to reliance on false advertising. See Degelmann v. Advanced M

Optics, Inc., 659 F.3d 835, 840 (9th Cir. 20%4gated, 699 F.3d 1103 (9th Cir. 2012).
LinkedIn, on the other hand, distinguishesldi®ling/advertising cases on the basis that
the representation in the Privacy Policy was mottained in a label or aadvertisement. The

Privacy Policy applies to all members, bpttying and non-paying and, according to LinkedIn,
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was not included or incorporated into the premaervices contract th&aintiff entered into.
Thus, LinkedIn argues, “[u]nder no plausible thecay this single sentence in the Privacy Policy
that applies to all LinkedIn nnebers be considered an ‘inducem¢m the purchase of a premium
subscription, the ‘advertisement’ of premium segg, or an ‘effective marketing technique’ for
premium service.” Docket No. 89, Def.’s Reply at 7.

LinkedIn instead points to a numitx other consumer cases in which courts have rejectq
theories of injury in fact that, like Plaintiffheory, were premised on payment or overpayment f
a product. In LinkedIn’s cases, courts have negliplaintiffs to allege “something more” than
“overpaying for a ‘defective’ product” in order totaklish an Article Il igury in fact. In re

Toyota Motor Corp., 790 F. Supp. 2d 1152, 1165 n.11 (C.D. Cal 2011); see also Whitson v.

Bumbo, 2009 WL 1515597 (N.D. Cal. Ad6, 2009); Boysen v. Walgreen Co., 2012 WL

2953069 (N.D. Cal. July 19, 2012); In re McNedr@Sumer Healthcare, 877 F. Supp. 2d 254 (E.L

Pa. 2012); Williams v. Purdue Pharma Co., EQBupp. 2d 171 (D.D.C. 2003). Based on these

cases, LinkedIn contends that Plaintiff hasalteged sufficient facts to establish Article 111
standing.

LinkedIn argues that the rationale behindldieeling/advertising cases is that “the
overpayment injury does not depend on how tlelpet functions becaudabels’ and ‘brands’
have independent economic value.” In re Toyota, 790 F. Supp. 2d at 1165 n.11. Based on tf
rationale, LinkedIn argues, courts in such cdseseconomic harm when the consumer paid
money for a defendant’s product over a competitortgiuct due to the mislabeling. Plaintiff
makes no such allegations hefhe does not allege, for exampleat she purchased LinkedIn’s
services over another networkingbsite’s services becausetioé promise regarding industry
standard security.

lii. Application and conclusion

Having carefully considered the cases, tloai€finds that Plaintiff has alleged facts

sufficient to confer standing. Tlogitical distinction between Plaifits theory of economic injury

and the theories of economic injugjected in LinkedIn’s cited casesthat Plaintiff alleges her
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payment or overpayment was caused by Linkedihéged misrepresentations, which she alleges
she read and relied on in making decision to purchase a premigubscription. The plaintiffs in
LinkedIn’s cases did not, or cabhot, attempt to establishasiding under the same theory as

Plaintiff's. In Williams and Whitson, although theapitiffs alleged that the defendants had madg

misrepresentations about the prodattssue, the plaintiffs failed tlege that they were deceived
by or even that they were exposed to therapresentations. 297 Supp. 2d at 177; 2009 WL

1515597, at *4. Similarly, neither Boysen nor In reNd contained allegatiorthat the plaintiffs

purchased the product in reliancetba defendant’s misrepresentations re Toyota is inapposite
because, while the court did require somenpilis to allege “something more” than pure
economic loss, it did so only for those plaintiifeo were seeking to establish an economic loss
based on a “market effect” theoty790 F. Supp. 2d at 1165-1166. Plaintiff's theory is not based
on a loss in market value.

The Court recognizes that there are significhfierences between the “single sentence”
contained in LinkedIn’s Privacy Policy and tladels and advertisements from Kwikset and
Hinojos. Notwithstanding these differences, howegtree Court finds thahe representation in
LinkedIn’s Privacy Policy falls within thecope of the labeling/advertising cases.

First, it is not clear that the reach oétwikset line of cases is limited only to

misrepresentations that are alabels or advertisements. As the California Supreme Court put i

—h_H

to satisfy the UCL'’s standing requirements, “a pamtyst now (1) establish a loss or deprivation g
money or property sufficient to qualify as injuryfact, i.e., economic injury, and (2) show that
that economic injury was thresult of, i.e., caused by, thafair business practice or false

advertising that is the gravamen of the claim.” Kgset, 51 Cal. 4th at 322 (emphasis added).

While it is true that the final hding in Kwikset specifically identiéd the type of “unfair business

3 Some plaintiffs attempted to establish an injury in fact based on a drop in value of their cars. They did not allege
experiencing any defects in their cars dtespredicating their loss on the drippvalue due to the defect. The court
agreed that those plaintiffs should allege “something fraore found that they had met this requirement by 1)
showing the reduction in trade-in value of their cars in sowsgels as Kelley Blue Book and 2) alleging that the drop|
in value followed public awareness of the defect. 790 F. Supp. 2d at 1166.
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practice or false advertising” at isépthat holding was an applicati of the broader rule identified
in the preceding sentence of this paragrape Kwikset court did nandicate that the
requirements for establishing UCL standinguid be any different if the challenged
misrepresentation was contained in somethingrdtia a deceptive product label. And although
Kwikset was a California case concerning stagdinder the UCL, not Article Ill, the Ninth
Circuit cases indicate that plaiffisi whose allegations meet the Kwikseiteria will at least satisfy
the Article Il injury in fact requirementSee Hinojos, 718 F.3d at 1104, n.3 (“There is no
difficulty in this case regarding Acle Il injury in fact, and neither partyggests otherwise. We
have explained that when, as heéRdaintiffs contend that class mmvers paid more for [a product]
than they otherwise would have paid, or boughithien they otherwise would not have done so’
they have suffered an Artelll injury in fact.”)

Second, even if the Kwikset line of cases wel to apply solely to advertisements and

labels, the term “advertisement” is defineddmtly under California law. The UCL expressly
incorporates the Fair Advertising Law’s (“FAL”) prohibition on unfair adigarg as one form of
unfair competition._Hinojos, 718 F.3d at 1103 (citing Cal. Bus. & Prof. Code § 17200). The H
is broadly written and broadly construed, antide range of statements can qualify as an

advertisement. Cal. Bus. & Prof. Cod&&00; see Chern v. Bank of Am., 15 Cal. 3d 866, 875

(1976). For example, a statement madelettar denying a borrower’s request for a loan

modification qualifies as “advertising.” ®ali v. OneWest Bank, FSB, 2013 WL 1320770 (N.D.

Cal. Mar. 29, 2013). Applying one set of standiaguirements to labeling/advertising and anoth
set of standing requirements to other types ofepigsentations, as LinkedIn advocates, would B
untenable given the lack ofgfinction California law places tveeen misleading advertising and
other forms of misleading statements.

The opinions in Kwikset and Hinojos providselveral examples of marketing practices,

including meat labeled as koshedanproduct advertised as “not dshble in stores.” Like those

““A consumer who relies on a product label and challeagmisrepresentation contained therein can satisfy the
standing requirement of section 17204 by alleging, as plaintiffs have here, that he or sheowaNg fought the
product but for the misrepresentation.” Id. at 330.
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examples, the statement in LinkedIn’s Privacy Policy might be significant only to a small segn
of consumers and many consumers may not evericagad it before making their purchase. Ye
the California Supreme Court atite Ninth Circuit Court of Apgals have indicated that when
those representations are false, a consumer who is induced by them to purchase a product t
otherwise would not have purcle@shas standing to bring antion under the UCL in federal
court.

Applying the cases discussed above, the Cimds that Plaintiff's allegations are
sufficient to establish standing umdbe UCL and Article Ill. Shalleges that she purchased her
premium subscription on the basisLahkedIn’s statement that its usédata will be secured with
industry standards and technology, she allegegtibagtatement was false when she read and
relied on it, and she alleges that she wouldhave made the purchase (or that she would have
negotiated for a lower price) but for the misrepnéggon. Her injury (the purchase induced by th
misrepresentation) is fairly traceableliokedIn’s conduct because LinkedIn made the
misrepresentation. And finally, her injury is lilggb be redressed by a favorable decision becau
restitution is an available remedy undez thCL. Cal. Bus. & Prof. Code § 17203.

b. Plaintiff’s first claim: Fraudulent business practices
i. Stating a claim
To state a claim under either the fraudulauginess practices pronfjthe UCL, it is

necessary only to show that mesnd of the public are likely to leceived._In re Tobacco Il

Cases, 46 Cal. 4th 298, 312 (2009) (intecuetations and citations omitted).

Plaintiff alleges that the reprastation in the Privacy Policy lkely to deceive the public
because consumers would believe that LinkedIn used a more effective method of securing itS
data than iactually did.

LinkedIn attacks the materiality of the alleg@isrepresentation, @uing that Plaintiff's
claim should fail as a matter of law because “it iplamsible that a single contractual promise in

Privacy Policy applicable to all members-edr basic-account members and paying, premium-
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account members—would be seen as a matedalcement leading a reasblauser to upgrade to

a premium account.”

A representation is material if a reasonaldestimer would attach importance to it or if the

maker of the representation knowshais reason to know that its ngieint regards or is likely to

regard the matter as importan determining his choice of action. Hinojos, 718 F.3d at 1107

(internal quotations andtations omitted). The materiality afmisrepresentation is typically an
issue of fact, and therefore shoulot be decided at the motion t®uliss stage. See In re Steroid

Hormone Product Cases, 181 Cal. App. 4th 145 (20i03ome circumstances, courts have foun

as a matter of law, that no reasonable conswmdd have been misled by the misrepresentation

See Rice v. Fox Broad. Co., 330 F.3d 1170, 1181 (9th2G03) (false statements on videotape

cover were immaterial becausel@otape cover could not be obast by potential consumer and
therefore could not influexe the purchasing decision).

LinkedIn points out that Plairififails to allege that, even kfinkedIn had disclosed the fact
that it used unsalted, SHA-1 eyption, Plaintiff would have actllg understood such a disclosure
to mean that LinkedIn was not employing industtgndard security. Heever, Plaintiff does
allege that if LinkedIn had disclosed its secuptgtocols, consumers wig have learned that
those protocols did not meet thedustry standard” through womaf mouth or the media. She
supports this reasoning by arguingsentially, that even if the akage consumer would not have
understood that unsalted, SHA-1 encryption wdsvb¢he industry standard, the popular media
would have found that disclosure newsworthy avould have disseminated the information to
consumers.

Given the above, the Court does not find Pl#istclaim barred as a matter of law. The
only case that LinkedIn has cited this point is Rice, and Rice, it was impossible for the
representation to deceive a com®r when no consumer could have viewed the representation
prior to making a purchase. Here, the represientavas available for the public to read, and, as
explained below, Plaintiff hadleged a plausible explanation fehy it is likely to deceive the

public.
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ii. Rule8

LinkedIn contends that the SAC does notssgtRule 8 of the Federal Rules of Civil
Procedure. A complaint musbmtain “a short and plain statemenfithe claim showing that the
pleader is entitled to relief.” Fed. R. Civ.8a). A court considering a motion to dismiss can
choose to begin by identifying pleadings that, beeahey are no more than conclusions, are not
entitled to the assumption of thutlgbal, 556 U.S. at 679. Whikegal conclusions can provide the
framework of a complaint, they must be suppoligdactual allegations. Id. When there are wel
pleaded factual allegations, a cosinould assume their veracitychthen determine whether they
plausibly give rise to aantitlement to relief._Id.

1. Whether Plaintiff plausibly alleges that she read LinkedIn’s
representation

In the SAC, Plaintiff alleges the followingBefore signing up for her LinkedIn Premium
Subscription, Wright—as she always does w$igning up for a service ine—read and agreed
to the [User Agreement] and PrivaEglicy and the representationsdeobligations listed therein.”
Plaintiff also alleges that the User Agreemenitained an integrationaiise, and that the User
Agreement governing her premium subscripti@odlncorporated by reference” LinkedIn’s
Privacy Policy and advised her to revianmd comply with the Privacy Policy.

LinkedIn argues that because the User Agreemaatnot part of the terms of the contract
Plaintiff entered into when she signed up for fs&mium subscription, therms therefore did not
include the “incorporation by reference” termtloe advisement to review the Privacy Policy.
Because those allegations are false, LinkedInimoes, there is no reason to accept as true the
conclusion-that Plaintiff readnd relied on the Privacy Pofin purchasing her premium
subscription.

However, regardless of whether or not theer Agreement became a part of Plaintiff's
contract for the premium subscriptias a matter of contract law aktiff alleges that she read and

relied on the User Agreement and the PrivadjciP®efore purchasing her premium subscription.
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Her understanding of contract law has no bearing omalleggation that she read and relied on tho

documents.

2. Whether Plaintiff plausibly alleges that LinkedIn’s

representation was false

LinkedIn argues that Plaintiff'allegation that LinkedIn failed tose industry standards to

encrypt member passwords is conclusory andpparted. Plaintiff supports this conclusion with

the following factual allegations:

1)

2)

3)

4)

5)

6)

When Plaintiff purchased her premmwsubscription, LinkedIn protected its
users’ personal information usinget®HA-1 hash function. LinkedIn did
not salt the information.

Since at least 2006, industry standdrdge required that users’ personal
information, and login credentials jparticular, be stored in salted and
hashed format.

The National Institute of Stalards and Technology (“NIST”)
recommended that all governmexgiencies stop using SHA-1.

Salting has been standard encrypfioactice since the 1970s, and salting
and hashing (with a stronger algbm than SHA-1) together is the
preferred industry practice.

Three days after the breach, LinkedIn stated that it would transition fror
password database system that haglasdwords, i.e. provided one layer
of encoding, to a system that bdthshed and salted the passwords, i.e.
provided an extra layer of protectitmat is a widely recognized best
practice within the industry.

The bare minimum practice within LinéB’s industry is to “salt” the

input before hashing it, preferabhjth a multi-digt salt long enough to

render rainbow tables (a method otesption-breaking) entirely useless.
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7) The more common industry practice ig19 salt passwords and then hash
them using a more recent and secure algorithm than SHA-1, (2) salt thq
resulting hash value, and (3) thegain run the resulting value through a
hashing function. Finally, that fullgncrypted password should be stored
on a separate and secure servertdpan all other user information.
LinkedIn points out that “Platiff never explicitly alleges tt SHA-1 was below industry
standards during the class period. She insteagkslignat the National Institute of Standards and
Technology [NIST] recommended that government agencies stoping SHA-1.” Docket No.
81, Def.’s Memo ISO MTD at 19 (internal quotatiamsitted). LinkedIn theites to an extrinsic
document written by the NIST which purportediates that the use of SHA-1 hashing is
acceptable.
However, even assuming that the Court ndisstegard Plaintiff's Begations concerning
the NIST’s position on the use of SHA-1 hashing,rtet of Plaintiff's allgations are sufficient to
support her conclusion that Linked$ér’epresentation was false. She alleges that LinkedIn useg
particular security practice, is specific about what that security peagtitailed, alleges that
LinkedIn’s practice fell below # “bare minimum” security préice in LinkedIn’s industry, and
she is specific about what that “bare minimuseturity practice entails. Furthermore, LinkedIn
does not contend that the phrase “industry stafi@andunts to puffery or is otherwise impossible
to define.
Accordingly, dismissal for this reason is unwarranted.
3. Whether Plaintiff plausibly alleges that she was denied the
benefit of her bargain
Next, LinkedIn contends that Pheiff “does not plausibly alleg&hat she did not receive all
of the benefits that she bargained for,” arguirag the promise of industry standard security was
not one of the benefits includ@dPlaintiff's bargain because industry standard security is

available to all members whether or not theyehapgraded to premium memberships. This was
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an argument that the Court found convincing aeckime one of the grounds for dismissal of the
FAC.

This contention is less relevant now thatiRtiff no longer seeks to establish standing
based on being deprived of the benefit of hegéia. Furthermore, when a plaintiff alleges
economic injury based on being induced by misrggme&ations to purchase products that she wou
not otherwise have purchasec tenefit of the bargain defens permissible only if the
misrepresentation that the consumer allegesvaa “material.”_Hinojos, 718 F.3d at 1107. Thus
LinkedIn’s contention tha®laintiff received all of the benefishe bargained for is not a sufficient
basis for dismissal of the SAC.

ii. Rule9

LinkedIn contends that the SAC’s averngaf fraud do not satisfy Rule 9(b) after
disregarding the allegations discussed above d& &grounds. Howevethese allegations are
sufficiently pleaded and must be regardetras at this stagin the proceedings.

In alleging fraud or mistake, a party mssite with particularity the circumstances
constituting fraud or mistake. Fed. R. Civ. P. 9(b).

Plaintiff’'s averments of frautheet the requirements of R@éb). She alleges that the
representation was made in LinkedIn’s Priv&oicy, which she read and relied on prior to
purchasing a premium subscripti@md she alleges facts that exiplwhy the representation was
false. Her allegations are specific enough @ giinkedIn “notice othe particular misconduct
which is alleged to constitute the fraud chargethaob [it] can defend against the charge and not

just deny that [it has] done anything wrondggémegen v. Weidner, 780 F.2d 727, 731 (9th Cir.

1985).
c. Plaintiff's second and third claims
As to the SAC'’s second and third claims, the Court limits its decision to whether these
claims should be dismissed with or without prejudice.

Dismissal with prejudice anditliout leave to amend is not@ppriate unless it is clear on

that the complaint could not be saved by agmeent. _Chang v. Chen, 80 F.3d 1293, 1296 (9th Cjr.
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1996). Dismissal with prejudice may be appragiwhere a plaintiff @sents no new facts but
only “new theories” and “provided no satisfactemxplanation for his failw to fully develop his

contentions originally.”_Vincent v. Trend \8&rn Technical Corp., 828 F.2d 563, 570-71 (9th C

1987).

Here, although Plaintiff has added new, caltifacts to her complaint (particularly, the
allegation that she read LinkexH representation before pueding her premium subscription),
she fails to explain how the new facts affect$ezond and third claims. She concedes that both
claims fall within the scope of the Court’s pravs order dismissing the FAC. She provides no
explanation for why she should gzen another chance to amend #hotims, other than that she
only became aware that her second third claims fell within the spe of the previous dismissal
order after certain evidence was produced by ldikand that she might discover facts through
discovery that would allow n¢o reassert the claims.

Accordingly, Plaintiff's second and thirdasins are DISMISSED with prejudice because
allowing for further amendment would be futile.

[VV. CONCLUSION

For the foregoing reasons, LinkedIn’s Mwtito Dismiss Plaintiff's Second Amended
Consolidated Complaint is GRANTED IN PARIhd DENIED IN PART. Plaintiff's second and
third claims are DISMISSED witprejudice. LinkedIn’s Motion iDENIED as to Plaintiff's first
claim.

The court schedules this action for a Casedfgement Conference at 10:00 a.m. on June

2014. The parties shall file a Joint Case Mpamaent Statement on or before May 30, 2014.

EDWARD J. DAVILz

United States District Judge

IT IS SO ORDERED
Dated: March 28, 2014
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